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Visions of a Post—
Territorial Order

A decade before the Yahoo case, two men in different parts of America
began to use the Internet for the first time. One was Julian Dibbell, a
New Yorker and pop music writer who covered technology issues for
the Village Voice. The other was John Perry Barlow of Wyoming, a lib-
ertarian, lyricist, and cattle rancher who looked the years he had spent
traveling with the Grateful Dead. Dibbell and Barlow were very differ-
ent people. Dibbell, born in the 1960s, was a member of what people in
the "90s called Generation X. Barlow was writing rock-and-roll songs
when Dibbell was born, and he never lost the passion or political pur-
pose of the 1960s. But the two had this in common: neither were native
computer geeks, and both were lucid, even lyrical writers who wanted
to communicate the Internet experience to regular people. In popular
magazines like Wired and the Village Voice, they did just this.

Dibbell and Barlow became the great explorers of the cyberspace
age. Like Henry Stanley, the Welsh-American journalist who famously
recounted his expeditions in Africa, Dibbell and Barlow had discov-
ered an exotic place and wanted to tell others about it. As with any
explorers, the tales they brought back reflected their own experience
and assumptions more than objective reality. Nonetheless, these sto-
ries articulated a powerful vision: a new frontier, where people lived
in peace, under their own rules, liberated from the constraints of an
oppressive society and free from government meddling.

Through the writings and actions of Dibbell, Barlow, and others,
this chapter and the next depict the era when it was widely believed
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This parable of cyberjustice captured two important ideas. The
first was an influential and charismatic metaphor, that of the Internet
as a “place.” This metaphor, which still pervades discussions of Internet
governance, originated in the early days of the Net when it did genu-
inely feel separate from the real world. In those days (the late 1980s
and early 1990s) the Internet really was more like cyberspace. People
in those days didn’t use the Net to buy books or make airplane reser-
vations. They used it to participate in communities of people who
rarely met face-to-face but who got to know one another intimately.
Whether it was participating in a MUD, playing online computer
games, posting to “bulletin boards,” or talking in early “chat” pro-
grams, the experience was self-contained. Whatever the consequences
“there,” from swapping programming ideas or arguing about the causes
of World War I, there would be no consequences “here,” in what they
called “meatspace.” This autonomous and often vibrant communal
experience naturally led to the belief that this place could, and should,
be governed by the users that constituted it.

Dibbell’s parable was also the beginning of a constructive vision
of governance liberated from physical and national identity—that is,
from our actual bodies and their physical location. These ideas may
seem a bit abstract, even nutty. But for many early Internet users and
thinkers, they marked the deepest promise of the Internet revolution.

Everyone has a physical appearance, and everyone is born some-
where; these are two facts over which we have little control. Even in
the most open real-space societies, where we are born and what we
look like influence our life paths and prospects—the kind of opportu-
nities we get, how we are treated by others, the extent to which those
around us share our values and commitments. A liberal view of the
good society says that individuals should be able to shape their lives as
they wish, provided that such choices respect the dignity of others.
Just as you choose your mate, your job, and your favorite brand of
soda-pop, you should be free to minimize the relevance of how you
look and where you live.

This is very hard to do in real space, within the traditional system
of territorial governance. For most people, physical traits are difficult
to alter, and moving to a different and more congenial geographical
community—assuming one exists—is too expensive or psychologically
difficult. But as the MUD experience showed, the Internet can render


































lem in favor of a local tradition or in obedience to a powerful local
interest group. Many believed that international standards applied to
the Internet could eliminate the parochialism of territorial legalism.
International standards could reflect a kind of collection of best prac-
tices from around the world—the opposite of the tyranny of the un-
reasonable. An international approach could not only clear up
confusion and conflict, but it could also wash clean the prejudice and
ignorance hiding in the basement of national government.

It was just a new means of communication. But the arrival of the Inter-
net in the 1990s tapped into something much deeper, causing many to
hope that the new network might really change things, somehow lib-
erate us from the world we live in and even do something to change
the human condition. Behind every vision of Internet utopianism lay
the hope that connecting every human on earth might make the world
a better place. Humanity united might do better than our lousy sys-
tems of government, throw away the construct of the nation-state,
and live in some different but better way.

According to each of the visions, one thing seemed clear: the system
of territorial government was broken and needed to be replaced. Whether
the replacement was international organizations, self-governing Inter-
net communities, or rule by Internet engineers might not really matter.
What mattered was that territorial government seemed to be melting
away and becoming increasingly irrelevant.
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realize this. The “choose a country” links are their crude way of map-
ping the borders of the real world on to cyberspace so as to better
serve Net users in different places.

Geography is not, of course, the only way, or always the most
effective way, to tailor information on the Net; many Listservs, web
pages, and blogs shape information along many different dimensions
besides geography. In addition, while neighbors tend to have a lot in
common compared to people on the other side of the globe, they can
still have radically different tastes, habits, hobbies, and the like. Internet
“personalization” services respond to the many differences among
peoples, like these, that don’t correspond to geography. Amazon.com
famously gathers data about customer purchases and related prefer-
ences, and creates individual “stores” with personally tailored recom-
mendations. “Really Simple Syndication™ (RSS) and related systems
collect information from selected web pages and blogs, and “feed” it
to a single page, enabling individuals to tailor precisely the content
they receive on the Net to match their unique tastes and interests.

Even though the Internet permits unprecedented individualized
content tailoring, geography will remain a good proxy for interests
and preferences, and the geographical shape of Internet information
will remain significant. Amazon stores differ greatly among family
members, neighbors, and citizens in the United States. But in terms
of language and content, the different Amazon stores among indi-
viduals in the United States are similar when compared with indi-
vidual Amazon stores in Japan and France. While Internet firms dream
about the possibilities of fine-grained one-to-one marketing, it re-
mains very expensive, and potentially privacy-invasive, to collect, or-
ganize, and cross-reference loads of personal data about each individual.
For many purposes, geographical targeting on the Internet provides a
cost-effective way to match information with consumers, just as in
real space.

The Importance of Place

Futurist and investment guru George Gilder was one of the darlings
of the 1990s Internet. In his turn-of-the century book, Telecosm, Gilder
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proclaimed the advent of “infinite bandwidth” and the coming age of
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real-space fact about the Internet means that where you are in the
world determines the content and quality of your Internet experience.

Consider the “last mile” of Internet connection between your home
and the local network access office, today typically a cable, DSL, or
dialup connection. For bandwidth to be infinite it has to be infinite
along the entire connection, including the last mile. This means that
consumers would have to be willing to pay for infinite bandwidth com-
ing to their homes—not just for DSL, or cable, which are only so-so
technologies, but rather for significantly more expensive fiber-optic
connections. Not surprisingly, consumers balked. In the late 1990s
and early 2000s, they were hesitant to pay even for DSL or cable ac-
cess, priced at around $50 per month. Broadband—Ilet alone “infinite
bandwith"—arrived far slower than anyone had predicted. It was this
lack of consumer demand for infinite bandwidth (coupled, in some
cases, with fraudulent accounting to hide that fact) that killed
WorldCom and similar companies, and made Gilder’s prediction of
“infinite bandwidth” a joke.

Even before the last mile, the efficacy of Internet communica-
tions depends on the real-space location of data and data consumers,
and on the geographical distribution of the underlying Internet hard-
ware through which the data travels. When a computer user in Bos-
ton types something in Yahoo's search engine, it can be expensive and
time-consuming for this request to travel through the mass of Internet
hardware to Yahoo's California servers, and for Yahoo’s information,
including its bulky graphics, to travel back through the same hard-
ware to Massachusetts. This is why so many web firms, including
Yahoo, pay companies like Akamai to negotiate Internet traffic jams
and serve their content from regional and local “cache servers” (digi-
tal copies on local computers) located around the globe, closer to the
information consumer. It is also why Cisco and many software com-
panies ask customers to “select a location”: downloading large soft-
ware packages is faster from a nearby computer than from one across
the globe,

The geography of Internet hardware also explains why so much
Internet activity—content production, domain names, software de-
sign, server farms, and the like—clusters in urban centers. Big cities

were supposed to be “leftover baggage from the industrial era,” in
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in the Internet era. They also show that the Internet’s sensitivity to
geographical difference happened naturally, via market mechanisms,
as content providers and hardware and software makers responded to
varying local demands. But there was another, much more powerful
interest that was sensitive to geography and that, in various ways, also
wanted to border the Internet: territorial governments. The next three
chapters consider governments’ responses to the borderless medium.
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In principle, this is a powerful strategy. It leaves the government with
the sole option of trying to hunt down the “target” end users, who
might be numerous and expensive to find (more on this later). So, if
the Internet, as advertised, is eliminating intermediaries, doesn’t this
mean that traditional governmental power is doomed?

The problem with this theory, which pervaded Internet thinking
in the late 1990s, was its central premise. The rise of networking did
not eliminate intermediaries, but rather changed who they are. It cre-
ated a whole host of new intermediaries, the most important of which
(for our purposes) are ISPs (Internet Service Providers), search en-
gines, browsers, the physical network, and financial intermediaries. In
short, the Internet has made the network itself the intermediary for
much conduct that we might have thought had no intermediary at all
prior to the Internet.

But if governments control the Net through intermediaries, why
can’t content providers evade this control by just circumventing inter-
mediaries? The answer is that it is hard to get rid of intermediaries
because the elimination of intermediaries is in many cases the same
thing as the elimination of the underlying conduct. Specialized inter-
mediaries exist, after all, because they allow people to do things that
would be difficult, or even impossible, for them to do themselves. It
doesn’t make sense to speak of making telephone calls without some
entity to connect calls. Car manufacturers exist because, though it might
be possible for people to make cars on their own, the cost would be enor-
mous. To truly act without any intermediaries means acting by oneself.
There are few things that one can do without the direct or indirect assis-
tance of someone else. And so in the Net context, scores of intermediar-
ies are needed to make the Net experience work. Most of the time, they
are invisible, but they are there. And they can be controlled.

What about moving the intermediaries themselves offshore, be-
yond the range of government control? Here is what such a move

COVERNMENT STRIKES BACK

would look like schematically:
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pleased. In this way, decentralized government can respond in a more
fine-grained way to what people want and can best enhance overall
welfare.

Of course, this and other arguments for a bordered Internet must
confront the problem of China and other oppressive nations that do
not purport to represent the interests or preferences of their people.
But even the China example, as bad as it is, does not undermine the
case for territorial control of the Internet. Governments did not cre-
ate the technologies that China is using to keep unwanted content
out. Rather, as we saw in chapter 4, the private sector created it in
response to consumer demands that the Net’s content be better tai-
lored to suit individual interests—interests that, as a brute fact, cluster
by geography. And as the Yahoo case shows, governments in demo-
cratic states are starting to demand that this technology be used to
respond to entirely appropriate constituent demands to protect them
not only from Nazi goods but also from hate speech, credit card theft,
invasions of privacy, sexual predators, spam, and much more. Tech-
nologies of control designed to serve legitimate and desired ends can
rarely be limited to those ends, and will often be co-opted for illegiti-
mate purposes. The Internet is no exception.

The question about the optimal form of Internet governance must
always be “compared to what?” While it is easy to criticize traditional
territorial government and bemoan its many failures, there is no rea-
sonable prospect of any better system of governmental organization.
Even acknowledging that in places like China the laws will often not
reflect the wishes of people who live there, differences among laws in
the many democratic governments in the world (such as the ones at
issue in Yahoo and Gutnick) are presumptively legitimate. Many ele-
ments of China’s bordered Internet, moreover, do respond to legiti-
mate Chinese preferences—for example, the language in which Net
content is delivered, and the cheap digital goods that are helping the
Chinese economy flourish.

In defending the system of decentralized national control, we are
not arguing for the current number and size of territorial nation-states.
Nations that are too small will lack the economic capacity to provide
public goods like national defense and education. As a nation’s size
increases it can address these deficiencies, but at the cost of increas-
ingly diverse values, preferences, and commitments among citizens,
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shed European rule centuries ago, the prospect of living under rules
set by Europeans is unusual. Many Americans may like the rule com-
ing from Europe, where privacy protection is far more generous than
that provided by American laws. Of course, this means that all Ameri-
can users of dot-NET Passport must accept and pay for the extra pri-
vacy protection that Microsoft must provide, regardless of whether
they want it. And then there is the question of whether Americans like
to be governed by laws they had no part in creating—a question usu-
ally raised in other countries about American power.
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VICES, VIRTUES, THE FUTURE
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That government-wielded force can change the very nature of the
Internet itself is nowhere clearer than in China, where the brawny
and self-confident People’s Republic is building a nationalist Internet
within its borders. As China does this, it is creating a network that is
moving away from the Internet in the West, not only in its language
but also in its values and deep architecture. When Friedman and so
many others argue that the Internet and related technologies will in-
evitably open closed societies, they assume that the Internet is an ex-
ogenous and unchangeably open force. But as we have seen in this
book, the openness of the network is contingent, and one of the most
important things it is contingent on is governmental coercion that
demands a unique architecture.

The point is even broader. It’s not just that nations have the power
to shape the Internet’s architecture in different ways. It is that the
United States, China, and Europe are using their coercive powers to
establish different visions of what the Internet might be. In so doing,
they will attract other nations to choose among models of control rang-
ing from the United States’s relatively free and open model to China’s
model of political control. The result is the beginning of a techno-
logical version of the cold war, with each side pushing its own vision
of the Internet’s future.

The failure to understand the many faces and facets of territorial
governmental coercion is fatal to globalization theory as understood
today, and central to understanding the future of the Internet. We
have not argued that geographically focused governmental coercion is
the only thing that matters. But we have tried to highlight the abiding
significance of geography, of individuals whose attitudes and prefer-
ences differ sharply by geography, and most importantly of the na-
tional governments that use coercion to enforce national laws within
their territories. In the coming decades, these factors, and the conse-
quent struggles between nations and their national network ideologies,
will do much to determine how life on the bordered Internet is lived.
















P2P

RSS
SRI

TCP/IP

pmtncnl

UN
URL

USPS
WAPI

Wi-Fi

WIPO

Peer-to-Peer (decentralized network design, useful for
exchanging information among large numbers of network
users)

Recording Industry of America (industry organization that
lobbies for copyright protection and sues alleged copyright
infringement)

Really Simple Syndication (protocol for distributing web
content, mainly from blogs)

Stanford Research Institute (independent, non-profit
technological research organization; not part of Stanford
University, but located nearby)

Transmission Control Protocol / Internet Protocol (these

two protocols, used together, are the most broadly used
information transmission protocols on the Internet)

United Nations

Uniform Resource Locator (synonym for web address;

invented for use on the World Wide Web)
United States Postal Service

WLAN Authentication and Privacy Infrastructure
(Chinese standard for secure wireless data communication)

Wireless Fidelity (a low-cost wireless networking
technology, usually found on personal computers)

World Intellectual Property Organization
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