NSF Cyber Securlty
Conference

FBI1 Counterintelligence Domain Program
Briefing




History/Evolution of the
Program

* DECCA

—Developing Espionage and
Counterintelligence Awareness

* ANSIR

—Awareness of National Security Issues
and Response

* DOMAIN




Technology Lifecycle and Counterintelligence
ExXposure

Fundamental Research End of Acquisition Life

e e e

Z0—->»Z20VO0OTZ2~
<~ —w>rr > >

6.0-.1 6.2 6.3 6.4 6.5 6.6 6.7
Technology Development Life Cycle Time-Line
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Major Strategy Elements
Supported By Domain Program

* Change Behaviors
— Of most serious foreign threats
— Of exploited individuals/institutions

* Reduce Opportunities

— Of adversaries to collect intelligence and
conduct operations

* Band Field Offices/Partners Together

— To devise and implement joint operational
plans that cross boundaries

* Transformation to Proactive Program

— Pursue foreign positive intelligence collection
effort




Changing Counterintelligence
(Cl) Paradigm

* Shift from reactive to proactive operations

* Acknowledgement of new business
realities (“The World is Flat”)

* Development and advocacy of risk
mitigation strategies vs. threat avoidance

® Pushing counterintelligence awareness out
to the business/academic community

® |everaging resources to mutual advantage




Holistic Approach to CI
Risk Management

* Insure that all facets of security (physical,
I'T, personnel) are aware of
counterintelligence issues and incorporate
risk detection and mitigation into cohesive
business strategy.

* Partnership between USIC and Private

Sector to leverage resources to maximum
benefit of nation.




Pitching Partnership

* Emphasis on Confluence of Interest
— CI protection = Research protection

® Leveraging finite resources

— Recognition that we are all short handed
® Encouraging dialog
* Building confidence/trust

— Subject matter competence

— No threat posture
— Confidentiality




Academic Alliance

Foster spirit of
cooperation

Establish a dialogue © /4

Share information .
Increase awareness 4 4 F
N7
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Academic Alliance

* National Security Higher Education Advisory
Board (NSHEAB)

* College and University Security Effort (CAUSE)




National Security Higher
Education Advisory Board
(NSHEAB)

* Members include 16 university presidents and
chancellors

® Chaired by Graham Spanier, Pres

Pennsylvania State University —
* Three meetings a year

® Other participants include:
— National Science Foundation
— Department of Commerce
— Central Intelligence Agency
— Department of Defense




NSHEAB Members

The Johns Hopkins
University

UCLA

Carnegie Mellon
University of Washington

Texas A&M
lowa State University

University of
Pennsylvania

MIT

Purdue

West Virginia University
University of Florida
UNC — Chapel Hill
University of Maryland

The Pennsylvania State
University

University of Wisconsin




Mission of the NSHEAB

®* Promote understanding
® Create a forum for mutual Issues

® Provide advice on the culture of higher
education

* Build on traditions of openness, academic
freedom and international collaboration

® Discuss matters pertaining to national
security.
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~What is the RTP SIG?

e RTP = Research and
Technology Protection

® SIG = Special Interest Group
® The RTP SIG is a tool for
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Domain Coordinators to use to i
nrovide information to their | ;
Domain representatives

http://www.infragard.net




What is the RTP Special

Interest Group?

®* The RTP SIG is a tool the FBI utilizes to provide
Information to cleared Defense Contractors, private
iIndustry and academia. Domain Coordinators are
your local FBI contacts.

— Mission: to provide actionable and relevant information to

cleared defense contractors, private industry and academia
to better enable them to protect their research and
technology.




Why we need the RTP SIG

* To provide information to the targets of foreign
Intelligence services and economic espionage
that will help them become a tougher target.

* To increase reporting of Counterintelligence

events. ’ 'r




InfraGard RTP SIG

8 Research and Technology Protection InfraGard - Microsoft Internet Explorer provided by SBUNet
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Research and Technology Protection

Welcome to the Research and Technology Protection Special Interest Group (RTP S1G). The mission
ofthe RTF SIG is to provide actionable and relevant information to cleared defense contractars, private
industry and academia so thatthey are better able to protect their research, technology and
information. Yhile our main concern is the protection of classified information, the same principles
can he applied to the protection of trade secrets and other intellectual property.

Cniick Links
Horre

Online Publications Fublications
itk . Resources - a comprehensive Mews
- a collection o =i i i i i X
workfo_rce 3 O:;‘LS‘;C;:;EH‘E‘ :rsz':‘fap::l—li;a:c;nfs *—l Workfor_ce E!:iucatmn -
education e PUBL J cources MNEW S Cl_:un_terlntelllgencefDomam
documents dission
FEI Domain Coordinators
In addition to the wide array of information available on the InfraGard main site, the RTP S1G COnline Resources
supplements that with information that we think will be helpful to the individual who has responsibility Meetings/Conferences
for protecting research and technology. The butions provided above are a gquick way to go directly to Membership Directary
the most commaonly referred to items. For example, in the Publications section you can: CES =uidlnes

List-Serv
Message Boards
Contact Us

s Areyou interested in learning exactly how and why other countries are targeting U.S. technology? Submit Content

Read the recently released Annual Reportto Congress on Foreign Economic Collection and FEBl Tips
Industrial Espionage.

» Learn maore about the recently unsealed Foreign Economic Espionage indictment for stealing
military trade secrets.

=) .Q Local intranet
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Research and Technology Protection

HOME | L] PUBLICATIONS = NEWS [i| MEMBERSHIP DIRECTORY (% FBI COORDINATORS

% Home = Research and Technology Protection InfraGard = Workforce Education

Best Practices

D The Arizona Tech Frotect Council has provided an example of a threat matrix that can be used to
consolidate suspicious activity. This matrix helps track trends that might reveal issues that would
othermwise go unnoticed. Proper reparting to your Domain Coordinator and D35 is encouraged.

D This is a list of some suggested reasonahle measures to take to better protect your research and
technology. Created by the San Francisco Strategic Technology Task Force this checklist can
Sene a5 a starting point for more effective protection of your intellectual property.

Haorne

Fublications

HNews

YWorkforce Education
Counterintelligence/Domain
Mission

FEI Dormain Coordinators
Cinline Resources
heetings/Conferences
hembership Directaory
LES Guidelines
List-Sery

Message Boards

Program Protection Planning: Are you a program manader respaonsihle for the security of a
product or system? Read here ahautthe Depatment of Defense's approach to Program
Protection Planning.

Protect your Workplace

Posters

The following Department of Homeland Security (OHS) posters provide guidance on physical and
cyher security and how to report suspicious behavior, activity, and cyber incidents. Ifyou would like, wou
can dowenload all of the posters atthe same time using the Download complete series link, Contact Us
Submit Content
Report Suspicious rotect Your Workplacell  Beport Suspicious FEl Tips
Cyber Incidents ! v T Behavior and Activity

e é *:J Local inkranet
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Unites States Government Wabsites

The White House — Mational Security Council
“The National Securiby Strategy™ (March 20065

Office of the Director of Mational Intellivence (QDM
Acurrent source far QDM information including:

« QDM Speeches
o Threat Assessments
* Press HEeleases
« Website Links
o "The National Infeiiigence Shategy of the United States of Ametica — Transformation
through Infegration and fnnovation” (Ocfober 2000
o “Inteligence Reform and Terroriam Praviention Act of 2004

Office of the Mational Counterintellinence Executive (NCE)
Acurrent soudrce far MCE information including:

« "Mational Counterintelligence Strateay of Linites States" (March 2005)
« "Annual Reportto Congress on Foreign Economic Collection and Industrial Espionage — 2004
» Histary of Counterintelligence - American Revolution into the Mew Millennium

Mational Intellinence Council
‘Wapping the Glabal Future Report of the Nationa! Intelligence Councils 2020 Profect”

LInited States Senate Select Committee on Intelligence
Current information regarding Senate oversight of the United States Intelligence Gommunity (LUS1C)
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Meetings/Conferences

Membership Directary

LES Guidelines
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Contact Lls

Subrnit Content
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Membership: the application
process for the RTP SIG website

* Must be a current InfraGard member

* Must have a need for information on
how to protect research and technology

* Should have the capability to take action
on the information prowded to them
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How do | access the RTP SIG?

By selecting the “I want to join Research and
Technology Protection InfraGard” button you
will be requested to answer 7 questions:

What is your full name and to what
InfraGard chapter do you belong?

What is you organization and has it been
awarded any classified contracts?

Do you have a security clearance?

Does your company maintain or develop
processes, formulas or other things that
might be considered intellectual property or
trade secrets?

What is your title?

Please explain how your responsibilities
pertain to protecting your company’s
research, technology or trade secrets.

Would you like to be listed in the SIG
directory?







