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Message Format, Content for LMCO/M2M/AWA Project 

 
Discussion 
This document describes the attributes of inbound and outbound messages traversing  the 
remote sensor array (RSA) project being executed by Lockheed Martin, M2M, Inc., and 
Advanced Wireless Automation. 
 
In the interest of simplicity and reliability, messages will retain the same general 
characteristics regardless of data direction or purpose. Further, some message content 
may or may not be applicable to this particular project, as AWA's platform is designed to 
fulfill a number of potential applications. In particular, some information is provided that 
may appear redundant when passed through a transmission system that is error-corrected 
and routed. These message attributes variously reflect the nature of AWA's dual-protocol 
wireless network and agnostic, untrusting attitude toward transport.  
 
Location name is a field described in the database description. This should be keyed from 
the device ID (or "address"), a unique number assigned to each item of AWA equipment. 
 
Message Header 
 
Magic 
String, always "AWAINC". Identifies data as originating on AWA equipment 
 
Revision 
String, 7 chars, XXX.XXX. Identifies equipment release that is creating this message. 
 
Length 
Long word. Length of frame past "CRC". 
 
CRC 
Word. CCITT 16 bit cyclic redundancy checksum of frame past "CRC". 
 
Device Address 
Long word. The ID number of the device for which this message is intended, or from 
which this message originated. Used to identify source of messages and to route 
messages to remote equipment under network controller supervision. 
 
Message Type 
Byte. Identifies frame as command, data, other. 
0x00: Command 
0x01: Data 
0x03: Status 
 



Message Name 
Long word. Purpose of message. 
 
 
Message Payload, Qualifier 
Variable length, minimum size 0 in the case of unqualified commands. 
 
Sensor Data 
 
GPS Fix Data 
Two NMEA GPS sentences, concatenated. 1st sentence is GGA, second sentence is 
GVT. 
0x000101 
 
$GPGGA,<1>,<2>,<3>,<4>,<5>,<6>,<7>,<8>,<9>,M,<10>,M,<11>,<12>,*hh, 
 
<1> UTC time of position fix, hhmmss format 
<2> Latitude, ddmm.mmmm format (leading zeros will be transmitted) 
<3> Latitude hemisphere, N or S 
<4> Longitude, dddmm.mmmm format (leading zeros will be transmitted) 
<5> Longitude hemisphere, E or W 
<6> GPS quality indication, 0 = fix not available, 1 = Non-differential 
GPS fix available, 2 = 
 Differential GPS (DGPS) fix available, 6 = Estimated 
<7> Number of satellites in use, 00 to 12 (leading zeros will be 
transmitted) 
<8> Horizontal dilution of precision, 0.5 to 99.9 
<9> Antenna height above/below mean sea level, -9999.9 to 99999.9 meters 
<10> Geoidal height, -999.9 to 9999.9 meters 
<11> Differential GPS (RTCM SC-104) data age, number of seconds since 
last valid RTCM 
 transmission (null if not an RTCM DGPS fix) 
<12> Differential Reference Station ID, 0000 to 1023 (leading zeros will 
be transmitted, null if not an 
 RTCM DGPS fix) 
*hh checksum of $-*, noninclusive 
 
$GPVTG,<1>,T,<2>,M,<3>,N,<4>,K,<5>,*hh 
 
<1> True course over ground, 000 to 359 degrees (leading zeros will be 
transmitted) 
<2> Magnetic course over ground, 000 to 359 degrees (leading zeros will 
be transmitted) 
<3> Speed over ground, 000.0 to 999.9 knots (leading zeros will be 
transmitted) 
<4> Speed over ground, 0000.0 to 1851.8 kilometers per hour (leading 
zeros will be transmitted) 
<5> Mode indicator (only output if NMEA 0183 version 3.00 active), A = 
Autonomous, 
 D = Differential, E = Estimated, N = Data not valid 
*hh check sum of $-*, noninclusive 
 
System Time 
0x000102 
Character, length 10, "MMDDYYHHMM". GMT as indicated by the local RSA system 
clock, which is set by GPS. 
 



Temperature 
0x000103 
Character, length 5, +/-NN.N degrees centigrade, with sign. 
 
Humidity 
0x000104 
Character, length 3, NN.N percent relative humidity. 
 
Voltage 
0x000105 
Byte. Value will converted to voltage based on a formula as a backend function. 
 
Image Data 
0x000106 
Binary, of variable length dependent on scene content, selected resolution, other factors. 
This data is compressed using a wavelet algorithm, and must be decompressed as a 
backend function. 
 
BINSUM 
0x000107 
Boolean composite status of several inputs. Includes: 

GFE Status 1..4 
Boolean, bits 0..3 of  byte value BINSUM. These values reflect binary status 
values  of GFE equipment. 
 
Tamper 
Boolean, bit 4 of byte value BINSUM.  
 
Motion Detected 
Boolean, bit 5 of byte value BINSUM 
 

System Messages, Type 0x00 
 
Executing Hard Inert 
0x00F001 
 
Executing  Soft Inert 
0x00F002 
 
Service Switch Activated 
0x00F003 
 
Attaching 
0x00F004 
Data length 3 
Network manager device address 



 
Reattaching 
0x00F005 
Data length 3 
Network manager device address 
 
Check In 
0x00F006 
 
Tamper 
0x00F007 
 
Commands 
 
Single Frame Capture 
Capture a single frame now. 
0x00E001 
 
Multiframe Capture 
Capture a sequence of frames now. 
0x00E002.  
Data length 3. 
Byte 1, frames-to-capture. Byte 2..3, interframe delay, ms. 
 
GPS Setup 
Command GPS sensor to perform cold-start. 
0x00E003 
 
Acquire GPS Fix 
Command GPS sensor to acquire new fix. 
0x00E004 
 
Capture Temperature and Humidity 
Acquire T/RH sensor reading 
0x00E005 
 
Capture GFE Status 
Read GFE status bits 
0x00E006 
 
Load New Sensor Group 
0x00E007  
 
Load New Activity Schedule 
0x00E008 
 



Execute Hard Inert 
Erase customer data, execute non-reversible shutdown 
0x00E009  
Character data length 4. Data must be "DEAD" 
 
Execute Soft Inert 
Erase customer data, make unit quiescent. 
0x00E00A Character data length 4. Data must be "DULL" 
 
Echo 
Return a checkin message. 
0x00E00B 
 
Voltage 
Read and return battery voltage 
0x00E00A 
 
 
   
 
 
 
 
 
 
 
 
 
 
 


