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PRELIMINARY STATEMENT

National security and law enforcement investigations, bytheir very nature, require

federal government officials to collect information. Secrecy isessential to theeffective conduct

ofsuch investigations; public disclosure ofsteps taken to investigate theactivities of terrorist

groups andforeign intelligence organizations poses a directand immediate threatto the

government's ability both to detect and to prevent those activities. Alerted to the existenceofan

investigation, its direction, or the methods and sourcesbeingused to pursue the investigation,

targeted individuals or groupscan take stepsto evadedetection, destroyevidence, mislead

investigators, and change their own conduct to minimizethe possibilitythat future terrorist and

foreign intelligence activitieswill be detected.

Title 18 U.S.C. § 2709 is one ofa number of statutes that authorizes the government to

collect information in serviceof a national securityinvestigation and to preventprivate partiesto

whom thegovernment turns for information from destroying theconfidentiality of the

government's inquiry. Pursuant to thatstatute and aspartof anauthorized, ongoing national

security investigation, theFederal Bureau of Investigation ("FBI") served a National Security

Letter ("NSL") on \ _ *ind electronic communication service provider.

(''respondent"). TheNSL made a limited, specific inquiry for subscriber

owned andinformation related to i

operated by respondent. Pursuant to§2709(c), adesignee ofthe Director ofthe FBI certified

thattheNSL must remain secret to prevent harm to, inter alia, national security, andtherefore

that theNSL requires thatrespondent notdisclose theexistence or contents of theNSL.

The NSL nondisclosure obligation was imposed on respondent incompliance with the

statutory requirement that a designated, senior FBI official personally certify the need for

nondisclosure. And as set forth in the classified Declaration of FBIAssistant Directoi [

-1-
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tobesubmitted totheCourt exparte and in camera pursuant to 18 U.S.C. §3511, there

wasand remains good reason to impose thenondisclosure requirement. The Court should,

therefore, enforce it

Whilethenondisclosure requirement prohibits respondent from disclosing certain,

limited information, it passes muster under the First Amendment Numerous judicial precedents

make clearthat Congressmay constitutionally prohibitdisclosureof informationabouta secret

government investigation that a private party learns only throughits own involvement in the

investigation. Indeed, courts have recognized that the "restraint" on communication of

information learned solely by involvement in a government investigation is not a classicprior

restraint ofthe type thatreceives heightened scrutiny. Regardless, the nondisclosure

requirement here wouldsurvive eventhe strictest scrutiny, for it is designed to further the

compelling governmental and public interest ineffectively detecting and preventing terrorism

and foreign espionage, and it iscarefully tailored to restrict only information thatrespondent has

learned through its involvement in the NSL inquiry itself.

And,inanyevent, theNSL issued to petitioner was accompanied by procedural

protections that would satisfy the most searching test applied to prior restraints even if itapplied

here: thegovernment has accepted the burden of seeking, and has sought, judicial review ofthe

NSL within a reasonable time (30 days)afterrespondent objected to it

For all ofthesereasons, the Court should grant the AttorneyGeneral's petition and order

that respondent isbound bythe nondisclosure requirement of the NSL and 18 U.S.C. §2709.

-2-
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BACKGROUND

L Statutory Background

A. National Security Letters

The President ofthe United States has charged the FBI with primary authority for

conducting counterintelligence and counterterrorism investigations intheUnited States. See

Exec. OrderNo. 12333 §§ 1.14(a), 3.4(a),46 Fed. Reg 59941 (Dec.4,1981). The FBI's

experience withnational security investigations hasshown thatelectronic communications play

a vital role in advancing terrorist and foreign intelligence activities and operations. See

Classified Declaration of IT
h^-ad

Division, to^ Assistant Director ofthe FBI for the!

be submittedexparte and in camera to the Court pursuantto 18 U.S.C. § 3511(e)and 28 C.F.R.

§ 17.17.1 Accordingly, pursuing anddisrupting, e.g., espionage andterrorist plotsoftenrequires

the FBI to seek information relating to electroniccommunications.

Title 18U.S.C. § 2709 was enactedby Congress 25 years ago to assist the FBI in

obtaining such information. Section 2709 empowers the FBIto issue an NSL,a typeof

administrative subpoena. Several otherfederal statutes alsoauthorize government authorities to

issueNSLs in connection with counterintelligence and counterterrorism investigations. See 12

U.S.C. § 3414(a)(5); 15 U.S.C. §§ 1681u-1681v; 50U.S.C. § 436. Subsections (a)and (b)of

§ 2709 authorize the FBIto request "subscriber information" and'toll billingrecords

information," or "electronic communication transactionalrecords," from wire or electronic

communication service providers. Section 2709doesnotauthorize the FBI to seekthe content

declaration with the Classified'The Attorney General lodgedAssistantDirector
The government will file under seal and serve onInformation Security Officer on| ._.,•-,,- ^

respondent aredacted version ofAssistant Director[r^^^declaration that does not contain
classified information or other sensitive law enforcement information that cannotbe sharedwi
respondent

with

-3-
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ofanywireor electronic communication. In orderto issue anNSL, the Director of theFBI, or a

senior-level designee, must certify thatthe information sought is"relevant to anauthorized

investigation to protect against international terrorism orclandestine intelligence activities...."

Id § 2709(b)(lX2). Whenan NSL is issued in connection with an investigation of a "United

States person," the same officials must also certify that the investigation is"not conducted solely

on the basisofactivities protected by the first amendment...." Id

B. Confidentiality ofNational Security Letters

Counterintelligence and counterterrorism investigations are long-range, forward-looking,

andprophylactic in nature;e.g., the government aimsto disruptterroristacts againstthe United

Statesbefore theyoccur. Becausethese investigations are directed at individuals or groups

takingeffortsto keep their own activities secret, it is essential that targets not learnthat theyare

Iftargets learn that their activitiesthe subjectofan investigation. E.g.,I Decl.^

arebeing investigated, they can be expected to take action to avoid detection ordisrupt the

. Likewise, knowledgeabout thegovernment's intelligence gathering efforts. See id. V\ i
~Yi "*

scope orprogress of a particular investigation allows targets todetermine theFBI'sdegree of

penetration oftheiractivities and to altertheir timingor methods. Accord id The sameconcern

applies toknowledge about thesources and methods the FBIisusing to acquire information.

See id ^Q
The secrecy needed forsuccessful national security investigations can be compromised if

(provider discloses that ithas received or provided information pursuant to an NSL. To
;Hflr

avoid thatresult, Congress hasplaced restrictions ondisclosures byNSLrecipients, contained in

18 U.S.C. §2709(c). The nondisclosure requirement requires a case-by-case determination of

need bytheFBI and thus prohibits disclosure only iftheDirector oftheFBI oranother

designated senior FBI official certifies that "otherwise there may result a danger tothe national

-4-
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security of the United States, interference with a criminal, counterterrorism, or

counterintelligence investigation, interference withdiplomatic relations, or dangerto the lifeor

physical safety of any person." Id § 2709(c)(1). If sucha certification is made, the NSL itself

notifies the recipient of the nondisclosure obligation. Id. §2709(cX2). Violation of the

nondisclosure requirement is a criminaloffense ifthe recipientdiscloses the information

"knowingly and with the intent to obstruct an investigationor judicial proceeding." Id. § 1510.

n. Factual Background

As part of an ongoing, authorized national security investigation, the FBI issued an NSL

dated 2012, and served on 2012 to

information concerning a

serviced by In particular, the NSL requested the

blectronic communications transactional records for the

to 18 U.S.C. §2709.

The NSL was issued by the Special Agent in Charge ("SAC") of FBI's

requesting

pursuant

an FBI official who is authorized to issue NSLs under 18 U.S.C. § 2709. See NSL,

. The SAC also certified pursuant to § 2709(b)Attachment 1; see also Decl. t

that the informationsought was relevant to an authorized investigation to protect against
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international terrorism or clandestine intelligence activities. See NSL, Attachment 1; see also

of the prohibition against disclosing the contents of

Decl.

The NSL informed

the NSL, certifying, in accordance with § 2709(c), that such disclosure could result in an

enumerated harm that is related to an "authorized investigation to protect against international

terrorism or clandestine intelligence activities." The letter notified

accordance with 18 U.S.C. § 3511(a) and (b),

that in

had a right to challenge the letter if

compliance would be unreasonable, oppressive, or otherwise illegal.

The letter also advised that had 10 days to notify the FBI as to whether it

2012, the FBI received a letterdesired to challenge the nondisclosure provision. Or

via facsimile rrorr See Attachment 2. According to its letter,

Id. For this reason, requested that the FBI obtain a judicial order requiring

the nondisclosure of the receipt of the NSL. Id.

FBI has certified that disclosure

of the fact or contents of the NSL to would cause harm to its ongoing national

security investigation.

ARGUMENT

I. Standard Of Review

The Attorney General brings his petitionforjudicial review and enforcement of the NSL

under 18U.S.C. § 3511. Under thatstatute, Congress hasprovided that, when the recipient of an

NSL"fail[s] to comply with[the] request for records, a report, or other information," the

Attorney General "may invoke theaidof any district court of the United States within the

-6-
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jurisdiction inwhich the investigation iscarried onorthe person or entity resides, carries on

business, or may befound, to compel compliance with therequest" 18 U.S.C. § 3511(c).

Andthe "request"whichthe Attorney General may seekto enforce in a court includes that

"notification]"(and imposition) "ofthe nondisclosure requirement." Id. § 2709(c)(2).3 A

disclosure of information about theNSL such as respondent wishes to make is thus a "fail[ure] to

comply with[the] request" and,under§ 3511,thisCourt "may issue an order,"punishable as

contempt, "requiringthe [respondent] to complywith the request," includingits nondisclosure

requirement Id.4

n. The National Security Letter Issued To Respondent And Its Nondisclosure
Requirement Comply With The Underlying Statute, 18 U.S.C. § 2709(c).

The NSL statute, 18 U.S.C. § 2709(c), provides that:

If the Directorofthe Federal Bureauof Investigation, or his designee in a position
not lower thanDeputy Assistant Director at Bureau headquarters or a Special
Agent in Charge in a Bureau field officedesignated by the Director, certifies that
otherwise theremayresulta danger to the national security of the United States,
interference with a criminal, counterterrorism, or counterintelligence
investigation, interference withdiplomatic relations, or danger to the lireor
physical safety of anyperson, no wireor electronic communications service
provider, or officer, employee,or agent thereof, shall disclose to any person
(other than those to whom such disclosure is necessaryto comply with the request

'Section 3511(c) issymmetrical to § 3511(b), which authorizes NSL recipients to seek
judicial review ofa nondisclosure requirement Under § 3511(b), a district court "may modify or
setaside" thenondisclosure requirement if thecourt finds "no reason to believe" thatdisclosure
"may endanger thenational security oftheUnited States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere withdiplomatic relations, or
endanger the lifeorphysical safety of any person." Id §3511(b)(2), (b)(3).

4Even inthe absence of thisexpress, statutory authorization to invoke theaidof mis
Court, thegovernment would have standing to bring suittovindicate itssovereign interests by
preventing thedisclosure of sensitive national security or law enforcement information. See, e.g.,
Wyandotte Transportation Co. v. UnitedStates, 389 U.S. 191,201-07 (1967) (noting the long
line ofcases recognizing thattheUnited States may sue to protect itssovereign orstatutory
interests); InreDebs, 158U.S.564,586 (1895) (theUnited Statespossesses a non-statutory
cause ofaction to vindicate federal interests in the federal courts); UnitedStatesv. Marchetti,
466 F.2d 1309,1313 &n.3 (4th Cir. 1972) (following Debs to hold thatthe government had non
statutory standing to bring suit to enjoin a threatened disclosure ofclassified information).

-7-
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or an attorney to obtain legal advice or legal assistance with respect to the
request) thattheFederal Bureau of Investigation hassought or obtained access to
information or records under this section.

Id. §2709(c)(1). The statute further provides that, when nondisclosure isrequired, the NSL

"shall notify the person or entity to whom the request isdirected of the nondisclosure

requirement^" Id § 2709(c)(2).

As setforth below, the NSL nondisclosure obligation here is imposed incompliance with

all of these requirements.5

A. As A Provider Of AnMElectronic Communication Service," Respondent Is
Subject To 18 U.S.C. § 2709(c) And The NSL Nondisclosure Obligation

The NSL statute, 18 U.S.C. § 2709, authorizes the FBI to obtain information via NSL

from, and to impose a nondisclosure requirement on, a "wire or electroniccommunication

service provider." Id. § 2709(a).

is such an electronic communication service provider in its

activities relevant to the NSL.6

Section 2709 is contained in Title II of the Electronic Communications Privacy Act

(ECPA), 18 U.S.C. §§ 2701 et seq. ECPA defines "electronic communication service" ("ECS")

as any service that "provides to users thereof the ability to send or receive wire or electronic

5A 2007 report by the Department of Justice Inspector General identified problems with
FBI's usage ofNSLs in 2006, that is, six years ago. In a follow-up report in 2008, the Inspector
General examined the FBI's efforts to correct errors identified in the 2007 report, and concluded
that *^the FBI and the Department have made significant progress in implementing the
recommendations from that report and in adopting other corrective actions to address serious
problems we identified in the use of national security letters." Office of the Inspector General,
A Review ofthe FBI's UseofNationalSecurity Letters: Assessment ofCorrective Actions and
Examination ofNSL Usage in 2006, p. 6 (March 2008), available at
http://www.usdoj.gov/oig/reports/FBI/index.htm. Seealso id. at 6-7 (discussing significant
efforts and commitmentof FBI staff to correcting past problems), id. at 13-74 (discussing
corrective measures in detail).

6Initscorrespondence objecting to the nondisclosure requirement (Attachment 2),
fras notdisputed that it is an electronic communication service provider.

-8-
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communications." 18U.S.C. §§2510(15), 2711(1). "Thelanguage chosen by Congress" to

define anelectronic communication service thus"captures any service that stands as a 'conduit'

for the transmission of wire or electronic communications from one user to another." See

Council onAmerican-Islamic Relations Action Network, Inc. v. Gaubatz ("CAIR "), 793 F. Supp.

2d 311,334 (D.D.C. 2011) quoting Quon v. Arch Wireless Operating Co., Inc., 529 F.3d 892,

902 (9th Cir. 2008), cert, deniedin relevantpart, 130 S. Ct. 1011 (2009), andreversedinpart

on othergrounds, 130 S. Ct. 2619 (2010). When Congress enacted ECPA in 1986, it made it

clear that "the term [electronic communications service provider] is not... narrowly confined."

See CAIR, 793 F. Supp. 2d at 334. ECS providers in 1986 included, in addition to telephone

companies, others such as "[electronic 'bulletin board[ ]'" operators and electronic mail

companies.See S.REP. No. 99-541 at 8-9 (1986), as reprinted in 1986 U.S.C.CA.N. 3562-63.

Seealso, e.g., Freedman v. America Online, Inc., 325F. Supp. 2d 638, 643 & n.4 (E.D. Va.

2004) (Internet service provider America Online was electronic communication service

provider). The legislative examplesthus makeclearwhat kind of businessesCongress had in

mind whenit adopted ECPA's definition of electronic communication service: a service that

allows members of the publicto communicate with each other. See, e.g., Quon, 529 F.3d at 902;

CAIR, 793 F. Supp. 2d at 334.

is an electronic communications service,

7that permits users to communicate with each other

-9-

Case 1:12-mc-00007-AJT-IDD   Document 19   Filed 07/25/12   Page 17 of 41 PageID# 159



)rovides "a 'conduit' for the transmission of wire or electronic

communications" among users. See CAIR, 793 F. Supp. 2d at 334, quotingQuon, 529 F.3dat

is, therefore, an electronic902.

communications service provider subject to 18 U.S.C. § 2709(c).

-10-
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And as an electronic communication service provider. is subject to the NSL

and its nondisclosure obligation pursuant to 18 U.S.C. § 2709(c).

B. An Authorized FBI Official Certified The Need For Nondisclosure Of The
NSL To Respondent

The NSL nondisclosure obligation on respondent here satisfies the requirement that the

need for nondisclosure be certified by an appropriate, senior FBI official. Under the NSL

statute, 18 U.S.C. § 2709(c)(1), the nondisclosure obligation is imposed on an NSL recipient

electronic communication service provider such as respondent when "the Director of the Federal

Bureau of Investigation,or his designee ... [including] a Special Agent in Charge in a Bureau

field office designated by the Director, certifies that otherwise there may result a danger to the

national security ofthe United States, interference with a criminal, counterterrorism, or

counterintelligence investigation, interference with diplomatic relations, or dangerto the lifeor

the Special Agent in Charge of thephysical safety of any person." Here

FBI's made the required certification in the NSL itself, using the

JPecl,atTni[~statutory language. See NSL, Attachment 1 hereto, at 2. See disc

(explaining furtherthe need for continued nondisclosure of the NSL to respondent). The

is designated as one whoseSpecial Agent in Charge is authorized to

certifythe need for nondisclosure of an NSL under 18U.S.C. § 2709(c). Set

•
C. The NSL Notified Respondent Of The Nondisclosure Requirement

also informedAs required by statute, in the NSL itselfSpecial Agent in Charge

Decl.il

respondent that the statutory nondisclosure obligation was being imposed under 18 U.S.C.
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§ 2709(c). See NSL, Attachment 1, at 2.

TheNSL to respondent wastherefore issued in full compliance withall statutory

requirements.

HI. The CertificationOf Need For Nondisclosure In The National Security Letter
ServedOn Respondent Is Justified,And The Nondisclosure Obligation Is Narrowly
Tailored To Serve A Compelling Government Interest

As Assistant Director explains in his Declaration, providing greater detail to fortify.

the NSL nondisclosurethe certificationpreviously made by Special Agent in Charge •. .

requirement is applied to petitioner herein orderto shieldan ongoing,authorized investigation

and,thereby, protectagainsta danger to the national securityofthe United Statesand/or

interference with the investigation. That governmental interest is a manifestly compellingone.

See,e.g., Department oftheNavyv. E&m, 484 U.S. 518,527 (1988) ("This Court has

recognized the Government's 'compelling interest' in withholding national security information

from unauthorized persons in the course ofexecutivebusiness"); Haigv. Agee,453 U.S. 280,

307(1981) ("no governmental interest is morecompelling than the security ofthe Nation.").

Congress repeatedly hasrecognized the need for secrecy when conducting

counterintelligence andcounter-terrorism investigations, andso eachofthe several statutes

allowing issuance ofNSLs includes anondisclosure provision similar to 18 U.S.C. §2709O.8

As Congress has explained, "theFBI could noteffectively monitor and counter theclandestine

activities of hostile espionage agents and terrorists if they hadto be notifiedthatthe FBI sought

8See 12 U.S.C. § 3414(a)(1) (requests from certain government authorities for financial
records); 12U.S.C. § 3414(a)(5) (FBI requests to financial institutions for financial records of
customers); 15U.S.C. § 1681u (FBI requests to consumer reporting agencies forrecords seeking
identification of financial institutions andotheridentifying information ofconsumers); 15 U.S.C.
§ 1681v (requests to consumer reporting agencies for consumer reports and all other information
inconsumers' files); 50U.S.C. §436(b) (requests to financial institutions orconsumer reporting
agencies for financial information and consumer reports needed for authorized law enforcement
investigation, counterintelligence inquiry, orsecurity determination),
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their... records for counterintelligence investigations," and the "effective conductof FBI

counterintelligence activitiesrequires suchnon-disclosure." H. Rep.No. 99-6900) at 15,18,

reprinted in 1986U.S.C.C.A.N. 5341,5345 (regarding enactment of 12 U.S.C. § 3414(a)(5)).

Congress alsohas imposed similarnondisclosure requirements in connection with the use of

other investigative techniques apart from NSLs innational security investigations.9

The NSL here is carefully tailored to advance the public interest, support anongoing FBI

investigation andprotect national security withoutunnecessarily restricting expression. By its

terms, the nondisclosure requirementofthe NSL narrowly applies only to preventthe

respondent's disclosure ofthe fact thatthe government "has soughtor obtainedaccess to

information or records" under 18U.S.C. § 2709. The NSL does not purportto prohibit

respondent from disclosing any other information,and placesno restrictionon respondent's

ability to engagein general public discussions regarding mattersofpublic concem. As discussed

Declaration, the nondisclosure requirement is tailored as narrowlyas possibletoin the
lig^; .j

servethe compelling interests described above. Moreover, as discussed infra the FBI has

afforded petitioner ample procedural protections herethatexceed those required by the

Constitution.

IV. The NSL Is Otherwise Valid And Enforceable.

As set forth above, the NSL issued to respondent satisfied all the applicablestatutory

criteria. It is, moreover, valid under law, and should be enforced by the Court Accord 18

U.S.C. § 3511(a) (when anNSL recipient challenges the NSL, a courtmay modify or set it aside

9See 50U.S.C. § 1842(d)(2)(B) (pen register ortrap andtrace device for foreign
intelligence andcounter-terrorism investigations); 50U.S.C. § 1861(d)(2)(order for production
oftangible things in connection with national security investigations); 50 U.S.C. § 1802(a)(4)(A)
(electronic surveillance to intercept foreign intelligence information); 50U.S.C. § 1822(a)(4)(A)
(physical search for foreign intelligence information).
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only if it is "unreasonable, oppressive, or otherwise unlawful").

TheNSLnondisclosure requirement imposes a necessary restriction on what respondent

maydisclose. In anothercase concerning the nondisclosure obligation, courts in the Second

Circuit considered howthe requirement implicated theFirstAmendment, if at all. E.g., Doe v.

Mukasey, 549F.3d 861 (2d Cir. 2008) (upholding NSL statuteagainstFirstAmendment

challenge). Asexplained below, the nondisclosure requirement applied to respondent hereis as

proper than the confidentiality requirements described above. It complies with the First

Amendment, is not a classic prior restraint, and survivesany properly-appliedscrutiny because it

is narrowly tailoredto serve the paramountgovernmental and public interest in national security.

A. The Government May Validly Require That Private Parties Not Disclose
Information Gained Through Participation In An Official Investigation.

The criticalneed for secrecy in national security investigationsexplained above and in

the.;--."-.' ;Declaration provides theexplanation and justification forthenondisclosure

requirement of the NSL servedon respondent When relevant information is in the handsonlyof

thirdparties, requestsfromthe governmentfor the information unavoidably notifythose parties

of the investigation and give them knowledge to whichthey were not previouslyprivy. In these

circumstances, the bestwayto prevent the investigation from being compromised is to obligate

theprivate party notto disclose information about theinvestigation that it has learned through its

own involvement

Numerous judicial decisions make clear that restrictions on a party's disclosure of

information obtainedthrough involvementin confidentialproceedingsstand on a firmer

constitutional footing than restrictions onthedisclosure of information obtained through

independent means. In Seattle Times Co. v. Rhinehart, 467 U.S.20 (1984), the Supreme Court
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upheld the constitutionality ofajudicial order that prohibited parties to a civil suit from

disclosing sensitive information obtained through pretrial discovery. Inrejecting a First

Amendment challenge to theorder, theCourt noted that the parties "gained theinformation they

wishto disseminate onlyby virtue ofthetrial court's discovery processes," which themselves

were madeavailable asa matter of legislative grace rather than constitutional right. 467U.S. at

32. The Court found that"control over [disclosure of] the discovered information does not raise

the same specter of... censorship thatsuch control mightsuggest in othersituations." Id

The Supreme Court reliedonthis distinction again in Butterworth v. Smith, 494U.S.624

(1990), where theCourt heldthatFlorida could notconstitutionally prohibit a grand jurywitness

from disclosing the substance of histestimonyafter the termofthe grand jury hadended. In so

holding, the Court distinguished Rhinehart on the ground that "[h]ere... we deal only with [the

witness's] right to divulge informationofwhich he was in possession before he testified before

the grand jury, and not informationwhich he may have obtainedas a resultofhis participation in

the proceedings ofthe grand jury." Id. at 632; id at 636 (Scalia, J., concurring) (**[q]uite a

differentquestion is presented... by a witness' disclosure ofthe grand jury proceedings, which

isknowledge heacquires not'on hisown' butonly byvirtue of being made awitness.").10

Section 2709(c) is analogousto the grandjury and other investigatory nondisclosure

provisions discussed above. Indeed, 18U.S.C. § 2709is intended explicitly to mirror grand jury

,0The Circuit Courts ofAppeal likewise haveupheld similar nondisclosure requirements
based on this principle. See Hoffman-Pugh v. Keenan, 338 F.3d 1136,1140 (10th Cir. 2003)("a
[constitutional] line should be drawn between information the witness possessed prior to
becoming a witness and mformation the witness obtainedthrough her actual participation in the
grand jury process"; upholding statute prohibiting disclosure of, inter alia, information sought by
prosecution ingrand jury); In Re Subpoena to Testify, 864 F.2d 1559,1562 (11* Cir. 1989)
(similar); First Am. Coalition v.Judicial Review Bd„ 784F.2d 467,479 (3d Cir. 1986) {en banc)
(state may prohibit witnesses and other persons "from disclosing proceedings taking place
before" a judicial misconduct investigation board).
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subpoena powers in many key respects. SeeH. REP. No. 107-236(1) at 61-62 (Congress sought

to "harmonize" § 2709"with existingcriminal lawwherean AssistantUnited States Attorney

may issue a grand jury subpoena for allsuch records in acriminal case."). In Doev. Ashcroft, a

caseconsidering the facial constitutionality of 18U.S.C. § 2709(c),the courtconcluded that

"[t]he principle thatRhinehart andits progeny represent is directly applicable" to § 2709

because"[a]n NSL recipientor other person coveredby the statute learnsthat anNSL hasbeen

issued only by virtue ofhis particular role in the underlyinginvestigation." 334 F. Supp. 2d 471,

519 (S.D.N.Y. 2004),vacatedon othergrounds, Doe v. Gonzales, 449 F.3d415 (2d Cir.2006);

see also id, at 518 (the "laws which prohibit persons from disclosing information they learn

solelyby meansof participating in confidential government proceedings trigger less First

Amendment concerns tha[n] laws which prohibit disclosing information a person obtains

independently."). And in Doev. Mukasey, a subsequent appeal in thatlitigation discussed

further below, the Second Circuit held that "[t]henondisclosure requirementofsubsection

2709(c) is not atypical prior restraint or a typical content-based restriction warranting the most

rigorous First Amendment scrutiny." 549 F.3d 861,877.n

"In Mukasey, the Second Circuit did not fully accept theanalogy between theNSL
nondisclosure requirement and thosein proceedings in which"interests in secrecy arise from the
nature ofthe proceeding," suchasgrand juries, because "the nondisclosure requirement of
subsection 2709(c) is imposed at the demand ofthe ExecutiveBranch undercircumstances
where secrecy mightormightnotbewarranted, depending onthe circumstances alleged to
justifysuch secrecy." 549F.3d at 877. But for all theoften-obvious reasons discussed above
whynational security investigations require secrecy, those interests likewise inhere "from the
nature ofdie proceeding" in this context. Id. Thus,by requiring thatthe FBI makeacase-by-
case determination before applying the nondisclosure requirement, the NSL statutory procedures
provide greater protection than what isconstitutionally required. InButterworth, for example,
theSupreme Court didnotrequire a prosecutor to make acase-by-case determination ofwhether
"witnesseswould be hesitant to come forward" or"less likely to testify fully and frankly" absent
Federal RuleofCriminal Procedure 6(e),norwhether "thoseabout to be indicted would flee, or
would tryto influence individual grand jurors to vote against indictment." 494 U.S. at630. Nor
do thenondisclosure provisions ofwiretap, pen register, and similar laws require thegovernment
tomake acase-by-case determination ofthescope of required confidentiality. See 18 U.S.C.
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Indeed, the nondisclosure requirement is nota typicalprior restraint In any event,

because thenondisclosure requirement is accompanied by procedural protections that meetor

exceed thosecourts have imposed when considering prior restraints, it passesconstitutional

muster.

B. The Nondisclosure Requirement OfThe NSL Served On Respondent Is Not
A Classic Prior Restraint Subject To Heightened First Amendment Scrutiny.

As the Second Circuit held, the nondisclosureobligation imposed on respondent here "is

not a typicalpriorrestraintor a typicalcontent-based restriction!.]" Mukasey, 549F.3d at 877.

Because the NSL restricts limited information obtainedonly by participation in a confidential

investigation, it does not "raise the samespecterofcensorship" as other restrictions, Rhinehart,

467 U.S. at 32, and does not "warranto the most rigorousFirst Amendmentscrutiny,"Mukasey,

549F.3dat877.

"The doctrine ofprior restraint originated in the common law ofEngland, where prior

restraints ofthe press were not permitted, but punishment after publication was." Alexander v.

UnitedStates, 509 U.S. 544,553 (1993). The SupremeCourt has recognizedtwo types of

classic prior restraints, neither ofwhich applies to the NSL here. The first is a licensing scheme

for speech,where the plaintiffs right to speak is conditionedon prior approval from the

government See City ofLakewoodv.PlainDealerPublishing Co., 486 U.S. 750,757 (1988).

By contrast,a categoricalprohibition on certain speechwith the threat ofpunishmentfor

disclosure afterthe fact is not a prior restraint. See id at 764 (distinguishing between statute

imposing prohibition on speechand one conditioning speechon obtaininga license or permit).

Here, the NSL categoricallyprohibits respondentfrom disclosingthat it has received the

NSL. This is akin to the statute challenged in Landmark Comrn. v. Virginia, 435 U.S. 829

§§ 2511,3123(d); 50 U.S.C. §§ 1842(d),1861(d);12 U.S.C. § 3420(b); 31 U.S.C. § 5326.
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(1978), which prohibited the disclosure of information aboutthe proceedings ofa judicial

investigative body and imposed criminal penalties forviolation. See id. at 830. Such a

nondisclosure provision "does not constitute a prior restraint or attemptby the Stateto censor the

newsmedia." Id at 838. Similarly, in Cooper v. Dillon, 403 F.3d 1208 (11th Cir. 2005), the

Eleventh Circuit heldthata state law prohibiting disclosure ofnon-public information obtained

through participation in a lawenforcement investigation "cannot be characterized asa prior

restraint onspeech because thethreat ofcriminal sanctions imposed after publication is precisely

thekindof restriction thatthe [Supreme] Court hasdeemed insufficient to constitute a prior

restraint." Id at 1215-16. In short, acategorical prohibition ondisclosures enforceable by a

penalty actionafterthe fact is not a priorrestraint Were that not so, countless stateand federal

statutes, includingevery anti-espionagestatutethat prohibitsthe disclosure ofclassified

information, wouldbe a prior restraint. See, e.g., 18 U.S.C. §§793-794,798."

The second category of prior restraint takesthe form ofcourt injunctions against certain

speech orspeakers. SeeAlexander, 509 U.S. at 550. Here, the Attorney General petitions the

Court for anorder prohibiting respondent from making thedisclosures prohibited bytheNSL

pursuant to 18 U.S.C. § 3511. However, asdiscussed supra, andasthe Supreme Court has

recognized, courtorders prohibiting information acquired only by virtueof involvement inan

official investigation do notraise the same concerns asother injunctions on speech. Rhinehart,

467U.S. at 32. At a minimum, the nondisclosure requirement of the NSL is not"the kind of

classic prior restraint thatrequires exacting First Amendmentscrutiny." Id. at 33; Mukasey, 549

"Wheneverthe executive branch classifies anyhemofinformation under Executive
Order13292, it thereby prohibitsthe disclosure ofthe information by the information's
recipients. See 18 U.S.C. § 793 (providing criminal penalties for improper disclosure of
classified information). The classification of information itself, like a categorical prohibitionof
disclosurewith threatof subsequent punishment, does not "constitute^ a priorrestraint in the
traditional sense." See McGeheev.Casey, 718 F.2d 1137,1147 (D.C. Cir. 1983).
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F.3d at 877 (NSL nondisclosure requirement does not "warranto the most rigorous First

Amendment scrutiny.").

The high-water markof priorrestraint protection is Freedman v. Maryland, 380 U.S. 51

(1965). An examination ofthat case, andthe factors that distinguishthe NSL nondisclosure

requirement from a typical prior restraint suchas the Supreme Courtconsidered in Freedman,

underscore why Freedman does not apply.

Freedman involvedthe constitutionality ofa"censorship statute" thatmadeit unlawful to

exhibit anymotion picture unless and until the film was"submitted [to]... and dulyapproved

and licensedby" a stateBoardofCensors. 380U.S. at735 & n.2. The statutedirected the

Board ofCensors to"approve and license such films... which are moral and proper," and to

"disapprove suchas are obscene, or suchastend... to debase or corrupt moralsor inciteto

crimes." Id at 52 n.2. The statutedid not placeany time limit on the Board's deliberations, nor

did it provide any"assurance ofprompt judicial determination" regarding the Board's decisions.

Id at 59-60. Therewere two primary concerns with this schemenot present here. First,

M[b]ecause the censor'sbusiness is to censor," institutional biasmay lead to the suppression of

speech that shouldbe permitted. Id. at 57. Second,"if it is made unduly onerous, by reason of

delay or otherwise, to seek judicial review, the censor's determination may in practice be final."

Id at58. The"procedural safeguards" adopted by the Supreme Court were"designed to obviate

the[se] dangers" by minimizing the burdens of administrative andjudicialreview. Id

Thus, Freedman requires that: "'(1) any [administrative] restraint prior to judicialreview

can be imposed only fora specifiedbrief period during which the status quo must be maintained;

(2) expeditious judicial review ofthat decision must be available; and (3) the censor must bear

the burden of going to court to suppress the speech and must bear the burden of proof once in

court.'" Thomasv. Chicago Park District, 534 U.S. 316,321 (2002) (quoting FW/PBS, Inc. v.
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CityofDallas, 493 U.S. 215,227 (1990) (plurality opinion)); Freedman, 380 U.S. at 58-60.

The scopeandorigin ofthe information at issuehereis profoundly differentthan in

Freedman. The statute there undertook to censor private filmswhose contents werecreated

independently ofthe government itself. TheNSL and 18 U.S.C. §2709O, incontrast, place no

restriction on the disclosure ofindependently obtained information, but are confined to sensitive

information thatthe NSL recipient learns only by his involvementin the government's own

investigation.

Anothercritical difference is thatthe nature ofthe"typical First Amendment harm"

associated with a law imposingcensorship on motion pictures is far greater thanthe First

Amendment risks associated with a law prohibiting the disclosure ofconfidential information

abouta national security investigation. See City ofLittleton v. Z.J. GiftsD-4,541 U.S. 774,782-

83 (2004). In Freedman, the licensing scheme at issuewas not confined to obscene speech,but

extended to films that "tend to debase or corruptmorals,"an open-ended category that reaches

protected speech. 380 U.S. at 52 n.2. See, e.g., KingsleyIntern. Pictures Corp. v. SUNY

Regents, 360 U.S. 684,688-89 (1959). In contrast, like the secrecy agreementin Marchetti, the

NSL nondisclosure requirementis aimed at protecting highly sensitive nationalsecurity

investigations, andrespondentremains free to disseminate informationobtainedoutside the

investigation. Moreover, the reach of the nondisclosure obligationis limited to a narrow

category of information that is not characteristically political. The objectofthe nondisclosure

provision is not to censorprivate speech, but to ensure that the secrecy ofthe government'sown

activities is not compromised when those activities must be made known to private personsin

order to obtain their assistance. Cf Marchetti, 466 F.2d at 1315("The Government... hasthe

right and theduty to strive for internal secrecy about theconduct of governmental affairs inareas

inwhich disclosure may reasonably bethought to be inconsistent with thenational interest"). If
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this is a prior restraintat all, it is "not the kind ofclassicprior restraint that requiresexacting

First Amendmentscrutiny." Rhinehart, 467 U.S. at 33. And as noted supra, the FBI's

determination thatdisclosure of information concerning theNSLto respondent may cause oneor

more of the harms identified in § 2709© is similarto a determination thatgovernment

information should beclassified on national security grounds - a classification process that,

itself, is nota prior restraint forFirstAmendment purposes. See, e.g., McGehee, 718 F.2d at

1147; Marchetti, 466 F.2d at 1317.

C. Even IfViewed As A Prior Restraint,The NSL Nondisclosure Requirement
Is Valid.

Even ifviewed as a prior restraint, the NSL nondisclosure requirementcrafted by

Congress in 18 U.S.C. § 2709(e) and applied here after an individualized determination ofneed

is appropriate. As discussed furtherbelow, it has beenupheld for similarapplication by the

Second Circuit Mukasey, 549 F.3d 861. Moreover, if considered a prior restraintit is one of the

sort that has beenupheldpreviously by the U.S.CourtofAppeals for the FourthCircuit

1. The NSL Nondisclosure Requirement Passes Muster Under The
Fourth Circuit's Marchetti Decision.

In UnitedStates v. Marchetti, 466 F.2d 1309, the United Statessoughtto enjoin a former

Central Intelligence Agency employee frompublishing a proposedbookthat included classified

information inviolation of his secrecy agreement andsecrecy oath. ThisCourtgranted an

injunction, and the CourtofAppealsaffirmed. The FourthCircuit, consideringthe injunction

against the formeremployeeto be a prior restraint and followingFreedman (Marchetti, 466 F.2d

at 1217), upheld the injunction. The Court ofAppeals held that "the Government's need for

secrecy in this area lendsjustification to a systemofprior restraint against disclosure"by current

and former employees ofclassified information obtained in their employment Id, 466 F.2d at

1316-17. The Court continued:
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Onemayspeculate that ordinary criminal sanctions mightsufficeto prevent
unauthorized disclosure ofsuch information, but the risk of harm from disclosure
is so great and maintenance of the confidentiality of the information so necessary
that greaterand morepositiveassurance is warranted. Someprior restraints in
some circumstances are approvableofcourse.

Id (citingFreedman v. Maryland, 380 U.S. 51 (1965)).

Likewise, Congress determined here that, upon an individualized determination a senior

FBIofficial thatnondisclosure is required to prevent serious harmto, inter alia,national

security, imposition of the nondisclosure obligation is warranted. Moreover, Marchetti is not

distinguishable on theground that it involved enforcement ofa secrecy agreement, nota statute.

The Fourth Circuitmade it clear that it was adjudicatingMarchetti's First Amendmentrights, not

ignoringthose rights on the basis ofany contractualundertaking. Marchetti, 466 F.2d at 1317

(theemployee's secrecy"agreementis enforceable only because it is not a violationof," not in

spite of, his First Amendmentrights).

2. The Second Circuit Has Upheld The NSL Nondisclosure
Requirement

In the only final court decision to consider the current version of 18 U.S.C. § 2709 to

date, and the only Circuit Court ofAppealsopinion on the subject, the Second Circuit upheld the

nondisclosure statute. As noted, in Doe v. Mukasey the SecondCircuitfollowedFreedman to

holdthat M[t]he nondisclosure requirement of subsection 2709(c) is not a typicalpriorrestraintor

a typical content-based restriction warranting the mostrigorous FirstAmendment scrutiny." 549

F.3d 877. The SecondCircuitupheld the statute,construing it to requirethat the government

offerto seekjudicialreviewofa nondisclosure requirement and then, if the recipientwishesto

obtainjudicial review (and, presumably,does not seekjudicial review itself), that the

government seeksjudicial reviewwithin approximately 30 days. Id. The Mukasey Court also

suggested thatsuch review should be concluded promptly. Of course, as this Court iswell
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aware, Mukasey is not bindingin this district, even if the nondisclosure obligation is considered

a prior restraint;Marchetti is. And in Marchetti the Fourth Circuit held that, given the nature

andsensitivity of thenational security information at issue andthe gravity of theharm thatcould

be expectedto flow from disclosure, while promptjudicial review should be available,the full

scope of Freedman proceduresdid not apply and the governmentwas not required to seek

judicial reviewitself. In any event, here the FBI hascompliedwith Mukasey, offeringto seek

and seeking judicial review 30 days after respondent advised that it wanted a judicial officer to

reviewthe NSL. Indeed, the NSL has complied with the strictest procedural requirements: both

the statutorycriteria for impositionof the nondisclosure requirementdescribed above as well as

the constitutional protections afforded when a classic prior restraint is involved.

3. The NSL Nondisclosure Requirement Here Is Accompanied By
Ample And Adequate Procedural Protections.

Whetherit was required to or not, the NSL served on respondenthere complieswith the

protectionsoutlined in Mukasey, Marchetti and even the strict protections afforded by

Freedman. As noted, Freedman requires that in the case ofa classic prior restraint: "'(1) any

[admmistrative] restraint prior to judicial reviewcan be imposed only for a specified briefperiod

during whichthe statusquomustbe maintained; (2) expeditious judicial reviewof that decision

mustbe available; and (3) the censor mustbear the burdenof going to court to suppress the

speech and must bear the burden ofproofonce in court.'" Thomas, 534 U.S. at 321 (construing

Freedman, 380 U.S. at 58-60; additional citations omitted).

a. The FBI Has Sought Judicial Review OfThe NSL, Satisfying
The Third Freedman Prong.

In the NSL, FBI informed respondent how the government wouldcomplywith the third

Freedman prong - that it would "bear the burden of going to court" to enforce the nondisclosure

requirementifnecessary. See Thomas, 534 U.S. at 321 (construingFreedman). Thus, the
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government promptly soughtjudicial review and filed an this actionto enforcethe NSL.Accord

Mukasey, 549 F.3d 877 (construing 18 U.S.C. § 2709(c) to require the government to seek

judicial review,where necessary,within approximately 30 days). Cf. Marchetti, 466 F.2d at

1317 (stating the government should promptly reviewmaterial prior to publication to determine

whetherits release is consistentwith national security, but decliningto require the government to

initiatejudicial review).

b. The NSL Served On Respondent Applied Its Nondisclosure
Requirement For Only A BriefPeriod Prior To Judicial
Review, Satisfying The First And Second FreedmanProngs.

Thefirst Freedman requirement is that"'any [administrative] restraint priorto judicial

review can be imposed only for a specified briefperiod duringwhich the status quo mustbe

maintained" priorto the availability (underthe secondFreedman prong)of"expeditious judicial

review." Thomas, 534 U.S. at 321. As noted,the FBI informed respondentthat it wouldseek

judicial review to enforce theNSLnondisclosure requirement, if at all,within 30days after

respondent lodged its objection with the government. Thatwas the "specifiedbriefperiod"of

Freedman, andso the NSLat issueheresatisfies the firstFreedman prong. Likewise, the Court

hasorderedpromptbriefingofthis matter, satisfying the secondFreedman requirement that

expeditious review be available. Id.

CONCLUSION

The NSL nondisclosure requirement appliedto respondenthere is justified under the

facts set forth by Assistant Director f/^ij in his classified declaration, and ascertified by Special

Moreover, it meets or exceeds any applicable statutory or constitutionalAgent in Charge

procedures. For all ofthe foregoing reasons, the Court should therefore grant the Attorney

General's Petition, declare the nondisclosure requirement valid, and enjoin respondent to

comply.
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