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1. 	Introduction 

1.1. 	 This is my eighth report since taking up my appointment as the Chief 
Surveillance Commissioner in July 2006 and relates to the period 1st April 
2013 to 31st March 2014. 

1.2. 	 My statutory responsibilities have not changed; they are to keep under review: 

1.2.1. The performance of functions under Part III of the Police Act 1997 
(‘PA97’); 

1.2.2. Except in relation to the interception of communications and intelligence 
services, the exercise and performance of the powers and duties 
conferred or imposed by or under Parts II and III of the Regulation of 
Investigatory Powers Act 2000 (‘RIPA’); and 

1.2.3. The exercise and performance of the powers and duties conferred or 
imposed by or under the Regulation of Investigatory Powers (Scotland) 
Act 2000 (‘RIP(S)A’). 

1.3. 	 The powers and duties of the Surveillance Commissioners in scrutinising and 
deciding whether to approve authorisations under PA97 (property 
interference) and under RIPA and RIP(S)A (intrusive surveillance) have been 
explained in earlier reports and are publicly available on our website. Since 1st 

January 2014, the Surveillance Commissioners now grant prior approval for 
the renewal of all law enforcement “relevant sources” (commonly termed 
undercover officers)1 . 

1.4. 	 There is a right to appeal against Commissioners’ decisions to me. There 
have been no appeals lodged during this reporting period.  

1.5. 	 In performance of my duty under all three Acts to report annually, I continue to 
prepare a combined report. 

1.6. 	 I also act as the Investigatory Powers Commissioner for the Sovereign Base 
Areas, Cyprus, under the Regulation of Investigatory Powers Ordinance 2012. 
My office undertakes an annual inspection and I report separately to the 
Administrator of the Sovereign Base Areas of Akrotiri and Dhekelia. 

1 Currently limited to “relevant sources” authorised under RIPA. There is no equivalent regime 
in Scotland under RIP(S)A, although this is expected to be introduced by way of a RIP(S)A 
Order in due course. 
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2. 	 Overview of the year 

2.1. 	 The statistics relating to property interference, intrusive surveillance, directed 
surveillance and CHIS (covert human intelligence source) are set out in 
section 4. From next year, we shall also provide statistics relating to the 
authorisation of “relevant sources”.  

2.2. 	 The main change to OSC business in this reporting year has been the 
introduction of responsibilities in relation to “relevant sources”. I refer to this in 
paragraphs 5.1 – 5.15. 

2.3. 	 The Protection of Freedoms Act 2012 has now been in operation for a 
sufficiently long period for me to comment upon its perceived impact. I provide 
details at paragraphs 5.16 – 5.25. 

2.4. 	 We continue to witness on inspections the effect of reduced resources and the 
loss of experienced officers. The financial climate of recent years has led to an 
increased number of public authority collaborations, many of which are now on 
a regional scale. This requires a flexible approach to our inspection regime. 

2.5. 	 Public authorities continue to tackle traditional criminality, but are increasingly 
faced with the challenges brought about by the criminal use of new 
technology, much of that criminality being conducted in the virtual on-line 
world. As a corollary, such technological advancement also provides public 
authorities with fresh ways of obtaining their intelligence. It is my role to 
ensure that such investigative activity is lawful, though the statutory basis is 
not always easy to find. 

2.6. 	 This has been a year in which the covert tactics used by law enforcement 
agencies and the security and intelligence services have been frequently in 
the media. Others comment on this as they see fit. For my part, it is not my 
responsibility to give a view upon how much or how little use is made of the 
tactics that I oversee. That is a matter initially for Parliament and then for 
those individual officers to whom the law has granted the power to authorise, 
within such financial and other constraints as are imposed on them by those 
determining policy for the public authority by which they are employed.  

2.7. 	 Within the past year, my Surveillance Inspectors have undertaken the 
inaugural inspection of Police Scotland, following the completed merger of that 
country’s constituent individual forces in 2013.  
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3. 	 Particular matters relating to the OSC 

Reporting to the Prime Minister and the Scottish Ministers 

3.1. 	 During the reporting period I have not made a report to the Prime Minister or 
the Scottish Ministers about matters relating to the performance of the powers 
conferred by the Acts. 

OSC guidance 

3.2. 	 My Commissioners will provide an updated version of their 2011 Guidance to 
public authorities later in 2014. This document is written specifically for those 
working in public authorities who may wish to seek or authorise covert tactics, 
and I continue to see no need to give this Guidance wider publication.  

3.3. 	 In line with other departments and bodies, my office was required to redevelop 
its website in line with new government standards. This has been a positive 
development, as my Secretariat will now be able to update the site content 
itself without the need for intervention by others. It is planned to develop a 
new section of the website later this year, which will provide controlled access 
for key officials within the public authorities and enable the provision of more 
immediate updates to the Commissioners’ Guidance and such other matters 
as may be helpful. 

3.4. 	 The new website provides general advice to those with an interest in our work, 
as to who we are and what we do. It does not, for obvious reasons, contain 
details about operational activity or methods, nor the extent or types of covert 
activity undertaken by those so empowered. My Annual Reports (all of which 
are available on the website) provide this type of detail where it can 
appropriately be disclosed. 

3.5. 	 My office is frequently asked for advice by public authorities about matters of 
interpretation in relation to particular cases. There is a danger that they view 
any response from my office as a panacea for any future challenge, or that 
this removes the need for them to reach their own decisions. I understand that 
these areas of activity by public authorities can throw up all sorts of variables 
and make decisions on particular facts hard to reach. That is why Parliament 
has determined that officers of a suitably senior rank must reach their decision 
whether or not to authorise on the merits of each individual case. My 
Commissioners, Surveillance Inspectors, and Secretariat cannot, nor should 
they, provide advice on individual scenarios. Were they to do so, this might 
jeopardise later considerations for approval and the inspection process, both 
of which must remain impartial. 

3.6. 	 The Commissioners’ Guidance is therefore concerned with matters of general 
principle. Armed with this Guidance, Authorising Officers can consider their 
decision based on the individual application presented to them, and ought to 
make the most of internal legal advice usually available from within their public 
authority. The old adage “please do not ask for credit as a refusal may offend” 
has some resonance within this context. 
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3.7. 	 Where guidance is given, during an inspection, or following a one-off enquiry 
to my office, this should not be seen as representing the views of the 
Commissioners, or as having lawful authority. The trial judge is the ultimate 
arbiter of fairness and admissibility of evidence. I also warned in my report last 
year of the dangers of extrapolation – guidance should not be viewed as a 
“one size fits all” solution. Each case must, to satisfy the considerations of 
individual human rights, be assessed on its own merits.  

Inspection programme 

3.8. 	 The public authorities which I currently inspect are at Appendix E. As reported 
last year, many now have formal or informal collaborative arrangements in 
place. Where possible, we organise the inspection programme to take this into 
account – both for expediency and to avoid unnecessary duplication.   

Oversight of local authority authorisations granted by 
magistrates 

3.9. 	 The changes brought about for local authorities by The Protection of 
Freedoms Act 2012 have now had time to bed in. My Surveillance Inspectors 
and Assistant Surveillance Commissioners have identified a downward trend 
in the number of applications made and authorisations granted, which may or 
may not be attributable to this enactment. A number of local authorities have 
decided not to engage in covert activity as a matter of policy, but the reasons 
for that decision vary and are not always expressed. 

3.10. 	 What has become clear is that the knowledge and understanding of RIPA 
among magistrates and their staff varies widely. Adequate training of 
magistrates is a matter for others, but I highlight the need. The public is not 
well served if, through lack of experience or training, magistrates are not 
equipped effectively to exercise the oversight responsibility which the 
legislation requires. I am aware, for example, of one magistrate having 
granted an approval for activity retrospectively, and another having signed a 
formal notice despite it having been erroneously completed by the applicant 
with details of a different case altogether. 

3.11. 	 I provide further detail at paragraphs 5.16 – 5.25. 

Commissioners’ meetings 

3.12. 	 The Commissioners have met on three occasions during the reporting period. 

Presentations and conferences 

3.13. 	 Our capacity to address presentations and conferences remains limited. My 
Chief Surveillance Inspector has been able to represent my office on several 
law enforcement agency authorising officer courses and will continue to do so 
when core business allows. 
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The need for inspection 

5.38. 	 I, along with my Inspectorate team, am often asked why an OSC inspection is 
necessary when there has been no use of the powers I oversee, or where 
compliance levels have attained good heights.  

5.39. 	 Without OSC inspection of public authorities, there would be no external, 
independent oversight of several hundred organisations which have a 
mandate to conduct investigations and tackle criminal behaviour. Although 
these bodies may be able to achieve this effectively through overt means, 
Parliament and the public expect there to be someone who can check and 
test such a claim. My Inspectors and Assistant Surveillance Commissioners 
occasionally discover activities that ought to have been authorised, 
particularly, for example, in social media monitoring.  

5.40. 	 My inspections are not so frequent as to be burdensome, and require no 
preparation on the part of those being inspected – though most elect to 
prepare. Hurriedly delivered training just prior to the arrival of my Surveillance 
Inspectors and Assistant Surveillance Commissioners, or errors identified 
through a last minute internal check of the Central Record and documentation, 
make a poor impression, however well-intentioned.  

5.41. 	 Also, although good levels of compliance can be, and usually are, achieved 
and maintained, change in a few key parties, or excessive restructuring and 
cost saving measures, can cause standards to slip. 

 Public reassurance 

5.42. 	 During the past year disclosures by Edward Snowden; inquiries into the police 
service for historical actions; and current court hearings about interception 
and the activities of undercover officers have given rise to public concern.  

5.43. 	 No system of oversight can ever be perfect. But the OSC is, predominantly, 
judge-based and its complete independence underpinned by the legislation. I, 
and those assisting me, have unfettered access to the records of authorised 
covert activities, and can question, and if necessary challenge, those charged 
with their authorisation and management. The statistics provided by the public 
authorities show a relatively small increase in the use of the powers by the law 
enforcement agencies, with a considerable decline in the authorisation of 
directed surveillance by the other public authorities over the past year. It is 
also highly unlikely, given the robust processes and internal scrutiny in place 
within public authorities, let alone ever-tightened resources, that, save in very 
rare circumstances, unauthorised activity has occurred. 

5.44. 	 In general, all public authorities welcome the OSC inspection process and 
wish to achieve good levels of compliance with the legislation. We have never 
encountered an Authorising Officer who does not recognise the weight and 
importance of his statutory role of independence and responsibility. Having 
read the several hundred reports completed for me this year, I am satisfied 
that the public has no cause for any general concern. If it were otherwise I 
would say so. 
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Inspection priorities Appendix E 

Subject to annual inspection 

British Transport Police 
Department for Work and Pensions 
Environment Agency 
HM Revenue and Customs 
Home Office – Immigration Enforcement 
Home Office – Border Force 
National Crime Agency (formerly the Serious Organised Crime Agency) 
National Offender Management Service - HM Prison Service 
National Resources Wales 
Northern Ireland Prison Service 
Office of Fair Trading (now the Competition and Markets Authority) 
Police forces for England and Wales 
Police Scotland 
Police Service of Northern Ireland 
Port of Dover Police 
Port of Liverpool Police 
Royal Mail Group plc 
Royal Military Police 
Scottish Prison Service 

Subject to inspection every other year 

British Broadcasting Corporation 
Care Quality Commission 
Civil Nuclear Constabulary 
Department for Environment and Rural Affairs 
Department for Business, Innovation and Skills 
Driver and Vehicle Standards Agency 
Gangmasters Licensing Authority 
Health and Safety Executive 
Independent Police Complaints Commission 
Marine Scotland 
MoD Police and Guarding Agency 
NHS Counter Fraud and Security Management Service 
NHS Scotland Counter Fraud Services 
Office of Communications 
Office of the Police Ombudsman for Northern Ireland 
Police Investigations and Review Commissioner 
Royal Air Force Police and Security Service 
Royal Navy Police 
Scottish Accountant in Bankruptcy 
Scottish Environmental Protection Agency 
Serious Fraud Office 
Transport Scotland 
Welsh Assembly Government 

Annual Report of the Chief Surveillance Commissioner to the Prime Minister and to the Scottish Ministers for 2013-2014 
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Subject to inspection every third year 

Charity Commission 
Department of Health – Medicines and Healthcare Products Regulatory Agency 
Financial Conduct Authority 
Fire and Rescue Services in England and Wales 
Fire and Rescue Services in Scotland 
Food Standards Agency 
Gambling Commission 
General Pharmaceutical Council 
HM Chief Inspector of Education, Children’s Services and Skills 
Local Authorities (Unitary, Metropolitan, London Boroughs, County, District, 
Scottish and Welsh) 
Maritime and Coastguard Agency 
Office of the Information Commissioner 
Postal Services Commission 

Annual Report of the Chief Surveillance Commissioner to the Prime Minister and to the Scottish Ministers for 2013-2014 
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Appendix F 

OSC expenditure for April 2013 – March 2014 

Description Total 
(£) 

Staff costs, including recruitment and training 1,207,257 

Travel and subsistence 119,880 

Conferences and meetings 14,303 

IT and telecommunications 1,650 

Stationery, including printing, postage and publications 5,253 

Office and security equipment 11,875 

Accommodation 123,600 

Other 670 

Total 1,484,488 

Annual Report of the Chief Surveillance Commissioner to the Prime Minister and to the Scottish Ministers for 2013-2014 
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MEMBERR E OFFICE OOF SURVEILLANCEE COMMISSSIONERSSS OF THE E
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Members who have left during the repoorting period: 
HH Dr Col in Kolbert 
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Annuaal Report of the Chief Surveillannce Commissionner to the Primee Minister and too the Scottish MMinisters for 201 3-2014 
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Telephone: 020 7035 8127 
Facsimile: 020 7035 3114 
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