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4 IMSI results broken down by network code

Network code Location ‘Period 1 ‘Period 2 ‘Period 3 ‘Period 4 ‘Period 5 "Period 6
000000 INVALD L 4 o
008821 INVALID | 6 6 ] ! !
012409 INVALID

111111 INVALID

1123454 INVALID

201002 INVALID

210231 INVALID

220012 'MOBTEL, SERBIA

222013 ITLCBL, ITALY

220018 ITLCBL, ITALY j
220020 PROMNT, MONTENEGRO 56,
340041 , MARTINIQUE; FRENCH GUIANA; DOMINICA; GUADELOUPE AND SAINT MARTIN 8
345126 INVALID 22

345612 INVALID i i i i 6

357646 INVALID _ 31

357891 INVALID i 115

1358453 L SAINT LUCIA 27 i 1

404040 IDEACL, INDIA

404041 IDEACL, INDIA

404120 IDEAMB, INDIA ] ]

404602 VDFNDG, INDIA ¢
410011 PMCL, PAKISTAN l { | | i

412012 AWCC, AFGHANISTAN| 5364 1834 11403 5927 12!

412200 TDCA, AFGHANISTAN 986 6973 376

421010 'SABAFN, YEMEN 18 64 14

421020 MTN, YEMEN _ ] 72 108 542 140

432350 IRNCEL, IRAN 1188 40

432352 IRNCEL, IRAN

435670 INVALID

436046 BABLN, TAJIKSTAN |

438320 INVALID, TURKMENISTAN

444440 INVALID

444441 INVALID

452048 VIETEL, VIETNAM

457010 LTC, LAOS A S

469072 INVALID i

470010 GRMPHN, BANGLADESH

510890 HUTCH, INDONESIA

612060 , COTE DIVOIRE

628040 USAN, GABON

637019 TELES, SOMALIA ! ! ! 84874 :
637602 NLINK, SOMALIA 2 ,
648032 TELCEL, ZIMBABWE _ 26
649011 MOBTEL, NAMIBIA 6

984519 INVALID 68

992918 INVALID i i 2 i i
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5 Domains connected to IMSI/Ki traffic

Most fruitful domains
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Assoclated emall addresses

- I 00 mail.com

* B @huawei.com - high scoring
address

I ©0mail.com - high scoring
webmalil address

BN -international gateway for
South African provider MTN

I sn.com - an MSN address

assoclated with traffic

CCNE “We penetrate targets’ defences.”
C
WCCHQ
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UDAQ item referenced from automated results

Hello Mr. Il , "<br><br>What is the decrypted value of this KI?<br>

<br=I ote <br=&gt" |, "Dear JJJli}° | "<br=&gt" , "Yes after encrpytion i can find like this<br=&gt" , "IMS |- I -5 nbsp” |, Kl :
I <[> &gt” |, "still there is authentication problem™” |, ".. we experienced like this problem when IMS [&nbsp" |, "are
not match with correct K1.<br=&gt" , "<br>&gt"

"Subject: Re: OUTPUT FILE FOR 8 PCS SAMPLES--URGEMNT!!!

"Hello Mr " | "<br=&gt" | "<br=&gt" , "Just 1 thing to confirm® | "since you say IMSI and K1 does not match but<br=&gt" , "over here | have rechecked

and rechecked everything. | need to confirm<br=&qt" , "with you what is the Klthat you get after decryption inyouwr backend<br=&gt" , "system (after
loading output file). So for example” |, "<br=&gt" , "<br=&gt" ,

"L IMS|: I <b > &gt
"2. Kl (randomly generated by us) - Clear value NOT encrypted : <br>&gt" , "I <1 > &g 1,
"3. Kl (encrypted by transport key using DES CBC) : <br=&gt", " I [ > & gt

"<hr=&gt" , "So" , "when&nbsp" , "you load output file and then the back end system&nbsp" |, "decrypts” |, "<br=&qt" , "is the value the same as above??
<br=&gt" , "<br=&gt" , "Best Regards" , "<br=&gt" , " | GGG <br=&ot"

CCNE “We penetrate targets’ defences.”
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Stats /| summaries

* |dentify all emalil addresses found near Ki data
* Reference all original UDAQ items

* Show breakdown of Kis found by network

* Show breakdown of activity by network

Emails:
107 items

184 @huawel. com
184 Ehuawel. com
295 @trusted-logic. com

UDAD Item Identifiers used:
# Kis UDAQ ID

3 xxb:
3 Xxb:
1 xxb:

Unique IMSI and Ki data identified for networks:
Code # Occurrences

63701 1 Globetel, Somalis
41902 4 MTC, Kuwait

42004 5 Zain SA, Saudi Arabia
41201 1 AWCC, Afghanistan
43235 104 MTN_TIRANCELL, Iran
42602 5 MTC Vodaphone, Bahrain

vy us INformaton 1s exempt trom disclosure under the Freedom of Information Act 2000 an y De SUL
other UK information legislation. Refer disclosure requests to GCHQ on (non-sec) or email
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Successes

* No false positives

* Number of Kis found compares favourably to
manual results

* Collecting Ki for wider range of targets

* Some big finds

— Found 300’000 Ki for Somali provider
* IMSI/KI/KIC/Kid/Kik

CCNE “We penetrate targets’ defences.”
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[edit] DAPINO GAMMA CNE Presence and IPT keys
[edit] Our Workshop Aims

To investigate Gemalto to look for:

e 1. Find more external IP addresses (France and Poland are prioirities) for access to Gemalto employees as back up
for CNE to get presence should they be needed and
e 2. to find external IP addresses used by French employees or CNE data egress/

and

« 3. To start process for a new supplier Giesecke and Devriente Gi-De.com
start with seed email given in cmaps.
by following aims:

« To look at getting into France HQ to get in to core data repositories

« to find France external IP addresses that could be used for data egress for CNE

e To get information of possible IPs that could lead to penetration into one or more personalisation centres e.g
Poland -Not 5 eyes

and find possible CNE End point target for new supplier Gi-De

Under existing Warrantry from extended DAPINO GAMMA



[edit] Target Personalisation centres ( non 5 eyes):

[edit] France

e [.a Ciotat
e Meudon - On outskirts of Paris
« Pont Audemer

[edit] Poland

Tczew

[edit] Czech Republic

[edit] Others

Brazil (2)

China

Columbia

Czech Republic - see above

Denmark

Finland found IP range Gemalto Oy [ NG B 13:09, 5 January 2011 (GMT))
France - See above

Germany

India

Italy found IP ranges Gemplus: [IINEEEGgGGEEEE I 1155, 17 January 2011 (GMT))
Japan

Malaysia

Mexico

Norway

Poland see above

Russia

Singapore

Spain found IP ranges Gemalto: [ NI G-mplus: NGNS O (155, 17
January 2011 (GMT))

e South Africa

e Sweden

Americas Sao Paulo (Personalization only) Ontario (Personalization only) Cuernavaca Iztapalapa Montgomeryville

Europe Ballerup (Denmark - personalization only) Vantaa (Finland) LaCiotat/Gemenos (France) Pont-Audemer (France)
Tours (France - personalization only) Filderstadt (Germany) Dublin (Sales & marketing) Oslo (personalization only)
Tczew (Poland) Barcelona Madrid (personalization only) Stockholm (personalization only) Fareham (UK) Havant (UK -
personalization only)

CISMEA Cairo Moscow Cape Town (personalization only) Johannesburg Dubai (Sales & Marketing)

Asia Shanghai Taiwan (personalization only) Tianjin Zuhai Noida (India - personalization only) Jakarta (personalization
only) Kuala Lumpur (personalization only) Singapore
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IMSIs Identified with Ki data for Metwork Providers

100000 ’
10000 =
——+—— MCOETEL, SERBIA
! e |08, | CELAND)
1000™ ICEACL, INDIA
hi AV, AFGHANISTAN
- e TOCA, AFCHANSTAN
v . il SARAFN, YEMEN
m X - g =MN,YEMEN
100 = % = IRNCEL IRAN
v BABLN, TA| KSTAN
Q = i TELES, SOMAL A
L1 L
10 - =
L8
|
1 |

14-Jan-10 28-Jan-10 11-Feb-10 25-Feb-10 11-Mar-10 Zo-Mar-10
Date range

CCNE “We penetrate targets’ defences.”
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Where are these keys?

* Keys live on the SIM card In the phone

* They also need to be present on the mobile
network; are kept carefully protected in the core
network

the

’,T internet
”
”
»
— G| COTE Of MObDile (= == == p| landline
network network

base %
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