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,
-AA-HF has 'been employed for long-'<listance communications since its discovery by

radi;o amatewi> in the 1920s. 'Marconi's previous transmissions over long distances had
beell accompli~hed using Very Low Frequency (VLF, 3-30 kHz) or Low Frequency (LF,

, ,

,,-ffltCryp0logy is now beset by many difficult problems at a tim.e of curtailed (unds and'
rapid technological innovations in communications (e:g., digital sigMling, multiplexed
t;'a~missioJoriJoice~data arid documentS, proliferati6n ~f.~imjJressed speech, increiis'ed

, 1 , ' , ", ' , '

COMSEC' awar:eness, 'aM gLObal availability ofche-ap, 'sophistl.cated equipment).' It is
imPerative to: r/?exar.ni,i¢' traditional operatio~ dnd i;"trodUte conceptscksigried tom:eet
challenges o/the futute, in SIGINT's three main areas:' intercept, i:inaly'sis~ '(utd 'tim~ly
dis,tTibution o'r significatu erUJ prodUct reports. T/iis Paper atte~pts to adqr.ess, oiuyoite
jX>rtion of the 1;,rst item: high frequencies (HF;3~O MHz.~.: ForSIGtNT, ifF 'i~ intensive in
manpOliJer and costly in maintenance. In other Por:tions of the.1pedf~rii,op/miting~nds

I ',.' , ' '. ,', , ".' ' ' '," -, ' '
may, qe smaller, bid the initial capital investment is very high. The ptop6rti<?n offimiiS

'I. ' , " ' " ..

allocated to different spectral regions should consider the intellige1ice value o{edch region.
,Th4paper sJt1ws that HF still remains one ofthe most important contributors to SIGINT.

(fj~ecOj High FrequeM)' has been and, will be an invaluable asset 'to SIGINT. It has
"I' , '

provided intelligence ofextretne value to the nation. Despite a shift oftraffic to other circuits
)HF will remain as an,effective,.indestructible m-eans of

L...--co-m-m-u~n""i""ca""'tw~~:Tis"""-w-e'l'i"l""into-.-:---:rthe future. The question: facingSIGINT in an era ots'hrinking
, dolla,.$ dnd e~panding reqUirements is that of intr~dudnggreater' e{fr.dendes intoHF .;... in
collection, a~lysis, and processing~ The present system is too inflexible, bothtechttl.tcd1y
and.geographl'cally. It was not designed to confront niergingcommunications tech~iqites'or
geographi~ally fragmented political targets. SIGiNT /Or HF in~t'make cM'ices, so~ of
whic,h indude;greater use of ships, adaptive antenna arrays, and 'trci~pOrtabteadvanced
auto'mated reriwted sensors. ',,",

I

-f8t'The objective (jfthis pciperis to stimulate discussion on the' flit~re architectureofHF
in relation tOstGINT' First an oUtline of the past val~ ofHF wzll be pres~nted'a.ri.d then an '

- I, ' , ,
indication of tre futute: SIGINTneedS for HF; Critical'evaluatiOn is essential in order to'

optimize-decisfns on the allOCation ofcryptologic re.sOurces.
~~
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30-300 kHz), which required high towers and high powers. ,At that time HF, was
unexplored by ~nd was assign,ed to the radio amateurs until they demonstrated its
usefulness.' '

UTILITY
'. "

~HF provides a simple, effectlve mean~f()r long-distance ~ommunications. It clm be
used by relative\y untrl!i~edindividuals ,(e.g.; ~'Qlat~urs, terrorists, drug .tz;affickers,. and
ill~gals). All eq4ip~~nt~.thai:.u~el?wPOWer are r~adily available off theshelf at low cost.
Preseqt~ql1ip..I.n¢nt,wh~ch can include encryption and spread spectrum, will-become much
m?r,e. cOIPplex in; the i~tu~e" Th~ tre~d in transmitt~rde~ignJs towards low-powerb],lrst
type emissions (fractionso~a'second), Should they roateriaJize, th~se systems may cause a
,re:;urgence fo'r iiF cOlllInunicationsl>utmay cause great c:lilfi<:,~lt~esfor the interceptor.
The great limitation ofHF.syst~ms,is the variability arising froril"the dynamic ionosphere.
Even with this i~eficieiiCY, HY' i~ effective, and it cap be th'eprlmary means of
communi~ationsfor the 'rhird World and illegals. It will alwaysr~Inain within any
iIite~atecicomm;unications systems of the great powers. Many exampl~~c::anbe cited (see
Gerson, 1991), but only a"few will be noted here. '

'. " ',C ,I . . .
" ,
!

SIGINTANDHF, I

(gCC~ slGIkT enlarges 'the defInition ofHF to 1~0 MHz'and intera,cts with it"in
three, areas: sea'rch, interce t ,and tar et lOCation via HF ,Direction Findin, HFDF '>

see erson, 19,91). However, since the 19qO~ changes ,have occur.red; i.e.,
proljferati9n ofo~her cQllllllunications systems of greater reliability and larger bandwidth.
This.chapge $hifted sometraflic.to Very High Frequencies (VHf:,3Q..,.300 MHz), Ultra
High Frequende~(UHF, 300-3000 MHz), and now optical systems.

" (8,CeO) Dlilspit~ t,h~.availabilityofnewsysterns, flF communicatio~sper.sist and will
.neverdisappear.;Crucial questions for $~GINTare these: "Ho\."l. much effort and r.esources
s.b,ou.ldbe devoted, to HF in cOlllparisoIi with those for other frequency purposesT' "What is
the proper mix of resources?" This paper atteIllpts to pr.ovide, an ov,eraU review of HF. '
How~~~r, it is imperative to consider the new threats (economic, military, fisc~l: and
political). the frequencies being used, and the potential intelligence to be deri~ed. HF will .
be foUnd to be at l~ast as important in then~a~future as it has been in the past.
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SIGINTVALUE

General

,(~CCO) It: cannot, ge overemphasized too str(jnglY~hat:SIGINTmust include HF (see'
Ger~on, 1991).: Ifany~hing,a greater proportipnal e~pha~is~~ybeinitiallyrequired,. As
one example, (fonsider first the IQilitary thn~at,Pr~'"!aW.~I..''.!.l~.oIo..JOIJ,S;i...a.l;~I.SO.II,~~.u.L.D.l;I.Ol..~'"

onl , nation thht could destroy the United Sta:te~.

«(krson, 1991). Th~disintegrationof·
.....-t-h-e-,So--v-i-e-t-U-,n-l-~o-n-m-e-a-n-s-,-th-a-t-,-th-e-c...o-m-m...."-,u-n-ic-a-t-i-on--~andmilitarycapabilities',of the new

. '," \ ",

entities will 'not .

Jill,
III

,,:.

~.', .J.1
\1

}r .J,.

J
1-'

(~ CeO) Third, consider the Third World and those 'outside:the 1aw: terrorists arid
smugglers (d~~gs;ar~~,currency). For theml;IF use is increasing~'"Theyc~~usethe new
modulations; dew services, and emerging deJelopmentsbecoming\~vailabl~,itlHF. ',It
must be assumed that any dramatic mov~mentfrom HFremains yeat$ away. Ol;>viously,

I· ",... ",
the sQphisticated HF services will disperse throughout the world. As the sophistication of
this technolo~ increa.ses, mor~complex systems will' be intro~us~d'int()HF and' will' be

employed by civil and commerc.ial entities in the emerging nations. 1\\,\ \""\"

I
(s=eGO)-F~rther, as a trend in communicationsl ~as moving\towards

connectivity w~ereina frequency continuum is used. Rapid switchingailowso messages to
move over open, lines; HFplays a vital role in this process. In short, SIGINT must m<mitor '
HF as well as, ~r even more than, other frequency bands. '" '

1S+!;<;OJ.t;iJ,a1!y, .v~n the United.Slates its.lfhas not ahandonedHF.I\\\I
It

.~~~.. '

I
Search 'I

...... , .
: :.,")

-ffit National Security Council Intelligence Directive No. 6 assigns' the' mission of
spectrum surv~illance;;toNSA (all frequencY'"bands: RF, JR, VIS~ etC.:). The value of HF.
search was denionstrated..tepeatedly during World, War:!!' Althou'gh resources have since.,
declined, HF research'still remains invaluable.

I
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(~CCO) To fulfill its mission, the search operation must become much moreefi'icient
· I

with greater use of transportable Remote Operations (ROF) or Collection Facilities
aq.tomation and bejtter-lrained personnel,

I
..'

",'-'-'"
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fS CCO) Even: ·up. t9~Qf:~~.R.':[' SHIEI;DISTORM. HF p~ovided more valuable intelligence~.-...•L ....c"..
than any other fre~uencyband. This condition arose because lIF was extensively used for ... '

. many communications. . .
· .' " ." . I .,

· .(&eeO) Ouri#g the·cold.warmost, targets were Communist, ne~essarilyfostemi"

f man lar eHF interce t sites in the Northern Hemisphere,

I: \The~J
. of HFDF has been the subject of many studies over the years, but its concept, design, and

operation have n~t changed signillcantly.

(&eeo) HFDF is still considered .oneofthebest means fo.r locating target!;; on the

oceans. I rThis capability ~f:; ..

obtained through :the manpower-intensive operation of many large fixed. sites. HFDF is..
'._'.' .••• • .." -. .~ • ~ ...t,.'"'' '.'. • -". .. _". ••..•..•""··1'.

also used to 19catr.laJ.ld targets and, to some extent, to steer intercept pperators to their·
correct HF translmtter. . .

SIGINT prudently .concentrated on Soviet, Chinese, :and·as~iated
"'-:-tar-g-e....t-s-w""':h-o-s-e""':£::""o-r-ml"'"a""':t-s-a...nd ~perationsthen became fairly well k.rl~wn. The attentio~'given.

to other nations W?s' mode~t in co~parison. :/
" I • -. :

f&-CC8) In piacti~e, lIFintercepta~ddirection finding weFe combined at specific
locations having l:arge CiFcularly Disposed AI)tenna Arrays (CDAA). Mobile pla.trorms
(aircraft) were employed to complement the llxed sites.

. I .

(&eoo) A senesofpainful exPeriences (Vietnam, Iran, Central America, Iraq, etc.),
shattered the illu,sion of"one tidy world" one concentrated threat, primarily/military.
Today additional concerns regarding econoIIlks, cominerce, fmance, 'narcotics, and politics' i
bring new SIGINT: targets, 'located in different and distinct geographic. arkas. (Most'

. existing HF sites ~ere not located for the new geographical threats nor equipped fo~ -the.

new. HF technologies. [ ! f
\..... -------:--JI

I
Target Location i

I
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. O~.Q.eO) Inherent limitations of the existing,HFDF network must~'.be noted._. It is
aging, immo}ji1e~.and .manpOwer intensive. Using HF skywave, targets cannot'be located
within,the sIt!ipdis~ceor when "up and ~own" communications are used. I

,
t&CCO) ~ranycostly attempts were made to prove the accuracy of measured HFDF

. Lines ~fBearing (LOB) and accuracies of the resulting fix, all without material success.
Fix a~curaci~s (about 100 km radius) are still considered unsatisfactory but acceptable.
The i...l1accuracies stem from two factors: geometric dilution (a function of distance and
crossing. angle of the. LOBs) ~nd the unpredictable variability of tilts in' the ionosphere

. I . . ,

that d~flectsliF rays out of the great circle plane. It is doubtful if the latter effects' can'be
eliminated; Anu~ber of Single'Site Location (SSL) systems'exist,. Agaip the changeable.
ioriosP~ereli,l,;ts 'location accu,"des (commonly but erroneously assumed to be onl~'about

1
10

percent of range), I J . , .1

t
to-CCO) $everal general comments should be made about geol6cati(m acc~acies. All.

.a~curacy wittUn 100 km may be adequate for locating a ship somewhere on the high's'E;as,'
. . '.

\>utit,iJ;lay be!co~pletely ~na~ceptable for tactic.al purpose~. A<;,c\l~~cy req~irel11~tlts vary
i . . .' - '.. .'. .'. . .' '. .... ... . .

widely,.~nd d~pell._d ~pon the intended use. To "laYlPetal ()na target" I;~uiresacc~ac~~s

within ..meteJ;"s. FQr HF rays returned frOm the; ionosphere, suci),acctiracies are.
unattau;.abie.1 Obviously, LOBs inthe wrongtrans~itter~r~~orth\ess.. ' " . '.

~ I .'. . ..' - ". - .

.... ~~;..

SECRETFUTURE OF HIGH fREQUENCIES IN CRYPTOLOGY
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I, .

t&;:OOO) Qwmg·;'iipLi:3.1ter WQr}d War n HE was all. outstandiri
in sea.(ch, int~rcept,all.d target location..

Banthm; j 'J

_~ --1 ~owe'yer,.while,th~ wod~~hange,d,.the sy~~m~idnot. It, retn~jn~d
essenti~.lly s~~gnaqt .both geogJ.;~phicallYB:nd-techn~capY. in tt>.e·~eanq~~, n~
technologies advanced and political threats dispersed. For SIG-INT, HF ~nnot dis~ppe~.

It willalways~beuseful and needed. Further, the global ~~pi~l rnvestment i~JIF i~'tOO
large to ~ diJbarided:' With funds and resources decHnjhg, the SIGI~ HF nllssiopmust. " .. I ....,.... '.. . . .. ".. ' .... . ... ", .
become mo~ei e.fficient, a~~6niat¢d, and flexible in' order to waint;iir{theortl'e,rIY

" ....._--;-:--.--:-_7"'""-;--:-"'";';'~~~--:'----l/1t is geographicallyi:I1f1exible, Iihy~i~~lly u,n,wieldY,.
aI,ld bl;l~9ming techni~ally deficient. In addition; it has fulf111e~ its. 4esl~ated purpose f~r"

. . . I' . , . . ..'" , ". .' - . " .. , ..... , ...

the political apdmilitary threatso( the period. However, the tiIIle has come to rea~sess the.
, . . I- . . . '.' '. .~.. .' ~ '. ..:.'

SIGINT.. need of tqeentiI:e system-including cost, locatiop., anq iIUJovati()n: s.in~~.~I9:INT

must ma~taih a capability for tactical and "strategrc tar'get iocati~il and Ointe~~ept; new
sites,advancJd eqiiipmEmt, new' concepts, atlddifTerent, strtaller· sites (ROFs) must be
intrOduced. . ·1' .' ..
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prosecution of coUection, search, and signal processing.

. .' ~. . .' .. .

,fSw:6GOHnshor,t, UF i,$ a.y~able,c~:mtributor to SIGINT. To.meet,iIllP~Ilding,technical

a~d:}>(;>Jitical chal;lenges (st~~tegic and ,ta.ctical),..opetations must pe~om.e ~Qre flexible
(g~ographi<;~lly.a;n<l technicci1ly} Considering the· importance of HF to SIGINT; the
percf,lntage ofcryptol<.>gic {urid§ g.e¥ot~d toit may initially inqease not dec,Tease., ,$Illaller,
ITlor:~~~bil~"autoIIIlated:.:~nd.ady.aricedfa,cilities, transpor,table when nece~sary",must pe.
impl~~eIlt~d .. riryu~cip.g for the. capital costs must be considere.d. . . ,

'! :'
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ADDITIONAi; aF'co,NsIDtMTIONS
<' ' '. ;. - \ . .:' ~ .

Ionospheric Predittions .
, :-:' '. .:. ..' .::1 ''l~.: . '.. :i •

. I

<&OGOfSom¢coininentssh6'rlld be ,'iriade'aboutionospheric predi~ti6ns;,whi~h are
.,~ '. • •. ' • t .. " r . .. '. '.. . .. ' ". , .. .!, '. ."'. . . .

employed in planning and; to some 'eite'nt, in operating HF systems (e.g., cOinmunications,
rad~r, orint~ic'e~t). Predictio~ns ~re'based U~ri two main consideratibris: (a)..ic;:mospheric
climatology (deBendeht \ipoD:'lodtion; ti'me' 0'( day, year, ahd sor~t cycie)~md (b)
engineering facto~s(transmitterPower, soil;ahtenna types, local noise environment, etc.).
There are numerc?us prediction cod'es~'aU:cumbersoine,all ineffiCient, and many 4tternally
inconsistent. No~etheless,for,practical purposes, all,provide about the same results.

, ,

(U) The Doj)~~nd NSA haVe. ~pplied co~sid~r~ble effo~t in attempts' to i.mprove· the
ptedi~tions,'~ll~th margina:l,·.ifli~y,succe·ss. A .good pcirtioriof th~ proble~ Hesi'nthe

I ,. I ~ . ,~. . . . _ , . . . . .

faCt.that·~he ion~~phere is a fluid whose 'physi~s ~nd dynamics·~re.no~ fully kJlown. This.
fluidis'¢oI);trol1~d'bythesun,whose cha,nges still·remain ullpredicta,1:>l.e. Un~il the forces
irrl1uenCing the i'tate ,and rilO\rerilent :6fthe Ionosphere ~a~ be bette; defiped, material
i~proveniEmtso6he p~edictions'wilin:otbe p(>ssible, irrespective 6fthe funds ~~plied. .

. ,. ..' ':,. "1"·· .,' > • ..... '. : .•••. • " ,. "", ' •

. (D) Howev.et~some st1,ldies.Qf the'i9Il.Osphere are warranted andnecessaty.T,he Arctic,
in an age of fuei :awareness,is destined to become a transportation and comm-unications
highway from North America over Siberia to Europe, Asia; and Chip.a. At present,it'also
contair'ts a milita!ry threat, where armed s~bmarines roam the ocean depths and ·aircraft·
ply. the polar ski~s. For ~~~Illunic~tio~s,a~ditionalkno~ledgeof the ,arctic:i.oposphe~eis
needed. .In an .e~a of declmm,g. funds, efforts must be shared. Canada, Whl<;h "own~;, the .
aurora," aiieady~has insthutions(Uri'ivetsity of Aiberta, University of.Wes~¢r~Ontario, .
Commuriicatio'ri~Resea:rch- Center;'··et~.) preeminent in studies of'the p~l'ar ~nd auforaf. .
ionospheres~ .Ca~ada sh~uHfbe encouraged to assume full resPonsibility fo,rillvestigatirig'
this region. Similarly~ A\istraiia should' be Efncouraged: to assume. responsibillty fOr'
examining th~e~uatorialionosph~te. . . '. '. . '.., . .

('V) FQ1"ther,i within the United States,the DoD sho~ld amalgamate the disparate,
. '," I - . '. ,

.overlapping, anq sometimes wasteful efforts .on "improving ionospheric predictions.". ,The
entire responsibility should be assigned to one triservice group, e.g., within the Air
Weather Service (AWS), charged with generating, improving, and maintaining any and

all prediction cJaes needed by the DoD (and NSA). DoD elements,' connected via some
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networking scpeme,requiring predictions woul4 transmit queries to AWS and obtain
instant responses. Past uncooperative, individualistic efforts have squandered resources

I

and have distr~buted incompatible, deficient, prediction c~es throughout the DoD. The
waste must stop.

I

I
Ionospheric Difruptioris

(S-CCO) A [high-altitude nudeardetonatiO~would dis~upttheionosph~tefor'~boutan
. hOUl: or less..TheUnited States conducted tests in the' Pacific to examin¢ tfii~ efte.et.dtiring
the 1950s. Th~'§)~IetUrrlQn, takj~gadvantage ofthese "tests of oPMrtul1ity,". concluded
that theionosppere is self-healing under sunlight.and.r~tlcll'nSto'l1or.maLin about thirty to

, .

mt mJnutesafter, the detonation.

Tpe United States ~rrived at the opposite..concIusion,thatHEwouldbe
un~sable.Ont4e ba:~tsof~IGINT,howeveI1, U.S. views were iaterneversed;'Iri!;~IllJP.aJ;Y,

,,afterahigh-~lliitude nuclear detonation the ionosphere may be disrupted for a shortperjod
but not'destroyed. .

I

• I

Technical Challenges
I
I
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. CONCLUSIONS
,:

. .
. a'~ (&oeeo} From the past to the present, HF has been an outstanding contributor to'

SIGINTprima4-ily lbecause' most,communica'tionsof intelligence interest depended upon this' .'
means. This condition w~n prevailin the immediate future.'
'j' . . .
b. (SaOOO) Also in the past, most attention was prudently given to one generalized

military threat, Communism; embodied by the Soviet Union, China, 'and theirassoci~tes:

The past,co~venient,easily identified SIGINT focus has been shattered' by several' factors: .
. emergence Qf Q~~ threats" (ntilitary,.economic, fiscal, narcoti~~, cQr)lr.nerc;iall i?pdIikled·
.. around the. 'globe, some dilution (not elimination) of the Communist threat,and·,the
6reepirig.. i~t'r~d~~t~{)n of 's~phi's~icated Hfc~~munica't;ionst~~hnology (n~t~~ad,tly
handled' by existing SJGINT'sit~s). ...'.. '>1'" .. '.

c.' (EFoqO} HF search is a vita~llJo~n!,g£~t!!lli.!:J!IDtllliill!~~l!.e...iUJW.atJ~m.a.intaJJ:·'Ws1~

. it must be,c~iIte Il?-0re ;effi~ient, i,e.

. d: (&oOeO) Better-trained ~nd more efficiently usedmanpower is essential for $IGiNT .
sites. Manning by poorly trained individuals degrades search cqpy and other·fUnctions.'
Consideratiqn must be given to (1) recruiting only individuals who first served a term as'
commrinica~rs and thus are trained in many skills required forSIGINT or (2) using

I . .'

'·:.Ii••
""1': ,;

"'}'.

..; : ,~,
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I " '

f. {5 eco~ a triad of shipborne ROFs whose positions are known through the Global
Positiorti.n.g System (GPS)couldserve:a crude local HFDF netcoricentrating on the crisis

.... atea ofiD.terest.:

ii:i1~_~_~-----,--r
j " . '..,. , ,.... '. ,.,', . .••, . '. . '; .....-;: '" .. ' ", . ,.", .'

h.' (~'COOl tfnless they<are remote<i, conti'n:liedopetati'Qn,of tp.e;~:lti!?ting HFDF
"'""""__......_ .......---.__Inetwoik is- musio~ary. Wis' tedirn:ckUy·lnfl¢x~BI;\.~h~·;Iri;npowe,r

intensive, .It ca~nothandle;geographically dispers~dem.er~encies'~nd:a,dv~h~e~~m'ergirig

technologies. Replacements' of the saJ:neapert,ure.;~re:.t1.rilikely.

>

•

· ..··'i!;'-·;'·";·

L..__....,.,.---l'. .: . " ' ,"'"
I', , " '" .,.. ,.. ,.,

i. -r(~~.~C:l4C~OQ.~)1~rSIGINT, 'wideband communications truriks. ate e~se~~ia:L~iIIt~rlink
sites and allowtimely iritetchan~eofinformation. . . ", ,i( ',' ,. ",:

"

j. (8 CeO) SIGINT sites should conduct periodic checks. on internal system
. I.,

performance, e.g., antennas, noise, receivers.

k. (U) Iono~phericprediction services. sh~uld b~as·~igne.d to the. AirWeather ~rvice.
Investigations ih specific geographical areas (the· Arctic, equatdtialregions) could, be
assigned to Can1da and Australia, respectively. Costs must be shared. .' , .

P.L. 86-36
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I

(:f8UO) Mr. Gers~ri~,a'physi~ist, ,has
. been ..,with ..R6since April. 1988~

Pre~o~slyhe had been With R5.'HewS:S
'one of the :founders of the ,Aii Force
·Cambrjdge.nesea..ch Laboratories (now
.AFGL) and ch,i.ef of its Ion,ospheri~

P'hysics Laboratory ,(1948-56). "lIe was
secretary of the U$. C:ommittee -for-: the

'. ·:In.t.eljnational Geophysical: Year (I~Y)
.. (l953~57), secret~Xy"""qL,its Exec:utiye
Committee, vice-chairinan of 'its A,.ctic
C()mmittee,. chairman of its first' two

". Antarctic committees, an.d.a melDber of
its10nosPllericand Rocketry paileis~~:Mr.
Gerson has served as consultan,tt,o

. ARPA; Lin'colnLaboratory; Mitre
Corporation;' and Syracuse University
.Research Corporation. He has had over
sixty scientific papers publish~d in

. American and foreign journais..
WhileserviDg on the U.S. National Committee for .the IGY, he suggested

transarct~c submarine transit, wrote the report for the ,U.S,. Antll:rctic .
Expedition, and selected the U.S. South Pole site. Mr. Gerson is the only Agency
employee~ha:ve'been sent to'boththe Arctic and Antarctic;.his total TDY.,time
in.polar r~gions exceeds 48 11l0nths. A survey of his early ac~omplishme.J.l~s
app~aredin Physics in Canada, ~anuary 1984. .

. . I • • .
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EXECUTIVE SUMMARY

(S GeOl 'A'mimber of practical f~ctor's ensure'the 'con'tinued viaoility of HFf ~ys'tems

well into the future. Firs~, the ion,<,>sphere is, indest~uctible by man, although !he may
introduce perturbations usually persisting for less than an hour, For the great powers HF

. . ., '" :. ,., • . I '\ ",' c -;', . :,' ; ,',.' ,. . " .".': ",' :
thus' constitutes the ultimate backup. $econd; for'legitimate user;;,'(ousiness,-general

[- I'. ~. ;.' ':':.:. • I ~. , ' \ ',I " • : .". .;.'

(S-CCO) High, Frequency' (HF); nofuinal·lY"3..:.30,'MHz, provi'des'an' effective'
communicationsmedium'6v~rdistances from kilometers to theaiitipocle (20,000 km).: To a
good exten~ the choice of frequency is a function' of. range. ,Thus, for short distances the
lower e.r:td and for, )ong d~stances .the higher en<~ or the l;>and are u~ilized:" :rhis.fact is
directiy refl.~c~e4 i~' SIGINT targ~t assign~~':lts:, the army' an1, Marin~~Corps con'cer:tlrate
on short-ra'nge battlefield communications transmitted below about 10 MHz, the navy on
long range:sho~e-shlpcommunicati~ns above·1'5 MHz, ;and the air force on'interm~diate
communications.' '" . ' , :

. . I .J. .:':' • . . ; ~ I I ~.l • -, : • • •

(8-CCO) Similar considerations apply to commercial and governmental
co'mmunications:' snort-h'~ul'circuits operate: 'at' the lower,freq.\,l¢ncies' andlong'.haul

'-'(~suanydif>h>riliitiCYattJ-ie higher, Groups beyo'nd'thl'da\vare lil{ewisecon'strained:by the
same pI1y~i'cs~ Be'cause'of'the availability of eqtiipmen"t; the'latter groups:may co'ncentrate

• • ," • J ••

near the amateur bands, ; " ,.,
I

....
Ti--: •.• ·

--~ ..
.,.".;-
.;~~ ..

', .
• .0:-.,'
:~. ,
.{~;~'..
':~..

, ;.

.:~
~.~;.
,", " "'\'
~{}L4. (c) ,
'¢0 1. 4~(g') ........Editor·s Note~ Part I 'appeared in'the Summer 1992 issue'orCryptologic Quarterly.

f:;L. 86-36,; " "

:~\ , (8-CCe) This paper continues and augments the discussion containeq in Part 1. It
..t.: illustrates that High Frequeru;y (HF 3-30 MHz) will remain as a valuable asset (0 SIG1NT,

De,spite a sh'i;toilr,~j{tc to'oi~ec,~ir'~uit~ IHF ,wilr~emain
an effeetiv~"indestructible means of communicationS" w~l( ,into the futu're,,' A't a time of
sh;-iriking'~f~s~Li-"c~s'a'hd :~:tpa"nUlni reqiiirement~'~' ~j[dlNi ni~st' '{~(rod~c'e"iieater

efficiencies: into collection, analysis, ~'nd processi"ng. The:'pres~nt collectioh ~Ysteriii; too
costly, too geographically inflexible, and too technicallY,df:{tcient. It ,was :not designed to
confrorlt mergin technical so histications r

"", '. '.1':· ,'•.

. ~~'f~

~1:
).A-;



"\public, overt~goverhm¢nt~l,etdaJarg~amortizeQ.capital plant already eXists:lt requires·
~hJy maintenanceandloperating costs and, despite unpredictable disruptions caused by
th~sun, allows adequat~communicationsmost of-the time.

" '"'. 0::. .: ~
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1\\\\\

. ,....

(8 ~(Je)T6'improveeffide'ncy,SICI~T~ites nhi~honductpefH}dic>h~allJlch~ckson
tot~l system peiformanc~(e.g., 'an~~nna:s, rioise, receivetsr $U~hchetksallO'w'hipid
Jid~ntif1<;atiop' 9f,opera,tiopal pr<~blern~" ',' " ';" ,.:,:,.; ,'. ':,'f'

(U)"All "ionospheric predictions'" sh()Ulo be assigned to one triservice DoD entity
(e.g., .Air Weather 5ervice) respOnsibi~':'f~r gen€rating; updating; ~rid maintaining
allinece~saryDoD and NSA prediction c~des. Answers could:beptovided on if ~lierit-

.se~yer,ba~is: ", .. \: ~' .' . ':,' ','
. I ,.. _ • ~ - . . I· ~ • • '.,' • .... _ . - • '. • ; , .• . ..; J"

, (6 CeO) For some time the ThirdWorId' will depend upOn HF tather than cO'stly
sa~ellite (:'itcuits for diplomatic' and"other traf'fit'. '". "

(S~c!2ur To cover globally di~petsed,;~·te~hnicallYadv3:n:ced 'targ~'ts with' i,eq~ced
re~ources, SIGINT must. implement autoinated- equipm'~nts,;:'int~'rconn~cted!'by
ad~quate bandwidth, circuits and marinedby bei(ei" trainedpei~ortnel.
C~mmonality.inprocessing HF, VHF, and UHF signals-may:bep~~sibl~:"

(8~Ce() Great'et interoperabllity°;i'~~rt'g;-;th~Cryptotcj~1-c'Serv'i\cesm'ust be
.1 ", ...• '. ., ' .

accelerated. :-. ,,:.,',' ,
1 \

'tS~GeOfWithbudgetar~ problems: eveiy~her~ and the Ine~t>raHi~'~ldsJi~:-~f°many
p'r~serit sites, ag'reaterinterdepehde~cea:mon'g all Sec'ond,Pin.·tie~'isj~S~entiaL-"· '

. '(SlCCO')"The"co:tin~edop'~rat~o~,of'th~'~:~s~d~ H;,~F (~~~lud~;n~r ., . I
'~~'two~k J~ 'i)lu;i~rta;y.' Th,e.sy~£ero' is ge~gr~'phic~ily i~flex,ible', lechmc~UYI. .f - ",.;;. I ~ ~ .., '. ":. .' - ...". .' ".' ~ .."' • ;'" . :...... ." • I I. .'. '. ~'. .'. - ,". . . . .

inadequate; and maripower intensive. It cannot handle geographically dispersed
I. . '.,

.e~ergencies or advanced transmissions. Budg~ts cannot tolerate the large

t&>ceO) Strategic HFTL sho.uld utilize ROFs with their associated smail arrays
I .. . . .

transPorted to areas of in'terest or pla~ed aboard RF-quieted vessels (hay.ing small
supe't~truetu~es) traversing appropri~t~eas..:'(Thretf'well-l6Cated ROFs constitute
an HF D~tectiorifihding(HFDF)'net cover-ing:a'specific,area.) The positiioi!.'ofROFs'or

"'drone's'caribe accdrately determined using the Global Posititniing'Sy:stern(GPS).

n.'

m.

q.

p.

i.

k.

1.

j.\.

, o.

" ~:~~,~
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manpower costs. Replacements of thE; same size ~r~1 unlilq~ly;,major dismantling is
inevitable despite the advantages provided by these wide aperture\CDAAs.

'.' '. ~: I ... ' ... • : I ' .•:~: ~l. ~; : ':,'; .

r. .LS CCorA large market for advanced HF systems and cellul.::.a!.!.r_\.l:.:te"-ll~e~~u....il~..,l.U..,

e~erge in Eastern Europe: the CIS~;'ihe PRe, "and el~e·where.·

. • ~.!

INTRODUCTION
'I".'· ".

1.1. General"
, ' ':":~ .'~-, -, ,-. i " - ,; '" ' "

-,.,~S eem This paper cont~nues the discu~sionon '~The Future of HF in Cryptology, Part

I." Part rattempted:"to illustrate the past tremendous exploits of HF as'well,as1toshow
that it continues to be a major contributor t~ SIGINT. Onthe whol,e, Pa,rt I attempted to
provide a brief tutorial and documentary on the past role'or'HF,

rh
'r ~.

( 0 Part II, t is paper, exten s t e Iscussion rom the oresent to the future., It'
chronicles the 1991 ~iews of the operational group~ \\'fhe
text attemots to olace 'some of these views In'pe'tspectIve:r

\\\\\\

f , "
\\

\

(S-CGO) HF is.'I'so ~imple and ~fficien,t, t/1at'it will. continue.-to be used for
, .: ,.. _". •. • . • r ••I!. . _ .f •• " .l. .... . . '. I • ".. ,,_,_ • ~ •

communications, well into the future. , However, management must decid'e',whether the
• I :. - .' • I. ~ 't .. ; .-: -' ,~. -' " ., . ,. .' •

value derived is, com~el1surate wittJ. ~~e cost.. In any event, the present expensive,
• • .•• I ~. • r " _... 1 r •

inflexible system must be ,replaced., "",' I'" .' ' -,; '",
(S-CCO) ,At ~his :time ~f rapid ,ch~nglil,,:~e should alw~:ys remember that,:'eternal

vigilance is 'the price offreedom."
I

, (S-CCO) ~t is ~m~rta,nq~ ,note that the nu~lear potential of the former So.viet Union,
the ~nl~ natto~ 'th~:tl'could<!~stroy the Vf,~st, ha~, 'no,t y~t va~ished,,' ey~nthough the
'potential for conflict has lessened, Also, an increasing number of nations have access to
nuclear material. 'O~e irr~tional leader'could conce'ntrate sufficie'nt in~edients ~ooard a

, ' I' '. " ,

cargo vessel, detonate it in a foreigil'h'a'rbor, aifd cause a Chernobyl-like disaster.
, 'j
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1.2. Radi~ Freq~ncy Usage
. I. . .,

, (SeCCO) 'T~ place, HF usage in perspective, se~eral gep,eral, c~mment~ may be made
about p~ahices in radio frequency (RF) com~unic~tions. ' Fr~q~en~ie's below 100Hz are
employed for shore-submarine traffic, and between 10 al!-d 60 'kHz'..for long,h~ul naval
t~affic (including submarines). The 'primary ~sersof these bands include the U.S:, CIS,

, ,

U.K., France, and the PRe; India and North Korea also may use,~his spectr';ll region. 'With
~eat pow;er military ,tensions dec~easing a~d with the availability of shore'ship lin~s v:ia
satellite, the continued operation of these lower f~equencies is, not ,clear. Initial capital

, , I

investme~t costs are high'and constructIon'times long'-
I ,

(S-CCO) Frequencies above about 30 MHz'normally prop'aga'te. over gebmetric line'of,
sight paths e~cept during, unusual meteorolo~callconditi~ns. ' 'They a~e: n~t consider~d
adequate 'for Ion distance, Citcuits"unless the total ath is sf!" E!nted'to satisC the line-~f
!?ight criterion.

I'

(8,C0,0) HF can be used oyer paths, both short and long. ,Incontrast,to the frequencies
mentioned above and despite lesser reiiabilities.HF is very effective and,convenient. It is

I ,

versatile.!cheap,and simply operated. Terminals are not confined to specific locations. A
rough guide t.o its performance is given 'i~ Table 1.

I

~ HF' enciphered speech and data are usually interc~pted at ,gr:eat, dis~anc~s from
the target via skywave, Because of multipath and the d'ynamlcs ofth~" ion~sphe~e, HF
propagati~n introduces considerable variability in the quality and re'liability.,of the
received ~ignal. Generally the ratio of signaUnoise for HF is smaller and much more
variable than that for"VHF, UHF"GOM~AT.. 'etc.Further." the probability of.cochannel
interference in the, crowded! HF spectrum is ..far greater 'than in: ,other~ barids:- From'a
cryptogra'phic viewpoin~;HF:collectio'ri is not the optimumfrequencyofcho{ce. How'ever.
as long as~tl:tis band contains intelligence .value;,this.traffic.musfbe collected.:

I ' ... '-,' _,' ' . .';' ,'I'

~ Collection must be maintained against unique signals not transmitted to other
bands -'e.g., (l}specific frequencies ,(to ensure ,continuity 'against outages 'on 'signals
normally,; intercepted, (2), specific high,priority targets; and' (3) to cOJ:I1pare' multiple

stre,ams.-dr-. collected .:data, , Fur.ther;melding.the: same HF intercepted at ,diverse sites
enhances the resulting signal quality. ,"I.'"t"'.· ' ';j",

-teet Insofar as HFDF is concerned, the order of priority is (1) more yolume, (2),~aster

processing, and (3) increased accuracy. It is well known that as the' b()ppie'r'~p';'~adon' the

received signal increases, so ~oes ttte,?pre~d in measured angles and tra,n?i~ t~mes of
arri'vaL Ho~'ev~r,thista~t h-iay'n~t sepai~t:~bad fr~iri:goodibea~i~g~'.~:' '"" ",: ,I,,:, . ,"

__.~~I:'; -. '.~' .; .• : •. : •...•.•.. ~r~l" .,r.· I ,. ".';" .. , ~1-
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Ta.ble 1

Factors Affecting HF Sy~~mPerformance'
. '. •~. _' , . • I: . _ . ..' .... . I -

DOPPLER (Hz)

It' .....

'.::

AURORAL
SPREAD

MULTIPATH (ms)

MIDLAT
AURORAL
SPREADMIDLAT

MODERANGE(km)'

o:..:so 'GRouND'WAVE o o NONE NONE

0-300

300-1000

'1,000-4,000

> 5000

::;' 7'~·
~ 'SK,YWAVE:,

SKYwAvE"
,.

< 1

'I - 2

2-3

-3

< 20

:5 60

:5 60

:52

- 1

< I

< 1

2.2. The.SIGINT Syst~m.

(B-CCO' The present stations, loC~ted Jlri~arily in the Northern Hemisphere, provide
an aperture of about 300m and a bearing measurement accuracy of about 2 ± degrees,

{S-CCO) For intelligence purposes, imagery cannot reveal plans made in boardrooms
or staff meetings. ICOMINT and HUMIN.T become vital for deriving and confirming future
trends and actions. fHF currently is so ef(ecti~e that it will not soon be abandoned, SIGINT

must follow,

'"

;... ~.

.'';

, : ..

'108

"

Jr',. -'.

Note 1:. Doppler': Midlatittide fr'o.:n layer movements;-Au'toral from blob veiocities

Note 2: Multipaths merge.with·increasing distance

I

lOP. SECRETYMB~

FUTURE COMMUNICATIONS USAGE

I
I

tS-eeO) HF communications will remairi'ln:'use for. many reasons. Legitimate users
have large, depreciated, capital plants. Illegitimate users' can deploy advanced equipment
available on the~pen market., New users in' Eastern 'Europe 'and elsewhere have
insuffiCient funds to imj:>lementother systems even as they consider' moving to fiber or
cellular systems." ."

. .' I

2.1, General ','
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I
Operating'costs are high and their long-term acceptability to host countries is unclear.
Some geoJ.aphic areas contain a high site density with unnecessary duplication. It is not

I

evident that such site clusters are needed. The smaller arrays inherent in ROFs imply
lower accuracies, but this deficiency may be reduced if ROFs are well located relative to
their targets (Le.• some trade-ofT in accuracy is possible). Present site performance has
been degraded by neglect of routine maintenance and unwise introduction of appreciable
RF noise. ROFs must avoid these destructive conditions.

.1.-.

" .

l.,' i

(FOUO) Mr. Gerson, a physicist; has'
i:Jeen with: W3 since July 1992. Previously
he had been with R6 and R5.He was.one

~f the ,found~~s.o~ .the: ~ir 'F,0rce
Cambridge Research Laboratories (now
AFGL) a~d chie'f of its Ion~'spberic

"" f ...r -'.- .

Physics Labor~tory (1948-56). He was
secretary of th~' {J'~S. Comffiitiee for' the

; . ~ " '" . . . " ~. '. :. . .. .
hiterna~iorial Geophysical Year (lGY)
0953-5'1),' ~ec~e't~ry of its Exec~~.i~e
Committee, vice-chairman 'of iis Arciic
Committee, chairman of its first two
Antarctic committees, and,a member of
its Ionospheric and Rocketry panels: Mr.
Gerson has served· 'as consultant to
ARPA;.. Lincoln ,Lab'oratory; ··Mitr.e
Corporation; and Syracuse University
Research .Corporation~' He has had over
sixty scie~tific papers published in

I" Americ~n~nd foreign j~urnals.. .. .I:' . _.:. . .' '." . ' .
. While s~rving on the .u.S~ N.a~onal Committee .for the IGY, ~e sug~e~ted

transaretic submarine "transit, wrote the report for .t~e.. U.S. An~arcti~
- ~ ! . . " ... . .

Expedition, and selected the U.S. South Pole site. Mr. Gerson is the only Agency
employee to have been sent to both the Arctic and Antarctic; his total TDY time
in polar regions exceeds 48 months. A survey o~ his early ~ccorripli~.hments

appeared in Physic~ in Canada, January 1984.

.:(.

?- .

; .

REFERENCE ~ ..:
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[11 (S-OeO~ Gerson, N.C.,. The Future of High Frequencies in Cryptology;.Pait I. R6,TR
O~-91, 1991.
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/IF and the Soviet 'tinion'
T ~ i..:

. ,

" ,

':.\

.' .--' to-66m It- is ~ .fundamental. fact that -major-world· powers (those with global
commercial' ·and· rhilitary interests') can exercise military Command, Control,
Communications, aAd Intelligence (C3I)-throughout the radio frequency (RF) spectrum.

Ai. PHILOSOPHY'
; "

•• f _" ~ : 1 ..',

I:..:.,

. l '!

. 1-

.."

(s--eeo) As techn'ology' i~proves;" .so wiil the ability to transmit faster using more
complex HF'system's. I nie'gitiiriate' ~s~~~ '~fiI be attracted to these easily transmi~table

. - . . . ' .. ' r.~. . '': ... ~: J' - •••• • : _ • -. .... . I.... \. • • .' • ,'. " • •

COMSEC systems. ' Legitimate 'users'w,ill remairiwith their amortized' systems' until
cne'ap' cellular syste~~'becri'~e';av~ila'bl~~'~ "..1 . -~ -'. - • ,"

:..~. ..' • ... r .- : ;: • • • '". ,,' ~ • • ..:J :..: • • ' • .' .. ! ~:

, •• 1

,

A2. 'FORMER SOVIET c'OMMUNICAnONS'

/

..-.(

,., .....
.'.

,.; I

I -.'1\2.1. Practice

./i
EO 1.4. (c)
P.L. 86-36
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A2.2. SIGINT ColleCtion -;

i".>

(8-CCO~ HF search has been and wiB be invaluable. It is also a statutory requirement
fOJ;" SIGI.JXT.. It,. perIllits tracking the technical exoansion and develonment ·-of np",

. 'cJ'lted HFor other systems, \

,.
:.,.

II ' ,;',
"'"---__.J

~ ,'. '," .' .; .:. ";--'. rr ;'>, • :. '....,. . -:" '. t • -~'; _.. . .

(8-CCO) Another' faCtor must be considered. The deployment of thes~ adva{1ced HF
,services wil~'diffuse, not only frbffiiIllilitaiy to' civilian\sectors but also' globally from the
Soviet Uni'on(se~ Appendices Band C}, allowing the, !SG,advarrcesto'sp'read

I .

internationtl,ly. ,", C" ,,': • ,,;,' i'

(8-660)1 SIGINT must consider these technica]inrioyations, which will be used even if, '

military us~gedeclines. It could be dangerous to ignore HFj: :,.,' ',' " , ,

.:-.. t
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