ALARACT 275/2012

DTG: P 031427Z oCcT 12

UNCLASSIFIED//FQOR OFFICIAL USE ONLY
THIS MESSAGE HAS BEEN SENT BY THE PENTAGON TELECOMMUNICATIONS
CENTER ON BEHALF OF DA WASHINGTON DC//DCS/G-3/5/7//

SUBJECT: ABRMY EXORD 001-13 INSIDER THREAT WITH VIGNETTE TRATINING
AT THE CONUS REPLACEMENT CENTER FT BENNING, GEORGIA (CRC).

{U) REFERENCES: REF A/PERSONNEL PROPENCY GUIDANCE
(PPG) //NARR/ (U//FOUD)

1. (U//FoU0) SITUATION: INSIDER ATTACKS BEY AFGHAN TROOES AGATINST
U.3. AND NATC FORCES HAVE DOUELE COMPARED TO LAST YEAR. TO
ENHANCE FORCE FROTECTION EFFORTS AND ENABLE US FORCES TO
IDENTIFY INSIDER THREATS TRADCC ICW INSCOM PROVIDE ADDITIONATL
FRE-DEPLOYMENT TRAINING TO REDUCE AND MITIGATE INSIDER ATTACES.
AS PART QOF A LARGER ARMY EFFORT TO REDUCE INSIDER THREATS, THIS
EXORD DETAILS TASKS REQUIRED FOFR THE ESTAELISHMENT AND
IMPFLEMENTATION OF INSIDER THREAT TRATNING AT THE FT BENNING
CONUS REPLACEMENT CENTER (CRC).

2. (U//FOUO) MISSION: INSCCOM PROVIDES TRATNING TEAMS AT CRC FT
BENNING AND ADDS INSIDER THREAT VIGNETTE TRAINING TO THE TASE
LIST EFFECTIVE 03 COCTOEER Z01Z IN ORDER TO REDUCE AND MITIGATE
INSIDER ATTACES.

3. (U/FOUC) EXECUTION:

3.A. INTENT: SUBJECT MATTER EXPERT INSTRUCTOR/FACILITATORS WILL
CONDUCT SPECIFIC BLOCKS OF INSIDER THREAT TRAINING THROUGHOUT
THE NORMAL ONE-WEEE CRC CYCLE.

3.B. CONCEPT OF OPERATIONS:

3.B.1. EFFECTIVE 05 OCT 12, DEPLOYING NON-UNIT RELATED PERSONNEL
(MILITARY AND US GOVERNMENT EMPLOYEES) WILL NOW REECRT TC THE
CONUS REPLACEMENT CENTER (CRC)NLT 2000 HOURS ON FRIDAYS.

3.B.2. THE CRC COMMANDER WILL VALIDATE COMPLETICN OF THE
MANDATORY INSIDER THREAT TRAINING PRIOR TO DEPLOYMENT.

3.B.3. THIS CHANGE IS REQUIRED TO IMPLEMENT INSIDER THREAT
TRAINING THAT BEGINS ON SATURDAYS FOR ALL DEPLOYING INDIVIDUALS
(MILITARY / US GOVERNMENT EMELOYEES).

3.B.4. MILITARY AND US GOVERNMENT EMPLOYEES WILL NOT EBE ALLOWED
TO DEPLOY INTO THEATER OF OPERATIONS WITHOUT VALIDATED
COMPLETION OF INSIDER THREAT TRAINING.

3.B.&. INDIVIDUALS NOT COMPLETING MANDATORY INSIDER TRATINING



WILL EE HELD OVER AT CRC UNTIL THE TRATINING REQUIREMENT IS
SATISFIED. FOLLOWING COMPLETION OF THE INSIDER TRAINING THEY
WILL EE SCHEDULED ON THE NEXT REGULARLY SCHEDULED FLIGHT INTOQ
THE THEATER OF OPERATIONS.
TASKS TO ARMY STAFF AND SUBORDINATE UNITS:
.1. bos, 6-3/5/7 (DAMO-TR):

.C.1.A. UPDATE THE PERSONNEL POLICY GUIDANCE TO REFLECT CHANGES
IN THIS ALARACT MESSAGE (&-1).
3.C.1.B. ENSURE THE ADDITION OF INSIDER THREAT VIGNETTE TRAINING
TQ THE TSIRT TASKE LIST (DAMC-TR)
3.C.2. HUMAN RESQURCE COMMAND:
3.C.2.A. UPDATE THE CRC RESERVATION SYSTEM WITH THE NEW
REPORTING TIME.
3.¢.2.B. NOTIFY VIA EMATIL, AS NECESSARY, ALL PERSONNEL WITH
CURRENT
RESERVATIONS.
3.¢.3. COMMANDER, US ARMY TRAINTING AND DOCTRINE COMMAND:
3.C.3.A. UPDATE THE CRC WEE SITE AND TRAINING SCHEDULE TO
REFLECT THE UPDATED PROGRAM OF INSTRUCTICN.
3.C.4, COMMANDER, U.8. ABMY INTELLIGENCE AND SECURITY COMMAND:
3.C.4.A. PROVIDE CONE INSTRUCTOR TC CONDUCT INSIDER THREAT /
GREEN ON BLUE TRATINING BLOCKS OF INSTRUCTION IN ACCORDANCE WITH
THE UPDATED POT EACH WEEE AND FACILITATE DISCUSSION AND
REINFORCEMENT SESSTIONS AT CRC BENNING STARTING 06 oCT 1°2.
3.¢.5. COMMANDER, INSTALLATION COMMAND: INCREASE INSTALLATION
SUPPCRT TC THE CRC, AS NEEDED.
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4., (U) SUSTAINMENT: NOT USED.

5. (U) COMMAND AND SIGNATL.

5.4A. (U) TRADOC POINT OF CONTACT: LTC HOWARD WILKES, COMM (757)
501-50%91, DSW 501-509%1, HOWARD.M.WILKES.MILEMAIL.MIL; ALTERNATE:
MR. CHRIS FARR, COMM (757) 501-5079%, DSW 501-3079,
CHRISTOPHER. 8. FARR.CIVEMATIL.MIL

5.B. (U) HQDA DAMO-0ODC (WIAS) POINT OF CONTACT: LTC SHARON TOSI,
coMM (703) &95-1738, DSN IZIZ5-1738,
SHARCH.A.TOSILACEY . MILEMAIL.MIL

5.C. ACENCWLEDGE RECEIPT TC POC IN PARA 3.A.

6. (U) EXPIRATION OF THIS MESSAGE IS WHEN SUPERSEDED EBY OTHER DA
GUIDANCE OF REGULATION.

7. {(U) EXPIRATION DATE CANNOT EE DETERMINED.



