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OPINION AND ORDER. * 

¶1 The appellant has petitioned for review of an initial decision that denied his 

request for corrective action in his individual right of action (IRA) appeal.  For 

the reasons set forth below, the Board GRANTS the appellant's petition, 

VACATES the initial decision, and REMANDS the appeal for further 

adjudication. 

                                                 
*The original unexpurgated version of this Opinion and Order contains Sensitive Security 
Information (SSI) protected by 49 C.F.R. Parts 15 and 1520.  Per agreement between the Merit 
Systems Protection Board and the Transportation Security Administration (TSA), the TSA has 
redacted all SSI protected by 49 C.F.R. Parts 15 and 1520 from this version so that it can be 
made available to the public.  
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BACKGROUND 
¶2 The appellant has been employed as a Transportation Security Specialist 

with the Transportation Security Administration (TSA) since September 2003.  

Hearing Transcript (HT) at 10-13.  As such, he is tasked with covert testing of 

baggage and passenger security systems at U.S. airports and with overseeing a 

team of three to five people in conducting tests involving bags and passenger 

checkpoints.  Id.  The testing involves attempts to pass simulated bombs and bags 

tainted with explosive contaminants through screening.  HT at 13-14.  The 

appellant’s IRA appeal alleged that the agency violated the Whistleblower 

Protection Act (WPA) when it proposed to suspend him for 14 days and removed 

some of his team leader duties.  Appeal File (AF), Tab 1.  He asserted that the 

agency’s actions were in retaliation for protected disclosures, i.e., his criticism of 

proposed changes in standard operating procedures (SOPs) for checked baggage 

screening.  Id.1   

¶3 The Board’s administrative judge (AJ) determined there was jurisdiction 

over the appeal, finding that the appellant had made nonfrivolous allegations that 

(1) he made protected disclosures, i.e., he disclosed information that he 

reasonably believed evidenced a substantial and specific danger to public health 

or safety, and (2) the disclosures were a contributing factor in the personnel 

actions at issue.  AF, Tab 15 at 2.  After a hearing, however, the AJ issued an 

initial decision (ID) finding that the appellant did not prove by preponderant 

evidence that he made protected disclosures, because he did not show he had a 

reasonable belief that implementation of the SOPs would pose a substantial and 

specific danger to public health or safety.  AF, Tab 41 (ID) at 11-14.  The AJ 

therefore denied the appellant’s request for corrective action under the WPA.  Id. 

at 14.   

                                                 
1 The proposed suspension charged the appellant with (1) failure to safeguard sensitive security 
information, because he lost an operations plan for a covert test at an airport, leading to the cancellation 
of the test, (2) unacceptable conduct, because he changed assigned travel dates in violation of his 
supervisor’s order, and (3) providing false or misleading statements regarding both the loss of the 
operations plan and the change in travel dates.  AF, Tab 18, Subtab 4A. 
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¶4 The appellant has filed a petition for review (PFR) asserting that the AJ 

erred in finding he did not make protected disclosures, because he had a good 

faith, reasonable belief that the SOP changes would result in substantial and 

specific danger to public safety.  Petition for Review File (RF), Tab 1.  The 

agency has filed a response in opposition to the PFR.  RF, Tab 3. 

ANALYSIS 
¶5 Protected disclosures are those that an employee reasonably believes show 

a violation of law, rule or regulation, or gross mismanagement, a gross waste of 

funds, an abuse of authority, or a substantial and specific danger to public health 

or safety.  5 U.S.C. § 2302(b)(8)(A); see, e.g., Chambers v. Department of the 

Interior, 515 F.3d 1362, 1367 (Fed. Cir. 2008).  Whether one has a reasonable 

belief is determined by an objective test: whether a disinterested observer with 

knowledge of the essential facts known to and readily ascertainable by the 

employee could reasonably conclude that the matters disclosed show one of the 

categories of wrongdoing set out in the statute.  Lachance v. White, 174 F.3d 

1378, 1381 (Fed. Cir. 1999). 

¶6 Disclosures regarding danger to the public must be both substantial and 

specific to be protected.  Chambers, 515 F.3d at 1369 (citing Herman v. 

Department of Justice, 193 F.3d 1375, 1379 (Fed. Cir. 1999)).  A disclosure of a 

speculative danger does not meet this test.  Herman, 193 F.3d at 1379.  However, 

disclosure of an imminent event is protected.  Reid v. Merit Systems Protection 

Board, 508 F.3d 674, 678 (Fed. Cir. 2007).  Factors to be considered in 

determining whether a disclosed danger is sufficiently substantial and specific to 

be protected under the WPA include the likelihood of harm, when the alleged 

harm may occur, and the potential consequences of the harm.  Chambers, 

515 F.3d at 1369. 

¶7 The disclosures at issue in this appeal were the appellant’s comments in 

April 2007 regarding proposed changes to screening SOPs and his reiteration of 

his concerns just prior to the August 4, 2007 implementation date of new SOPs.  

http://www.law.cornell.edu/uscode/5/2302.html
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/515/515.F3d.1362.html
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/193/193.F3d.1375.html
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/508/508.F3d.674.html
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The appellant believed that the changes he saw in the SOPs could have 

catastrophic results by making it easier for an explosive device to be placed on 

board an aircraft.  HT at 23, 28, 30-31.   

¶8 The appellant raised two specific matters.  His primary concern was with 

regard to the procedure to be followed in a “closed bag search,” which is 

conducted on 40 percent of bags at smaller airports, utilizing the Explosive Trace 

Detection (ETD) test.  HT at 25-27; AF, Tab 8, Subtab 1 at 93, 97.2  The 

appellant believed that under the existing SOP, when a bag tested positive for 

explosive traces after an external swab was taken, TSA screeners were then 

required to swab the inside of the bag and also to search all items in the bag that 

were 12 ounces or larger in size.  HT at 25-26; AF, Tab 18, Subtab 4G.  In 

contrast, he believed, the new SOPs would require only the inside swab test after 

an external positive swab and would eliminate the search of larger packed items 

if the internal swab did not test positive.  HT at 25-26; AF, Tab 8, Subtab 1 at 97; 

Tab 18, Subtab 4G.   

¶9 The closed bag search provisions are found at § 4.3.2 of both the original 

SOPs and the new version implemented on August 4, 2007.  AF, Tabs 34 and 35, 

respectively.  The latter is much shorter than the former, because it does not 

detail all steps to be followed (including, as the appellant asserted, searching of 

all items 12 ounces or larger regardless of whether internal swabbing is positive).  

Rather, it refers the reader to another section for steps to follow when the 

external swab is negative, i.e., the limited open bag search provisions at § 4.3.3.  

Those provisions do not require searching bag contents if internal swabbing is 

negative.  Id., Tab 35.  Thus, the appellant’s view that a change had been made in 

the closed bag search provision appears to be correct.   

¶10 The second concern raised by the appellant related to resolution of 

Explosive Detection System (EDS) alarms with ETD tests (“EDS/EDT”).  HT at 

                                                 
2 A 40-40-20 protocol is used at such airports, under which an external swab only is done on 40 percent 
of bags, an internal swab is done on another 40 percent, and both an internal swab and swabbing of 
packed items over 12 ounces is done on 20 percent of bags.  HT at 25.   
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27-28.  An EDS is a machine that x-rays bags and alarms by outlining in red an 

item in the bag that is of the possible consistency and weight of an explosive 

device.  Id. at 24.  The appellant believed that the existing SOP required 

resolution of the EDS alarm by EDT testing of the outside and a search of the 

contents of the bag to determine the source of the alarm, whereas the revised 

version would require EDT testing of the outside and then a physical search only 

if that test was positive.  HT at 28; AF, Tab 18, Subtab 4G.  The relevant 

provisions are found at § 3.6 of the original SOPs and § 3.5 of the new version 

implemented on August 4, 2007.  AF, Tabs 34 and 35, respectively.   

¶11 A side-by-side review of the two sections reveals no changes relevant to 

the appellant’s concern.  Id.  The appellant acknowledged this at the hearing, but 

asserted that § 3.5 of the new SOPs should be read in conjunction with § 4.3.1, 

regarding general ETD sampling procedures, which had been amended to 

eliminate a requirement for a physical search of any item 12 ounces or larger in 

size in any bag subject to ETD.  HT at 137-141.  He explained that the two 

sections read together result in elimination of a bag search where EDT testing of 

the outside of the bag was not positive.  Id.   

¶12 The appellant asserted that the EDS/EDT change would permit an 

explosive device to evade detection if the individual who placed it in the bag was 

careful to avoid leaving residue on the outside, and therefore increased the risk of 

a device being placed on board an aircraft.  HT at 30-31, AF, Tab 8, Subtab 1 at 

77.  The appellant based his opinions about both of the changes he perceived on 

his screening experience, asserting that ETD machines failed to detect explosive 

residue on approximately 10 percent of baggage.  AF, Tab 8, Subtab 1 at 77.  He 

also asserted that, in covert testing, the ETD machine often failed to detect a 

residue level that was “20 million times more explosive” than the machine’s 

manufacturer stated it would detect.  Id.3   

                                                 
3 This figure was based on the appellant’s assertion that the manufacturer claimed machines could detect 
1 part per billion of explosive residue in a sample but that in covert testing a 2 percent (or two parts per 

j j

j j

j j

j j

j j

j j

j j



 
 

6

                                                                                                                                                            

¶13 The AJ determined that the appellant did not have a reasonable belief that 

his disclosures showed a substantial and specific danger, finding that he did not 

have the education, training, or expertise to support his claims and did not 

provide objective evidence or data that the proposed SOPs presented a danger to 

the public.  ID at 12-14.  The AJ found the appellant not credible because his 

educational background was in criminal justice rather than explosives or related 

technology, and he had no particular expertise in such matters.  Id. at 12.  

Moreover, the AJ noted, the appellant produced no evidence to support his claim 

that ETDs have a 10 percent failure rate or often do not alarm even when a 

sample 20 million times the stated sensitivity level was present.  Id. at 13.  He 

therefore found that the appellant was presenting only an unsupported, subjective 

view.  Id.  He also noted that the agency had a thorough evaluation process for 

assessing and approving changes, suggesting that the fact that others disagreed 

with the appellant meant his beliefs regarding the existence of safety issues were 

not reasonable.  Id.   

¶14 The AJ specifically credited testimony from Alberto Comacho, an agency 

official who had expertise in writing security procedures and who testified at the 

hearing that the new SOPs would not result in a significant change to the 

EDS/ETD resolution procedures as the appellant claimed.  ID at 14; HT at 326-

30.  The AJ also credited an affidavit from Elaine Jappinga, a chemical engineer 

with extensive experience working with ETDs, who stated the appellant’s 

assertion regarding the ETD’s sensitivity level was inaccurate.  ID at 14; AF, 

Tab 14, Exhibit H.  Jappinga said that a residue level that was 20 million times 

more explosive than the stated detection level would overload the ETD and shut it 

down.  AF, Tab 14, Exhibit H.  Her statement also indicated that the 10 percent 

failure rate the appellant cited was inaccurate because the ETDs are calibrated to 

 
hundred) residue was often not detected.  AF, Tab 1, Exh. 1 (September 28, 2007 letters to various 
officials).    
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alarm at a particular threshold, not merely any residue, and that ETD success also 

depends on a properly trained screener.  Id.   

¶15 We find that the AJ erred in finding that the appellant did not prove by 

preponderant evidence that he had a reasonable belief that changes in the SOPs 

would pose a substantial and specific danger to public safety.  Because the AJ’s 

findings were not based on the witnesses’ demeanor, with one exception,4 the 

Board may make its own factual judgments.  See Leatherbury v. Department of 

the Army, 524 F.3d 1293, 1304 (Fed. Cir. 2008) (“The general rule is that the 

Board is free to substitute its judgment for that of one of its administrative 

judges[,]” with the exception of overturning a demeanor-based credibility 

determination); see Hendricks v. Office of Personnel Management, 109 M.S.P.R. 

179, ¶ 8 (2008).  The Board may make determinations of fact different from those 

of the AJ where there is a sound reason, based on the record.  Dogar v. 

Department of Defense, 95 M.S.P.R. 527, ¶ 4 (2004) (citing Haebe v. Department 

of Justice, 288 F.3d 1288, 1300 (Fed. Cir. 2002)), aff’d, 128 F. App’x 156 (Fed. 

Cir. 2005).  An AJ’s findings are due only as much weight as the evidence of 

record and the strength of the AJ’s reasoning require.  Christopher v. Department 

of the Army, 107 M.S.P.R. 580, ¶ 16 (2008), aff’d, 299 F. App’x 964 (Fed. Cir. 

2008).   

¶16 The AJ did not find the appellant’s disclosures or hearing testimony 

credible in part because his claims were based on his work experience rather than 

particular education or training with explosives or related technology and because 

of the lack of objective evidence supporting the appellant’s assertion that EDT 

machines have a 10 percent failure rate.  ID at 12-13.  These findings, however, 

are inconsistent with the standard in Lachance, 174 F.3d at 1381, that the 

reasonableness of an individual’s belief is based on facts known to and readily 

                                                 
4 The AJ found Comacho credible because of his “calm, straightforward manner.” ID  
at 14.  We defer to his judgment.  However, while Comacho credibly testified that he did not agree with 
the appellant regarding the significance of the EDS/EDT change, this does not mean the appellant’s belief 
was not reasonable, as discussed further below.  

http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/524/524.F3d.1293.html
http://www.mspb.gov/netsearch/getdecision.aspx?volume=109&page=179
http://www.mspb.gov/netsearch/getdecision.aspx?volume=109&page=179
http://www.mspb.gov/netsearch/getdecision.aspx?volume=95&page=527
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/288/288.F3d.1288.html
http://www.mspb.gov/netsearch/getdecision.aspx?volume=107&page=580
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ascertainable by him.  One of the appellant’s principal job duties for 4 years prior 

to implementation of the new SOPs was to attempt to pass bags tainted with 

explosive contaminants through screening.  His experience in conducting these 

tests, which is the basis for his conclusion that EDT machines do not detect 

explosive residue 10 percent of the time, is more than sufficient to support a 

reasonable belief in the fallibility of the machines.  Moreover, there is no 

evidence that the appellant had any opportunity to discuss the matter with 

Jappinga so as to have access to her views.  It was also error to judge the 

reasonableness of the appellant’s beliefs by the opinion of Jappinga, who has 

superior credentials, because the appellant is not required to prove the truth of his 

assertion regarding a safety issue.  See Schaeffer v. Department of the Navy, 

86 M.S.P.R. 606, ¶ 5 (2000).  He is only required to prove that a reasonable 

person in his position would believe there was such an issue.  Id.   

¶17 Similarly, it was error to determine that the appellant’s belief was not 

reasonable simply because management officials involved in the review process, 

including Comacho, did not agree with him. Although the AJ found Comacho 

credible based on his demeanor in testifying that he did not believe the EDS/EDT 

protocol changed significantly in the August 2007 SOPs, Comacho did not 

explain his position.  That is, he did not say why the change was not significant.  

Moreover, the appellant’s interpretation is facially reasonable.  A reading of the 

relevant provisions of the document, § 3.5 and § 4.3.1, together leads to the 

conclusion that the appellant reached, i.e., that a bag search is not always 

required in an EDT resolution of an EDS alarm, as it was in the original SOPs.  

AF, Tab 35.   With regard to the appellant’s stated primary concern, the closed 

bag search provisions, a reading of § 4.3.2 of the revised SOPs also supports the 

appellant’s view that a change was made so that a positive outside swab did not 

always result in a search of the bag.  Id.  This interpretation was also confirmed 

in an April 20, 2007 email from Kevin Donovan, the Manager of the Screening 

Procedures Branch responsible for the SOPs. AF, Tab 18, Subtab 4G.    

http://www.mspb.gov/netsearch/getdecision.aspx?volume=86&page=606
j j
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¶18 Donovan stated in relation to the closed bag search provision that “[w]e 

don’t think it’s that big of a change.”  Id.  As noted previously, Comacho also 

testified that the EDS/EDT change was not significant. HT at 328.  The 

appellant’s disclosures thus can be seen as a policy disagreement.  However, a 

disclosure of information reasonably believed to evidence a danger to public 

safety may be protected under 5 U.S.C. § 2302(b)(8), even if the alleged danger 

was created by a policy decision.  Chambers, 515 F.3d at 1368-69. 

¶19 We find that the appellant in this case reasonably believed that the changes 

he identified in the agency’s SOPs constituted disclosure of substantial and 

specific dangers to public safety.  Our reviewing court has directed us to consider 

the likelihood of harm, when it may occur and the potential consequences in 

assessing whether the disclosure is substantial and specific.  See Chambers, 

515 F.3d at 1368-69.  In this case, the potential consequences -- placement of an 

explosive device on a commercial airliner -- obviously would be catastrophic.  

Moreover, the extensive screening measures that have been put in place by the 

government to prevent such an occurrence are a reflection of how likely and 

imminent the threat may be.  We therefore find that the Chambers criteria are 

met, and that the appellant made protected disclosures.  See Johnston v. Merit 

Systems Protection Board, 518 F.3d 905, 909 (Fed. Cir. 2008) (objection to 

nuclear weapons transportation policy change to involve less educated and 

experienced personnel was a protected disclosure regarding public safety).  In so 

holding, we are not required to, and expressly do not, make any finding as to 

whether the SOP changes actually resulted in any threat to public health or safety. 

¶20 Because the AJ in this case did not find that the appellant made protected 

disclosures, he did not determine whether the disclosures were a contributing 

factor in the actions at issue or whether the agency would have taken them in the 

absence of the disclosures.  “To prevail on the merits, an employee must 

establish, by a preponderance of the evidence, that a protected disclosure was a 

contributing factor in an adverse personnel action.”  Johnston, 518 F.3d at 909; 

http://www.law.cornell.edu/uscode/5/2302.html
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/518/518.F3d.905.html
j j
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see also Chambers, 515 F.3d at 1367; Rusin v. Department of the Treasury, 

92 M.S.P.R. 298, ¶ 9 (2002).  If he does so, the Board will order corrective action 

unless the agency establishes by clear and convincing evidence that it would have 

taken the same personnel actions in the absence of the disclosure.  Greenspan v. 

Department of Veterans Affairs, 464 F.3d 1297, 1303 (Fed. Cir. 2006); Horton v. 

Department of the Navy, 66 F.3d 279, 284 (Fed. Cir. 1995).  We therefore remand 

the appeal for the AJ to make determinations on those issues.   

ORDER 
¶21 Accordingly, we VACATE the initial decision denying corrective action 

and REMAND the appeal to the Washington Regional Office for further 

adjudication consistent with this Opinion and Order. 

FOR THE BOARD: 

______________________________ 
William D. Spencer 
Clerk of the Board 
Washington, D.C. 
 

 

 

http://www.mspb.gov/netsearch/getdecision.aspx?volume=92&page=298
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/464/464.F3d.1297.html
http://lawlibrary.rutgers.edu/resource.org/fed_reporter/F3/66/66.F3d.279.html

