
Date: Tue, 17 Jan 2012 15:17:21 -0500
From: Phillip Hallam-Baker <hallam[at]gmail.com>
To: therightkey[at]ietf.org

Subject: [therightkey] Problem statement

One of the things I find tends to have people talking past each other in forums like

this is the belief that other participants do not 'get' the problem that they are trying to
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most of the issues involved. Comments are welcome, if people think I have missed
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Note that in order to have a useful and productive discussion I use diagrams which
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them if we arbitrarily cut ourselves off from obvious and powerful tools like diagrams.

--
Website: http://hallambaker.com/

Internet Trust Next Generation.pdf [below]
_______________________________________________

therightkey mailing list
therightkey[at]ietf.org
https://www.ietf.org/mailman/listinfo/therightkey



Internet Trust Next Generation 
Part 1: Requirements 

Phillip Hallam-Baker 

Comodo Inc 

The Internet Trust Infrastructure 
The deployed Internet Trust Infrastructure is based on the IETF PKIX standards which are in turn based 

on the ISO/ITU standard X.509. Although the most visible application of the Internet Trust Infrastructure 

is securing Web sites using SSL/TLS, code signing is at least as important in maintaining the security of 

hosts connected to the Internet. 

Figure 1 shows the high level trust relationships in the standard PKIX model. The arrows show trust 

relationships, the arrow pointing from the party conferring trust to the party being trusted. The green 

arrows show the direct trust relationships from which a trust relationship between the Relying Party and 

the Internet Service may be established if warranted. The red arrows show the constructed trust 

relationships.  
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Figure 1 The PKIX Trust Model. 



A Relying Party (e.g a User) uses an Application (e.g. a browser) to access an Internet Service (typically 

but not necessarily a Web site). In practice this is a constructed relationship since the user is typically 

selecting the Application Provider rather than the Application itself. The first link in the trust chain is 

thus the relying party selects an Application Provider and delegates the task of trust management to 

them. 

The Internet Service authenticates itself to the relying party by means of a private key and a Certificate 

that binds the corresponding public key to attributes of the Internet Service. At minimum these 

attributes comprise the DNS name of the Internet Service but may also include the organization name. 

The Certificate describes the manner in which the stated attributes have been validated by means of a 

Certification Policy (CP) identifier (an ASN.1 OID) which corresponds to a document describing the 

validation criteria. 

The Certificate is issued by a Certification Authority (CA) after performing a Validation Process described 

in the Certification Authority Certificate Practices Statement (CPS). The CPS is a description of a specific 

process that meets the requirements specified by the CP. 

The Application trusts certificates issued by Certification Authorities that have been selected as 

Trustworthy by the Application Provider. The selection criteria usually include requiring that the CP 

and/or CPS meet specific criteria and require that the CA hold a current audit under an approved audit 

regime by an auditor that meets the auditor selection criteria of the Application Provider. 

The basic trust model shown in Figure 1 is an idealized form. In practice the performance of the Internet 

Trust Infrastructure is subject to important technical limitations, limitations which also affect any 

attempts to change it. 

Downgrade Attack 
The most significant limitation on the Internet Trust Infrastructure is that security is an optional feature 

that is disabled by default. There is no secure means of knowing when security is enabled let alone ‘how 

much’ security should be required. The simplest and most effective form of attack against an Internet 

application is almost always to simply turn off the security enhancement. 

If a user types a domain name into the address bar of a Web browser, the browser will attempt to 

establish a connection using an unencrypted connection. Sites that have deployed SSL typically issue a 

HTTP redirect to tell the browser to switch to use of SSL.  

Figure 2 shows how an attacker can defeat this form of TLS by turning it off completely. The application 

attempts to connect to the Web site but the connection is intercepted and redirected to a different site, 

the Man-In-The-Middle (MITM) site. In the simplest form of this attack the MITM simply suppresses the 

instruction from the legitimate Web site to switch to use of SSL. 
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Figure 2: Man in the Middle Attack 

Note that this attack cannot be defeated by trying to establish a secure connection first. The 

vulnerability to downgrade attack exists if the application is willing to accept any connection that does 

not provide authentication. 

The vulnerability to downgrade attack was recognized in the design of the SSL protocol and led to the 

display of a padlock icon when an encrypted connection had been established. This approach is highly 

unsatisfactory because it makes the user responsible for foiling a downgrade attack and because it 

presents the user with a security signal that implies the user is safe when all that is assured is the use of 

encryption. 

In a more sophisticated MITM attack, the connection between the Application and the MITM is also 

encrypted. Instead of issuing a redirect to the encrypted form of the legitimate site, the MITM sends a 

redirect to an impostor site. The success of this strategy depends on the vigilance of the user and the 

ability of the application to provide information necessary to detect the substitution. 

In the most powerful form of the attack, the attacker obtains a Certificate from a trusted CA by 

defeating the validation checks designed to mitigate or prevent mis-issuance. 

Turning security off completely is one form of downgrade attack. Another form of downgrade attack is 

to substitute a lower security solution for one that offers higher security. This type of attack is a major 

concern when attempting to develop stronger forms of Internet security as the weakest link in the 

infrastructure is typically the link that advertises support for the higher security feature. 

The Internet has over two billion active users. Any attempt to change the Internet infrastructure must 

take account of the constraints imposed by deployment or it will fail. New Internet security proposals 

must thus face the dilemma that they must support incremental deployment to succeed in deployment 

without the risk of being nullified through a downgrade attack.  

Platform Provider 
Some Operating Systems (e.g. Windows) provide a platform level Certificate Root store to which 

Application Providers may choose to delegate the selection of trusted CAs. 

An Application Provider that supports multiple platforms (e.g. Windows, OSX, Linux) can achieve 

consistency across their product line by performing the selection themselves. Delegating the selection 



task to the platform provider achieves consistency across applications on the same platform, ensuring 

that browser X has the same trust characteristics as browser Y on that particular machine. 

Revocation 
A PKIX End Entity certificate is typically valid for one to three years after issue. In some cases a CA will 

discover a reason to withdraw its accreditation of the subject or the subject’s public key before the 

expiry date is reached. These include: 

 The subject made a mistake in their original certificate request 

 The subject has lost control of (disclosed/destroyed) their private key 

 There has been a material change to the subject identity 

o Change of name 

o Bankruptcy 

 The subject did not pay for the certificate or the payment was cancelled 

 The original certificate request was found to be fraudulent or otherwise invalid 

 The original certificate was issued in error 

Of these reasons for revocation, the overwhelming majority result from administrative error rather than 

an intentional default. Very few subjects have extensive cryptographic expertise and many of the tools 

the administrators are expected to use have execrable usability. 

In such cases the CA should revoke the original certificate. PKIX provides two mechanisms for advertising 

changes to certificate status; CRLs and OCSP. 

A Certificate Revocation List (CRL) is a list of the serial numbers of the certificates that the issuer intends 

to issue a change of status for. This mechanism is simple but scales very poorly as the CRLs issued by 

large CAs become unmanageably large. Partitioning of the CRL allows the length of the CRLs to be 

reduced but also reduces the benefit of CRL caching. 

Online Certificate Status Protocol overcomes the scaling limitations inherent in the CRL approach by 

replacing the CRL with an online service that provides an authenticated report of the validation status of 

a certificate (Figure 3). 



Application

Web Site

CA (OCSP)

Content

OCSP (Direct)

OCSP (Stapled)

 

Figure 3: OCSP Online Certificate Status 

Multiple CAs 
The Certification Authority is selected (and paid by) the Internet Service. This gives rise to a question of 

conflict of interest as Internet Services seek a Certification Authority that offers the lowest price and/or 

least effort to comply with the requirements of the Validation Process. 

Another consequence is that it is not necessary for an attacker to compromise the CA selected by a 

subject to gain a bogus certificate for that subject. Compromise of any CA will allow the attacker to gain 

a bogus certificate.  

This attack is illustrated in Figure 4. The subject has selected CA C as their CA but the attacker can 

compromise the site by obtaining a certificate from CA B, a ‘rogue’ CA. 
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Figure 4: Multiple CAs 



Registration Authorities and Resellers 
Another important detail in the CA infrastructure is that the PKIX protocols are designed to permit 

certificate issue and certificate validation to be separated by means of a Registration Authority. 

Figure 5 shows an example of a certificate being issued through a Registration Authority. The Web site 

applies for the certificate through a Registration Authority which is the sole point of contact for the 

subject. The certificate itself is issued by the Certification Authority which is (by definition) the only 

party capable of creating the certificate. 
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Figure 5: Registration Authority 

In PKIX terms, a Registration Authority is responsible for performing at least some validation of a 

certificate request. This arrangement reduces some security risks but may increase others. Commercial 

CAs often issue certificates through affiliate or Reseller relationships that have similar external 

properties but do not involve delegating any part of the certificate validation process to the reseller. 

A CA based in the US may be more likely to achieve accurate validation of certificate requests from the 

country of Elbonia if the validation is carried out by a native speaker of Elbonian who is familiar with the 

particular business incorporation practices in that country. It may therefore be desirable for a CA to 

delegate validation of these aspects of a certificate request by an Elbonian affiliate acting as an RA. 

While the use of RAs can reduce risk, there is also a risk that the introduction of the RA may introduce 

an additional point of vulnerability that an attacker might exploit. There is also a risk that an attacker 

might compromise the communication between the RA and the CA and gain the ability to issue 

certificates without any validation checks being performed. 

The extent to which RAs introduce or mitigate sources of risk depends on technical and practices issues 

that are not currently visible to external observers. It is not even possible for an outside observer to 

distinguish an RA from a reseller. 

Root, Intermediate and Cross Certificates 
PKIX distinguishes between two types of certificate: 



End-Entity Certificates 

Certificates that bind attributes of an end entity to a public key. 

Certificate Signing Certificates 

Certificates that delegate trust to a public key used to sign certificates. 

The two types of certificate are mutually exclusive in the PKIX model. A certificate that advertises both 

roles is not a valid PKIX certificate. 

Early models of Internet trust assumed that certificates would be arranged as a hierarchy with a root CA 

issuing certificates to sub-CAs which would in turn issue certificates to sub-sub CAs (Figure 6). This 

model proved impossible to deploy as liability and control were unacceptably concentrated at the root 

of the hierarchy. The root CA would potentially be a party in every dispute arising from an Internet 

transaction, the ability to manage litigation risk was thus in serious doubt. Key holders would have no 

recourse were the root CA to decide to impose unacceptable terms and/or costs on certificate renewals. 
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Figure 6: The unimplemented PEM hierarchy 

In the model that evolved in the place of the monolithic PEM hierarchy, each CA established its own root 

of trust which is traditionally expressed as a self signed certificate in which the issuer and subject name 

are the same and the signing key is the same as the subject key. It is these ‘root certificates’ that are 

embedded in Internet applications such as Web browsers. 

It should be noted that even though root certificates are expressed in the same syntax as other 

certificates, processing by Internet applications is very different. In particular, applications are not 

required to check the revocation status of root certificates, nor do they verify signatures. It is likely that 

a very different structure would have been chosen for root key distribution had the original X.509 

infrastructure anticipated the existence of more than one root. 



According to current best practice a CA should maintain the private keys corresponding to embedded 

root certificates in an offline ‘air-gapped’ environment and limit the network exposure of all other 

certificate signing keys to the maximum practical extent. This means that a CA should establish an 

internal hierarchy with at least two levels corresponding to the offline and online private keys. The 

additional certificates between the root certificate and End Entity certificate are known as Intermediate 

certificates (Figure 7). 
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Figure 7: A Certificate Chain with Intermediate certificates 

A CA may also issue an intermediate certificate to identify a group of certificates with a certain property. 

This is often done to identify a group of certificates issued to a particular organization or group of 

organizations. Such certificates provide authorization attributes in addition to authentication since 

applications can determine if a host is authorized part of the organization trust network by checking to 

see if the trust chain contains the correct intermediate root (Figure 8). 
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Figure 8: Enterprise Intermediate Certificate 

In certain circumstances it is desirable for one CA to accredited certificates issued by another CA. To do 

this the CA issues an intermediate certificate to the root (or an intermediate certificate) of the CA being 

accredited. Such a certificate is known as a Cross-Certificate.  

Figure 9 shows a cross certificate from CA A to the online issuing key of CA B. This will allow CA B to 

issue certificates that are accepted by browsers deployed before CA B began distributing its root key. 



Since this type of cross certificate will enable CA B to compete with CA for business it is exceptionally 

rare. 
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Figure 9: Cross Certification 

The distinction between a cross-certificate and an intermediate certificate is legal, not technical. It is not 

possible to distinguish a PKIX cross certificate from another type of intermediate certificate by 

examining the bits. From a technical point of view, a cross certificate is simply another link in a 

certificate chain. The key difference between a cross certificate and an ordinary intermediary certificate 

is that it delegates trust to a different, independently operated CA. The liability, policy and practices 

concerns are thus much more complex. 

A notable application of cross certification is the US Federal Government Bridge CA. Although the US 

federal government is a single organization, there is a separation of powers between the executive 

judicial and legislative branches. Within the executive branch the individual departments and agencies 

have a long tradition of jealously guarding their independence. While the President is the head of the 

executive branch, the Executive Office of the President was determined to avoid mediating inter-agency 

disputes relating to the technical standards for operating PKI. 

The US Federal Bridge CA is a cunning solution to the problem of creating a root authority for a group of 

organizations that refuse to accept a peer as their root CA. Each member of the bridge CA operates their 

own CA and configures their systems to recognize their own root of trust. Each recognizes the bridge CA 

as a peer, exchanging accreditation with the bridge by means of a pair of cross certificates. The bridge 

thus serves as a hub, allowing a trust path to be established from any root CA that is a member to any 

End-Entity certificate issued by a member. 
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Figure 10: Bridge CA 



Figure 10 shows a Bridge CA with six members. Agency A recognizes certificates issued by Agency F 

through the path shown in blue. Each agency recognizes certificates issued by the other members 

without ceding control of its PKI to any other party. 

From an operations point of view, the bridge CA is functionally equivalent to establishing a single root 

CA with the one difference that each member retains a credible exit option. 

Legal and Practices Considerations 
The purpose of a Public Key Infrastructure (PKI) is to control or mitigate risk. Should the PKI fail, there is 

a possibility of litigation. The legal and technical aspects of PKI are thus tightly coupled. 

The Internet is a global infrastructure and Internet services are global in scope. Internet law is inherently 

complex as a plaintiff in a civil matter may take a dispute to any court willing to accept jurisdiction and 

criminal prosecutors may seek to apply national law on an international scale. A legal strategy based on 

exploiting specific privileges granted in one jurisdiction is almost certain to fail in another. Equally a 

strategy that ignores the existence of local legislation will also fail. 

The law relating to Public Key Infrastructure (PKI) is even more complex than general Internet law since 

it is a new technology with little precedent and also because many governments recognized PKI as a key 

infrastructure necessary to serve electronic commerce at a very early stage and passed legislation that 

was intended to stake a claim on the new digital frontier. Much of that legislation has been overtaken by 

subsequent developments but the laws are still in force and the requirements imposed on the use of 

electronic signatures and the operation of Certification Authorities, remain. 

Despite the legislative interest, PKI has given rise to remarkably little case law in approaching two 

decades of deployment. There are few precedents to guide courts in common law jurisdictions. This 

leads to considerable legal uncertainty as to how courts might rule should a case be brought. 

Certification Policies 
At a minimum, an SSL/TLS certificate provides a binding between a public key and the domain name of 

the subject. Certificates issued under a policy that only requires this minimum level of authentication 

are generally known as Domain Validation (DV) certificates. 

While verifying the domain name is a necessary security objective, it is hardly sufficient to establish a 

strong trust relationship with an unknown party. DNS domains are easy to obtain, mere holdership of a 

DNS domain name does not establish the accountability of the subject. The limited trust offered by DV 

certificates was realized by the earliest Certification Authorities who initially required verification checks 

on the organization making a certificate request. These certificates are known as Organizational 

Validation (OV) certificates.  

Although OV certificates are intended to provide a higher degree of assurance than DV certificates, each 

Certification Authority defines their own criteria leaving the assessment of the additional assurance 

offered to Relying Parties that are rarely capable of doing so. This deficiency led to an industry effort of 



CAs and Browser providers to develop criteria for a form of OV certificate that met a specific standard 

for establishing accountability. These new certificates are known as Extended Validation (EV) 

certificates. 

Is DV Enough? 

Even though verification of the domain name alone is insufficient to establish trust in the general case, 

there are two particular exceptions when just knowing the domain name is sufficient: 

 The domain name holder is a global brand that has a well known domain name. 

 The domain name holder does not need to establish trust beyond its existing community. 

These two cases represent the very largest and the very smallest organizations that use the Internet 

which has led many to assert that DV certificates are sufficient for all purposes. This is a fallacious 

argument as the reason that one group finds DV certificates sufficient is that they are already highly 

trusted while the other group finds DV certificates sufficient because their application does not require a 

trust relationship at all. 

Between these two extremes lie the vast majority of Internet based businesses whose primary concerns 

are how to reach out to new potential customers to generate sales leads and how to convert those leads 

into sales. 

Should ICANN require accountability? 

One approach to making DV certificates sufficient is to change ICANN rules to require all DNS domain 

name holders to establish their accountability. Proposals to this effect have been made with increasing 

regularity over the past decade as successive Internet crime problems have demonstrated a lack of 

accountability in Internet use. 

Such proposals face the challenge that procedures for registration of DNS names are designed to make 

names easy to obtain and a large industry has been built based on that position. The openness of the 

Internet itself depends on the ability of any Internet user to establish themselves as a first class digital 

citizen by acquiring a domain name of their own.  

A business that uses business@freemail.com as their contact address is investing in a brand and a 

contact address that they do not own and may change their terms of service at any time. A consumer 

who uses the ‘free’ email service bundled by their cable ISP provider has a high switching cost should 

they decide to move to another ISP and thus little leverage in negotiations. Changes to the registration 

process that made DNS names harder to obtain would impose a transaction cost on the openness of the 

Internet. 

ICANN may not have the power to make such a change even if the organization was inclined to do so. 

Control over the management of communications infrastructures remains a top priority for many 

governments. Several governments have proposed that ‘unfair’ US influence over ICANN decisions be 

eliminated by transferring responsibility for running the DNS root system to the International 

Telecommunications Union (ITU). It is highly doubtful that ICANN could attempt any contentious change 



in the operation of the DNS system without at least some governments using the controversy as a 

pretext to establish a rival organization. 

Liability 
Default by an Internet Service may result in an actual (or alleged) loss by the Relying Party. This might 

result in a lawsuit against one or more of the other parties involved in the trust relationship. Moreover 

since the Internet is global in scope, the Relying Party may have suffered a loss in any national 

jurisdiction. In the long run regulators will almost inevitably take the side of consumers over the creators 

and operators of an infrastructure the consumers use. 

It was in large part the realization that regulators would insist on the consumer being protected from 

the consequences of fraud that led to the need for Application Providers to create Certification 

Authorities as separate entities in the early design of SSL. One of the major design constraints of the SSL 

model was that the Application Providers were anxious to transfer as much liability as possible onto 

other parties. This required liability to be concentrated at the Certification Authority.  

Anti-Trust and Competition Law 
Selection of Certification Authorities by Application Providers with a dominant market position may 

raise Anti-Trust concerns in the US or their equivalents in other jurisdictions.  

Whether such concerns are valid or not, an Application Provider that refuses to extend trust to a CA may 

face an expensive legal challenge. This constraint has led some critics to claim that this leads to a failure 

in the existing Internet Trust Infrastructure as Application Providers may be coerced into extending trust 

to Certification Authorities that they would not recognize if the only criteria were the strength of the 

validation processes. 

Coercion 
The Internet Trust Infrastructure was originally designed to mitigate and control commercial risks arising 

from Internet transactions. In particular the original design criteria that SSL and Code Signing were 

designed to meet was to make Internet commerce as safe as traditional ‘bricks and mortar’ commerce. 

Recent years have seen a dramatic rise in the use of the Internet as a political medium and in particular 

as a medium of political protest and political engagement in countries with authoritarian regimes. 

Attempts to limit or control Internet use have increased proportionately (1). 

This change means that the Internet Trust Infrastructure must address threat of attack by state actors 

and groups acting under state direction. Such actors have very different objectives and capabilities to 

those of ordinary Internet criminals and the consequences of a successful attack go beyond a mere 

financial loss. 

One important capability that is (in practice) unique to state actors is the ability to coerce a CA to 

default. The threat of coercion by professional criminals can be rendered negligible through standard 

separation of duties controls. It is highly unlikely that a professional criminal will attempt to coerce a CA 



if doing so is going to be less likely to succeed and offer less in reward than robbing a bricks and mortar 

bank. 

A state actor has more to gain from a CA default and can bypass separation of duties controls by 

threatening all the employees involved with jail or other sanctions. 

Usability 
Usability is a key concern in the design of all Internet applications. One of the principal reasons that the 

World Wide Web was more successful than other network information systems was the ease of use and 

the high quality of the early Web browsers relative to the client applications for competing schemes. 

Although usability is a primary concern for browser providers, the requirement of security usability is to 

make the user safe. This requirement is frequently in conflict with the traditional usability concern of 

making a system easy to use. 

Speed 
Browser providers place great emphasis on the time taken for their products to connect to a site and 

start showing information to the user. Browsers that are perceived as being slow are quickly abandoned 

in favor of faster alternatives. 

Connection Robustness 
A Web browser must be capable of connecting to a Web site in any environment where the user has at 

least some form of Internet connection. 

A majority of Browser providers have consistently refused to implement security features in a way that 

would cause Web sites to work from some Internet connections but fail in others. One consequence of 

this refusal is that most Web sites will accept a certificate regardless of the revocation status if an 

attempt to retrieve the revocation status fails. 

User Interpretation of Security Signal 
Most browsers show a padlock icon when a connection is secured using SSL/TLS. The padlock icon tells 

the user that they are safe, an assurance that is usually unjustified.  

Attempting to teach the typical user the distinction between safety and the mere use of cryptography is 

an exercise in futility. Any indication that tells the user that a connection is encrypted is going to be 

interpreted as a statement about the trustworthiness of the certificate subject regardless of the  

disclaimers in the instruction manual. 

The use of an EV certificate establishes a degree of accountability, a condition that most Web browsers 

recognize with some form of ‘green bar’ security signal. But it is still left to the user to know if they 

should expect a padlock, a green bar or nothing at all when visiting each site. 



Security Analysis 
The Internet Trust Infrastructure represents a balance between security, commercial and practical 

considerations. The principal evidence that at least some of the design decisions taken were correct is 

that SSL/TLS and code signing are the only Internet security solutions that have achieved widespread 

use. 

SSH and IPSEC have become established as intranet security solutions, but neither protocol is in 

widespread use in an open community of users. Nor have any of the end to end email security solutions 

proposed achieved widespread use despite the ready availability of clients. 

Downgrade Attack 
The biggest security problem in the SSL/TLS infrastructure is that security is optional and every use of a 

security enhancement is subject to downgrade attack. 

Most sites advertise the use of TLS by means of a HTTP redirect that references a HTTPS URL. An 

attacker with the ability to perform a man-in-the-middle attack can defeat the attempt to upgrade to 

TLS by intercepting the redirect request and acting as a proxy. 

At present the responsibility for defeating such attacks rests with the user who is expected to look for a 

padlock icon placed in a position of the browser developer’s choice. It should not take a usability study 

to understand that this approach is doomed to fail. 

Mis-issue 
A certificate mis-issue occurs when a CA issues a certificate that does not meet the requirements of the 

stated Certification Policy. 

A mis-issue may occur as a result of: 

 Subject issues 

o The Subject made a material misrepresentation during the certificate request and validation 

process 

o One or more material representations made during the certificate request and validation 

process are no longer true 

o The Subject is breached resulting in disclosure of the private key. 

 A breach at a Registration Authority 

 A breach at a Certification Authority 

Mis-reliance 
For a mis-issue event to result in mis-reliance, two further failures are necessary: 

 The attacker must cause the relying party to connect to the fraudulent site. 

 The relying party application must fail to discover that the mis-issue event has occurred. 



Mis-connecting traffic 

Mis-connection of Internet traffic may be effected by : 

 A network layer man in the middle attack. 

 Redirection of the Internet routing layer (i.e. a BGP attack) 

 Redirection at the Internet naming layer (i.e. a DNS attack). 

Revocation failure 

A revocation failure may occur because: 

 The mis-issue has not been detected and the certificate status is reported as valid. 

 The CA does not provide revocation data 

o The CA never provides revocation data 

o The CA Database has been corrupted and the CA is unable to determine that a certificate 

was issued. 

 The application did not check revocation data. 

o The application never verifies revocation data. 

o The application usually verifies revocation data but will accept certificates when the 

revocation data is unavailable. 


