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26 .L. 1958
MEMCRANDUM FCR: Director of Central Intelligence
SUBJECT : Clandestine Listening Devices -

Roted by pp)

1. This memorandum is for information only,

Z. On 25 June, Mr. J. Patrick COYNE, NSC Representa-
tive for Internal Security, called a meeting of representatives
of interested agencies to take steps to develop recommendations
concerning the threat to the security of classified information
of clandestine listening devices. A member of this office
attended at the request of Mr. COYNE,

3. Suggestions were informally explored by the partici-
pants whether this function of security counter-measures should
be performed by existing Committees or Boards such as the
USCSB, the IIC, an IAC sub-committee, or a separate NSC
Committee. No decision was reached although all participants
were aware and concerned by the threat,

4. A draftofa paper by Mr. COYNE Proposing an NSC
Committee to handle this problem was circulated to all
participants for comment at the next meeting or the submission
of substitute proposals if the draft was unacceptable to the
participating agencies,

5. Our proposed reply will be developed in coordination
with DD/P.
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{5 august 1956

(J/Wj

HYEMORANDUM FOR: HNr, J. Patrick __ey_ns_/

| NSC Represemtative for Internal Seearity
koom JB6, Executive 0ffice Building

SUBJECT: Clandestine Listening Devices

I comcur im your draft directive of 31 July 1956
concerning a propesed NSC Special Coumittes om Technlecal

Surveillance Coustermeasures,

GC. P, CABELL
i.leutenant General, USAF
ieputy Lirector

0S] ] (9 Aug 56)

25X1
RETYPED: O/DDCI/JSE:km (BRoe DDCI signature) (16 Aug 56)

| Orig & 1.~ Addressee (Dsliencd tR— $refst )
\ +1 = ER .
1o SoieeT CONCUR:
1 - 0S w/basic
. Sqgd/H, Gates Llpyd -
A f_f%&ftayba°k cy Asst DD/S - 16 Aug 56
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FOR: J, Patrick Coyne
NSC Repressatative for Internal

Security
: Roomn 386, Executive Office
| Building
Washiagton. D. C.
‘SUBJECT \ Clandestine Listening Devices
| N
|
N\

I concur in your drn}\direcﬂn of 3] July 1956 concern-

r ing 8 proposed N5C Spteuli\gommutu on Technical Surveil -

A"
.

lance Countermaeasures, \
1 §
i
| “ALLEN W, DULLES
% Director
N
Distribution: AN
Orig & 1 - Adse AY
1-ER CONCYUR:
- DCI 3
1 - DD/S
1 - OS w/Basic
1 - QS Stayback Copy
25X1
OS/DD/PPS/ ]
{9 Aug 56) H. Gates Lloyd

Agting Deputy Director
Raahed (Support)

{1 0rrg $%,
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MEMRANIM FOE.: Lirector of Caentral Intelligence i
SUBJECT : Proposad NSC 3pecial Committee on IR - File /"z' e
Technical Surveillance Countsrmeasures Yz Z

i. This memorandam contains a racomunandaiion sub-
wmitted for DCI approval. Such recommaendation is contained
in paragraph 5.

2. For the past several months, representatives of the
FBI, O51, G-2, ONI, Siate and thisz office have Deen mesting
as an Ad Hoc Comumittoe under the Chairmanship of dMr, J.
Patrick Coyns, NSC Rapressntative for Iaternal Security.
The purpose of these meetings bas beea to develop racommaen-
dations on the subject of clandestine listening devicen an a
resalt of a memorandem from the Chairman, Joint Chiefs of
Stalf to the Secrutary of Defense. and from Secratary of
Defense to the National Security Council peinting out the need
for a focal point for the receipt of all information pertineat
to the develepment of a national integrated program of
countermeasures to the security threat posed by clandestine
iistening devicas.

3. The Ad Haoc Committes recommends the establish-
ment of an NSC Special Committes on Techrical Survaillance
Countermeasures with a charter as shown in the attached
draft {TAB C), This draft is a revised veraion of a charter
which started out by proposing an NSC Committer on Counter-
intelligence but whick your reprusentative. upos the continuing
advice of Deputy Uirector (Plans). strongly objected to as
being outside the scope of this group. TAB B is & proposed
memorandum fram Mr. Coyne to the Executive Segretary, NSC
for our information. TAB A is 2 memorandarm of trassmittal
from Mr. Coyne to Cla,
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SUBJECT: Preoposed NSC Spacial Coramitiee on Tachnical
Surveillance Countermeasures.

4. General Trascott has becn kept informed on the
discussions and {eeling of the Committes members with
respect to the need for a aational counterintalligence policy.
The Seputy Uirsctor {Flans) has baen briefed oa the
discussions of this Ad Hoc Coramittes in the field of counter~
intelligence and countermessures and concars in the proposed
NSC Comsmittes and its charter.

5. It is recommended that you concar in the establish-
ment of this special committer and its charter by signing the
attachod concurrence memorandcum.

f/v <
“heffield dwards
wirectar of Jecurity

Enclosures:
. Memo to Mr. Coyne
{r’DCL, Subj: Clan- )
destine Listening De- ADAcy- X/@)

vices. (ER 5'537%#'07/2 {7

Z, TADB A. Memo of
Transmittal fr Mr. Coyne
to CIA drd 7 Aug.

3. TAB B, Proposed Mesmo
fr Mr. Coyne to ixec

Sec, NSC, undtd. Pl

4. TAB C Charter. dtd
31 Jul.
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SUBJECT: Proposed NSC Special Committes on Technical
Survaillance Countsrmeasures.

CONCURRENCES:
"Deputy Directar {Plans) Gate
bt Al 1 ¢ 1956
Deputy Director {Gupport) ) Jate

Asslstant

APPROVED: lb AUt 98B

o cap s e S A s A b e

51!,*

sizaed G, P. GABELL

B =Yl T o

01317 Director

stzribuh)n-ﬁ"*
V%*Q-\WFEIIEE@”“*
D w/Encls, 578,

1 - DD/S w/Encls,

- CI Staff w/o Encls. . »
OrgfBE OS w/Encls, - vea «.i/5 pn A gicdl
1 - OS Stayback wf o cls,
I—DP ey — ] 5.,\0? i n17
0S/DD/PP5/ {10 Aug 56)
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ciee on July 31, 1950. In line with an understanding reached

Approved For Release 2003/08/1SEG£§E1DP80301 676R001100070038-4

~oosnDUle KOt The Director of Securitv, Department of <t:ite

The aAasistant “ecratary of Deilense
{“a¢eial Uperationsd
g Director of Zentral Inteliieence
“Me Director, Federal Sureau ci Investigation,
Crnartment of Justice
‘ne Director eof Intellisence. Depariment
51 the Army
, ine Director of Naval Inteliigence, Depariuent
! the havy
:neé Director of Spmacial [nvestiszations. Denart-
©we=nt o the 41T Fores

e Director of the inational “ecurity -gency

=T Clandastire Listeninz Devices

srosuntorayth of nertingg racently hals oith vour renre-

crieibives the Tollowine - decunents are anclosec:

*

. ind-sted uemorandun to pe submitted to tnhe rxecutlive
Ceerelarv, niJ, Dy the writer,

. Draft directive of July 31, 19%0 concerning a oro-
nosTa L2 Smeclal Committee orn Taemnical Survelllalice
nintermeasureaes. :

"e {irst enclosure is forwardz2d4 for informational ouronocse.
113 Le vtilized in transmittinz the draft directive of
-1, 1450 to the Executive %ecratarv, h=C.

i osoeona enclosure was unanimouslv annroved by vour

tpresentallves (names llsted btelow) at a meetin? held in twis

g

B

L

ik,

+fat meating, however, the second enclosure is beine forwarded

" ~with for formal concurrence by you prior tc submitting it to

xacutive Secretarv, i&C.

1t is requested tihat your comments on the draft directive
July 31, 1956 be furnished tov this office bv August 15, 1556,
the event you concur in tha draft directive oroposed by vour
:resentatives 1t will thereupon be subaitted tn the Executive

it
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~etretary. In the event nroposad chanreg in the draft directive

=%y

‘¢ recommended by any of the addressees of this memorandum,

i1l will be notified thereof in order that such changes may be

cwintly considered by you prior to the submissior. to the Council
U 13 draft directive on the. subject”

# .
it
- Loy . -
o CE B - e

, - J. Pairick Cme

o er. ‘111iam L. Uanna -« Stpta
~ r. lobert E.. drake -- ASD (0¢n)
:olonel “heffidld Edwerdsg - OT8 -
;. T, Grabam i, Day -« FBI
Lieutenant Colonel J. %. Downia —- .2
Conmander J,0, Johngor -. THT '
ir. Gilbert R. levy -~ 091
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 THORANDUM. FOR Mi. JALEE E. LAY, J2,, eXECUT1ve

SECEET
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ECRETARY
CURI

3 Ly, ..
LATTONLE, SECTRITY JOULSIL

AJECT Clandestine Listening-Devices

S ERENCE: Yemorandum for the Executive Secretary, k3C o
dated May 2, 19%6, from the Secretary of Defense

1. In the referenced memorandum the “scretary of Defensg:
::) concurred in the Joint Chiefs of “taff recommendation tha}
4 group be created directly under the Natlonsl Security ;OQnC¢l
<> serve as a focal point for the receipt of all information
nertinent to the development of a national integrated prograo.
of counterueasures.to the security threat posed bylclandastin&
listening devices; (b) requested that action §§~1nitiated by
you looking to meeting the substance of the anxsreconmendation.
sursuant thereto, and in line .with the JCS suggestion, a group
was converned, under the chairmanship of the writer, to study ana
develop racommendations on the subject. '

2, The group comprised representatives ui il Director
of “ecurity, Department of [tate; the Assistant ~ec£|tary_of o
Defense (Spacial Operations); the Directors of Cl: rBI.é OnI, O-1
3-2, and nEA. In addition, -the group consulied with AEC on
certain technical aspects of the subject,

3. Major findings resulting from the group's study indi- 25X 1

nate that:
| | P5X1

P5X1
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SECHET

[ ]

(e) The presumed compromise of 7,%, eclassified
inforaation resulting frow penetrations of thls sort
constitutes a grave problem requiring the prompt
dzvelopment and application of both technical and non-
technical countermeasures. (In most instancss such
compronise is presumed, rather than establishsd, since
11 of the agencies concerned hava not heretoforé

aquired that damage assessments be made following dis-
covaery of such penetrationsg, In a few instances it

x5 been estaplished that U,f, clissified information

of a high order of sensitivity and of direct interest
to several departments and sgencies nas peen comprowised
through the installation of clandestine listening devices
in %ey installations occupied by senior reoresentatives
Af thag 1T - Onvarnmant Ilinetrativa nf tha lattear

B

H

»
i

(f) Although clandestine listening devices have not
teen found-to be in use douwstically thusisr, thid supject
has ocoth foreign and domestic implications Irom theé stana-
soint of: (1) safeguarding the classified irformation
ind operations of departments snd agencies ir both domest.ic
#nd forelgn areas; (2) counterespionage; (s} bringing to
bzar on the problem the combined capabilities, experience
anéd inforuation of all agencies responsible for both

- foreign and domestic aspects of the subject to the éend of -

achleving a coordinated progrer to maximize both technical

X sl vt ool
- SRS

(P]

. e
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1nd nontechnical efforts to detect, neutralize, ecounter-
act and exploit such devices, thereby minimizing their
threat to U.S. national security.

. 4. Appreciating the desirability of avoiding, if possible,
“1¢ creation of a new meshanism to daanl with tha gubject, the

Toup examined the feasibility of assigning the nroblem to suen
vodies as the IIC, the IAC, the UIC<B, and the 7T9EB, Tts exami-
iiition reflected that thare 1s no joint Governmansal body suited

Dy charter or meubership to assume responsibility for achleving

"¢ develoouwent and coordinated annliration of the various counter-
tieasures required to defend agailnst this threat.

5. accordingly, the group agreed unanimously to recommend
wdoption oy the Council and approval by the President of the
vnclosed draft directive which mronoses the estiblishment of an
- C special committee to deal with the subject and which spells
outl terns of reference designed to cope with tha problem. The
dr2ft directive has been aporoved for aubmission to the Council

+he Director of 4Sacurity, Danertment of <tate

The.issistant Secraetary of Defense (Special Onerations)

Ihe Director of Central Intelligence ’

‘he Director, federal Jurean of Tnvestigation, Depart-

ment of Justice '
ihe Director of Intelligence, Departmert of the Army
the Director of Naval Intelligence, Department of the
wavVy :

ihe Director of Spacia) Investigstions, Densrtment of
the Air Forece " S

The Director of the Nationa)l fecurity Spenav,

F. Pa: 'fick Coyné <
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afg Diresnive

HEaLs JIrecnive hst:

¢ __PECIAL COMMITIEE ON TECHMIGAL TRVEILIANCE COURTER.E: :Lif
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in the recommendation of the hational Security Council, pur-
cuant to the provisions of Section 101 of the iational “ecurity
ict of 1947, as amended, -the President hereby authorizes und
rirects Lhat:

1. There be established under the lational Security Council
“peclil Coumittee on Technicil Surveillance Zountermeasures
{hereinafter relferred to as the Committee) which shall act in
.ccordance with the nprovisions of this Directive,

2. The Committee shall be conipnsed of one representative
+f zach of the followlng: The Facretary of Stite; The <ec-
ratary of Defensej The Direetor of Central Intelligence; The
Mirector, Fzdernl 3ureau of Investigation; The 'ssistant Chief
£ taf 7, Intelligence, Denartment ol the Army 3 T™e Director
of 1.2val Intelligence., Departnant of the Navy: The Lirector of
Tuvelal Investigationb, Dapartment of the Alr Jorece; and The
iviresctor of the sational Security ‘cency.

3. The heads of other departments and agsnciles (e.z., thec
stowile Energy Coumission) shall partieipate in ibhe activities
1" tha Courittee to the extent reaquired by the Tommittee in

rving out its resvonsibilities 2nd shall lend such supnort
2 npy be made available within their respective capabilities.
. & renresentative of the Mational “ecurity CHouncil, the [ ~C
“woresentative on Internal Security shall participate as un
cuserver and adviser in all meetinegs of the Committes.

4, It shall be the responsibility of the Committee:

2. [n conduet a continuing study and review of
rv.. domestic and foreign aspects of the threat to the security
.03 classified defense information of the United -tates pres-
:nted by the installation and operation of clandustine techni-
~+]1 survelillance devices in quarters or facilities occupied or
used Dy personnel of the United States Covernment,

b. To establish and coordinate policies with res-
pcnt to countering such thraat, for the purpos¢ o0f insuring:

PR TN VISR I A
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5Pk i ng exchalipe
(1) Coordination, arnd a ciniggtgiop;Znt :
of information, with respect Lo ;esearcht?zg Qe traininé
~schnical equipment, sacgrliy’inﬁoctrinic;g:e¢£riques tng
(both technical and nonctechngca;), see e end agains
~tnepr Telated aspects of cozn;esmeasgrfsc;v 4 g
clandestine technlcal survelllanye cevices.

L oLy Ge3 ents and
(2} The establishment vy Gepartments an
aecencies of procedures to be followed upon ihc ?;:gzgir{o
of such devices, inoluding.prompt notificat E?eJ reot 31
;he heads of interested departments and ggen. Sy
as exploitation by the agencles concerned.

(3) Prompt rctification vo the %oggiﬁtgz-
conce}ning the discovery or guspected pre:egcoagur: o
vices, and a daudge report on ;hﬁ :thggsﬁ?figd e e in-
! resumed compromise of TT.c. 5 >e in-
ﬁggggt?gn? for coordinated consideration of the effect up
the national security.

c. To rasolve conflicta;that‘%ig‘atézgriz 3221;ﬁ;d :
plementation of policles rclatlﬂ% Lo CO“;“ﬁlmE“.'.bove‘ with
to meet the threat describsd in aragrd nné1%;'coordinat10n
a view to institutin . and maintaining e f}; rimarily corn-
among United States gepartmants and agenciss p
cerned. : :

4. o review tne extant to wh;gﬁjdiigzzsggﬁzoiggzr_
; cerning clandestine technicaldsu§;et;;a&:§t;gvét‘tes Jounte

. Ssures thereto have been gade b 2 Uni k ‘

? mediuizbfszzign governments or 1nt¢rnatiqnaldoislﬁitigiizg
?gnwhich the U.S. Government particlipates inlosares

nolicies and procedures cuncerning such disc .

. : T O @ulc
5 The Jomnittae shall mestl once 3‘“ﬁm“§?§2a§ ha;h
5 . . =Tfec i-f ! - WL el
nfier as may oe necessary. to effect full —ompi
the teras of this Directivs.

, 6. fine Chairman of the Commitiee saall be $ISC.C0,

‘-‘_.' ma ol‘itY vote. Other Qeclgissia = £ tnis

,% ‘ arduiii{c?is eitablishsd pursuant to the Srzvkgiggz gemb;ra‘

: Directive, shall require unanimous agreg%;:. may fail to.

EUEStionS’Of pollsy upoﬁhﬁiiczftﬁzscaséigned fesponsibilities

“' ; t in pursual » Y romo! to .

‘ féacita%giiﬁe?n'thig Directive shall bg g;omptly refgrred
t:ﬁs~4§ionai <ecurity Council for resol T i0N.

i . AR - L R IDENTIN

i .
H .
¥ - T

Approved For Release 2093/08/18 : CIA-RDP80B01676R001100070038-4

g - e



B

- »

RN I S S S s ot " ‘ L
Appré\"/ed“F’or"Release‘2003/08/1 8 : CIA-RDP80B01676R001100070038-4

-

cOLFIDERTIAL

7 The Committee shall submit annual pr§g€2§imrzag§§:
to tbe'hational Security Council, and in therﬁp‘ respeétini
submit to the LT any reports_z; recomieggaggi?bbirective Z
oliey ~atters falling within the scop his

ahichymay require consideration by the Council.

5. Cfecretariat services shall be supplied by the mem-
vers of the Committee,
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