
Department of Defense 
Office of Inspector General 

Secret-Internet Internet Protocol Routing Network (SIPRNET) 
Personal User Network Security Agreement 

Print Name:  ___________________________________________________________ 

As a SIPRNET user, I am accountable for following all the requirements set out in this 
agreement.  I am responsible for all actions initiated using my user identification and password.  I 
will abide by the NIPRNET Personal User Network Security Agreement and the following following 
additional items: 
  

1.   The SIPRNET is a SECRET United States only network.  I will protect my password as 
SECRET and if written down, it will be sealed in a Standard Form 700, Security Container 
Information Envelope and stored in a GSA approved secure container. 

  
2.   I will not disclose my password to anyone or transmit it. If my password becomes 

compromised I will notify the System Administrator (SA) or the Information Assurance 
Officer (IAO) immediately. Disclosing a SIPRNET account password to anyone without a 
valid clearance and/or need to know constitutes a security violation. 

  
3.   I will limit the use of the SIPRNET to official government business. 

  
4.   I will notify the Information Assurance Manager (IAM) immediately of computer security 

incidents.  
  

5.   I will not enter, display or process classified data where its visible to unauthorized personnel. 
I will sanitize classified areas before allowing unauthorized personnel entry into a classified 
area. 

  
6.   I will secure my classified system if I leave the immediate area, by locking the screen or 

logging out of the system. 
  

7.   I will not circumvent security requirements to obtain unauthorized access. 
  

8.   I will report any changes in my status to the Office of Security Manager and IAM (i.e., 
transfer, change in requirements for “Need to Know”, or removal of security access). 

  
9.   I will protect all information as SECRET.  Printed material will be brought under control in 

accordance with Information Security Program Manual, IGDM 5200.1, June 3, 2003. I will 
refrain from writing classified data to removable media. 

  
      10. I will immediately notify the Technical Support and the Office of Security, if classified 
            information is found or inadvertently introduced to an unclassified system. I understand that 
            classified information present on an unclassified network can result in disciplinary action. 

  
11  I will not transfer information from a classified system or network to an unclassified system 

or network, nor connect a classified system to an unclassified network.
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12. I will use the following forms and instructions when accessing using the SIPRNET to: create 
data, store data on media, or print documents. 

  
a.   SF-707 Secret Label; SF-708 Confidential Label; SF-709 Classified Label and 

SF-710 Unclassified Label.  In an environment where classified and unclassified 
materials are processed or stored, these labels are used to identify the information 
contained on various media.   

b.   SF-711 Data Descriptor Label.   It is used to identify additional safeguarding 
controls pertaining to classified information that is stored on various forms of media.  

c.   SF-700 Security Container Information.  This form's (envelope) information 
includes location, container number, lock serial number, and contact information if 
the container is found open and unattended.  

d.   SF-701 Activity Security Checklist.  This checklist that is filled out at the end of the 
day to ensure classified materials is secured and allows for accountability in the event 
that irregularities are discovered.  

e.   SF-702 Security Container Check Sheet.  This records names and times that persons 
have opened, closed, and checked a container holding classified information. 

f.   IG Form 5200.1-12 Visitor Control Log.  The Llog must be is used when uncleared 
personnel are accessing an area where classified processing  to the SIPRNET is 
occurs.active and uncleared personnel are in the general area. 

g.   When creating documents, they will be marked on the Top and Bottom with the 
highest classification markings.  

  
13. By signing this document, you acknowledge and consent that when you access Department of 

Defense OIG information systems: 
  

a.   You are accessing a U.S. Government (USG) information system (IS) (which includes 
any device attached to this information system) that is provided for U.S. Government-
authorized use only. 

  
b.   You consent to following conditions: 

  
i.   The U.S. government routinely intercepts and monitors communications on this 

information system for purposes including, but not limited to, penetration testing, 
communications security (COMSEC) monitoring, network operations and 
defense, personnel misconduct (PM), law enforcement (LE), and 
counterintelligence (CI) investigations. 

  
ii.   At any time, the U.S. Government may inspect and seize data stored on this 

information system. 
  
iii.  Communications using, or data stored on, this information system are not private, 

are subject to routine monitoring, interception, and search, and may be disclosed 
or used for any U.S. Government-authorized purpose. 

  
iv.  This information system includes security measures (e.g., authentication and 

access controls) to protect U.S. Government interests --not for your personal 
benefit or privacy.
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v.   Notwithstanding the above, using an information system does not constitute 
consent to personnel misconduct, law enforcement, or counterintelligence 
investigative searching or monitoring of the content of privileged communications 
or data (including work product) that are related to personal representation or 
services by attorneys, psychotherapists, or clergy, and their assistants.  Under 
these circumstances, such communications and work products are private and 
confidential, as further explained below: 

  
a.   Nothing in this User Agreement shall be interpreted to limit the user's 

consent to, or in any other way restrict or affect, any U.S. Government 
actions for purposes of network administration, operations, protections or 
defense, or for communications security.  This includes all 
communications and data on an information system, regardless of any 
applicable privilege or confidentiality. 

  
b.  The user consents to interception/capture and seizure of ALL 

communications and data for any authorized purpose (including personnel 
misconduct, law enforcement, or counterintelligence investigation).  
However, consent to interception/capture or seizure of communications 
and data is not consent to the use of privileged communications or data for 
personnel misconduct, law enforcement, or counterintelligence 
investigations against any party and does not negate any applicable 
privilege or confidentiality that otherwise applies. 

  
c.   Whether any particular communication or data qualifies for the protection 

of a privilege, or is covered by a duty of confidentiality, is determined in 
accordance with established legal standards and DoD Policy.  Users are 
strongly encouraged to seek personal legal counsel on such matters prior to 
using an information system if the user intends to rely on the protections of 
a privilege or confidentiality. 

  
d.  Users should take reasonable steps to identify such communications or 
     data that the user asserts are protected by any such privilege or 

confidentiality.  However, the user's identification or assertion of a 
privilege or confidentiality is not sufficient to create such protection where 
none exists under established legal standards and DoD policy. 

  
e.   A user's failure to take reasonable steps to identify such communications 

or data as privileged or confidential does not waive the privilege or 
confidentiality if such protections otherwise exist under established legal 
standards and DoD policy.  However, in such cases the U.S. Government 
is authorized to take reasonable actions to identify such communications or 
data as being subject to a privilege or confidentiality, and such actions do 
not negate any applicable privilege or confidentiality. 

  
                                    f.   These conditions preserve the confidentiality of the communications or  
                                          data, and the legal protections regarding the use and disclosure of 
                                          privileged information, and thus such communications and data are private 
                                          and confidential.  Further, the U.S. Government shall take all reasonable 
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measures to protect the content of captured/seized privileged  
communications and data to ensure they are appropriately protected. 

  
vi.   In cases when the user has consented to content searching or monitoring of 

communications or data for personnel misconduct, law enforcement, or 
counterintelligence investigative searching, (i.e., for all communications and data 
other than privileged communications or data that are related to personal 
representation or services by attorneys, psychotherapist, or clergy, and their 
assistants), the U.S. Government may, solely at its discretion and in accordance 
with DoD policy, elect to apply a privilege or other restriction on the U.S. 
Government's otherwise-authorized use of disclosure of such information. 

  
vii.  All of the above conditions apply regardless of whether the access or use of an 

information system includes the display of a Notice and Consent Banner 
(“banner”).  When a banner is used, the banner functions to remind the user of the 
conditions that are set forth in this User Agreement, regardless of whether the 
banner describes these conditions in full detail or provides a summary of such 
conditions and regardless of whether the banner expressly references this User 
Agreement.  

  
  
14.  I understand that any violation of this agreement can result in disciplinary action. Any questions 
about this agreement should be directed to the Chief of Network Security or the Information 
Assurance Branch. 
  
  
DoD, OIG Contact Information: 
Technical Support Center 
Phone: 703-604-9865 
E-mail: techsupportservicedesk@dodig.mil 
E-mail: Helpdesk@dodig.mil 
 

User Signature:  __________________________________________________________   

Date:  __________________ 
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Department of Defense 
Office of Inspector General 
Secret-Internet Internet Protocol Routing Network (SIPRNET) 
Personal User Network Security Agreement 
Print Name:  ___________________________________________________________ 
As a SIPRNET user, I am accountable for following all the requirements set out in this agreement.  I am responsible for all actions initiated using my user identification and password.  I will abide by the NIPRNET Personal User Network Security Agreement and the following following additional items:
 
1.   The SIPRNET is a SECRET United States only network.  I will protect my password as SECRET and if written down, it will be sealed in a Standard Form 700, Security Container Information Envelope and stored in a GSA approved secure container.
 
2.   I will not disclose my password to anyone or transmit it. If my password becomes compromised I will notify the System Administrator (SA) or the Information Assurance Officer (IAO) immediately. Disclosing a SIPRNET account password to anyone without a valid clearance and/or need to know constitutes a security violation.
 
3.   I will limit the use of the SIPRNET to official government business.
 
4.   I will notify the Information Assurance Manager (IAM) immediately of computer security incidents. 
 
5.   I will not enter, display or process classified data where its visible to unauthorized personnel. I will sanitize classified areas before allowing unauthorized personnel entry into a classified area.
 
6.   I will secure my classified system if I leave the immediate area, by locking the screen or logging out of the system.
 
7.   I will not circumvent security requirements to obtain unauthorized access.
 
8.   I will report any changes in my status to the Office of Security Manager and IAM (i.e., transfer, change in requirements for “Need to Know”, or removal of security access).
 
9.   I will protect all information as SECRET.  Printed material will be brought under control in accordance with Information Security Program Manual, IGDM 5200.1, June 3, 2003. I will refrain from writing classified data to removable media.
 
      10.         I will immediately notify the Technical Support and the Office of Security, if classified
            information is found or inadvertently introduced to an unclassified system. I understand that
            classified information present on an unclassified network can result in disciplinary action.
 
11  I will not transfer information from a classified system or network to an unclassified system or network, nor connect a classified system to an unclassified network.
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12. I will use the following forms and instructions when accessing using the SIPRNET to: create data, store data on media, or print documents.
 
a.   SF-707 Secret Label; SF-708 Confidential Label; SF-709 Classified Label and SF-710 Unclassified Label.  In an environment where classified and unclassified materials are processed or stored, these labels are used to identify the information contained on various media.  
b.   SF-711 Data Descriptor Label.   It is used to identify additional safeguarding controls pertaining to classified information that is stored on various forms of media. 
c.   SF-700 Security Container Information.  This form's (envelope) information includes location, container number, lock serial number, and contact information if the container is found open and unattended. 
d.   SF-701 Activity Security Checklist.  This checklist that is filled out at the end of the day to ensure classified materials is secured and allows for accountability in the event that irregularities are discovered. 
e.   SF-702 Security Container Check Sheet.  This records names and times that persons have opened, closed, and checked a container holding classified information.
f.   IG Form 5200.1-12 Visitor Control Log.  The Llog must be is used when uncleared personnel are accessing an area where classified processing  to the SIPRNET is occurs.active and uncleared personnel are in the general area.
g.   When creating documents, they will be marked on the Top and Bottom with the highest classification markings.         
 
13. By signing this document, you acknowledge and consent that when you access Department of Defense OIG information systems:
 
a.   You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this information system) that is provided for U.S. Government-authorized use only.
 
b.   You consent to following conditions:
 
i.   The U.S. government routinely intercepts and monitors communications on this information system for purposes including, but not limited to, penetration testing, communications security (COMSEC) monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.
 
ii.   At any time, the U.S. Government may inspect and seize data stored on this information system.
 
iii.  Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any U.S. Government-authorized purpose.
 
iv.  This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests --not for your personal benefit or privacy.
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v.   Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement, or counterintelligence investigative searching or monitoring of the content of privileged communications or data (including work product) that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants.  Under these circumstances, such communications and work products are private and confidential, as further explained below:
 
a.   Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U.S. Government actions for purposes of network administration, operations, protections or defense, or for communications security.  This includes all communications and data on an information system, regardless of any applicable privilege or confidentiality.
 
b.  The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including personnel misconduct, law enforcement, or counterintelligence investigation).  However, consent to interception/capture or seizure of communications and data is not consent to the use of privileged communications or data for personnel misconduct, law enforcement, or counterintelligence investigations against any party and does not negate any applicable privilege or confidentiality that otherwise applies.
 
c.   Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of confidentiality, is determined in accordance with established legal standards and DoD Policy.  Users are strongly encouraged to seek personal legal counsel on such matters prior to using an information system if the user intends to rely on the protections of a privilege or confidentiality.
 
d.  Users should take reasonable steps to identify such communications or
     data that the user asserts are protected by any such privilege or confidentiality.  However, the user's identification or assertion of a privilege or confidentiality is not sufficient to create such protection where none exists under established legal standards and DoD policy.
 
e.   A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not waive the privilege or confidentiality if such protections otherwise exist under established legal standards and DoD policy.  However, in such cases the U.S. Government is authorized to take reasonable actions to identify such communications or data as being subject to a privilege or confidentiality, and such actions do not negate any applicable privilege or confidentiality.
 
                                    f.   These conditions preserve the confidentiality of the communications or 
                                          data, and the legal protections regarding the use and disclosure of
                                          privileged information, and thus such communications and data are private
                                          and confidential.  Further, the U.S. Government shall take all reasonable 
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measures to protect the content of captured/seized privileged 
communications and data to ensure they are appropriately protected.
 
vi.   In cases when the user has consented to content searching or monitoring of communications or data for personnel misconduct, law enforcement, or counterintelligence investigative searching, (i.e., for all communications and data other than privileged communications or data that are related to personal representation or services by attorneys, psychotherapist, or clergy, and their assistants), the U.S. Government may, solely at its discretion and in accordance with DoD policy, elect to apply a privilege or other restriction on the U.S. Government's otherwise-authorized use of disclosure of such information.
 
vii.  All of the above conditions apply regardless of whether the access or use of an information system includes the display of a Notice and Consent Banner (“banner”).  When a banner is used, the banner functions to remind the user of the conditions that are set forth in this User Agreement, regardless of whether the banner describes these conditions in full detail or provides a summary of such conditions and regardless of whether the banner expressly references this User Agreement. 
 
 
14.  I understand that any violation of this agreement can result in disciplinary action. Any questions about this agreement should be directed to the Chief of Network Security or the Information Assurance Branch.
 
 
DoD, OIG Contact Information:
Technical Support Center
Phone: 703-604-9865
E-mail: techsupportservicedesk@dodig.mil
E-mail: Helpdesk@dodig.mil
 
User Signature:  __________________________________________________________   
Date:  __________________ 
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