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The NSA in Germany: Snowden's Documents Available for Download

In Edward Snowden's archive on NSA spying activities around the world. thers are numerous documents pertaining
to the agency's operations In Germany and Its cooperation with German agencies, SPIEGEL s publishing 53 of

them, available as POF files.
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(U//FOUQO) A Little Bad Aibling Nostalgia

FROM: Some BA Veterans
Unknown
Fun Date: 06/04/2004

(U/fFOUQ) Once the closure of Bad Aibling Station (located in southern Bavaria in
Germany) became official with DIEgram-312 announcing the cessation of mission,
we thought it appropriate to give those lucky enough to have been stationed there

1of3



a chance to reminisce!?!
(U) You know you are a BA veteran if...

...driving eight hours to buy pottery is a day well spent.
...you get excited to see a "new release" that has been out in the States for almost a

year.

...dreaming of honey wagons is anything but sweet.

...mixing lemon-lime soda with beer doesn't always seem like a bad idea.

...you have seen 10,000 people do the Macarena in a tent.

...vou know that UPPER Bavaria is SOUTH of LOWER Bavaria.

..you've seen Neuschwanstein or the Glockenspiel in Munich 53 times, and never
because YOU wanted to go.

..you've been to "town hall" meetings at which a final decision to close the site was
announced in three different years.

...you attended both the final closing and re-opening of the AFRC facilities at
Chiemsee.

...Derek the car registration guy has called you "mate".

...you bought a sea-van's worth of Windex, "just because it was in stock today".
...you have spent $200 worth of time to get $40 worth of Italian gas coupons.
...while dining, you consistently chose beer as your beverage because it was half
the price of Coke!

...you missed a day of mission work to verify the slot machine take at the club.
...you've concluded that, as a general rule in restaurants, German dogs behave
better than some American patrons.

...your windshield still has an Austrian Autobahn Toll Vignette on it.

...driving on the Autobahn at 120 mph seems far safer than traveling the
Washington Beltway.

...you know that leberkaese is made neither of liver, nor cheese.

...vou welcomed biergarten season because a non-smoking restaurant was never an
option.

...yvou swapped free biers for free pizza at the 4th of July fest.

...vou understand why perfectly normal people bang tiny bottles of schnapps on a
fest table before drinking them.

...vou purchased window screens and Velcro tape in order to keep mosquitoes from
invading your house.

...vou had a map of every ESSO gas station in Germany and planned your trips
accordingly.

...vou understood why yvou needed to have someone guard your vehicle when you
went pottery shopping in Poland.

...vou packed out to return to the States, but bought more stuff and had to ship it
home with a friend who was leaving after you.

...vou sought out the person with the schedule for working the beer booth at the
4th of July fest.

...you were a recipient of a "free bier at the club" email.
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exchange.

(TS//ISI/INF) Germany: Provision of XKEYSCORE software to the BfV will
expand their ability to support NSA as we jointly prosecute CT targets.
Technical support for XKEYSCORE will be provided by the BND as it involves
CES equities that a non-technical partner could inadvertently place at risk.
Based on our CA relationship with the BND, they are well aware of, and able
to, protect those equities.

TOP SECRET//SI//NOFORN
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(U) Topic

(S//REL TO USA, DEU) NSA’s Counterterrorism (CT) Relationship with the German
Federal Intelligence Service (BND) and the German Federal Office for the Protection of
the Constitution (BfV)

(U) Potential Landmines

(TS//SI//NF) The Germans may bring up the subject of SKYPE. NSA’s response
has been that it has had some success working SKYPE via tailored access at the
end point by gaining access to one or more of the computers involved in the
session. When Hr. Klaus-Fritsche (State Secretary, Germany Ministry of Interior)
sought NSA’s assistance with intercepting SKYPE transmissions during a 10
January 2012 meeting with DIRNSA, DIRNSA suggested the DNI Representative
Berlin take the lead in arranging an exchange to include CIA, FBI and NSA.
Should the partner raise this issue again, recommend that NSA once again
redirects them to FBI and CIA.

(S//NF) The Germans have previously approached NSA about using information
derived from SIGINT in open court. CT is concerned that exposing SIGINT
capabilities in German court threatens the ability to maintain the desired and
planned for level of SIGINT cooperation.

(U) Talking Points

(U) Director's Talking Points

(S//REL TO USA, DEU) Ensure that the Germans understand the importance that
NSA places on its robust CT sharing relationship with the BND and the BfV, as
well as NSA’s desire to continue to move forward in the ongoing analytic and
technical exchanges.

(S//REL TO USA, DEU) Acknowledge that NSA/CT now has a formal
relationship with the BfV (approved 20 March 2013). CT expects to receive value
from a closer NSA/BND/BfV partnership because it will generate a greater
synergy to more effectively counter terrorist threats. CT is pleased that BND is
taking a leadership role in implementing technical solutions when partnering with
the BfV, and we expect this to continue.

(U) SIGINT Director's Talking Points

(S/SI//REL TO USA, DEU) Discuss and emphasize NSA’s commitment to
continuing and increasing the exchange on discovery methodologies. The topic

Classified B}-"-
Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380401
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and importance of using behavior detection techniques to identify unknown
extremists was discussed several times in 2012 with both BND and BfV and CT
sees great value in working closely with both German partners on these analytic
tradecraft methodologies. The next meeting to further discuss behavior detection
is scheduled for 10-11 April in Bad Aibling with the BND and BfV. These
sessions are specifically focused on understanding, creating, and implementing
discovery capabilities through XKEYSCORE. Ultimately, CT"s goal is to gain
benefit by collaborating on German extremists targets once the BfV has, and is
optimally using, XKEYSCORE.

(U) Background

(TS//REL TO USA, FVEY) NSA’s CT collaborates with the BND (bilaterally and
multilaterally) and with the BfV (bilaterally) on a variety of CT issues and targets.
Engagement in the multilateral realm is via the SIGINT Seniors Europe (SSEUR) CT
coalition (SISECT). NSA CT exchanges information with the BND and the BfV on the
following topics:

(TS//REL TO USA, FVEY) CT also provides information to the BND on the following
topics:

TOP SECRET//SI//NOFORN
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(TS//REL TO USA, FVEY) The primary stakeholders for CT exchanges with the
Germans are the European Cryptologic Center (ECC) and the S21 Deployed Analyst (DA
) in Berlin. NSA’s CT meets with the BND and BfV quarterly and with the BND every
six months at SISECT. The latest analytic exchange was on 4-5 December 2012 in
Berlin. Although previous discussions focused on extremists traveling to Germany and
Central Asia, this latest exchange focused heavily on North African CT topics, including
key presentations from both sides on ||| I CT Evropean targets
remain the focus of the relationship with BfV; however, it is likely that CT North African
targets will have an expanded focus with BND and BfV as North Africa continues to
serve as a magnet for aspiring jihadists from Europe. In addition, future discussions will
likely expand to Europeans traveling to [l to fight in the ongoing|Jjjjjfjand the threat
they may pose upon retum to Europe.

(TS//SI//NF) In addition, SSG has been working with the BND and BfV on collection as
well as target discovery and development tradecraft. In October 2011, SSG partnered
with SUSLAG and BND to conduct a demonstration of XKEYSCORE to the BfV using
BfV domestic warranted collection. The BND XKEYSCORE system successfully
processed DSL wiretap collection belonging to a German domestic CT target. As a result
of this demonstration, the BfV Vice President formally requested the XKEYSCORE
software from DIRNSA to further enable the BfV to achieve its mission goal of
countering terrorist activities in Germany. By enhancing BfV's Internet analytic
capabilities through the provision of XKEYSCORE, NSA will enable Germany to
provide unique contributions in the form of collection, data summaries, and/or finished
intelligence to the high-priority NSA CT mission. The SPF approving the provision of
XKEYSCORE to the BfV was approved on 25 March 2013. The Terms of Reference
related to this effort is currently with the Germans for signature, which is expected in
mid-April.

(U) Date of Material

TOP SECRET//S5I//MOFORN
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(U) 8 April 2013

(U) POCs

(U) Originator

(U/FOUOQ) _Fm‘eign Partner Strategist, S21, -

(U) Alternate POC

{U.-’.-’FDUD_ Foreign Partner Strategist, ST,

(U) Classification Review by

{U.-’.-’FDUD_ Foreign Partner Strategist, ST._
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Co-operation Model for Germany
BSI

Modus operandi,

new exploits, Identify victims,
C&C / botnets, assess impact
hop points,

SSCD

BND Attribution, discover new BfV
actors, doctrine

‘2 SECRET REL DEU, DNK, ESP, FRA, ITA, GBR, NLD, NOR, SWE, USA 03.10.2012
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(U) Topic

(S//REL TO USA, DEU) NSA’s Counterterrorism (CT) Relationship with the German
Federal Intelligence Service (BND) and the German Federal Office for the Protection of
the Constitution (BfV)

(U) Potential Landmines

(TS//SI//NF) The Germans may bring up the subject of SKYPE. NSA’s response
has been that it has had some success working SKYPE via tailored access at the
end point by gaining access to one or more of the computers involved in the
session. When Hr. Klaus-Fritsche (State Secretary, Germany Ministry of Interior)
sought NSA’s assistance with intercepting SKYPE transmissions during a 10
January 2012 meeting with DIRNSA, DIRNSA suggested the DNI Representative
Berlin take the lead in arranging an exchange to include CIA, FBI and NSA.
Should the partner raise this issue again, recommend that NSA once again
redirects them to FBI and CIA.

(S//NF) The Germans have previously approached NSA about using information
derived from SIGINT in open court. CT is concerned that exposing SIGINT
capabilities in German court threatens the ability to maintain the desired and
planned for level of SIGINT cooperation.

(U) Talking Points

(U) Director's Talking Points

(S//REL TO USA, DEU) Ensure that the Germans understand the importance that
NSA places on its robust CT sharing relationship with the BND and the BfV, as
well as NSA’s desire to continue to move forward in the ongoing analytic and
technical exchanges.

(S//REL TO USA, DEU) Acknowledge that NSA/CT now has a formal
relationship with the BfV (approved 20 March 2013). CT expects to receive value
from a closer NSA/BND/BfV partnership because it will generate a greater
synergy to more effectively counter terrorist threats. CT is pleased that BND is
taking a leadership role in implementing technical solutions when partnering with
the BfV, and we expect this to continue.

(U) SIGINT Director's Talking Points

(S/SI//REL TO USA, DEU) Discuss and emphasize NSA’s commitment to
continuing and increasing the exchange on discovery methodologies. The topic

Classified By: N
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and importance of using behavior detection techniques to identify unknown
extremists was discussed several times in 2012 with both BND and BfV and CT
sees great value in working closely with both German partners on these analytic
tradecraft methodologies. The next meeting to further discuss behavior detection
is scheduled for 10-11 April in Bad Aibling with the BND and BfV. These
sessions are specifically focused on understanding, creating, and implementing
discovery capabilities through XKEYSCORE. Ultimately, CT"s goal is to gain
benefit by collaborating on German extremists targets once the BfV has, and is
optimally using, XKEYSCORE.

(U) Background

(TS//REL TO USA, FVEY) NSA’s CT collaborates with the BND (bilaterally and
multilaterally) and with the BfV (bilaterally) on a variety of CT issues and targets.
Engagement in the multilateral realm is via the SIGINT Seniors Europe (SSEUR) CT
coalition (SISECT). NSA CT exchanges information with the BND and the BfV on the
following topics:

(TS//REL TO USA, FVEY) CT also provides information to the BND on the following
topics:

TOP SECRET//S5I//MOFORN
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(TS//REL TO USA, FVEY) The primary stakeholders for CT exchanges with the
Germans are the European Cryptologic Center (ECC) and the S21 Deployed Analyst (DA
) in Berlin. NSA’s CT meets with the BND and BfV quarterly and with the BND every
six months at SISECT. The latest analytic exchange was on 4-5 December 2012 in
Berlin. Although previous discussions focused an_u‘aveling to Germany and
Central Asia, this latest exchange focused heavily on North African CT topics, including
key presentations from both sides on | | || | EEESEEEE C T European targets
remain the focus of the relationship with BfV; however, it is likely that CT North African
targets will have an expanded focus with BND and BfV as North Africa continues to
serve as a magnet for |||l from Europe. In addition, future discussions will
likely expand to Europeans traveling to and the threat
they may pose upon retum to Europe.

(TS//SI//NF) In addition, SSG has been working with the BND and BfV on collection as
well as target discovery and development tradecraft. In October 2011, SSG partnered
with SUSLAG and BND to conduct a demonstration of XKEYSCORE to the BfV using
BfV domestic warranted collection. The BND XKEYSCORE system successfully
processed DSL wiretap collection belonging to a German domestic CT target. As a result
of this demonstration, the BfV Vice President formally requested the XKEYSCORE
software from DIRNSA to further enable the BfV to achieve its mission goal of
countering terrorist activities in Germany. By enhancing BfV's Internet analytic
capabilities through the provision of XKEYSCORE, NSA will enable Germany to
provide unique contributions in the form of collection, data summaries, and/or finished
intelligence to the high-priority NSA CT mission. The SPF approving the provision of
XKEYSCORE to the BfV was approved on 25 March 2013. The Terms of Reference
related to this effort is currently with the Germans for signature, which is expected in
mid-April.

(U) Date of Material
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(U) 8 April 2013

(U) POCs
(U) Originator

(urEoU) [ Foreien Parer staeegist, s2 | G

(U) Alternate POC

{U.-’.-’FDUD}- Foreign Partner Strategist, ST._

(U) Classification Review by

{U.-’.-’FDUD_ Foreign Partner Strategist, ST._
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National Security Agency/Central Security Service 17 January 2013

Information Paper

Subject: (SI/REL TO USA, FVEY) NSA Intelligence Relationship with Germany -
Bundesnachrichtendienst (BND)

(SHSIIREL TO USA, FVEY) Introduction: NSA established a relationship with its
SIGINT counterpart in Germany, the BND-TA, in 1962, which includes extensive
analytical, operational, and technical exchanges. In the past year, Germany displayed
both eagerness and self-sufficiency in transforming its SIGINT activities and assumed
greater risk in support of U.S. intelligence needs and efforts to improve information
sharing within the German government, with coalition partners, and NSA. The BND
supports NSA's emerging counterterrorism (CT) intelligence relationship with the
German domestic services, taking steps to strengthen its SIGINT Development (SIGDEV
) capabilities to perform a key technical advisory and support role within Germany. Both

partners have agreed to maintain an intelligence focus on CT, transnational organized
crime. | . crvci oics (CN)

Special Interest Alien Smuggling (SIA), and U.S. and coalition support to Afghanistan
(the Afghanistan SIGINT Coalition (AFSC)). In 2012, NSA welcomed BND President

Schindler's eagerness to strengthen and expand bilateral cooperation and is exploring
new analytic topics of mutual interest including Africa,h and
counterproliferation (CP)-related activities. In U.S.-German cyber activity, NSA continues

to encourage BND participation in foundational cyber defense discussions to
demonstrate its potential to provide a technical platform.

(S//NF) Information Assurance and Computer Network Defense Relationship with
Germany.

(S//NF) The Information Assurance Directorate (IAD) has a long-standing relationship
with the Bundesamt fur Sicherheit in der Informationstechnik (BSl) — the Federal Office
of Information Security. After the German Government announced their Cybersecurity
Strategy and identified BSI as the lead Agency for cyber defense, BSI expressed great
interest in expanding the information assurance (lA) partnership to include computer
network defense (CND) collaboration on cyber threats. Key Partners within the German
Government along with BSI, are Bundesamt fur Verfassungsschutz (BfV), Federal Office
for Protection of the Constitution and BND. While BV and BND have not been traditional
IA partners, the expansion to include CND will open additional opportunities to develop
relationships with the German agencies responsible for analysis and SIGINT. |AD and
the NSA/CSS Threat Operations Center (NTOC) may be able to leverage the formal
partnership the NSA Signals Intelligence Directorate (SID) is pursuing with BfV and its
already strong relationship with BND (which is providing SIGINT Support to CND for
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Germany’s cyber defense efforts.) A draft |A and CND Memorandum of Understanding
(MOU) for CND collaboration is in the coordination process at NSA, BSI and BND will
both be signatories.

1. (U) Key Issues:

Issue #1: (S//SI/INF) The BND has been working to influence the German
Government to relax interpretation of the privacy laws over the long term to provide
greater opportunity for intelligence sharing. In the near term, NSA decided to right-
size its presence at the Joint SIGINT Activity (JSA) in Bad Aibling, Germany based
on current mission needs and fiscal realities. In May 2012 NSA turned over full
responsibility of the FORNSAT collection mission to the BND, allowing NSA's
representational team to cultivate new cooperative opportunities with Germany.

Issue #2: (S//SI/REL TO USA, FVEY) Chief, Special U.S. Liaison Activity Germany
(SUSLAG), continues to work with DNI Representative Berlin on new CT initiatives
between NSA and the BfY and with other German domestic agencies as appropriate.
NSA has developed a significant level of trust and intelligence sharing with the BfY
since the 2007 arrests of the Islamic Jihad Union members in Germany which
resulted in regular U.S.-German analytic exchanges and closer cooperation in
tracking both German and non-German extremist targets. NSA also has held several
multilateral technical meetings with END/BfV/NSA/CIA to introduce SIGDEVY
methodology and tradecraft to improve the Bf\’s ability to exploit, filter, and process
domestic data accesses and potentially develop larger collection access points that
could benefit both Germany and the U.S. The BND supports NSA’s emerging CT
intelligence relationship with the BfV, taking steps to strengthen its SIGDEV
capabilities to perform a key technical advisory and support role within Germany. To
facilitate cooperation, an NSA CT analyst, stationed in Berlin, occupies office space
in B headquarters one day per week to nurture the relationship and facilitate U.S.
requirements. Likewise, the Germans developed a communications link improving the
connectivity between NSA and B//BND, as well as the timeliness of the intelligence
exchange.

Issue #3: (S//INF) NSA |AD, SID and NTOC are interested in leveraging Germany’s
accesses and capabilities to discover threats and vulnerabilities which provide timely
warnings of attacks against U.S. Government and critical infrastructure networks. In
December 2012, representatives from NTOC and FAD met with BSI and BND in
Germany for bilateral CND discussions. As a result of the engagement, an analytical
exchange was held in January 2013.

(U) Discussion:

(SI/NF) NSA's in-country representative is the Chief, SUSLAG, located on Mangfall
Kaserne in Bad Aibling, Germany. SUSLAG has 18 personnel, consisting of 12 NSA
civilians and six contractors. NSA has plans to reduce the SUSLAG workforce to
approximately six personnel in FY 2013.
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« (S/SI/IREL TO USA, FVEY) What we provide to the partner: NSA has provided a
significant amount of hardware and software at BND expense, as well as associated

analytic expertise to help the BND independently maintain its FORNSAT capability.
NSA also exchanges intelligence reporting on both military and non-military targets.

« (TS/ISIIINF) What the partner provides to us: NSA is provided access to FORNSAT

communications supporting CN, CT, ] ard Weapons of Mass Destruction
(WMD) missions and is an important source of information on drug trafficking and

force protection in Afghanistan. The BND provides Igbo langquage support by
translating NSA collection of a high-value, ﬁme—sensiﬁveﬂtari;et NSA is
seeking the proper approvals to accept END language support in

In addition to the day-to-day collection, the Germans have offered
NSA unigue accesses in high interest target areas.

(U) Success stories:

« (S/REL TO USA, FVEY) Germany has become an active participant in the AFSC,
working closely with other member countries and embracing the new AFSC Division
of Effort, under which each member country is responsible for covering a specific
area of interest to the AFSC and then sharing reporting and metadata on that area
with the other AFSC members. AFSC member countries include: the U.S, UK,
Canada, Australia, New Zealand, Belgium, Denmark, France, Germany, Italy,
Norway, the Netherlands, Spain and Sweden.

« (TS/HSI/REL TO USA, FVEY) Having modernized its communications infrastructure
in support of its unique FORNSAT GSM access in |||} < END
became the third largest contributor to the Real Time-Regional Gateway (RT-RG)
analysis and processing tool.

« (S//REL TO USA, FVEY) The German government modified its interpretation of the
G-10 Prnivacy Law, protecting the communications of German citizens, to afford the
BND more flexibility in sharing protected information with foreign partners.

« (S/SIH/IRELTO USA, FVEY) The BND has provided unigue sustained collection of
targets such as [JjjMinistry of Foreign Affairs (MFA) IR -~  Global
System for Mobile Communications (GSM), [l GSM. and [l Voice over
Intermet Protocol (VolP).

« (TS//SIIINE) Problems/Challenges with the partner: Since 2008 NSA has started to
foster other areas of cooperation with the BND to satisfy U.S. intelligence
requirements at an appropriate level of investment. The BND’s inability to
successfully address German privacy law (G-10) issues has limited some operations,
but NSA welcomed German willingness to take risks and to pursue new opportunities

for cooperation with the U.S, particularly inthe CT realm. NSA is open to holding a
dialogue on topics to address mutual intelligence gaps, including“

ﬁand CP-related activities.

(SIREL TO USA, FVEY) Prepared by: ||l country pesk officer (cDO)
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BOUNDLESSINFORMANT - Frequently Asked Questions
09-06-2012

(U/FOUQ) Questions
1) What is BOUNDLESSINFORMANT? What is its purpose?

2) Who are the intended users of the tool?

3) What are the different views?

4) Where do you get your data?

5) Do you have all the data? What data is missing?

6) Why are you showing metadata record counts versus content?

7) Do you distinguish between sustained collect and survey collect?
8) What is the technical architecture for the tool?

9) What are some upcoming features/enhancements?

10)How are new features or views requested and prioritized?

11) Why are record counts different from other tools like ASDF and What’s On Cover?
12)Why is the tool NOFORN? Is there a releasable version?
13)How do you compile your record counts for each country?

Note: This document is a work-in-progress and will be updated frequently as additional
questions and guidance are provided.

1) (U) What is BOUNDLESSINFORMANT? What is its purpose?
(U//FOUO) BOUNDLESSINFORMANT is a GAO prototype tool for a self-documenting SIGINT
system. The purpose of the tool is to fundamentally shift the manner in which GAO describes its
collection posture. BOUNDLESSINFORMANT provides the ability to dynamically describe GAO's
collection capabilities (through metadata record counts) with no human intervention and graphically
display the information in a map view, bar chart, or simple table. Prior to
BOUNDLESSINFORMANT, the method for understanding the collection capabilities of GAO's
assets involved ad hoc surveying of repositories, sites, developers, and/or programs and offices. By
extracting information from every DNI and DNR metadata record, the tool is able to create a near real-
time snapshot of GAQ's collection capability at any given moment. The tool allows users to select a
country on a map and view the metadata volume and select details about the collection against that
country. The tool also allows users to view high level metrics by organization and then drill down to a
more actionable level - down to the program and cover term.

Sample Use Cases
(U//FOUO) How many records are collected for an organizational unit (e.g. FORNSAT)?

(U//FOUO) How many records (and what type) are collected against a particular country?
(U//FOUOQ) Are there any visible trends for the collection?
(U//FOUO) What assets collect against a specific country? What type of collection?

(U//FOUQO) What is the field of view for a specific site? What countriees does it collect
against? What type of collection?

2) (U) Who are the intended users of the tool?

(U//FOUO) Mission and collection managers seeking to understand output characteristics
of a site based on what is being ingested into downstream repositories.

BOUNDLESSINFORMANT - FAQ
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(U//FOUO) Strategic Managers seeking to understand top level metrics at the
organization/office level or seeking to answer data calls on NSA collection capability.

(U//FOUO) Analysts looking for additional sites to task for coverage of a particular
technology within a specific country.

3) What are the different views?

4)

5)

6)

7)

(U//FOUO) Map View — The Map View is designed to allow users to view overall DNI, DNR, or
aggregated collection posture of the agency or a site. Clicking on a country will show the collection
posture (record counts, type of collection, and contributing SIGADs or sites) against that particular
country in addition to providing a graphical display of record count trends. In order to bin the records
into a country, a normalized phone number (DNR) or an administrative region atom (DNI) must be
populated within the record. Clicking on a site (within the Site Specific view) will show the viewshed
for that site — what countries the site collects against.

(U//FOUO) Org View — The Organization View is designed to allow users to view the metadata record
counts by organizational structure (i.e. GAO — SSO — RAM-A — SPINNERET) all the way down to the
cover term. Since it’s not necessary to have a normalized number or administrative region populated,
the numbers in the Org View will be higher than the numbers in the Map View.

(U//FOUO) Similarity View — The Similarity View is currently a placeholder view for an upcoming

feature that will graphically display sites that are similar in nature. This can be used to identify areas
for a de-duplication effort or to inform analysts of additional SIGADs to task for queries (similar to

Amazon’s “if you like this item, you’ll also like these” feature).

(U) Where do you get your data?

(U//FOUO) BOUNDLESSINFORMANT extracts metadata records from GM-PLACE post-
FALLOUT (DNI ingest processor) and post-TUSKATTIRE (DNR ingest processor). The records are
enriched with organization information (e.g. SSO, FORNSAT) and cover term. Every valid DNI and
DNR metadata record is aggregated to provide a count at the appropriate level. See the different views
question above for additional information.

(U) Do you have all the data? What data is missing?
(U//FOUO) The tool resides on GM-PLACE which is only accredited up to
TS//SI//NOFORN. Therefore, the tool does not contain ECI or FISA data.
(U//FOUO) The Map View only shows counts for records with a valid normalized number
(DNR) or administrative region atom (DNTI).
(U//FOUO) Only metadata records that are sent back to NSA-W through FASCIA or

FALLOUT are counted. Therefore, programs with a distributed data distribution system (e.g.
MUSCULAR and Terrestrial RF) are not currently counted.

(U//FOUO) Only SIGINT records are currently counted. There are no ELINT or other “INT”
records included.

(U) Why are you showing metadata record counts versus content?
(U//FOUO)

(U) Do you distinguish between sustained collect and survey collect?
(U//FOUO) The tool currently makes no distinction between <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>