ANNEX - TERMINOLOGY

The following terms used in this document are not found in NSTISSI
No. 4009, National Information Systems Security Glossary.

1. (U) Technical Security: The discovery, elimination, and
mitigation of security vulnerabilities that can be exploited by
technical means. It includes all facets of security that involve
the detection and/or neutralization of technical collection
threats or the application of security technology; the
traditional fields of TEMPEST and technical surveillance
countermeasures (TSCM); and extends to new techniques,
technology, and instrumentation that may allow exploitation of
security vulnerabilities by technical means.

2. (U) Technical Security Evaluation (TSE): An evaluation
of all factors related to potential vulnerabilities of technical
penetration of a facility, system, network, product, or
equipment. Typical considerations include security against
acoustical, optical, audio fregquency, radio frequency, and other
methods of penetration as well as adequacy of electronic
protection. A TSE includes TSCM, TEMPEST, and TEAPOT
considerations.
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Excerpted from NSA/CSS Regulation 90-6:
http://cryptome.org/jya/nsa-reg90-6.htm


4, (U) TEAPOT: A short name referring to the
investigation, study, and control of intentional compromising
emanations (i.e., those that are hostilely induced or provoked)
from telecommunications and automated information systems
equipment.

5. (U) NSA/CSS Facilities: All NSA headquarters
facilities, field activities, and contractor facilities under
security cognizance of NSA/CSS.
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