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National Cyber Security Centre
The National Cyber Security Centre (NCSC), in collaboration with the 
business community, government bodies and scientists, is working to 
increase the ability of Dutch society to defend itself in the digital domain.

The NCSC supports the central government and organisations in fulfilling 
an essential function for society by providing expertise and advice, 
response to threats and enhancing crisis management. In addition, the 
NCSC provides information and advice to citizens, the government and the 
business community relating to awareness and prevention. This means that 
the NCSC constitutes the central reporting and information point for IT 
threats and security incidents.

The NCSC is part of the Cyber Security Department of the National 
Coordinator for Security and Counterterrorism [Nationaal Coördinator 
Terrorismebestrijding en Veiligheid] (NCTV).

Collaboration and sources
In drawing up this report the NCSC gratefully made use of information 
provided by the following parties:

 » The various ministries
 » MIVD (Military Intelligence and Security Service)
 » DefCERT (Defence Computer Emergency Response Team)
 » AIVD (General Intelligence and Security Service)
 » Team High Tech Crime, Dutch National Police
 » Public Prosecution Service
 » Tax and Customs Administration
 » Members from ISAC (Information Sharing and Analysis Center)
 » NCTV (National Coordinator for Security and Counterterrorism)
 » Scientific institutions
 » Universities
 » Experts in the field of cyber security

Their contributions, the substantive reviews as well as publicly accessible 
sources, a survey, information from the vital sectors and analyses from the 
NCSC together, have made valuable contributions to the substantive quality 
of this assessment.
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CORE FINDINGS

1 THE POTENTIAL IMPACT OF CYBER ATTACKS 

AND DISRUPTIONS IS INCREASING DUE 

TO CONTINUING DIGITISATION

2 THE LACK OF IT SUSTAINABILITY 

AND INCREASING CONNECTIVITY 

ARE A THREAT TO SOCIETY 

3  CYBER-CRIMINALS AND STATE-SPONSORED 

ACTORS ARE STILL THE  GREATEST THREAT

4 PRIVACY UNDER PRESSURE DUE 

TO DATA COLLECTION
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SUMMARY

The Cyber Security Assessment Netherlands (CSAN) is 

published annually by the National Cyber Security Centre 

(NCSC) and is put together in close collaboration between 

public and private parties. The aim is to offer an insight 

into developments, interests, threats and resilience in 

the field of cyber security over the period from April 2013 

to March 2014.

The focus of the CSAN lies on the developments in the Netherlands. 
Important developments abroad have also been included. The CSAN 
is a factual description, with guidance based on insights and exper-
tise from government departments, vital sectors and the scientific 
community. For this CSAN, The NCSC has renewed its collaboration 
with a large number of parties, both public (e.g. police, intelligence 
and security services and the Public Prosecution Service), scientific 
institutions and private (vital sector) organisations.

In the Netherlands, the number of IT and internet applications is 
still growing considerably. More than ever before, Dutch citizens, 
the government and the business community are dependent on 
IT and the internet. The number of devices (including computers, 
telephones, tablets, medical equipment and transport) that make 
use of the internet is still growing, just like the number of functions 
that the connected devices (to the internet or to each other) fulfil.

If the past period has made anything quite clear, it is the fact that 
the dependence on IT involves major risks. Until recently these risks 
were mainly seen in terms of protection against digital disruption, 
but it is also becoming more and more important to have a grip on 
information both in terms of knowing where it is and being able 
to control access to it. The use and abuse of information, such as 
personal details or information about behaviour and interests, are 
increasingly becoming an important aspect of cyber security.

Core findings

1The potential impact of cyber attacks and disruption is 
increasing due to continuing digitisation Interests have grown 

substantially again over the past period. The use of, and thus the 
dependence on IT, continue to increase. IT is a driving force of our 
society and more and more processes are fully dependent on it. The 
threat level continues to remain high, and so too has the visibility of 
tools used by state actors and professional criminals. Precautionary 
measures are not keeping up with the interests and vulnerabilities.

Because the interests have grown substantially, the potential impact 
of cyber attacks has automatically risen. This growing impact was 
evidenced by the disruptions that occurred last year by way of DDoS 
attacks on Dutch banks and government departments such as DigiD. 
The major dependence on IT for our societal and personal security 
means that a cyber disruption or cyber attack (potentially) has a 
major impact on both societal and personal security.

2The lack of it sustainability and increasing connectivity are a 
threat to society The development that more and more devices 

(including medical equipment, vehicles, televisions and household 
appliances) are linked to the internet will continue. The software 
in these devices will always contain security leaks. A lot of equip-
ment cannot simply be updated. Moreover, not all software will be 
(able to be) supported by the vendor in the long term. The equip-
ment becomes vulnerable, which causes a (potential) problem with 
guaranteeing societal security. This is a lack of sustainability in IT. 
The vulnerabilities discovered over the past year in OpenSSL and 
Java are illustrative of this. The updating of all equipment appears to 
be problematic. 
 
In addition, more and more devices register details about their envi-
ronment and their owners. They gather and share this information 
via internet (the phenomenon of “The Internet of Things”). This not 
only provides opportunities, but also major challenges in the field 
of cyber security and the grip on information.

3 Professional criminals and state-sponsored actors are still the 
 biggest threat The biggest threat is still posed by professional 

criminals (due to various forms of cyber criminality) and by state 
actors (due to digital espionage). 
 
Criminal organisations are becoming more and more professional. 
The contours of a professional criminal services sector in the field 
of cybercrime are becoming ever more transparent. This was already 
anticipated in the past few years. This services sector is not merely 
an incident, but a structural part of cybercrime. By making use 
of these services, less experienced or less equipped criminals can 
execute (complicated) cyber attacks or threaten to do so. The arrival 
of CryptoLocker is illustrative of this professionalisation. This is a 
variant of ransomware for which the paying of ransoms seems to 
work. It appears that a profitable business model has been created. 
 
The threat of digital espionage by state actors remains as great as 
ever. The number of digital espionage cases has risen, just like the 
complexity and impact. Almost every foreign intelligence service 
has invested in digital capabilities over the past few years. Hence 
digital espionage is no longer reserved for large and sophisticated 
intelligence services.
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4Privacy under pressure due to data collection The trends of 
datafication, the direct and indirect capturing of daily life, 

and large-scale data collection will continue in the forthcoming 
years. On the one hand this leads to societal progress and more 
possibilities for security. On the other hand this poses risks for 
the individual privacy and for the importance of confidentiality of 
information for private organisations and governments. 
 
In the past few years, worldwide cases have shown that these risks 
are real and that interests can be adversely affected. In the context 
of data collection and data exploitation, users have become 
dependent on the intentions of state and commercial actors. In 
this, users are also vulnerable to changes in these intentions.

Key question
In this fourth Cyber Security Assessment Netherlands (CSAN-4) the 
following key questions apply once more:

 » Which Dutch interests are being adversely affected and to what 
degree by restrictions of the availability and reliability of IT, 
infringement of the confidentiality of information stored in IT 
or damage to the integrity of that information, and what are 
the developments in this respect? (interests)

 » What events or what activities by which actors could affect IT 
interests, what tools do they use, and what are the develop-
ments in this respect? (threats)

 » To what extent is the Netherlands resilient to vulnerabilities in 
IT, could these lead to an impact on IT interests and what are 
the developments in this respect? (resilience)

Insight into threats and actors
The following table provides an insight into the threats that the 
various actors have used over the period April 2013 through March 
2014, to attack the targeted ‘governments’, ‘private organisations’ 
and ‘citizens’.

Interests

Interests and dependence continue to increase, so (potential) 
impact of attacks and disruptions increase
As was the case in previous years, dependence on IT is increasing. 
The result is that the non-functioning of IT or an infringement of 
the confidentiality and integrity of information has an increasing 
impact on the lives of people, the manner in which Dutch organi-
sations work and the continuity of society. This increasing depend-
ence is especially applicable to the vital sectors. Cyber attacks 
and disruptions potentially have a major impact on personal and 
societal security.

Challenges due to the Internet of Things The development which 
is commonly known as the Internet of Things (the phenomenon 
that more and more devices collect data about their environment 
and exchange this data amongst themselves or via the inter-
net) does have a positive influence, but also brings about major 
challenges in the field of cyber security. Actors are handling the 
collected data inventively and are using it for other purposes than 
originally intended. Hence challenges in the field of security and 
privacy arise.

Chain effects in the vital sectors Vital sectors more often feel 
chain effects when dealing with cyber security risks. Other remark-
able developments in the vital sectors are the great importance 
attached to the protection of personal details, the impact of more 
Customer Self Care (customer portals) and the increased risk due 
to continuously expanding outsourcing of system knowledge.

DDoS attacks
The DDoS attacks on DigiD are illustrative of the impact that an 
attack can have on an important link of a full chain under the 
influence of extensive digitisation. The limited availability of 
DigiD as a result of a number of DDoS attacks in mid 2013 not 
only resulted in the (semi)government services being less 
accessible to citizens. Healthcare institutions and healthcare 
insurers are using DigiD more and more as a reliable means to 
grant access to their customer portals. Here the disruption of a 
single link in the chain could lead to serious disruptions in more 
than one vital process. Potentially, this could lead to serious 
harm to societal growth.

Wearables
The Internet of Things is becoming visible in wearables such as 
“smart glasses”. These glasses, which have the computing 
power of a smartphone, can show the wearer images and 
contain a camera. Such devices are gradually being introduced 
into the marketplace. Critics are worried about their privacy 
implications. For by-standers, for example, it is not clear 
whether the wearer is recording at that particular point in time. 
For example, apps can be developed that use facial recogni-
tion, and show the wearer information about the people 
around them without these people being aware of it. 
Opponents fear that they will feel that they are being spied on, 
because it is unknown what happens to the camera images 
and who else is looking.
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Table 1. Threat matrix

Targets

Source of the threat Governments Private organisations Citizens

State actors Digital Espionage Digital Espionage Digital Espionage

Offensive cyber capabilities Offensive cyber capabilities

Terrorists Disruption of IT/takeover Disruption of IT/takeover

Professional 
criminals

Theft and publication or selling 
of information

Q Theft and publication or selling 
of information

Theft and publication or selling 
of information

n

Manipulation of information Q Manipulation of information Q Manipulation of information

Disruption of IT n Disruption of IT n Disruption of IT 2

IT takeover Q IT takeover n IT takeover 

Cyber vandals and 
Scriptkiddies

Information theft Q Information theft Q Information theft

 Disruption of IT Q  Disruption of IT

Hacktivists Theft and publication of  
information obtained

Theft and publication of  
information obtained

Theft and publication of  
information obtained

Defacement  Defacement

Disruption of IT Disruption of IT

IT takeover 2 IT takeover

Internal actors Theft and publication or selling 
of information

Theft and publication or selling 
of information

Disruption of IT Disruption of IT

Cyber researchers Receiving and publishing  
information

Receiving and publishing  
information

Private organisations Information theft  
(industrial espionage)

Q Commercial use/abuse or  
‘resale’ of information

2

No actor  IT failure  IT failure  IT failure

Legend relevance

Low Medium High

No new trends or phenomena of 
threats have been observed. 
OR (Sufficient) measures are 
available to remove the threat.
OR No incidents worth 
mentioning have occurred during 
the reporting period

New trends or phenomena of 
threats have been observed.
OR (Limited) measures are 
available to remove the threat.
OR Incidents have mainly 
occurred (except for a few small 
ones) outside of the Netherlands.

There are clear developments 
which make the threat 
opportunistic. 
OR Measures have a limited effect, 
so the threat remains substantial.
OR Incidents have occurred in the 
Netherlands.

n Threat has increased Q Threat has decreased 2 Threat is new
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Threats: actors and their intentions
The greatest threats are caused by state actors (due to digital espio-
nage) and professional criminals (due to various forms of cyber 
crime).

Further professionalisation of criminal organisations Criminal 
organisations are becoming more professional. The profiles of a 
highly professional criminal services sector are becoming clearer. 
This was already anticipated in recent years. Cyber crime-as-a-ser-
vice is not merely an incident, but a structural part of cyber crime. 
This helps less experienced or less equipped criminals to execute 
(complicated) cyber attacks or to threaten these.

Undiminishing threats of digital espionage As was the case in pre-
vious years, digital espionage is a major threat for the government 
and the top tier sectors in the Netherlands. The attacks are gaining 
in complexity, size and impact. Almost every intelligence service 
has invested in its digital capabilities in the past few years. Hence 
digital espionage is no longer reserved for large and sophisticated 
intelligence services. Although there are still very few precedents, 
the potential impact of the military deployment in offensive cyber 
operations is great. Various countries have developed such capa-
bilities in the past few years.

Dependence on the intention of actors The trends of datafication 
and data collection will continue to move ahead in the forthcom-
ing years. On the one hand this leads to societal progress and more 
possibilities for security. On the other hand this poses risks for the 
privacy of the individual and for the importance of confidentiality 
of information for private organisations and governments.

In the past few years, worldwide cases have shown that these risks 
are real and that interests can be adversely affected. The loss of 
grip on information remains a real threat. The intelligence servi-
ces have no evidence that in the past few years allies have deployed 
digital espionage activities against the Netherlands. However, the 
threat from non-allies is considered to be present and increasing.

Commercial parties are taking up an increasingly central role 
within the information infrastructure of individuals, businesses 
and governments. Interests are significant, resilience is low and 
there are tools that can be used to threaten the interests. End users 
have difficulty in designing measures to counter the vulnerabili-
ties. In the context of data collection and data exploitation, users 
have become dependent on the intentions of state and commercial 
actors. If these intentions change, Dutch interests could suffer.

Threats: tools

Fewer exploits or commercialising exploits? Actors make use of 
tools to abuse or to enhance vulnerabilities. This could involve 
both technical tools as well as methods of attack. The number 
of exploits made public is decreasing each year. It could possibly 
become more difficult to develop good exploits for vulnerabili-
ties, and there could be a connection to rising prices for zero-day 

exploits. There is a growing (grey and black) market for exploits 
involving increasing amounts of money each year. It is unclear 
whether there are simply fewer exploits or that it has become more 
attractive to commercialise them.

The amount of malware continues to rise The amount of malware 
continues to rise a great deal every year. It often involves variations 
of existing malware. These variations only have a short lifespan. 
This continually raises the question whether traditional anti-virus 
products based on signature recognition are still effective, or that 
aside from this, other forms of protection against malware should 
be introduced.

Tools are more complicated and profitable Botnets are being dis-
guised and defended much better and can therefore be deployed in 
additional and more serious DDos attacks. On a worldwide scale, 
mobile malware is increasing substantially, but until now, large-
scale infections have not yet been ascertained in the Netherlands. 
Focused spear phishing contributes to the increased number of 
these infections. Ransomware is getting more innovative and 
more aggressive. In the Netherlands, many ransomware infections 
are registered, while only a few cryptoware infections have been 
discovered. The emergence of variations of ransomware where a 
payment seems to help is of great concern, because this seems to 
indicate an innovative and lucrative business model.

Professionalisation of the criminal services sector Tools to fully 
tap into vulnerabilities are becoming more professional, extensive 
and easier to apply. Due to the development of cyber crime-as-a-
service, the availability of these high-grade attack mechanisms 
increases, so too for those users who are less skilled in a technical 
sense. In this way it is becoming much easier to cause significant 
harm.

FritzBox
In February 2014 it appeared that various internet users in the 
Netherlands had become the victims of a telephony scam. From 
the accounts of unsuspecting users, phone calls were made to 
expensive foreign telephone numbers, after which they were 
confronted with very high telephone bills. This appeared to be 
possible because of a vulnerability in the FritzBox modem 
which they used. This example illustrates the vulnerability of 
devices which are connected to the internet. In this case it was 
possible to patch the modems, which fixed the vulnerability.

Resilience: vulnerabilities

Vulnerabilities continue to be the Achilles’ heel The vulnerability 
of software and systems remains relentlessly high. This is the tech-
nical Achilles’ heel when it comes to guaranteeing cyber security. 
This problem has still not been resolved adequately. The degree 
in which systems are vulnerable is dependent on the method of 
building for the software in use. The extent of the problem can 
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be reduced, for example by paying attention to concepts such as 
security-by-design.

The risk of security due to a lack of IT sustainability The devel-
opment that more and more devices (including medical equip-
ment, vehicles, televisions and household appliances) are linked 
to the internet will continue. The software in these devices will 
always contain security leaks. A lot of equipment cannot easily be 
updated. Moreover, not all software will be (able to be) supported 
by the vendor  in the long term. Equipment becomes vulnerable 
which causes a (potential) problem with the guaranteeing of soci-
etal security. This is a lack of IT sustainability. The vulnerabilities 
discovered over the past year in OpenSSL and Java are illustrative of 
this. Updating all equipment appears to be problematic.

Resilience: measures

Resilience initiatives are being executed, implementation conti-
nues to be complicated The purpose of measures is to enhance 
the digital resilience of individuals, organisations and society. 
Many initiatives involving resilience that were cited in the last 
edition of the CSAN have, in the meanwhile, been started or are 
now in full swing. These include the National Response Network, 
a public-private partnership whose purpose is to enhance societal  
resilience  using a joint response to cyber security incidents. In the 
past year, attention for cyber security was renewed, often through 
incidents or through newly discovered, serious vulnerabilities. 
Government and business community pay more attention to meas-
ures and tackle this more often in collaboration with one another.  
For home users it remains difficult to provide adequate security 
against existing and new threats. 

Increasing awareness and new initiatives Cyber security nowa-
days is seen more in the broader context of security, freedom and 
societal growth. It is due partially to extensive coverage in the 
regular media, that the increased awareness has also recently 
resulted in new initiatives and supplementary measures at a 
national level as well as in individual organisations. Examples 
of this are collaborations in national networks, the setting up of 
technical measures to combat DDoS attacks, and the use of safer 
standards and solutions on an organisational level. Also, a lot 
more attention is being paid to the necessity of equipping the end 
user sufficiently for using the internet and their equipment in a 
responsible manner.

Manifestations
A manifestation is an actual degradation of cyber security. In the 
period April 2013 through March 2014 the matters below were 
observed.

Manifestations are transnational The impact of cyber attacks 
does not stop at country borders. This applies e.g. for the distribu-
tion of malware (including ransomware). Of some of the manifes-
tations which did have an impact abroad, it is conceivable that they 
(will) also occur in the Netherlands. In other cases, such as mobile 

malware, the worldwide threat looks as if it is increasing, whereas 
in the Netherlands this is barely noticeable. Malware, for that mat-
ter, reappears in many different manifestations and can then also 
be deployed to access information or to disrupt systems.

Major data thefts and data leaks In the past reporting period, a 
remarkably large number of data thefts and data leaks has taken 
place. Botnets were often deployed for this, but actors also worked 
in a more focused fashion and made use of specific vulnerabili-
ties to gain access to information. Abuse of, but also by, internal 
employees or entrepreneurs has become a very real threat.

Impact of natural events and human error Technical and natural 
incidents as well as human errors have led to some manifestations. 
Unfortunately, disruptions and failure of IT and data leaks cannot 
be entirely avoided, even when matters are dealt with carefully and 
professionally, and attention is paid to preventative measures.

Substantial rise in incident reports In the period of this CSAN, 
the NCSC dealt with significantly more incident reports than in 
the previous CSAN. This involved requests for assistance as well as 
notice-and-takedowns. Every quarter, the NCSC processes more 
incident reports. Excluding the automated checks, the number 
of incidents in the reporting period of this CSAN rose from 89 
in the second quarter of 2013 to 163 in the first quarter of 2014. 
Remarkably, the number of incident reports from the private sec-
tor is starting to increase slowly. While 37 percent of all incident 
reports in the period of the CSAN-3 were related to the private 
sector, in the period of this CSAN this number rose to 46 percent of 
all reports. «

Heartbleed
The Heartbleed vulnerability is an example by  which the IT 
sustainability issue is made visible. This has been a long-stan-
ding vulnerability in the Open SSL library. The software 
operates on almost all devices connected to the internet, such 
as web-servers and smartphones, but also smart televisions 
and industrial equipment. The updating of all equipment is 
problematic, which is why part of the equipment remains 
vulnerable. This vulnerability is prone to abuse with possible 
serious consequences for societal security.
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INTRODUCTION

“Biggest DDoS attack ever executed in Europe”, “Very 

advanced malware focused on governments”, “More 

than 200,000 victims of skimming or phishing”, 

“Hackers stole creditcard details, including PIN codes”, 

“Criminals love spreading malware via advertisements”. 

These are only a few headlines from news reports in the 

past year. The issue of cyber security is urgent and is 

guaranteed permanent attention.

In the Netherlands, the number of IT and internet applications is 
still growing considerably. Now, in 2014, the Dutch citizens, the 
government and the business community are more than ever more  
dependent on IT and the internet. The number of devices (comput-
ers, telephones, tables, but also medical equipment, transport, 
etc.) that make use of the internet is still increasing, just like the 
number of functions being fulfilled by devices connected (to the 
internet or each other). In the meanwhile, essential processes like 
identification, financial transactions, climate control, combating 
disasters, navigation or traffic control are unthinkable without 
support from (internet-connected) IT.

If the past period has made anything quite clear, it is the fact that 
this dependence on IT involves major risks. Until recently, these 
risks were mainly seen in terms of protection against digital 
disruption, but it is becoming more and more important to have 
a grip on information both in terms of knowing where it is and 
being able to control access to it. The use and abuse of informa-
tion, such as personal details or information about behaviour and 
interests, is increasingly becoming an important aspect of cyber 
security, and therefore features prominently in this report.

Every year the Cyber Security Assessment Netherlands (CSAN) is 
published by the National Cyber Security Centre (NCSC) and is 
brought about in close cooperation with a large number of par-
ties, including public parties (e.g. police, intelligence and security 
services and the Public Prosecution Service), scientific and private 
(vital sector) parties.

The CSAN’s aim is to offer an insight into developments, interests, 
threats and resilience in the cybersecurity context over the period 
from April 2013 to March 2014. The intention is for policy makers 
in government and the vital sectors to enhance the digital resil-
ience of the Netherlands or to improve the current cyber security 
programmes. 

In this fourth Cyber Security Assessment Netherlands (CSAN-4) the 
following key questions apply once more:

 » Which Dutch interests are being adversely affected and to what 
degree, by restrictions of the availability and reliability of IT, 
infringement of the confidentiality of information stored in IT 
or damage to the integrity of that information, and what are 
the developments in this respect? (interests)

 » What events or what activities by which actors could affect IT 
interests, what tools do they use and what are the develop-
ments in this respect? (threats)

 » To what extent is the Netherlands resilient to vulnerabilities in 
IT, could these lead to an impact on IT interests and what are 
the developments in this respect? (resilience)

Furthermore, attention is paid to the various methods by which 
threats manifest themselves in society, and a number of subjects 
are dealt with in depth, like the IT sustainability issue.

In the past year, the national government published a second edi-
tion of the National Cyber Security Strategy. This strategy outlines 
the correlation between freedom, security and societal growth. 
This forms a reference framework for the outlined developments 
and is an important benchmark for the various interests.

This CSAN builds on previous assessments and also refers to them. 
However, this report is an independent document. The reporting 
period of CSAN-4 runs from April 2013 through March 2014. The 
focus lies on developments in the Netherlands, but important 
developments abroad have also been included. The CSAN is a 
factual description, with guidance based on insights and expertise 
from government departments and the vital sectors themselves. It 
describes developments in qualitative form and, where available in 
a reliable form, it provides a quantitative foundation and/or refer-
ence to the sources. The production is a continuous process with 
the CSAN as one of the annual results. Matters which have not or 
have hardly changed in respect of the previous editions have been 
described in brief or not at all.



14

Overview
The CSAN-4 consists of a core assessment and a number of detailed 
sections. The core assessment contains the most important trends 
and shifts during the reporting period.

Interests (chapter 1) deals with the Dutch interests.  For this, the 
manner in which the interests can be arranged will be examined: 
individual, organisational, chain and societal interests.

Threats are dealt with in the chapters about actors and tools. The 
deliberate activities of actors and their intentions are described in 
chapter 2. The degree to which those actors have the intention and 
skill to obtain the technical know-how and other tools (chapter 
3), to a great extent determines their potential impact and their 
chances of success.

The Resilience of end users, organisations and society can limit 
the chance that a threat manifests itself and its impact. The 
resilience consists of the absence or presence of vulnerabilities of 
people, organisations or technology (chapter 4) and measures to 
enhance resilience and recovery capacity and to limit vulnerabili-
ties (chapter 5).

Chapter 6 describes matters which have manifested themselves 
within the triangle of interests, threats and resilience. This chapter 
also shows an overview of the threats emanating from the various 
actors.

The detailed sections delve into subjects that deserve special atten-
tion. These deserve special attention either because there are new 
developments to report, or because a trend in the past year has 
become more important. In the context of interests, the devel-
opment in data growth has an impact which is becoming more 
transparent, both positive as well as negative. This subject is dealt 
with in the section Global data growth.  The detailed sections The 
Internet of Things and IT Sustainability, deal with the vulner-
abilities that accompany the integration of the internet in more 
and more devices, and the questions that this raises concerning 
the desirability and maintenance of it.

The subject Digital threat by state actors deserves specific atten-
tion. For several years state actors have, after all, been important 

actors that form a threat for Dutch interests. In this section 
specific attention is also paid to the insights from the Dutch intel-
ligence and security services. The tool Ransomware, with the 
special variant Cryptoware, has been given a lot more attention 
by the investigative services in the past period. Cryptoware is 
an aggressive and profitable variant and is gaining in popularity 
amongst professional criminals. More and more consumers suffer 
from this type of theft.

The appendix contains an overview of the incidents dealt with by 
the NCSC, abbreviations used and a reference list. This year, for the 
very first time, a number of vital sector analyses has been carried 
out, in order to achieve a complete and better differentiation of 
the cyber assessment. The appendix presents the results of the 
sector analyses undertaken by the NCSC in conjunction with the 
Information Sharing and Analysis Centres (ISACs).

The core assessment tries to use as few detailed definitions and 
technical terminology as possible. A list of definitions has, how-
ever, been incorporated with definitions of commonly used terms 
and abbreviations. «

MANIFESTATIONS

INTERESTS

THREATS RESILIENCE

ACTORS

TOOLS

VULNERABILITIES

MEASURES

Figure 1. Coherence of interests, threats and resilience
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CORE ASSESSMENT
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“SOME INTERESTS 
EXTEND BEYOND THE 
INTERESTS OF 
INDIVIDUALS OR 
ORGANISATIONS AND 
AFFECT DUTCH 
SOCIETY AS A WHOLE”
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CHAPTER 1 » INTERESTS

The National Cyber Security Strategy 2 describes cyber 

security as follows: Cyber security refers to efforts to prevent 

damage caused by disruptions to, breakdowns in or misuse 

of ICT and to repair damage if and when it has occurred. The 

prevention of damage is in the interests of Dutch society 

as a whole, but also in the interests of individual citi-

zens, businesses and government organisations. When 

IT does not function (properly) or information is not 

reliable, interests in society are  damaged. This chapter 

deals with the relationship between cyber security and 

those interests.

The necessity of cyber security1

The cyber domain is increasingly interwoven with our daily lives. 
Citizens, governments and businesses use digital applications for 
online interaction and transactions, more efficient (co)opera-
tion, communications and entertainment. The world is digitising 
more and more. This not only improves convenience, efficiency 
and pleasure, but is also an important driving force for innovative 
economic growth. Of course, there are also risks involved in such 
extensive digitisation. Cyber security is geared to manage these 
risks. Measures in this framework are fit to measure:

 » by customising measures for the issue that they must resolve 
(risk-based);

 » by continuously viewing cyber security in conjunction with 
societal growth;

 » by guaranteeing fundamental rights and values.
Such cohesion between security, freedom and societal growth is a 
dynamic balance.

1 National Cyber Security Strategy 2, 26643-291, dated 28 October 2013

Figure 2. Triangle of Security, Freedom and Societal growth

Security Cyber security concerns both the security of IT as well 
as the security of the information stored in it. Failure of IT-based 
services and processes can have major consequences for society. 
Guaranteeing security is essential for building confidence in the 
cyber domain.

Freedom In the transformation of society to an information soci-
ety, IT has been designated a key role. Hence fundamental values 
and rights cannot be seen separately from the technical environ-
ment in which they are expressed. Fundamental rights and values 
must therefore be guaranteed in the cyber domain.

Societal growth The development of IT and the innovative 
strength based on extensive digitisation is an important stimulus 
for growth.2 The emergence of IT has brought about completely 
new business sectors.3 In addition, the innovative deployment of 
IT in existing businesses has a positive influence on productivity 
and competitiveness – according to the Dutch Bureau of Statistics 
(CSB), 60 percent of economic growth in the period 1985-2005 is 
linked to IT.4 Aside from economic growth, IT also affects societal 
growth. Digitisation offers society new opportunities, e.g. in the 

2 Online shopping grows by about 10 percent per year, see http://www.thuiswinkel.org/groei-
online-winkelen (consulted on 27 May 2014) 

3 See http://www.nederlandict.nl/Files/TER/ICT_en_TOPSECTOREN_ICT_als_Innovatie_As.pdf 
4 See http://www.rijksoverheid.nl/onderwerpen/ict/ict-en-economie
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form of applications for educational purposes,5 possibilities to 
maintain social contacts and improved government services.

Various forms of interests 
The increasing digitisation of our society is noticeable to almost 
everyone, which means that adverse effects to IT security has an 
ever greater impact on its interests. In the field of cyber security 
we differentiate four types of interests: individual, organisational, 
chain and societal interests.

In terms of cyber security, account must be kept of every single 
one of these interests. These interests carry a different weight for 
everyone and could be contradictory.

Individual interests These are issues which (individual) people 
consider to be of importance and which they protect. This includes 
fundamental rights such as privacy, freedom of speech, security 
of digital identity and access to online services. Civilians want to 
organise more things for themselves online. The growth in the 
number of customer portals is evidence of this.

Organisational interests Organisational interests are interests on 
which an organisation depends in order to achieve its objectives 
or even for its survival. An organisation which has been affected 
by a DDoS attack not only has difficulties with the disruption of 
their payments, but could also suffer from financial and reputation 
damages. In the long term, this could have serious consequences 
for the continuity of the enterprise. In addition, many organisa-
tions have possessions which could be interesting to outsiders, 
such as money, customer details, intellectual property or research 
data. The security of customer and personal details is therefore 
becoming a more important theme in vital sectors, particularly 
now that more information is stored in ‘Customer Self Care’ por-
tals and can be adapted (see appendix 2).

5 See for instance https://www.coursera.org and https://www.edx.org

Chain interests Interests do not limit themselves to individual 
organisations. There are also interests that extend beyond the 
organisation, such as:

 » the responsibility for information belonging to civilians or 
clients and suppliers;

 » the availability of digital services;
 » the importance of basic facilities, such as those used for online 

payments.

The importance of a chain is at risk when cyber attacks impact 
the interests of third parties, for example, when personal details 
are leaked or when online services, on which other organisations 
depend, are no longer available. At the time of the DDoS attacks 
on the DigiD infrastructure in August 2013, access to the personal 
portals on the sites of healthcare insurers was largely not possible. 
The vital sectors have specifically indicated that they attach a great 
deal of importance to chain integration and the guaranteeing of 
cyber security in chains of information systems (see appendix 2). 
Physical production chains are also interwoven in many sectors. 
The supply of ‘secure’ IT solutions appears to be lagging behind 
the demand.

Societal interests Some interests extend beyond the interests of 
individuals or organisations and affect Dutch society as a whole. 
An example is the availability of essential services, such as elec-
tricity. Cyber attacks directed towards a business or sector could 
also eventually affect society as a whole. A lengthy failure of the 
payments system or the power supply would impact the economic 
interests of the Netherlands and lead to social disruption.

INDIVIDUAL INTERESTS

CHAIN INTERESTS SOCIETAL INTERESTS

ORGANISATIONAL INTERESTS
» Privacy

» Freedom of speech

» Access to services

» Physical security

»  Products and services 

»  Production means 
 (including money, patents) 

»  Reputation 

»  Trust

» Responsibility for information 
 about civilians or clients

» Control of general facilities and 
 systems, such as GBA, iDeal and DigiD 

» Interdependence between 
 organisations 

» Availability of essential services

» Protection of the (democratic) 
 legal order and national security 

» Infrastructure of the internet 

» Free movement of services 

» Digital security
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Developments
The developments outlined in previous editions of the CSAN still 
have a major influence on the interests. Examples include:

 » the extensive use of social media and mobile media;
 » the increasing use of the cloud;
 » increasing hyper-connectivity (all devices are continuously con-

nected to each other and to the internet).
Moreover, the developments below are relevant for cyber security.

Dependence on IT continues to increase. This conclusion, also 
present in the previous editions of the CSAN, still applies. The 
improvements in efficiency and effectiveness which are foreseen 
by more intensive deployment of IT, keep on urging businesses 
and governments to set up processes with new IT solutions. Also, 
end users increasingly use IT applications in contacts with their 
environment. This is why the number 
of smartphone users is still rising. 6 
That also applies to the number of ser-
vices that are provided on such mobile 
platforms.7  A common factor amongst 
these points of attention is that they 
are being deployed more often as a 
means of making information gather-
ing and exchange possible. The nature 
of the techniques involved is designed 
to reach all corners of society.

It is because of these developments 
that the importance of cyber security is 
increasing. Increasingly, the digital channel provides the only pos-
sibility for information exchange with certain services and organi-
sations. Hence any inadequate security or insufficient robustness 
of the chosen solution has an immediate effect on the availability 
and reliability of services. Cyber attacks have an increasing impact 
on the functioning of and confidence in the infrastructure that 
keeps the Netherlands going. In the past period we have seen a 
number of developments that have influenced the interests of 
individuals, organisations and society as a whole.

Lastly, we see that original alternatives that were maintained 
parallel to digital solutions, are becoming outdated and are being 
scaled down. They often disappear due to cost considerations. It 
is too expensive to maintain an ‘old’ structure parallel to a new 
digital solution. Many new digital products are being launched for 
which an analogue alternative has never existed. The importance 
of cyber security is increasing because the potential damage of 
attacks is getting bigger.

More extensive chain dependence An important development is 
the influence of the ongoing connection of former separate stages 

6 In 2013 30 percent, see http://www.telecompaper.com/nieuws/smartphonemarkt-groeit-met-
bijna-30-procent-in-q1--1011185 (consulted on 1 may 2014).

7 In 2013, 1.5 million apps were available for Apple and Android, http://www.flurry.com/
bid/103601/Mobile-Use-Grows-115-in-2013-Propelled-by-Messaging-Apps (consulted on 11 June 
2013). The use of apps is still on the increase.

in information processing procedures, on the interests of the 
actors involved. A further organisation in process chains, increases 
the chain dependence of participating parties. If the interests of 
one of the parties is at risk, this has an immediate influence on the 
other parties in the chain. In this way the interests of individuals 
or organisations develop into shared interests. In the protection of 
interests, account must also be kept of the influence of (the falling 
away of ) other links in the chain. After all, a chain is only as strong 
as its weakest link. Hence a disruption potentially has a greater 
impact: affecting the interests of one part of the chain may have 
consequences for the chain as a whole (see the sectoral analysis in 
appendix 2).

The Internet of Things More and more devices collect details 
about their environment and exchange this data amongst each 

other or via the internet. Gartner 
estimates that by 2020 more than 25 
billion devices will be connected to 
the internet.8  This concept, which 
is known as the Internet of Things, 
provides many applications to make 
our lives easier, safer and freer. In 
coming years an increasing number 
of household appliances, medical and 
industrial equipment will contain all 
sorts of sensors. They will continuously 
exchange data via an internet connec-
tion. The developments are still in their 
infancy, but will most certainly have an 

impact on cyber security: devices that are online run risks and are 
potentially vulnerable. This is elaborated in the detailed section 
The Internet of Things.

Worldwide data growth More and more aspects of our daily lives 
are being recorded: a development that is known as datafication. 
The data explosion and the services based on it, have a positive 
influence on societal growth. Newly developed applications do 
not only have major economic effects but also bring about change 
in social and civic life. The increased possibilities of analysing an 
ever-growing amount of available information can be applied to 
increase security.

8 http://www.gartner.com/newsroom/id/2684915 (consulted on 11 june 2014)

“ The data explosion 
and related services 
have a positive impact 
on social growth.”
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On the other hand, the data explosion also poses risks. The dam-
age and potential impact that comes about because of a disrup-
tion, failure or abuse of this information is greater than ever 
before. It is highly probable that all kinds of parties will further 
the trends of datafication and data collection in the forthcoming 
years. On the one hand this leads to societal progress and more 
possibilities for security. On the other 
hand it poses risks for the individual pri-
vacy and for the importance of confidenti-
ality of information for private organisa-
tions and governments.

In the past year, worldwide cases have 
shown that these risks are real and that 
the interests can be adversely affected. The 
loss of grip on information, a risk that was 
identified last year by the Cyber Security 
Assessment Netherlands (CSAN), is a 
genuine threat. Media outlets and society paid a lot of attention to 
activities by intelligence services over the past year. Those intel-
ligence services, nonetheless, consider the threat from non-allies 
to exist and to be growing. Commercial parties are also playing 
an increasingly central role within the information infrastructure 
of individuals, businesses and governments. This involves risks 
due to the dependence of these businesses and the vast quantity 
of data. The enhancement of resilience evidently is problematic, 
because end users can barely take precautionary measures against 
the vulnerabilities that are present. This is elaborated in the 
detailed section Global data growth in context.

Conclusion
With regard to cyber security there are different levels of interests:

 » personal interests;
 » organisational interests;
 » chain interests;
 » societal interests

Cyber security demands protection of all those interests. The inter-
ests must always be taken into consideration in mutual coherence 
and should be seen within the cyber security triangle of security, 
freedom and societal growth.
As was the case in previous years the dependence on IT is increas-
ing. The result is that the non-functioning of IT or an infringement 

of the confidentiality and integrity of 
information, has an increasingly greater 
impact on the lives of people, the manner 
in which Dutch organisations work and 
the continuity of society. This increasing 
dependence is applicable to a high degree 
to the vital sectors. Cyber attacks and 
cyber disruptions potentially have a major 
impact on personal and societal security.

The developments which are commonly 
known as the Internet of Things (the 

phenomenon that more and more devices collect data about their 
environment and exchange this data amongst themselves or via 
the internet), on the one hand have a positive influence, but on the 
other hand they also bring about major challenges in the field of 
cyber security. People are inventively handling the data collected 
in this way and want to use this for purposes other than originally 
intended. From that, challenges arise in the field of security and 
privacy. «

“Loss of control 
over information 
is a real threat.”
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“CYBER CRIME 
LARGELY ORIGINATES 
FROM COUNTRIES 
WHERE AUTHORITIES 
TAKE LIMITED 
ACTION ON THE 
ISSUE”
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CHAPTER 2 » THREATS: ACTORS

This chapter deals with the actors who adversely affect 

the reliability and the security of information (systems), 

their intentions, the targets they are aiming at and the 

skills they have. The greatest threat for the government 

and the business community comes from state actors 

and criminals. Larger and more complicated cyber 

attacks are coming within reach of numerous parties 

due to a wider availability of tools.

State actors
The AIVD (General Intelligence and Security Service) and the MIVD 
(Military Intelligence and Security Service) have determined that 
the threat of digital espionage remained undiminished between 
April 2013 and March 2014. The number of digital espionage cases 
rose, as did their complexity and impact. In the Netherlands, the 
victims are government departments, the defence industry and 
businesses in the top tier sectors. In addition, state actors abuse 
the Dutch IT infrastructure on a large scale for digital attacks in 
other countries. Almost every foreign intelligence service has 
invested in digital capabilities over the past few years. Hence 
digital espionage is no longer reserved for large and sophisticated 
intelligence services.9

 
Where it concerned the infringement of the confidentiality and 
integrity of information (systems) during the reporting period, 
the Edward Snowden ‘revelations’ were hot news items. Since 
June 2013, revelations appeared in media around the world about 
activities of the National Security Agency of America (NSA) which 
were based on information leaked by Edward Snowden, a former 
employee of that agency. The attention was focused on types of 
data exploitation that are not usually in the spotlight. The media 
attention emphasized the scale of the activities and the advanced 
technical capabilities involved.10

Various countries are developing the ability to carry out offensive 
cyber operations and have included military actions in the digital 
domain to their military doctrines. They could deploy these, for 
example, during conflicts with other states or opposition groups. 
Although there are still very few precedents on an international 

9 See the detailed section » Digital threat by state actors.
10 See the detailed section » Global data growth in context and many articles from The Guardian, 

The New York Times and Der Spiegel. Also Luke Harding, ‘The Snowden Files’, 2014.

scale in the deployment of computer network attack (CNA) 
operations,11 their potential impact is large.12

States could also hire services or buy products from other opera-
tors under a foreign banner, e.g. by pretending to be hacktivists.13 
Compared to other actors, state actors relatively have a lot of skills 
and means for attacks on information systems and IT.14 Hence 
a dependence comes about concerning the intentions of these 
actors and so too a vulnerability for the changes of the intentions 
of these actors.

Terrorists
The threat of cyber attacks by terrorists has not changed in respect 
of CSAN-3. The aim of terrorists is to bring about change in society, 
to seriously frighten the population or to influence political deci-
sion-making. Terrorists also do not yet have adequate skills and 
means to really bring about socially disruptive damage. Jihadists, a 
category of terrorists who do make serious threats, have executed 
small-scale and simple cyber attacks (defacements and DDoS 
attacks) in the Netherlands and abroad. Revenge for perceived 
Islamic hostilities appears to be their main motivation. Terrorists 
and especially Jihadists, sometimes also make use of hacking 
skills to support their activities, e.g. for propaganda purposes. The 
knowledge that these terrorists have gained with these kinds of 
hacking skills, can be used in the future for the execution of bigger 
or more advanced cyber attacks.

Professional criminals
Cyber criminality is organised more professionally and the pos-
sibilities provided by the internet are often used to make other 
forms of criminality possible. The intention of professional crimi-
nals is to earn money. That can happen in a number of ways:

 » The executing of attacks on information or IT systems (e.g. a 
DDoS attack) themselves, or blackmailing by threatening with a 
cyber attack or a malware infection.

 » Offering services with which others can execute attacks. In 
2013, the markets have grown in size, complexity and profes-
sionalism. Yet the prices for deploying botnets and DDoS, for 
example, are dropping, because of the numerous other options 

11 CNA operations, or offensive cyber operations, are digital means with which the actions of 
opponents are influenced or rendered impossible. These capabilities can be deployed in military 
operations in support of conventional military capabilities.

12 See the detailed section » Digital threat by state actors.
13 ‘CrowdStrike global threat report 2013 year in review’, Crowdstrike, 2014, ‘Government 

spying tools will worsen Internet security: experts’, Reuters, 3-3-2014 (http://www.reuters.
com/assets/print?aid=USBREA2228K20140303), ‘The digital arms trade. The market for 
software that helps hackers penetrate computer systems’, The Economist, 30 March 2013.

14 See chapter 6 for information about attacks geared towards information and ICT.
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that are available. In addition the price for newly discovered 
vulnerabilities has risen.15

 » Trade in or services for stolen information. The information 
that criminals steal by means of botnets and malware for exam-
ple, has an independent value for the attacker. He would use 
this for example, to commit fraud or to make a deal. Symantec 
states that a very professional team of hackers exists which can 
be hired to get information.16

 » Using cyber attacks for other forms of criminality. In 2013, the 
police discovered that drug dealers ‘hired’ hacker services. By 
manipulating the systems at two large container terminals in 
the port of Antwerp, the drug dealers themselves could alter the 
locations and relocations of containers. In this way, they could 
collect the container in which the drugs were hidden sooner 
than the planned transport operator.17

In the past period, professional criminals have geared themselves 
more towards abuse of the infrastructure of the internet rather 
than abuse of individual computers or sites.18 The scale advantages 
of the abuse of a service provider, like a hosting party, a domain 
name server19 or popular website, for example, offer far more 
opportunities than an individual compromised website.

Professional criminals have a strongly varying level of knowledge 
and skills. There are (groups of ) criminals that have advanced 
cyber skills and professional means. At any given point in time 
they can offer those skills to others, at a price. This enables less 
experienced or less equipped criminals to execute (complicated) 
cyber attacks or to threaten to do so.

In relative terms, a great deal of cyber criminality emanates from 
countries where authorities counteract to a limited degree. Cyber 
criminals can make use of the possibilities of the border-crossing 
internet and in so doing, avoid the authorities. In addition, certain 
service providers are active as hosting providers that intentionally 
or unintentionally provide criminals with guaranteed anonymity 
and security. The jurisdiction issues regarding the storage of data 
in the cloud is another challenge in the investigation, and works to 
the benefit of suspects.

Cyber vandals and script kiddies
Cyber vandals have a great deal of knowledge, with which they 
develop their own tools or expand on those of others. They 
execute hacks simply because they can or to show that they are 
capable of doing so. Script kiddies are hackers who have a limited 

15 ‘Internet Security Threat Report 2014’, Symantec, 2014, ‘Markets for Cybercrime Tools 
and Stolen Data. Hackers’ Bazaar’, Rand Corporation, 2014, “Cybercrime shopping 
list study points to falling prices’, BBC news technology, 17 December 2013.

16 ‘Hidden Lynx – Professional Hackers for Hire’, Symantec, September 17 2013 (http://
www.symantec.com/connect/blogs/hidden-lynx-professional-hackers-hire and http://
www.wired.com/images_blogs/threatlevel/2013/09/hidden_lynx_final.pdf)..

17 ‘Cyber Security Perspectives 2013’, KPN, Police, NCSC, TNO, 2014, ‘‘Hackers 
open the way for drug traffickers”, NOS.nl, 17 June 2013 (http://nos.nl/op3/
artikel/519270-hackers-geven-drugssmokkelaars-vrij-baan.html)

18 ‘Cisco 2014 annual security report’, CISCO, 2014.
19 For an extensive description of vulnerabilities in protocols 

such as DNS, see also chapter 4 Vulnerabilities

amount of knowledge. They make use of techniques and tools that 
others have developed and which are accessible to anyone. They 
are often youngsters who are hardly aware of the consequences of 
their actions. Their motives are often mischief and the search for 
a challenge. The consequences of their actions could however be 
enormous. There are no indications that changes have taken place 
in respect of cyber vandals and script kiddies.

 
Four Dutch hackers stole a million Euros 
On 24 October 2013 the public prosecutor’s office reported that 
four Dutch hackers had looted bank accounts and had stolen 
approximately 1 million Euros by sending out e-mails with a link 
to malware. This malware infected the computers of Dutch 
account holders, after  which they could instruct new transac-
tions or could alter existing transactions. The money was 
transferred to so-called ‘money mules’, people that have made 
their bank accounts available for stolen money. The criminals 
also sent tweets about current news events which included 
links to their malware.20

 
The fact that a marketplace exists for the providing of criminal 
cyber services, together with the ample availability of knowledge 
and tools, ensures that cyber vandals and script kiddies have ample 
opportunities. Despite script kiddies not having any special skills 
or means, they can launch cyber attacks with a major impact. 
This is simply because the execution of certain cyber attacks 
is very easy. This involves, for example, the execution of DNS 
Amplification Attacks.21

Hacktivists 
Hacktivists are people who use their cyber attacks to realise ideo-
logical aims or to bring such aims closer. The aims vary amongst 
and within groups of hacktivists and over time. In the past, hack-
tivists often carried out cyber attacks as a protest against measures 
that they considered to be harmful to the freedom of the internet. 
Ideologically motivated cyber attacks, despite specific claims, are 
difficult to attribute to a culprit. There is sometimes very little 
cohesion to be found in claims. Some people also claim an action 
on behalf of a group, but deny this later. According to the AIVD and 
MIVD, the trend that hacker groups have appointed themselves 
advocates of the interests of states, continued in the past year. In 
the past year, no incidents by such hacker groups who manage the 
interests of states, were observed against the Netherlands.22

Regular calls for cyber attacks emerged in both the Netherlands 
and abroad. Not all of the calls for cyber attacks result in successful 
attacks. In 2013, it was noticed a number of times that accounts of 
news organisations were taken over, for example Reuters, or web-

20 ‘OM: Nederlandse hackers plunderden bankrekeningen’, De Volkskrant, 24 October 2013.
21 See chapter Tools
22 Detailed section » Digital threat by state actors.
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sites were defaced, for example the BBC site.23 No reliable figures 
are available to assess whether the number of hacktivistic cyber 
attacks changed in 2013.

Hacktivist skills vary a great deal within and amongst groups and 
are dependent on a number of factors. In CSAN-3 it was reported 
that hacktivists often operated in fluid networks that are often 
open to contributions from everyone. Furthermore, during a 
government campaign hackers may spontaneously offer their 
knowledge of vulnerabilities or previously stolen information.

Internal actors
Internal actors are individuals who are or have been (temporarily) 
present in an organisation, such as (ex) employees, temporary staff 
or suppliers. An internal actor can adversely affect the reliability or 
security of information (systems). The intention could be revenge, 
for example, after a dismissal. There could possibly be financial or 
political motives. Internal actors could act on their own initiative 
or could be approached by others, or are requested to do so, e.g. 
by state actors for espionage purposes. Such cases do not (always) 
necessarily involve advanced technology. A plugged-in USB flash 
drive with malware could already suffice. 

Cyber researchers
Cyber researchers want to find vulnerabilities in IT environments 
so they can uncover irregularities in security systems that are (too) 
weak. Their skills vary. They often use the media to publish their 
findings and to enhance the awareness about the necessity of 
cyber security.  During (international) hacker conferences cyber 
researchers have repeatedly pointed out newly found vulner-
abilities. This type of publicity can (temporarily) cause govern-
ment institutions and businesses to be extra vulnerable because 
malicious parties could benefit from the research findings. In 
some cases cyber researchers are themselves suspected of having 
committed a criminal offence. In order to avoid this, various 
public and private parties have applied the ‘responsible disclosure’ 
guideline since 2013. These parties do not take any legal action if 
the researchers adhere to the guideline (for a detailed explanation 
see appendix 1).

Private organisations
If private organisation adversely affect the confidentiality of 
information(systems), they mostly do so to earn money, for 
example by way of digital theft of information about competi-
tors. By offering products such as apps or other services, private 
organisations can obtain lots of customer details. They can then 
use those details for commercial purposes themselves or sell them 
to others.24 The user has often (intentionally or unintentionally) 
given permission to do so. Yet users could still be confronted by 
surprises where it concerns company take-overs or amendments 
in the terms and conditions for users. This is because the data is 

23 ‘How Hacktivists have targeted major media outlets’, Dark Reading, 21-8-2013, ‘Syrian 
Electronic army no longer just Twitter feed jackers... and that’s bad news’, The Register, 1-8-
2013, ‘Syrian Electronic Army: Hacktivists on the battlefield’, The Soufan Group, 19-9-2013.

24 See also detailed section » ‘Global data exploitation in context.

suddenly used for other purposes or can be used by other par-
ties. Most certainly in the case of cloud applications, the user is 
highly  dependent on the supplier to guarantee reliability. Hence 
a dependence arises concerning the intentions of these actors and 
so too a vulnerability to changes in those intentions.

 
Reporting to KPN by way of responsible disclosure 
In June 2013, a person using the pseudonym CrossWire 
discovered a vulnerability in the KPN network. Via a connection 
that was still active in vacant premises he gained access to part 
of the internal infrastructure of KPN. He reported this to the 
NCSC, who passed it on to KPN. To remedy the vulnerabilities 
CrossWire was prepared to cooperate with KPN, who was very 
grateful to him.25 

Conclusion
As was the case in CSAN-3, the biggest threat for government and 
the business community is caused by state actors (because of the 
digital espionage cases) and professional criminals (because of the 
various forms of cyber criminality).

Criminal organisations professionalise further with the devel-
opment of a very professional criminal cyber services sector. 
‘Cybercrime-as-a-service’ is no longer an incident, but a part of 
the established structure. With this, damage to the reliability 
and security of information (systems) comes within the reach of 
numerous parties.

25 ‘Cyber Security Perspectives 2013’, KPN, Police, NCSC, TNO, 2014, ‘Hacker had access 
to part of KNP infrastructure’, Security.nl, 18 November 2013 (https://www.security.
nl/posting/370041/Hacker+had+toegang+tot+deel+KPN-infrastructuur).
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Actor Intention Skill level Target 

State actors For counter terrorism or the protection 
of National Security
Improving geopolitical or (internal) 
position of power

High Government institutions, defence industry and 
businesses in the top tier sectors. Organisations 
that act as a stepping stone to ‘target’ others.

Terrorists Bringing about changes in society, 
seriously frightening the population or 
influencing political decision-making

Medium to 
low

Targets with a high impact, ideological symbolic 
function

Professional 
criminals

Financial gain (directly or indirectly) High to 
medium

Providing products and services with a lot of 
identity or financial details
Basically everyone from whom money can be 
earned in an illegal fashion 

Cyber vandals and 
script kiddies

Mischievousness, search for a 
challenge

Low Various

Hacktivists Bringing ideological targets closer Average News organisations. Related to what the ideo-
logical target aspires for. Sometimes entirely at 
random, the only reason being the vulnerabilities 
present

Internal actors Revenge, financial gain or ideology 
(possibly ‘driven’)

High to low Present and/or former working environment

Cyber researchers Display weaknesses, own profiling Average Various

Private 
organisations

Obtaining or selling valuable 
information

High to low Competitors, civilians, clients

Table 2. Actors, intentions, skill level and targets
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“THE EMERGENCE 
OF CRYPTOWARE 
IS DISTURBING”
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CHAPTER 3 » THREATS: TOOLS

The previous chapter described which actors execute 

cyber attacks and why. To this end, they make use 

of tools to abuse or to enlarge vulnerabilities. This 

concernsboth technical tools as well as methods of 

attack. The malware trends in 2012 continued in 2013. 

Records were broken in many areas. Despite a further 

decline in the number of published exploits, the number 

of new malware still rises explosively, so too in the 

mobile domain. DDoS attacks provide increasingly high 

bandwidths and the marketplace in which these tools 

are traded, is becoming more and more professional. 

Technical tools

Declining number of exploits, rising prices After having reached 
a distinct peak in 2010, the number of published exploits26 has 
been declining over the last few years. The published exploits 
mainly still gear themselves towards Windows platforms and web 
applications. A substantial portion of the exploited vulnerabilities 
is related to Oracle Java, Adobe Reader and Adobe Flash.27

 
A possible explanation for the decline in the number of exploits is 
that it is getting more difficult as well as more costly to effectively 
exploit vulnerabilities.

The decline in published exploits appears to lead to rising prices 
for new zero-day exploits.28 This is based on the market mecha-
nism in which when there is a lower supply, prices rise. Possibly 
increased prices lead to exploited vulnerabilities no longer being 
published, but being sold in the black or the grey market.29

The price rise, amongst other things, is evident from the prize 
money in the annual hacking competition Pwn20wn held by HP. 
In the competition, security researchers try to abuse the vulner-
abilities in extensively used software. The available prize money30 
has risen tenfold, from $10,000 in 2007 to over than a million USD 
today.31

26 Software that exploits vulnerabilities – see also Definitions for more information  
about terminology.

27 http://www.av-test.org/en/news/news-single-view/adobe-java-make-windows-insecure/
28 An exploit that takes advantage of a vulnerability for which no patch is as yet available.
29 See paragraph Market forces.
30 Prize money is the amount sponsors (ZDI, Google, etc.) pay to buy used zero day exploits.
31 http://www.pwn2own.com/2014/03/pwn2own-2014-recap/

The number of available exploit kits has also grown further in the 
past period. Exploit kits make use of vulnerabilities that have not 
been patched as yet, to install malware onto an infected system.

After the apprehension of the creator of the extensively used 
Blackhole exploit kit in October 2013, the number of Blackhole 
viruses dropped very quickly, because there were no updates 
(exploits of new vulnerabilities). Other exploit kits such as Angler, 
Styx and Nuclear were, however, able to fill the gap in the market 
very quickly.32

Malware is growing and professionalising Despite the decline 
in the number of published exploits, the amount of new malware 
rose explosively in 2013 (see figure 5). The bulk of this is existing 
malware which has been adapted to avoid detection by anti-virus 
packs. The bulk of the malware (more than 75 percent) consists of 
Trojans.33

Figure 6. clarifies the relationship between vulnerabilities, 
exploits and malware. 

Software can contain multiple vulnerabilities. A vulnerability, in 
turn, can apply to various software products. Exploits are writ-
ten to exploit one or several of these vulnerabilities. Malware 
is written on the basis of one or more exploits to implement the 
purpose of the malicious user. A specific exploit can therefore be 
applied in many pieces of malware.

32 F-Secure H2 2013 Threat Report
33 Malware that installs on a device and collects information or establishes a connection  

to a botnet.
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34 Source: http://exploit-db.com
35 Source: www.cansecwest.com

Figure 3. Number of published exploits34

Figure 4. Prize money Pwn2Own35
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36 Source: AV-test Institute.
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Figure 5. New unique malware36

Figure 6. The use of software vulnerabilities by malware aided by exploits
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Malware is incurred more and more often by merely visiting an 
infected legitimate website. The installation of the malware takes 
place unnoticeably for the visitor, even without actively having to 
accept a download.

The creators of malware usually try to leave their malware behind 
on a system by writing the infected files to the system. Yet in 2013, 
a volatile type of malware was discovered37 that only nestles itself 
in the workspace memory. This malware disappears when reboot-
ing the computer. Because of this, volatile malware is far more 
difficult to find and to combat than traditional malware. The crea-
tors of malware also make use of so-called online crypter services 
to encrypt malware and to create a new version of this malware. In 
this way, they ensure that this malware is not detected by anti-
virus software. 

Also, during the reporting period, regular malware attacks were 
seen which were specifically geared towards cash-register systems 
abroad (point-of-sale attacks). For the Netherlands, this is less 
relevant because of the market penetration of the PIN system. 

Professionalisation of cyber criminality leads to a more profes-
sional development of used tools. Criminal organisations use 
professional development teams to develop and adapt malware for 
specific targets. Government departments are increasingly using 
professional and tailor-made tools for cyber espionage38 or for the 
combating of cyber criminality.

The use of such tools is not exclusively meant for those who 
develop tools; everyone can obtain advanced malware quite easily. 
Profound knowledge of the required technique is no longer neces-
sary to be able to execute successful cyber attacks. This is how the 
number of potential users that could bring about serious damage 
could rise relatively easily.

Botnets are more difficult to detect and to repair Botnets are 
still used for the dissemination of spam, the execution of DDoS 
attacks, click fraud and keylogging, but nowadays they are also 
used for the dissemination of ransomware39 or for the mining of 
crytocurrencies.40 In absolute terms, it seems that the number of 
botnets has dropped during the reporting period, but this does 
not mean that they are not effective.41

Botnets herders are making a lot more use of defensive measures 
to maintain their botnets. Criminals use the TOR network, for 
example to conceal botnets and C&C servers. In addition, more 
intelligence is put in the malware. Hence it is possible, for exam-
ple, for infected clients to seek contact with new C&C servers when 
the original C&C network has been dismantled. 

37 See http://www.fireeye.com/blog/technical/2013/11/new-ie-
zero-day-found-in-watering-hole-attack.html

38 http://www.zdnet.be/article/155615/hoe-de-belgische-overheid-werd-gehackt/
39 See Detailed section » Ransomware and Cryptoware.
40 See text box crypto-currencies, page 35.
41 For current figures, see http://www.shadowserver.org/wiki/pmwiki.

php/Stats/BotnetCharts (consulted on 3 June 2014)

More and heavier DDoS attacks After the number of DDoS attacks 
had remained relatively low in 2011 and 2012, it returned with 
an unprecedented intensity in 2013. In April and May of 2013 the 
largest banks of the Netherlands as well as government depart-
ments were under attack for prolonged periods.

It has become increasingly simple to carry out DDoS attacks, 
including for technically less sophisticated cyber criminals. Simple 
tools have become readily available and botnets can be hired via 
black markets. This has made it possible to have DDoS attacks 
carried out at low costs,42  which in turn has contributed to the rise 
in the number of DDoS attacks. Simple DDoS attacks are easier to 
combat due to increasingly improved mitigation resources. More 
sophisticated DDoS attacks directed towards the application layer 
(DDoS layer 7), are more difficult to recognise and therefore more 
difficult to combat, because these attacks imitate the behaviour of 
legitimate users.

A new development in this reporting period is the record-breaking 
number of amplification-based DDoS attacks by means of UDP 
protocols.43 

Snake/Uroburos
One of the most sophisticated pieces of malware that has 
emerged in the past few years is the Uroburos rootkit. There 
are indications that varieties have already been operating since 
2011 and have remained unnoticed until 2014. Its complexity 
has been compared to the notorious Stuxnet computer worm. 
Uroburos (a.k.a. Snake) contains traces of Russian developers 
and displays many similarities to previous intelligence opera-
tions against American military installations.44

Examples of amplification attacks are the DNS Amplification and 
the Chargen attack. These protocols make use of UDP. Hence it is 
not necessary to bring about a connection. By submitting relatively 
small requests with a fake sender’s IP address (the target), this 
target will have to process relatively large replies in UDP format. 
From the victim’s point of view it looks as if they are being attac-
ked by these legitimate servers. Amplification attacks are used on 
the one hand because the faking of UDP traffic is very easy and 
this faked traffic does not get filtered. Besides, a large number of 
so-called open services are linked to the internet (like open DNS 
resolvers). Figure 8 shows the average bandwidths of DDoS attacks. 
Very few figures are available about the growth in amplification 
attacks.

42 http://krebsonsecurity.com/2014/02/the-new-normal-200-400-gbps-ddos-attacks/
43 User Datagram Protocol: a communication protocol that is faster but less reliable than TCP.
44 https://www.gdata.de/rdk/dl-en-rp-Uroburos
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Figure 7. Number of newly discovered mobile malware families and varieties 45

45 Source: http://www.f-secure.com/static/doc/labs_global/Research/Mobile_Threat_Report_Q3_2013.pdf 
and http://www.f-secure.com/static/doc/labs_global/Research/Mobile_Threat_Report_Q1_2014.pdf

46 See http://www.marketingfacts.nl/statistieken/channel/mobile_marketing
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Malware in the mobile domain 
More and more smartphones and tablets are being used in the 
Netherlands.46 That makes it more enticing for malicious 
parties to write malware for mobile devices. Mobile malware 
almost has the same aim as ‘old-fashioned’ PC malware.   
 
There are a few notable differences:
» Mobile devices often get their apps via stores, so it is not 

always possible to disseminate applications freely. The 
creators of the operating system (like Apple, Google and 
Microsoft) control these stores. They all have a policy to 
actively investigate and remove ‘rogue apps’, malware 
which is disguised as a usable app.  In this way, mobile 
malware disseminates itself much slower than in PCs. 
However, the manner in which this policy is maintained 
(prior approval versus searching afterwards) differs. That 
also has an influence on the amount of affected malware 
per system. A lot of mobile malware is disseminated via 
non-official stores or web fora. Dissemination also takes 
place via infected, legitimate websites or mobile botnets. 
The ‘rooting’ or ‘jail breaking’ of the mobile device 
significantly increases the risk

» Because mobile telephones are used as a second channel 
for authentication, there are malware combinations that 

try to infect both the PC as well as the smartphone of the 
victim, to be able to manipulate online banking transacti-
ons, for example.

» Cyber criminals can also deliberately make telephones call 
or text to expensive subscription numbers. When criminals 
control such a number themselves, they themselves can 
collect the costs incurred by the telephone for calls made 
to this number. The user is subsequently footed the bill.

A number of characteristics are indeed comparable  
to desktop malware:

» Malware writers gear themselves towards the most 
popular systems. For PCs, this obviously is Windows. 
Mobile malware mainly gears itself towards Android; iOS is 
less of a target, and because of the lesser use of Windows 
Phone malware is hardly ever seen for this. Yet, no 
conclusions can be drawn about which operating systems 
are more or less secure. It merely says something about 
the threat.

» Anti-virus companies supply special anti-virus products for 
smartphones, irrespective of whether the manufacturer 
considers this necessary or not.
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47Remote Access Tool (RAT) In 2013, professional online poker 
players became victims of remote controlling via a so-called RAT-
infection.48 Via RAT, an outsider takes a sneak peek at the screen 
of the infected computer. In this case the aim was view the player’s 
cards and to give the opposition an advantage in the poker game.

Carberp case
In June 2013, the source code of the Carberp botnet was sold on 
the black market for $25,000 after it had generated an 
estimated $250 million in the past few years. A few months 
earlier, the exploiters of the botnet had been arrested in Russia 
and the Ukraine. The package with the source code was 5 GB in 
size and contained approximately 30,000 files. A couple of 
hours after it was sold the package was leaked and became 
generally available. Cyber criminals thus had an opportunity to 
adapt Carberp and to provide it with new features.49

In October 2013, a hacker from Rotterdam who was apprehended 
on the suspicion of intruding approximately 2,000 computers,50 
also made use of a RAT.

47 Source: Verizon 2014 Data Breach Investigation Report
48 Source: F-secure Threat Report H2 2013
49 http://tweakers.net/nieuws/89904/vrees-voor-malwaregolf-laait-

op-na-vrijkomen-broncode-carberp-trojan.html
50 See text box Personal blackmailing and holding specific data 

hostage are relevant new threats, page 55.

Ransomware and Cryptoware The last few years have seen an 
emergence of ransomware (ransom software). This ransomware is 
getting increasingly innovative and more aggressive. The vari-
ous types are often tailor-made for the receiver and make use of 
innovative technologies and hijacking capabilities. The payment 
methods used are also becoming smarter, making use of voucher 
codes and cryptocurrencies (see box). At the end of 2013 a special 
type of ransomware emerged: Cryptoware.
In the Netherlands, many ransomware infections have been 
observed, but there are only a few cryptoware infections. In sur-
rounding countries many cryptoware infections have already been 
detected. The arrival of cryptoware is disconcerting: in some of the 
cases it seems that the paying of a ransom helps. This is in contrast 
to the classic ransomware.

Ransomware and especially cryptoware make use of a very lucra-
tive business model. This illustrates a far-reaching professionali-
sation of the cyber crime sector. In the past year, law enforcement 
agencies have invested a great deal in providing information about 
and the combating of ransomware and cryptoware. For more 
information, please refer to the detailed section Ransomware and 
Cryptoware.

Phishing remains a concern To cyber criminals e-mail continues 
to be an important means to obtain details of victims or to attract 
potential victims to unintentionally install malware.51

The quality of phishing e-mails is improving; nowadays they con-
tain less linguistic errors. Yet the set-up is often still the same: they 
ask the “client” to respond quickly, under threat of e.g. the closing 
down of a certain service.

A popular form is the combination of phishing by e-mail and telep-
hone. Cyber criminals first make contact by telephone, and make 
it known that they know specifics about the client, thereby gaining 
his/her trust. In this way they entice the client to reveal passwords 
or other information. Alert service ECP and the banks constantly 
inform clients about these types of attacks and emphasize that 
security codes should never be given over the telephone or at non-
standard websites.

Many infections take place with exploit kits or RATs after having 
clicked on a link in a received e-mail message. Here cyber cri-
minals and state actors act in an ever more directed manner by 
composing e-mail messages that are interesting for a specifically 
targeted group (spear phishing).

51 http://ictmagazine.nl/1384/
financiele-phishing-aanvallen-nederland-misbruiken-naam-van-banken/

Figure 8. DDoS bandwidths 47
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The Netherlands hosts many rogue sites. For almost all 
threats mentioned in this CSAN use is made of hosting. 
With this, hosting providers consciously or unconsciously 
facilitate various forms of criminality. Most of the hosting 
providers use a type of subcontracting, whereby they have 
little or no insight into the actual users of their infrastruc-
ture. A rogue intermediary can therefore lease a whole rack 
to cyber criminals. In various reports by anti-virus compa-
nies52 the Netherlands ranks high as a country where rogue 
sites are hosted. The police have noticed that in certain 
investigations Dutch hosting providers come to the fore 
more often as service providers than others.

Digital certificates A growing trend is the authenticating 
of malware with apparent legitimate digital certificates. 
Creators of malware authenticate their products to get 
their victims, but also security software to believe that 
it involves legitimate software. Part of the certificates 
with which cyber criminals authenticate this malware 
is obtained by way of theft or purchase at less reliable 
certificate authorities. Furthermore, malware is dissemi-
nated through abuse of automated content distribution 
networks (CDNs), which package programs in authentica-
ted, legitimate installation software.53

The growing abuse can lead to less confidence in digital 
certificates. This could reduce the effectiveness of digital 
certificates in the long term. 

Working method and organisation

Market forces The drop in the number of published 
exploits per annum can possibly be explained by the rising 
prices that buyers pay on the grey and black markets for 
zero-day exploits. In this way, it is more lucrative to sell a 
newly discovered exploit to the highest bidder than to offer 
it to a responsible supplier in the white market for a lower 
amount.

Grey markets limit themselves to the selling of vulnerabili-
ties and exploits and as such are not illegal. Governments 
and businesses also dabble in this marketplace. The 
trading of vulnerabilities and exploits to parties other than 
the relevant suppliers continues to be controversial. The 
French security firm Vupen54 provides exploits for newly 
discovered zero-day vulnerabilities to governments of reli-
able countries.

52  http://www.securelist.com/en/analysis/204792250/IT_Threat_Evolution_Q3_2012
 http://www.mcafee.com/tw/resources/reports/rp-quarterly-threat-q2-2012.pdf
53 McAfee Labs Threat s Report, Fourth Quarter 2013.
54 http://www.zdnet.com/

nsa-purchased-zero-day-exploits-from-french-security-firm-vupen-7000020825/
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Increasing use of Cryptocurrencies 
In the past year, a Norwegian student bought an apartment with 
one-fifth of his bitcoins. In 2009 he had invested EUR 18.50 in 5,000 
bitcoins. By the end of 2013, those bitcoins were worth more than EUR 
600,000.55 Cryptocurrencies and particularly bitcoins have gained in 
popularity in the past few years. At the peak in 2013, one bitcoin was 
worth more than EUR 900.56 The value has dropped in the meanwhile, 
but the bitcoin’s popularity does not seem to diminish. More and more 
businesses are accepting bitcoins as a means of payment.57 Besides 
bitcoin, over two hundred forms of cryptocurrencies (such as the 
litecoin and feathercoin) are in use.58 

The absence of a central bank and the ease of use of micro payments 
are the most important reasons to make use of these services. Future 
use is difficult to estimate. Due to the fluctuating value and the limited 
availability, the use, in real terms, will probably not increase a great 
deal. Yet the possibilities for the use of cryptocurrencies have, in the 
meantime, been increasing. Some bitcoin ATMs have even been placed 
at a number of places.59

 
The nature and extent of cryptocurrency usage by the Dutch is largely 
unknown. About 2 percent of all the bitcoins are owned by Dutch 
users.60 In CSAN-3 reference was already made to possible criminal use. 
This has indeed become reality.61 In a number of ransomware variants 
bitcoins were demanded as a payment method. Moreover, a growing 
number of businesses have been blackmailed, in which the threat of a 
DDoS attack could be paid off using bitcoins. On the TOR network 
markets can be found on which trading in drugs, goods and services 
takes place. Payment is done mainly in cryptocurrencies. 
Cryptocurrencies are also used for the laundering of criminal money. 
This not only happens in the buying and reselling of (e.g.) bitcoins, but 
the buying of bitcoins is sometimes part of the laundering process. 
 
Because of the increasing use of cryptocurrencies there is a risk for 
businesses who facilitate the cryptocurrency market. These businesses 
themselves can fall victim to new and sophisticated forms of criminal-
ity, such as the hacking of exchanges and digital wallets. There have 
been very few signs of this in the Netherlands in the past year. Signs 
from abroad have indicated however that this type of criminality is also 
on the up. 
 
Combatting criminal usage of cryptocurrencies has been prioritised by 
the Dutch government.

55 http://www.ad.nl/ad/nl/4561/Wetenschap/article/detail/3534376/2013/10/28/
Noor-kocht-Bitcoins-voor-18-50-euro-heeft-nu-ruim-6-ton.dhtml

56 http://www.bitcoinweb.nl/bitcoinstatistieken/koers-bitcoin-euro/. This deals only 
with bitcoins, as this is the best known and most used cryptocurrency.

57 Not only online web shops, but also hotel and catering establishments and 
chemists accept bitcoins in the Netherlands (www.bitcoinspot.nl).

58 Source: http://coinmarketcap.com/
59 http://www.volkskrant.nl/vk/nl/2680/Economie/article/detail/3619605/2014/03/20/

Eerste-Bitcoin-automaat-van-Nederland-geopend-in-Den-Haag.dhtml
60 www.rijksoverheid.nl/...bitcoin/antwoorden-op-vragen-bitcoin.pdf
61 See CSAN-3, p. 29.
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Black markets have been established to facilitate cyber crime and 
have, in the meanwhile, become a worldwide phenomenon. These 
virtual markets for exploits, malware and stolen information (such 
as creditcard and account data) have grown and professionalised in 
the past few years.

For government institutions these underground markets are 
very difficult to gauge, if at all in sight. The use of resources to 
gain access anonymously (like TOR))62 and pseudo-anonymous63 
payments being carried out via cryptocurrencies (like the bitcoin) 
obfuscate the view. Actually, the higher segments of the markets 
are exclusively accessible for a limited group 
which has been thoroughly ‘screened’ by 
the market controller.

Cybercrime-as-a-service More and more 
providers consist of organised groups of 
(cyber)criminals that have discovered that 
the market is very lucrative and is less risky 
than physical criminal activities. It is a lot 
easier to set up a worldwide distribution 
network for virtual merchandise than to 
set up a physical distribution network for 
narcotics, for example.64

More and more, professional criminals 
offer their services to whoever pays for 
them. These services are provided professionally and fully:65 from 
technical tools to infrastructure and sometimes even helpdesk 
functionalities.

A major benefit for the buyers is that they can use these services 
immediately without having to invest time and money in the 
necessary knowledge and means.

62 TOR stands for The Onion Router and offers the possibility to 
anonymously communicate via the internet.

63 Bitcoin transactions are not completely anonymous, as the bitcoin address is documented.
64 Markets for Cybercrime Tools and Stolen Data, RAND Corporation.
65 http://resources.infosecinstitute.com/cybercrime-as-a-service/

Conclusion
The number of public exploits made is dropping every year. It 
could possibly become difficult to develop good exploits for 
vulnerabilities, and there is a connection with the rising prices for 
zero-day exploits. There is a growing (grey and black) market for 
exploits involving more and more money every year. It is unclear 
whether there are simply less exploits or that it has become more 
attractive to commercialise on them.

The amount of malware continues to rise dramatically each year. 
In many cases, this concerns varieties of existing malware which 

will only exist for a short while. This raises 
the question whether traditional anti-virus 
products based on signature recognition 
are still effective, or that aside from this, 
another form of protection against malware 
should be introduced.

Botnets are being disguised and defended 
much better and can therefore be deployed 
in further and more serious DDos attacks. 
On a worldwide scale mobile malware is 
increasing substantially, but until now, 
large-scale infections have not been 
ascertained in the Netherlands. Specifically, 
directed spear phishing brings about an 
increase of these infections. Ransomware is 

getting more innovative and more aggressive. In the Netherlands, 
there are many known ransomware infections and only a few 
cryptoware infections. The emergence of variants where a 
payment seems to help is of great concern, because this would 
seem to create an innovative and lucrative business model.

Tools to fully tap into vulnerabilities are becoming more 
professional, extensive and easier to apply. Due to the 
development of cyber crime-as-a-service, the availability of these 
high-grade attack mechanisms increases, especially for those users 
who technically less sophisticated. It is therefore becoming much 
easier to cause significant harm. «

“The Netherlands 
ranks high 
among countries 
where malicious 
sites are hosted”
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“EVEN IN THE 
FUTURE, ERROR-
FREE SOFTWARE 
IS UNLIKELY”



39

Core A
ssessm

entd 4 
Resilience: Vulnerabilities

»

CHAPTER 4 » RESILIENCE: 
VULNERABILITIES

Resilience involves the degree to which interests are 

protected against threats. The degree of resilience is 

determined on the one hand by the presence or absence 

of vulnerabilities which diminish the protection of our 

interests, and on the other hand by the presence or 

absence of measures which enhance such resilience. 

This chapter deals with the developments in the 

field of vulnerabilities. Vulnerabilities in software 

are still the Achilles’ heel of cyber security. For this 

aspect, a slight rise could be seen in the past year. As 

a source of vulnerability the user also continues to 

deserve attention, with trends such as BYOD and cloud 

computing.

A vulnerability is a property of IT, an organisation or a user that 
can be abused by actors to achieve their goals or which can lead to 
a disruption through a natural or technical event.

Technical vulnerabilities

Trend vulnerabilities in standard software continues to rise The 
past reporting period has shown a slightly rising trend in the 
number of vulnerabilities observed, based on CVE (Common 
Vulnerabilities and Exposures) registrations in the National 
Vulnerability Database66 The rise shown in CSAN-3 was stronger 
because of a peak in the third quarter of 2012.

The number of NCSC security recommendations reached a record 
high in the third quarter of 2013. The rising trend is related to the 
development that a growing number of parties register themselves 
at the NCSC.67

66 The Common Vulnerabilities and Exposures (CVE) is a uniform and 
internationally recognised identification of publicly known information 
security vulnerabilities. Consulted April 2014: http://nvd.nist.gov/

67 As a growing number of parties are joining the NCSC, security 
advice is provided about more software programs.

Figure 9. Number of CVE registrations and NCSC security recommendations per quarter
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Figure 10. Number of cleaned infections per thousand scanned computers in the 
Netherlands and the world68

Figure 9 reflects the number of CVE registrations and NCSC security 
recommendations per quarter. Both lines in the graph have their 
own scale, but are shown together in order to compare the trend.

Figure 10 shows the number of cleaned infections per thousand 
scanned computers for the Netherlands and the world. The 
Netherlands mostly scores somewhat lower. This is an indication 
that, on average, less malware infections occur in the Netherlands 
than elsewhere in the world. The sudden rise in both graph lines 
in the last quarter of 2013 is attributable to Microsoft qualifying 
Rotbrow and Brantall (software known for quite a while) as being 
malware. Hence a (probably) temporary peak has occurred in 
cleaned systems.

Vulnerabilities in Java are the most abused Exploit kits bundle 
ready-made exploits for vulnerabilities, making it easy to infect 
large quantities of systems in a short space of time. Figure 11 shows 
an overview  by Contagiodump69 of integrated exploits for prod-
ucts in 60 exploit kits. The ratios have shifted marginally in respect 
to the reporting period of CSAN-3. In relative terms, only the 
number of exploits for Oracle Java rose substantially. Other sources 
also report the dominant presence of Java in the exploit market.70  
Together with Java, Microsoft Internet Explorer and Adobe Flash 
and Adobe Reader/Acrobat account for 80 percent of the integrated 
exploits in exploit kits.

68 Source: Microsoft Security Intelligence Report volume 16, http://www.microsoft.com/sir
69 Cisco: 91 percent of all web exploits makes use of Java (www.cisco.com/assets/

global/FR/pdfs/executive_security/sc-01casr2014_cte_lig_fr_35330.pdf). 
70 Microsoft: about 72 percent of all targeted exploits makes use of Java (http://download.

microsoft.com/download/7/2/B/72B5DE91-04F4-42F4-A587-9D08C55E0734/
Microsoft_Security_Intelligence_Report_Volume_16_English.pdf).

71

Java’s popularity amongst exploit writers is not only a threat for 
PCs. Java is widely used as embedded software in cars, mobile 
telephones (also non-smartphones) and television sets. This 
embedded software is often more difficult to keep up-to-date than 
in standard PCs, making vulnerabilities more difficult to resolve.

71 http://contagiodump.blogspot.com/ and https://docs.google.com/spreadsheet/ccc?key=0AjvsQ
V3iSLa1dE9EVGhjeUhvQTNReko3c2xhTmphLUE&usp=drive_web#gid=0 (consulted April 2014)
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Vulnerabilities in software remain the Achilles’ heel of cyber 
 security The vulnerability of software and systems remains 
relentlessly high. This does not seem to change. This is the techni-
cal Achilles’ heel when it comes to guaranteeing cyber security, 
certainly where it concerns the popular standard software which is 
used in many systems.

At present there is no solution for this issue. More attention 
for concepts such as security-by-design72 and secure software 
development,73 can possibly restrict the extent of the problem, but 
error-free software is highly improbable, now and in the future.

The most popular method of attack by cyber criminals continues 
to be the abuse of well-known vulnerabilities in popular software. 
Because control organisations as well as individual users often 
install software updates (in which well-known vulnerabilities are 
resolved) very late or not at all, cyber criminals can sometimes 
exploit vulnerabilities for long periods.

Heartbleed case
The Heartbleed vulnerability74 was a key issue in April 2014. 
Operated  by remote control, Heartbleed allowed attackers to 
read internal memories of systems that use Open SSL.75 Open 
SSL is a programme library with which to set up secured 
connections: many different systems use it, such as web 
servers, VPN servers and WiFi access points. In the week 
following the publication of the vulnerability, organisations 
hastily went in search of which systems used Open SSL and 
whether these were vulnerable. It was not easy to estimate 
what the chance was of an organisation being affected, or to 
detect an attack in retrospect. There was also a substantial 
amount of attention paid in the regular (non-technological) 
media to this vulnerability.

Heartbleed consisted of a programming fault in OpenSSL which 
had not been noticed before. The vulnerability had been in 
OpenSSL for two years. OpenSSL’s code is subjected only to a 
limited check, even though the library is used extensively. In 
order to avoid this in the future, major technology companies 
announced extensive financial support for OpenSSL and other 
important open-source projects in the future.76

Heartbleed raises the question whether similar situations could 
occur in other essential software libraries and programmes.

72 See http://cmmiinstitute.com/resource/security-by-design-with-
cmmi-for-development-version-1-3/ (consulted June 2014)

73 See http://www.cip-overheid.nl/wp-content/uploads/2014/05/Grip-
op-SSD-Het-proces-v1-03.pdf (consulted June 2014)

74 See http://heartbleed.com/ (consulted: May 2014)
75 See https://www.ncsc.nl/dienstverlening/expertise-advies/kennisdeling/factsheets/

factsheet-heartbleed-ernstige-kwetsbaarheid-in-openssl.html (consulted: May 2014)
76 Source: http://arstechnica.com/information-technology/2014/04/

tech-giants-chastened-by-heartbleed-finally-agree-to-fund-openssl/

IT sustainability a growing problem The trend that more and 
more devices - including medical equipment, vehicles, televisions 
and household appliances - are linked to the internet, will con-
tinue. The software in these devices will always contain security 
leaks. All too often suppliers and buyers still consider electronic 
equipment such as smartphones as disposable products, which 
hardly need to have any attention paid to them after the initial 
production and sale.

For some devices, it is not possible to install software updates. 
Other devices are updated only a limited period by suppliers. 
Often, updates are available but users are not aware of them or 
do not know how to install them. In addition, users often do not 
know which products and software versions already are installed 
in their equipment.

Because outdated software often contains vulnerabilities which 
have been known for a long time but are no longer being patched, 
cyber criminals continue to abuse these. Hence a growing IT sus-
tainability issue arises.77

A shift in the abuse of vulnerabilities Because of the advanced 
application of organisational and technical measures to better 
secure computers, and because of the increasing market penetra-
tion of laptops, tablets and smartphones, cyber criminals are 
gearing themselves more often towards systems other than the 
traditional PC.

Data is increasingly stored in the cloud. This means that the cloud 
is also becoming more interesting to cyber criminals and that inci-
dents at cloud providers can have greater consequences for larger 
groups of users.

Another shift is that cyber criminals try to achieve as wide a reach 
as possible for their malware by getting involved earlier in the 
process. Instead of placing malware at only one website, by infect-
ing for instance a provider of online advertising, a large number of 
sites (and thus visitors) can be affected.

77 See also the Detailed section » IT Sustainability
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Target point-of-sale malware case
In January 2014, it became known that American Target chain 
had fallen victim to a cyber-attack that was specifically geared 
towards their point-of-sale (POS) systems.78 Personal details 
(including debit card and credit card numbers) of tens of millions 
of clients appeared to have been stolen.

In the United States, attacks on shops occur more often because 
of their stored data of credit card numbers. The incident at 
Target was remarkable because of its size. Never before were so 
many client details stolen in an attack that was specifically 
geared towards POS systems. The attackers could probably 
penetrate the system because they were able to obtain the login 
details of an empl oyee of a heating maintenance company via 
phishing. This employee had access to a Target network that was 
linked to the POS systems.79

Because of the media attention, payment terminals in the 
Netherlands were also inspected for vulnerabilities. The 
Netherlands is less vulnerable to such attacks because of the 
limited use of credit cards and the majority’s preference for 
making PIN payments. Because the EMV chip embedded in the 
PIN card uses cryptographic technology instead of a static 
number such as used in credit cards, the intercepting of card 
data is insufficient to make copies and make payments with it. 
The PIN code is also part of the security.

78 http://krebsonsecurity.com/2014/01/target-names-emails-phone-numbers-
on-up-to-70-million-customers-stolen/ (consulted: June 2014)

79 http://krebsonsecurity.com/2014/02/email-attack-on-vendor-
set-up-breach-at-target/ (consulted: June 2014)

Intrinsic vulnerability of “old” protocols The fundamental building 
blocks of the internet are protocols were developed more than 30 
years ago, without any notion about how huge the internet would 
become in subsequent decades. Protocols like BGP, DNS and SMTP 
hardly use any form of verification, authentication or encryption, 
and operate on the basis of trust in the integrity of their communi-
cation partners. 

Malicious parties try to abuse the defects in these protocols. DNS 
and BGP, both essential for the routing of internet traffic, are a 
popular target to detour internet traffic to undesirable destina-
tions, thus e.g. infecting victims on a massive scale with malware, 
or showing fake web pages with which passwords can be stolen (see  
figure 12).

The incidents that occurred during the reporting period are relative-
ly small. Incidents on a much larger scale are not unthinkable in the 
coming year. By abusing of BGP, internet traffic could be monitored 
on a large scale. In any case, erroneous, inadvertent use of these vul-
nerable protocols could have major consequences.80 

80 http://arstechnica.com/information-technology/2014/03/google-
dns-briefly-hijacked-to-venezuela/ (consulted: June 2014)
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Vulnerabilities caused by human 
and organisational factors

Users are still an important source of vulnerability Users make up 
an important link in the security chain. An increase in the general 
security awareness of users can be seens,81 both in a business as well 
as in a domestic context. That being said, about 35 percent of users 
have not installed anti-virus software. Phishing e-mails continue to 
claim victims. Some (spear)phishing e-mails look so legitimate, that 
it is difficult to assess whether they are unsafe. End users cannot 
reasonably be expected to have the capabilities to circumvent this..

For organisations, employees can make or break the security chain. 
Bring Your Own Device and cloud storage bring about extra challen-
ges for these organisations. The possibilities and flexibility for the 
user are growing, but the control of organisations often diminishes. 
This increases the risk of ‘operational accidents’.

Attackers are highly dependent on social engineering for their 
attacks to succeed. In 2013 attacks were ever more specifically direct-
ed.82 Especially internal actors with key positions in an organisation 
are vulnerable in this respect. They can unintentionally form the 
basis of a violation in information (systems), e.g. by reacting to a 
phishing e-mail or visiting a website that is infected with malware.

81 Source: Special Eurobarometer 404 Cyber security, p. 37-39 http://
ec.europa.eu/public_opinion/archives/ebs/ebs_404_en.pdf

82 ‘Internet Security Threat Report 2014’, Symantec, 2014.

Victims are also approached by telephone, whereby callers try to dis-
cover user names and (once-off ) passwords and thereby gain access 
to information or systems.

Concerns about big data are mounting Behavioural data is 
valuable to advertisers. However, the confidence that such data is 
carefully dealt with is declining. In many cases it is not clear to users 
which party has recorded what details and how those details will 
then be used or traded.
The volume of available data and the number of possibilities to 
analyse that data, make people vulnerable to the actions of large 
organisations, who (amongst other things) are increasingly better 
able to draw up risk profiles of their potential clients. 

Outsourcing system knowledge In sector analysis performed with 
the ISACs (Appendix A), both buyers and providers of IT services 
indicated that attention is mounting for cyber security. Although 
this reduces the costs, contextual knowledge about the purchased 
products and services is also decreasing for buyers. There is a risk 
of integrated ‘backdoors’ built into equipment. Hence, one has 
no insight into possible cyber risks anymore.  An advantage of 
outsourcing solutions is that they are faster and easier to patch and 
to maintain than tailor-made solutions. The other side of the coin, 
however, is that a broader application of ready-made solutions leads 
to a more homogeneous threat landscape, in which one is sooner a 
target and attack methods can be reused. 

Industrial control systems
Improvements in the security of Industrial Control Systems 
(ICS), including SCADA systems, continue to deserve attention. 
The importance of such systems for the vital processes in 
society is not in dispute. No incidents have occurred during the 
past period.  However, that does not mean that the threat has 
decreased. 

The total number of discovered vulnerabilities in ICS keeps 
rising, as is the case for the number of security researchers who 
specifically focus on this area. In addition, a rising interest as 
well as research into the (im)possibilities of process manipula-
tion via abuse of vulnerabilities in ICS are visible. In this case, a 
lack of security-by-design, particularly for old(er) systems, is an 
important issue. 

A number of major suppliers and important end users of ICS are 
taking steps to improve the security of new systems.  But the 
security of old (legacy) systems must also be improved. 
Especially in light of an increasing connectivity (e.g. information 
exchange and operating), accompanying measures are 
necessary. 

Though major incidents with ICS may then be held at bay, 
smaller incidents are definitely happening. The annual 

ICS-CERT82 overview shows an increase in the number of 
reported incidents. Part of this involved spear phishing with the 
possible aim to gain access from the office environment to ICS, 
but no actual manipulation of ICS.

In the Netherlands, the NCSC did not receive any reports 
specifically geared towards ICS. A small number of systems 
linked to the internet (including building management) were 
investigated after an open internet connection had been 
publicly announced.

It is possible that the ‘revenue model’ for attacks on ICS also 
plays a role in the limited number of incidents. For cyber 
criminals the attacks of ICS are not really interesting: financial 
gain is much easier in other areas. A limited group seems to 
earn money from exploits (and toolkits) geared towards ICS.

In the conceptualizing of ‘cyber war’ an attack on ICS is seen as 
a possible scenario. With an increasing number of state actors 
openly admitting that they are developing offensive capabili-
ties, this will possibly be a more realistic scenario.

Action continues to be necessary and investing in the improve-
ment of the ‘digital levee’ continues to be absolutely necessary.
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Bankruptcy of passwords The vulnerability of password authen-
tication has been well established over the years. Reports about 
hacked websites where passwords have been stolen and published 
abound. These passwords were not stored safely or were so weak 
that they were easy to decipher. The theft of millions of Adobe user 
details in September 2013 served as one more example of this.83 
The weak encryption of the passwords, coupled with the unen-
crypted storage of hints that users had entered to easily remember 
the password, made it quite easy to construct a portion of the 
passwords. Sometimes the hint was the same as the password.
 
Users tend to choose the same password or extremely similar 
passwords for multiple websites,84 often linked to the same e-mail 
address. The cracking of one source is therefore often enough to 
gain access to multiple accounts by the same person.

Despite these well-known vulnerabilities, passwords remain popu-
lar. While major cloud providers are more often switching to some 
form of two-factor authentication, this rarely happens in smaller 
organisation.

83 http://nakedsecurity.sophos.com/2013/11/04/anatomy-of-a-password-disaster-
adobes-giant-sized-cryptographic-blunder/ (consulted: june 2014)

84 See http://www.csid.com/wp-content/uploads/2012/09/
CS_PasswordSurvey_FullReport_FINAL.pdf

Conclusion
The vulnerability of software and systems remains relentlessly 
high. This is the Achilles’ heel when it comes to safeguarding cyber 
security. This problem has still not been resolved adequately. 
The number of faults (and thus the number of vulnerabilities) in 
software is dependent on the manner in which the software was 
designed. The extent of the problem can be reduced, e.g. by paying 
attention to concepts such as security-by-design.

Cyber criminals continue to abuse old and new vulnerabilities in 
standard software. Basic protocols used for the internet, such as 
BGP, DNS and SMTP, are intrinsically vulnerable to abuse.

The number of devices connected to the internet, including medi-
cal equipment, vehicles, television sets and household appli-
ances, will increase. The software in these devices will recurrently 
contain security leaks. Because outdated software often contains 
vulnerabilities which have been known for a long time but which 
are no longer being resolved, cyber criminals can continue to 
abuse these. Hence, an IT sustainability issue arises.

Intensifying technical vulnerabilities, the manner in which mali-
cious parties tap into these as well as a lack of knowledge and tools 
on behalf of users, make it more difficult for users to defend them-
selves against all manner of threats, in a world which is increas-
ingly dependent on IT. «
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“MEDIA OUTLETS 
GIVE EXTENSIVE 
ATTENTION TO 
CYBER SECURITY 
ALMOST DAILY”
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CHAPTER 5 » RESILIENCE: MEASURES

This chapter focuses on the resilience aspect of meas-

ures and outlines the most important developments in 

this area over the past period. The purpose of measures 

is to enhance the digital resilience of individuals, organi-

sations and society. The descriptions are based on open 

sources and information made available by various 

parties.

Awareness
Awareness of the risks and perspective on do’s and don’ts is a basic 
condition for cyber security. Without awareness on all levels (from 
executives to employees and consumers) other measures are less 
effective.

Over the past year, various international and national campaigns 
have been conducted in the field of cyber security. Examples are 
the Cyber Security Month 88 (October 2013, ENISA), Alert Online89 
(28 October - 5 November 2013), the Safe Banking campaign 90 
(NVB) and Safer Internet Day91 (February 2014, DigiBewust).

The BID Taskforce (Management and Information Security of 
Services) was established on February 13,  2013 for a period of 
two years to put information security higher on the agenda of 
executives and top management at all levels of government. This 
has been done in collaboration with various public and private 
parties. A National Commissioner Digital Government will also be 
instituted.

In comparison with the rest of Europe, it appears 92 that the Dutch 
make extensive use of the internet, often by using smartphones 
or tablets. The Dutch have a great deal of trust in the internet to 
handle their banking transactions and in shopping online (88 
percent in the Netherlands versus 70 percent in Europe). Compared 
to other European countries, awareness is greater. At the same 
time, only 65 percent (EU 46 percent) of the Dutch have installed 
anti-virus software.

88 http://cybersecuritymonth.eu/
89 https://www.alertonline.nl/
90 ‘Hang up, click away, call your bank!’ https://www.veiligbankieren.nl/
91 http://www.saferinternetday.nl/
92 European Commission, Special Eurobarometer Cyber Security, 2013.

The Safety Monitor  201393 shows approximately 12,6 percent of 
Dutch internet users have been victim to cybercrime offences 
once or more in 2013 (against 12,1 percent in 2012). This concerns 
cybercrime in the broader sense and includes incidents such as 
cyber-bullying and fraudulent online shopping. Simultaneously, 
on an international scale, the Netherlands has seen a relatively 
limited number of cyber infections. This confirms the faith that 
Dutch citizens have in their own digital resilience.94 However, 
risk perception amongst the Dutch is also limited: two-thirds of 
the citizens cannot respond spontaneously when asked how their 
computer can be abused via the internet. The need for information 
about cyber security is dire.95

Media such as newspapers and current affairs programmes pay 
attention to cyber security on a daily basis. This attention has the 
potential to lead to increased resilience.

National Cyber Security Strategy
On October 28, 2013 the second National Cyber Security Strategy 96 

(NCSS-2) was presented. This strategy elaborates on the first 
Strategy, published in 2011. The new strategy focuses on a secure 
digital domain, in which digitising opportunities are utilised, 
threats are faced and fundamental rights are protected. In this, 
an interaction is sought between security, freedom and societal 
growth and the aspiration is for the Netherlands to rank as a world 
leader in the field of cyber security. The objectives of NCSS-2 are:

 » The Netherlands is resilient to cyber attacks and protects its 
vital interests in the digital domain.

 » The Netherlands tackles cybercrime.
 » The Netherlands invests in secure ICT products and services that 

protect privacy.
 » The Netherlands builds coalitions for freedom, security and 

peace in the digital domain.
 » The Netherlands has sufficient cyber security knowledge and 

skills and invests in ICT innovation to attain cyber security 
objectives. 

93 Tweede Kamer, Session 2013-2014, Appendix to Parliamentary Paper 28684, no. 400.
94 Microsoft Security Intelligence Report, Volume 15, 2013.
95 NCTV and DPC, « Rapportage Cyber security », November 2013.
96 Session 2013-2014, Parliamentary Paper 26643, no 291.
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Until 2016, the strategy includes an action programme which is 
linked to 37 action items to be realised interdepartmentally and 
public-privately. Over one hundred public and private organisati-
ons were involved in formulating the strategy.

Defence Cyber Strategy The Defence Cyber Strategy of 2012 
contains six pillars for realising Department of Defence objectives 
in the digital domain in the forthcoming years. In the past year, 
cyber capabilities at Defence were further developed. Defence 
announced that the setting up of the Defence Cyber Commando 
would be accelerated.97 In the field of offensive cyber capabilities 
Defence states that it must develop knowledge and capabilities, 
in order to act offensively in the digital domain in support of its 
military operations.

National cyber security networks
On the basis of the first and the second cyber security strategies, 
three public-private collaboration networks are to be established 
in the Netherlands.

 » The National Detection Network is aimed at better and faster 
observation of digital hazards and risks;

 » The National Response Network is aimed at the enhancement 
of the resilience of our society by way of joint responses to 
cyber security incidents.

 » The National Expertise Network is aimed at more effective and 
more efficient sharing of knowledge and expertise in the field 
of cyber security.

Cyber exercises
Exercises help employees and organisations to learn what they 
must and can do during (threatening) incidents. As was the case 
in previous years, there were various international cyber exercises 
such as Cyber Storm 4 (March 2013), Cyber Coalition (November 
2013), NSS Exercise (February 2014) and @tomic 2014 (February 
2014). Multiple exercises also took place within vital sectors, both 
for individual as well as for collaborating businesses. An example 
is the Cyber Flight exercise (March 2013).

Responsible disclosure
Responsible disclosure is the resolving and exposing of IT vul-
nerabilities in a responsible manner. This happens on the basis of 
a self-imposed policy by organisations and in consultation with 
the reporter. This type of collaboration with the IT community 
has evolved since the beginning of 2013 with the publication of 
the Responsible Disclosure Policy by the NCSC. Since its introduc-
tion, approximately forty organisations in the Netherlands have 
introduced a responsible disclosure policy, which include the most 
important parties in the vital sectors of telecommunications and 
finance. There were slightly less than a hundred reports in the 
reporting period, with a strong indication that this number will 
rise in the forthcoming year (see Appendix 1). In the autumn of 

97 Session 2013-2014, Parliamentary Paper 33763, no 1.

2014, the first progress report will be sent to the Lower House of 
Parliament.

Detection and situational awareness
Attention for cyber security is shifting from prevention to detec-
tion. Common practice has shown that attacks cannot be kept at 
bay; in order to respond timely and adequately, the detection of 
attacks and incidents as well as having a good insight into the situ-
ation, are of vital importance. Concepts such as Security Operation 
Centers, Threat Analysis and Situational Awareness are gaining 
in popularity, although there are no unambiguous definitions or 
defined results have . It is expected that, in the coming years, more 
clarity will be achieved in the field of detection.

 
Defence Statistics

The Defence Computer Emergency Response Team (DefCERT) 
monitors the security of the Defence networks. To this end, the 
unit monitors and analyses digital vulnerabilities, and it also 
provides advice and support at cyber incidents. Numerous 
results from the reporting period: 

»  DefCERT has captured about 22,000 pieces of malware on 
unclassified and departmentally confidential computer 
systems.

»  More than 600 of these are being treated as incidents. 
Amongst them were multiple malware infections in which 
(Defence and private) computers attempted to form part of a 
botnet.

»  DefCERT detected about 11,500 port scans which were 
executed from the internet onto the internet interface with 
the Defence networks.

»  More than a million incoming, spam-related e-mails were 
intercepted (approximately 85,000 items per month).

»  Per month, DefCERT also intercepted about 1,000 incoming 
e-mails with a virus and put them into quarantine.  

Technological measures
Aside from organisational measures and collaborations amongst 
organisations on a national level, technological measures are of 
major importance for cyber security. The most important develop-
ments in this field are summarised below.

Measures as a result of DDoS attacks The DDoS attacks that 
occurred in April and May 2013 have led to an increase in the DDoS-
detecting and mitigating measures. The past period has shown an 
increase in the number of service providers that specifically offer 
services for intercepting large-scale DDoS attacks, so that busines-
ses are able to continue to provide online services during and 
directly after attacks. More and more businesses are making use of 
such services.
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In view of the investigation, organisations are encouraged to 
officially report DDoS attacks, and to ensure that details about the 
attack are recorded as evidence. In appendix 1, more information 
about DDoS attacks reported to the NCSC is collected. 

 
Statistics of a large multinational corporation

Some statistics of a large multinational corporation that 
monitors and guards its infrastructure 24/7:

Preventive activity per month:
»  about 181,000 e-mails are blocked because of spam, 

malware or phishing;
»  98 terabytes are processed via the internet, of which about 

37,000 requests are blocked;
»  185,000 viruses are removed;
»  60 patches are deployed.

Activities in respect of detection, per month:
»  500,000 events are recorded on the intrusion  

detection systems;
» 34 events of interest are detected;
» 300 botnet infections are detected.

Every month about 73 security incidents are dealt with.

Use of IPv6 is growing in the Netherlands Using IPv6 makes it 
easier to provide data security during transportation by means of 
encryption and authentication of data, than does traditional IPv4. 
A defective implementation of IPv6 can, on the other hand, also 
lead to vulnerabilities. In the past period, based on the IPv6 traffic 
on AMS-IX,98 the use of IPv6 has tripled to more than 12 Gbps.

Use of cryptographic security measures In the past year, large 
cloud computing companies have further intensified and streng-
thened the use of cryptographic security measures. The American 
Electronic Frontier Foundation maintains a current overview of 
these measures (including the use of HTTPS, StartTLS and the 
encryption of connections between data centres).99

Deploying two-factor authentication More and more cloud 
computing companies are making it possible for users to authenti-
cate with the help of two-factor authentication means. Banks have 
applied this principle for a long time.

Additional verification methods are used to this end, such as text 
messages. A user must know both his password as well as be in 
possession of a physical object (e.g. a mobile telephone or bank 
card) to gain access to personal information. These means ensure 

98 https://www.ams-ix.net/technical/statistics/sflow-stats/ipv6-traffic (consulted on 7 April 2014).
99 https://www.eff.org/deeplinks/2013/11/encrypt-web-report-whos-doing-what#crypto-chart  

(consulted on 7 April 2014).

that users become less vulnerable to  password leaks  and make 
remote abuse more difficult.

Additional protection for .nl domain names Additional protec-
tive measures have become possible as a result of incidents with 
domain name registrations in the past period. These include 
verifying changes in domain name registrations with the owner by 
telephone. The owner of a domain name has the option to activate 
these measures for a fee.100

DNSSEC is another method to secure a domain name. Visitors 
to a website can use DNSSEC to verify whether they are actually 
arriving at a website and not detoured to a rogue site. Since May 
15, 2012, it is possible to secure domain names in the Netherlands 
with DNSSEC, and for every registration it is possible to offer a .nl 
domain name with DNSSEC.

IT security assessments of DigiD On the basis of the ‘IT security 
guidelines for web applications’ by the NCSC, the Minister of the 
Interior and Kingdom Relations (BZK) has determined the DigiD 
connection requirements. In 2012, high-volume consumers of 
DigiD were tested on the basis of these requirements. In the 
reporting period, on behalf of the minister of the Interior, IT 
security was tested with respect to the linking of DigiD with the 
remaining consumers. External auditors carried out this test. As of 
2013, a number of the organisations that use DigiD did not comply 
with all standards. By going through the assessment process, the 
organisations involved have become more aware of the impor-
tance of information security on a managerial level. They have also 
achieved improvements.

Internet safety People are connected to the internet with an 
ever-increasing variety of devices. For an average user, it is incre-
asingly difficult to take appropriate measures on all the devices. 
A first step is to be aware of the risks, and then follow up by 
adapting behaviour and taking the necessary technical measures. 
In December 2013, the NCSC published a fact sheet containing 
10 rules of thumb for internet safety.101 Amongst other things, 
the rules are geared towards a safe use of internet, WiFi and 
passwords.

100 https://www.sidn.nl/over-nl/domeinnaam-beschermen/ (consulted on 7 April 2014).
101   https://www.ncsc.nl/dienstverlening/expertise-advies/factsheets/factsheet-10-vuistregels-

voor-veilig-internetten.html
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Research
Both applied research as well as fundamental research is of major 
importance for a sustainable reinforcement of the digital resili-
ence of the Netherlands. The cabinet and the Dutch Organisation 
for Scientific Research (NWO) are investing in this research toge-
ther. The research effort is based on the National Cyber Security 
Agenda, which has been drawn up by eminent researchers in this 
field. At the NCSRA the focus is on collaboration between the 
business community and knowledge institutions. The government 
has made EUR 6.4 million available for research in 2014 and 2015. 
In addition, there has been more international research collabora-
tion in the past year.

Education
Proper education is important for sustainable resilience. In the 
past year several colleges, universities and businesses have intro-
duced or provided training courses on cyber security. In order to 
enlarge the pool of cyber security experts and to improve the cyber 
security skills of users, in 2014 the business community and the 
government joined forces by way of a Cyber Security Education 
Taskforce. This taskforce provides advice about the cyber security 
education offered and is committed to bringing about a better 
supply of IT education on both the lower, higher as well as the 
professional level of education.

In addition, the education inspectorate and SURFnet are working 
on the improvement of the cyber security of the educational orga-
nisations themselves.

Conclusion
Many initiatives involving resilience that were cited in the previous 
edition of the CSAN have now been started or are now in full 
swing. In the past year, attention for cyber security rose again, 
often because of incidents or newly discovered, serious vulnera-
bilities. The government and the business community are paying 
more attention to measures. This is done more often as a joint 
effort. For home users, it remains difficult to provide adequate 
security against existing and new threats. 

Cyber security nowadays is being seen more in the broader context 
of security, freedom and societal growth. With the increase in the 
number of dependencies and threats, the breeding ground for 
more protective measures is also growing. The heightened aware-
ness which has also come about because of the extensive coverage 
in the regular media, has in the past period led to new initiatives 
and additional measures on a national level as well as at individual 
organisations. Examples are collaborations in national networks, 
the setting up of technical measures to combat DDoS attacks, 
and the use of safer standards and solutions on an organisational 
level. Also, more attention is paid to the necessity of equipping the 
end user sufficiently for using the internet and his equipment in a 
responsible manner.  «

Tax and Customs Administration Statistics

The Tax and Customs Administration has a Security Operations 
Center (SOC). The SOC is responsible for the detection and 
investigation of vulnerabilities in the operational infrastructure, 
the accessing of cyber threats and the advising of counter-
measures to remove existing risks. During disasters the SOC acts 
as the Computer Emergency Response Team of the Tax and 
Customs Administration. During the reporting period:

»  in the offices of the Tax and Customs Administration (more 
than 35,000 work stations) there were about 3,500 reports  
of viruses, 500 reports of hacking and cracking tools, and 
more than 19,300 reports of the counteracting of malicious 
software;

»  the first-line protection (firewalls) prevented more than 
297 billion attacks, while the second-line protection 
(Intrusion Detection and Prevention facility) prevented more 
than 28,000 attacks;

»  a significant drop can be seen in the volume of incoming 
spam e-mails (from 92.1 percent in the previous period to 
69 percent in this reporting period). In the reporting period, 
of a total of 60 million e-mails received, 46 million were 
spam e-mails;

»  only one DDoS attack led to systems temporarily not being 
available. Thereafter, only one DDoS attack led to a limited 
availability, all other DDoS attacks were intercepted;

»  177 security incidents were registered, of which 14 were 
‘prio-1’ incidents. All these security incidents were investiga-
ted by the SOC and resolved in conjunction with the relevant 
platform teams;

»  four responsible disclosure reports were made and resolved. 
None of these security incidents or vulnerabilities have led to 
a breach of the integrity and confidentiality of the details 
managed by the Tax and Customs Administration.
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“THE NETHERLANDS 
IS AN ATTRACTIVE 
TARGET FOR 
ESPIONAGE”
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CHAPTER 6 » MANIFESTATIONS

A manifestation is an actual degradation of cyber securi-

ty. A manifestation harms the interests because threats 

continue and the resilience is inadequate. An intentional 

ploy by an actor can be the starting point, but mistakes 

of actors or accidents could also lead to manifestations. 

This chapter contains the most important manifesta-

tions which have occurred nationally and internationally 

during this reporting period, and what impact these 

have had on the Netherlands.

The following table reflects an overview of the various types of 
manifestations plus - if applicable - the most important actor(s) 
and envisaged aims.102

102 A more detailed description of actors, their motives and intentions is available in chapter 2.

Type of Manifestation Most important actor(s) and envisaged aims

Atttack geared for information

Digitale espionage  » State actors: digital espionage of other state actors and private organisations
 » Private organisations: economic espionage of other private organisations

Theft/the obtaining of information, 
possibly for publication or sale

 » Professional criminals: financial gain
 » Hacktivists: the making of a public statement or causing harm to others
 » Cyber vandals: proving that it can happen or just for fun
 » Cyber researchers: addressing weak security
 » Private organisations: financial gain
 » Internal actors: pointing out vulnerabilities or causing harm to others

Manipulation of information  » Professional criminals: financial gain

Attack geared towards  IT

Defacement  » Hacktivists: the making of a public statement or the dissemination of propaganda
 » Scriptkiddies, cyber vandals: proving that it can happen or just for fun

Disruption of IT  » State actors: deploying offensive cyber capabilities in state conflicts
 » Terrorists: as a weapon against physical targets or as a support for terrorist activities
 » Professional criminals: blackmailing and as a basis or as a decoy for attacks in which they have financial gain
 » Hacktivists, Scriptkiddies and cyber vandals: the disruption is an aim in itself, because it can happen or 

just for fun
 » Internal actors: the disruption is an aim in itself

ICT Takeover  » Professional criminals: financial gain, blackmail, the sending of SPAM and phishing e-mails
 » Hacktivists: the hosting of data to disseminate propaganda
 » Scriptkiddies and cyber vandals: proving vulnerabilities, because it can happen or just for fun

Disruption of IT or failure caused  
by natural or technical events or 
through human error

 Table 3. Types of manifestations
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Attack geared towards information
The fact that IT plays a crucial role in society can be seen in the way 
in which the information is produced, collected and shared. In 
many cases this information is not only valuable for the owner, but 
also for malicious parties. They can deploy cyber attacks to gain 
access to this information. The information obtained, however, 
can then be used again to execute an attack.

Digital espionage Research from the AIVD and MIVD has shown 
that foreign governments have secretly endeavoured to collect 
sensitive information in the Netherlands. Aside from state actors, 
private organisations are also guilty of digital espionage, with 
or without the help of professional 
criminals. According to Symantec, the 
Hidden Lynx group is hired for indus-
trial espionage.103 Symantec thinks it 
is highly unlikely that this group pro-
cesses or uses the stolen information 
itself for direct financial gain. The APT 
group ‘Icefog’, according to Kaspersky, 
mainly focuses on the hijacking of 
sensitive documents, user names and 
passwords. Their targets are mainly 
government institutions and business-
es in the military and maritime sector, 
telecom operators, industry, high-tech 
and mass media companies.104

Although the manifestations by such groups have not yet been 
observed in the Netherlands, it is not impossible that these will 
emerge. With its open society, extensive technical and scientific 
knowledge and its economic position, the Netherlands is an attrac-
tive target for espionage.105 Besides, it could take months or even 
years before an Advanced Persistent Threat (APT) is discovered.

Advanced Persistent Threats During an APT attack, an attacker 
can collect confidential information or prepare to disrupt 
the operation of vital components. Few APT attacks are really 
advanced. They mainly succeed because, at the target, there is a 
lack of security and detection means. In addition, many attackers 
presumably deploy haphazard exploits in the hope of causing an 
infection. 

At the beginning of 2014, Kaspersky revealed the existence of 
an APT called Careto of the Mask. This APT has apparently been 
engaging in digital espionage since 2007. During these years the 
APT has already claimed 380 victims in 31 countries.106 The toolkit 
that Careto used was extremely complicated as it was aimed at vari-
ous platforms and made use of far-reaching techniques so as not 
to be noticed. Once it had gained access, Careto collected all kinds 

103 http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/
hidden_lynx.pdf

104 http://www.securelist.com/en/downloads/vlpdfs/icefog.pdf
105 AIVD, https://www.aivd.nl/onderwerpen/cyberdreiging/cyberaanvallen/cyberspionage/
106 Unveiling Careto The Masked APT, Kaspersky lab.

of information such as files, encryption keys, network traffic and 
keystrokes. Analysis of the source code indicates that the authors 
were probably Spanish-speaking.

APTs continue to be a serious threat. The discovery of an attack will 
possibly lead to a failure of such an attack, but for the time being, 
not to the dismantling of the organisations responsible. The 
awareness about such attacks has increased because of a number 
of incidents observed in the past period.

Information theft Information theft 107 is the stealing of confi-
dential or valuable information. Actors from both outside and 

internally form a threat.

During the reporting period, a number 
of large-scale data thefts came to 
light, which took place from malware-
infected computers that were part of 
a botnet. Numerous varieties of the 
Pony botnet were discovered, in which 
hundreds of thousands to a couple of 
million user names and passwords 
were stolen from websites including 
Twitter, Facebook, Google and Yahoo.108 
In Germany, the e-mail addresses and 

passwords of at least 16 million people were stolen with the help of 
a botnet.109 This also included approximately 50,000 Dutch e-mail 
addresses.110

In other attacks, a website or database was hacked. This happened 
at Adobe, for example. In October 2013 it was announced that 
during a hack the details of at least 38 million clients had been 
leaked.111

In this reporting period, hacktivists and researchers have once 
again stolen and published details. As a result of the attack on 
Forbes Magazine in February 2014, amongst other things, the 
details (name, e-mail address, user name, registration date and 
hashed password) of 1 million readers, of which almost a thousand 
were Dutch, were stolen and placed online. The Syrian Electronic 
Army (SEA), a group that supports the Syrian regime of President 
Assad, claimed to have committed this attack.112

107 In a legal sense, information cannot be stolen. There is only the lifting of exclusivity of 
information, as the information is not removed.

108 http://www.reuters.com/article/2014/02/24/us-bitcoin-security-idUSBREA1N1JO20140224 
and http://threatpost.com/pony-botnet-controller-holds-2-million-stolen-
and-weak-credentials/103096 http://news.techworld.com/security/3456099/
pony-botnet-plunders-650000-web-logins-in-days-trustwave-reports/

109 http://webwereld.nl/
beveiliging/80993-botnet-kaapt-16-miljoen-e-mailadressen-en-wachtwoorden

110 http://www.digibewust.nl/nieuws/botnet-stal-ook-nederlandse-gegevens
111 http://krebsonsecurity.com/2013/10/adobe-breach-impacted-at-least-38-million-users/ 

Mention is also made of 150 million users, but this number has never been confirmed by 
Adobe.

112 https://www.security.nl/posting/361686/Snapchat+lekt+telefoonnummers+en+namen 
+gebruikers and https://www.security.nl/posting/373975Gegevens+4,6+miljoen+ 
Snapchat-gebruikers+gelekt

“Attackers cleverly take 
advantage of current 
events when crafting 
phishing emails.”
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In August 2013, Australian researchers noticed a number of leaks in 
the Snapchat app. They reported this to the company that supplies 
this app, but, according to the researchers, the company ignored 
their findings. In response, they revealed the details of the research 
in December and in so doing, published an exploit which can abuse 
the vulnerability. Someone then used this exploit to place the 
details (a combination of user’s name and telephone number and 
the region where the user is situated) of 4.6 million Snapchat users 
in an online database.113

Blackmailing by threatening publication 
Some malicious parties try to earn money by threatening to 
publish stolen details. The Rex Mundi group has deployed this 
type of blackmailing a number of times. In July 2013, this group 
gained access to the client database (names, address details, 
e-mail addresses, telephone numbers, user names and 
passwords) of Websolutions, an Italian hosting provider. The 
attackers then blackmailed the hosting provider. When the 
company did not meet their demands, they published the details 
of more than 60,000 clients.114  
In the same year Rex Mundi also blackmailed others, including 
the Belgian cable television enterprise Numericable, the 
Canadian temporary employment agency Drake International 
and the Belgian credit institution Buy. A year earlier, the Dutch 
temporary employment agency Accord had already fallen victim 
to a hacker using the alias Rex Mundi.115 It is not inconceivable 
that this kind of blackmailer will also set their sights on Dutch 
businesses in the future

Manipulation of information Manipulation of information goes a 
step further than the stealing of confidential or valuable informa-
tion: the information is mutated or destroyed.
A large portion of the manipulation of information still manifests 
itself as digital fraud, especially in online banking. Nevertheless, 
the Dutch Banking Association (NVB) and the Dutch Payment 
Association announced that the damage through fraudulent online 
banking in 2013 had dropped by 72 percent in comparison with 
2012. Amongst other things, this drop was accredited to  the block-
ing of bank cards outside Europe and the improved detection of 
fraud.  Banks envisage an unrelentingly ‘high’ threat of this type of 
fraud. This is due to the constant large number of fraud attempts.116

A Dutch drug smuggling gang probably operated undetected for 
two years until they were arrested in mid 2013. By manipulating 
information systems of shippers, they had smuggled containers of 
legitimate loads, which concealed drugs, from the port of Antwerp 
before the rightful transport operator could collect it.117

113 https://www.security.nl/posting/378519/Gegevens+1+miljoen+Forbes-lezers+op+internet+ 
gelekt?channel=rss

114 https://www.security.nl/posting/361686/Snapchat+lekt+telefoonnummers+en+namen+ 
gebruikers en

115 https://www.security.nl/posting/373975/Gegevens+4,6+miljoen+Snapchat-gebruikers+gelekt
116 http://www.nvb.nl/nieuws/2014/2636/fraude-betalingsverkeer-opnieuw-flink-gedaald.html
117 http://www.gva.be/regio-antwerpen-stad/drugsmaffia-neemt-computers-haven-over.aspx

In April 2013 Kaspersky Lab published a report about Winnti, a col-
lective of Chinese hackers who had concealed malware in online 
games. This enabled them to steal in-game currencies and also 
possibly account information.118 In February 2014, a cyber-attack 
caused problems with bitcoins. Attackers submitted fake data 
about transactions and tried to manipulate the system in this way.119

FritzBox users are victims of telephone fraud120

In February 2014, various clients at XS4ALL had fallen victim to 
telephone fraud. From the accounts of unsuspecting users, 
phone calls were made to expensive foreign telephone 
numbers, after which they were confronted with very high 
telephone bills. This fraud was possible due to a vulnerability in 
the FritzBox modems of these clients. Clients at other providers 
who had FritzBox modems also appeared to have fallen victim 
to this kind of fraud.

This example illustrates the vulnerability of devices which are 
connected to the internet. In this case it was possible to patch 
the modems, which fixed the vulnerability. The detailed section 
IT Sustainability deals in detail with devices that are connected 
to the internet

Attack geared towards IT
Aside from information stored in IT systems, the systems them-
selves could also be the target. Attackers can cause a great deal 
of harm if they disrupt the operation of systems or take over its 
control.

Defacement A defacement is an attack in which attackers alter the 
contents of an existing web page. In this, their primary aim is to 
distribute a message via the IT infrastructure of the victim. 

The hacktivist group Anonymous claimed to have committed a 
number of defacements. Under the Anonymous banner, attackers 
committed defacements of hundreds of websites belonging to the 
Australian government. They claimed that they had done this in 
reaction to reports of espionage by Australia. Attackers, also acting 
under the Anonymous banner, hacked more than 38 websites of 
the government of the Philippines.121

In the name of the Syrian Electronic Army, attackers caused deface-
ments of three Syrian government websites and hundreds of com-
mercial websites in October 20133.122 The Microsoft Office blog also 
fell victim to a defacement committed in the name of the SEA.123

118 https://www.securelist.com/en/downloads/vlpdfs/winnti-more-than-just-a-game-130410.pdf
119 http://www.coindesk.com/massive-concerted-attack-launched-bitcoin-exchanges/
120 https://blog.xs4all.nl/2014/02/06/telefoniemisbruik/
121 http://thehackernews.com/2013/11/rise-in-website-defacement-attacks-by.html
122 http://news.softpedia.com/news/Three-Government-Websites-from-Syria-Hacked-and-

Defaced-396126.shtml
123 http://www.tech365.nl/microsoft-office-blog-gehackt-door-syrian-electronic-army/
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Closer to home, there are organisations that also fell victim to 
defacements. In Germany, various websites were defaced in the 
name of the hacker group ‘Algeria to the core’. In July 2013, the 
Belgian domain registry DNS.BE was a victim.124 In the reporting 
period, no Dutch websites fell victim to defacements. In October, 
it appeared that the Leaseweb website had been defaced, but in 
fact visitors had been rerouted to another web page because an 
unwarranted change had taken place in DNS servers.

Disruption of IT Disruption of IT is intended to damage the 
availability of the information supply, sometimes for a long time. 
Malicious parties operate innovatively in applying new techniques 
on various layers of networks. In the Ukraine, attackers specifi-
cally disrupted pieces of the IT infrastructure. This also physically 
caused damage to cables.125

After a series of DDoS attacks on banks in the spring of 2013, vari-
ous other organisations in the Netherlands fell victim to this type 
of attack. Amongst others, this happened at DigiD, municipalities, 
the police and education institutions. 

In the past reporting period, a substantially greater number of 
DDoS attacks were registered by the NCSC than in the previous year 
(see appendix 1). Almost half of the number of security recom-
mendations focussed on vulnerabilities in software which can be 
abused for denial-of-service attacks.
 It was noteworthy that a number of DDoS attacks involved 
enormous bandwidth. The security firm CloudFlare announced 
in February that it had mitigated a DDoS attack at a client which 
had peaked at almost 400 Gbps.126 During DDoS attacks, Prolexic 
Technologies and Verizon also detected a significant increase in 
used bandwidth.127 Read chapter 3 for more information about this 
new development in DDoS attacks.

124 http://blog.trendmicro.com/trendlabs-security-intelligence/certain-german-websites-defaced-
on-april-fools-day/ and http://www.ispam.nl/archives/33742/website-dns-be-ook-gehackt

125 ‘Russia bans critical websites’, NRC Handelsblad 14 March 2014; ‘Top Ukrainians Accusing 
Russia of an Invasion,’ The New York Times, 1 March 2014; ‘Ukraine braces for cyber offensive,’ 
Jane’s International Defense Review, 1 april 2014.

126 http://blog.cloudflare.com/technical-details-behind-a-400gbps-ntp-amplification-ddos-
attack and http://krebsonsecurity.com/2014/02/the-new-normal-200-400-gbps-ddos-attacks/

127 http://www.prolexic.com/news-events-pr-threat-advisory-ddos-ntp-amplification.html and 
http://www.verizonenterprise.com/DBIR/2014/reports/rp_Verizon-DBIR-2014_en_xg.pdf

Blackmailing by (threatening with) DDoS attacks
A type of cyber blackmailing is the threat of a disruption of IT 
(crashing entire business systems or websites). In the reporting 
period, this also happened at organisations in the Netherlands. 
Under threat of a DDoS attack, money was demanded of 
various organisations. In England this form of criminality has 
already led to a conviction. In December 2013, two men were 
sentenced to 5 years in prison for blackmailing an online casino. 
They threatened to crash the website by means of a DDoS 
attack and demanded half of the company’s shares.128

Ransomware is malware that attackers use to cause a victim’s 
computer to become inaccessible. This type of malware continues 
to claim victims. For more information, please read the detailed 
section Ransomware and Cryptoware.

IT Takeover During an IT takeover, an actor gains control over the 
IT systems of a target, for the purpose of abusing the resources.

 In this type of attack, the Syrian Electronic Army also stood out. 
Amongst other things, they have taken over blogs and Twitter 
accounts of well-known organisations such as the Associated 
Press, Reuters, Microsoft and The New York Times. They also 
claimed to have committed an attack in which the official website, 
the Twitter account and the Facebook profile of Barack Obama 
were taken over.

128 http://www.theinquirer.net/inquirer/news/2320104/
two-men-jailed-for-cyber-blackmail-threats
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Personal blackmailing and holding specific data hostage 
are relevant new threats
In May 2014, the national police force conducted dozens of 
house searches at the homes of Dutch users of Blackshades. 
This criminal malware can manipulate computers by remote 
control. In the autumn, police had already apprehended 
someone from Rotterdam who had collected webcam images 
with Blackshades of more than a thousand unsuspecting 
victims. He placed the compromising photographs on a 
personal Facebook account and removed important files 
belonging to victims.129 For the use of this malware, a perpetra-
tor does not require any special computer knowledge. By using 
the latest version of Blackshades it is also easy to put people 
under pressure by remote. At the push of a button personal 
files are encrypted, after which a standard blackmail message 
appears on the victim’s screen. While ransomware is used for a 
wide distribution (shotgun), attackers use Blackshades to 
approach a specific computer (user). This renders the holding of 
data hostage to be a relevant threat.

In the reporting period, numerous internet users have been 
infected with malware via advertising sites with which malicious 
parties gain access to their systems. Where users previously had 
to click on an advertisement, nowadays merely visiting a website 
with an infected advertisement will suffice. As a user, one often 
does not even notice the infection.130 In its annual report of 2013, 
ENISA calls these ‘drive-by-downloads’ the biggest threat on the 
internet.131

In the sending of phishing e-mails, attackers cleverly anticipate 
current developments. When Rabobank announced a follow-up to 
the Random reader, internet criminals sent fake e-mails about this 
Rabo Scanner.132 The Tax and Customs Administration also warned 
against a wave of phishing e-mails at the time that tax returns had 
to be submitted.133 Furthermore, a phishing e-mail was circulated 
to draw attention to the ending of support for Windows XP.134

129 http://tweakers.net/nieuws/93173/achttienjarige-nederlander-zette-via-webcam-gestolen-
naaktfotos-online.html

130 http://www.consuwijzer.nl/nieuws/
computervirus-verspreid-grote-en-populaire-nederlandse-websites

131 http://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/
enisa-threat-landscape-2013-overview-of-current-and-emerging-cyber-threats

132 https://www.rabobank.nl/particulieren/servicemenu/nieuws/rabobank_nieuws/
valse_email_rabo_scanner

133 http://webwereld.nl/beveiliging/81522-phishingmail-vanaf-noreplybelastingdienst-nl
134 https://www.ncsc.nl/actueel/nieuwsberichten/let-op-windows-xp-phishing-e-mail-in-

omloop.html

Natural or technical events and human error
Aside from incidents which occur through conscious human 
action, natural or technical events and human error can also lead 
to disruptions. This paragraph details examples of such manifesta-
tions during the reporting period.

IT Disruption or failure caused by natural or technical events In 
the reporting period various systems and data centres failed as 
a result of lack of capacity, natural disasters or failures of the 
power supply. In October 2013, the Easynet data centre at Schiphol 
partially crashed because of a power failure. Many businesses and 
websites, including hosting provider Argeweb, suffered from this.135 
A power failure in the data centre of one of the biggest payment 
transaction processors ensured that Canadians couldn’t use their 
VISA credit cards for many hours.136

During this reporting period, it also become clear that third party 
failure could also have dire consequences for an organisation. 
In October 2013, a technical defect at KPN led to problems at the 
Dutch Education Executive Agency (DUO). Various systems at DUO 
were down. This led to students not being able to login on ‘Mijn 
DUO’ and employees at the implementing body of the Ministry 
of Education, Culture & Sciences (OC&W) could not consult the 
student financial system.137

Human error A disruption of IT or failure can also occur through 
human error. This was the cause of a network crash at a ministry 
in New Zeeland.138 In October 2013 the Nasdaq stock exchange was 
also down for some time due to human error.139

Human error can also lead to unintentional leaks of data. In the 
Netherlands, there are a number of examples of this. For example, 
in March 2014, the Consumentenbond sent an incorrect e-mail to 
473 consumers. This caused a leak of personal details (cancellation 
confirmations including name and address details and possibly an 
account number with the relevant dues which were unpaid, to be 
automatically paid or to be refunded) of 142 ex-members.140 In the 
same month, it was reported that telephone numbers of Vodafone 
clients not wishing to be listed publicly had been listed nonethe-
less in the Telefoongids. Conversely, clients who wished to have 
their numbers listed had been omitted. Vodafone blames this on a 
combination of technical faults and human error.141

135 http://tweakers.net/nieuws/91624/datacenter-easynet-ligt-deels-plat-door-stroomstoring.html
136 http://www.datacenterknowledge.com/archives/2013/01/28/

data-center-outage-cited-in-visa-downtime-across-canada/
137 http://www.computable.nl/artikel/nieuws/outsourcing/4912359/1276946/

mainframestoring-legt-duo-deels-plat.html and http://www.computable.nl/artikel/nieuws/
overheid/5020424/1277202/duo-claimt-diverse-schades-na-kpnstoring.html

138 http://www.nzherald.co.nz/technology/news/article.cfm?c_id=5&objectid=11123875
139 http://www.foxbusiness.com/markets/2013/10/29/

nasdaq-suffers-data-service-outage-impacting-indexes-options/
140 https://www.security.nl/posting/380598/Consumentenbond+lekt+persoonsgegevens+ex-leden
141 https://www.security.nl/posting/381613/Vodafone+lekte+telefoonnummers+klanten+via+ 
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Number of incidents handled The number of incidents dealt 
with by the NCSC in the period from April 2013 to March 2014 is 
far higher than the number in the previous reporting period. 
The majority can be explained as being caused by the automatic 
incident reports that the NCSC sends (see figure 14). However, the 
impact of the use of the new Guideline for Responsible Disclosure 
can also been seen.

Table 4. Incident categories

Every quarter, the NCSC processes increasing numbers of incident 
reports. Excluding the automated controls, the number in the 
reporting period of this CSAN rose from 89 in the second quarter 
of 2013 to 163 in the first quarter of 2014. Most remarkably, the 
share of incident reports from the private sector is slowly increas-
ing. While 37 percent of all incident reports in the period of the 
CSAN-3 related to the private sector, in the period of this CSAN this 
number rose to 46 percent of all reports. This may be the result of 
the increasing collaboration between the NCSC and private 
parties, the awareness that these parties have and the role that the 
NCSC fulfils in handling responsible disclosure reports. These and 
other details about incidents are dealt with in more depth in 
appendix 1.

Conclusion
The impact of cyber attacks does not stop at a country’s borders. 
This applies e.g. for the distribution of malware. Certain manifes-
tations that have occurred and only had an impact abroad, could 
also occur in the Netherlands in future. In other cases, such as 
mobile malware, the worldwide threat looks as if it is increasing, 
whereas in the Netherlands this is barely noticeable. The use of 
malware, for that matter, reappears at many different manifesta-
tions and is deployed to retrieve information or to disrupt systems.

In the past reporting period, a remarkably large number of big data 
thefts and data leaks have taken place. Thieves often use botnets 
to this end, and Dutch users were amongst the victims. Actors 
operated in a more targeted fashion and made use of specific 
vulnerabilities to gain access to information. Abuse of, but also by, 
internal employees or entrepreneurs has become a very real threat.

Category Description
Request for 
assistance

Requests from national or international parties 
submitted to Dutch internet service providers for 
assistance in combating cyber incidents originating 
in the Netherlands.

Notice-and-
takedown

Request from a Dutch financial institution for 
combating phishing attacks that are aimed at this 
institution and (often) originating abroad.

Responsible 
disclosure

Solving and making IT vulnerabilities public in a 
responsible manner together with the reporter and 
the affected organisation on the basis of a clear 
policy.

Other All incidents that cannot be included in one of the 
other categories.

Automated 
control

Automated controls of source information (infecti-
ons, rogue systems) of organisations known to the 
NCSC based on an IP address, AS number and 
domain name.
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Figuur 14. Types of incident reports for the period April 2013 to March 2014
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Online banking fraud has dropped substantially in the 
Netherlands, despite the ongoing high number of attempts. 
During the reporting period the volume and size of DDoS attacks 
increased. Dutch institutions such as banks and government 
departments also fell victim to this.

The development of drive-by-downloads is a cause for concern. For 
these types of downloads, merely visiting a website with infected 
advertisements is already sufficient to get malware. Phishing 
e-mails also continue to be an important source for malware infec-
tions. In this reporting period, hacktivists were often newsworthy, 
especially with the publication of stolen details and defacements.

Technical and natural events as well as human errors have led to 
some manifestations. Unfortunately, disruptions and failures and 
data leaks cannot be entirely avoided, even when matters are dealt 
with carefully and professionally, and attention is paid to preven-
tative measures.

The number of reported incidents, 
such as aid requests and notice-and-
takedowns that the NCSC has resolved 
in the period of this CSAN, is signifi-
cantly higher than that reported in 
the previous CSAN. Every quarter, the 
NCSC processes increasing numbers 
of incident reports. Excluding the 
automated controls, the number in 
the reporting period of this CSAN rose 
from 89 in the second quarter of 2013 
to 163 in the first quarter of 2014. Most 
remarkably, the share of incident reports from the private sector 
is slowly increasing. While 37 percent of all incident reports in the 
period of the CSAN-3 related to the private sector, in the period of 
this CSAN this number rose to 46 percent of all reports.

Insight into threats and actors The table on page 61 reflects an 
overview of the relevance of threats that originated with the vari-
ous actors, to attack the targeted governments, private organisa-
tions and citizens.

Compared to the previous Cyber Security Assessment, the level 
of threat for a number of combinations has changed. If it has 
remained the same, the circumstances which lead to the establish-
ing of the relevance of the threat may have changed. The legend 
below the table shows when this relevance has been estimated as 
being high, medium or low.

In the past reporting period, digital espionage by state actors and 
disruptions of IT, particularly via DDoS attacks by professional 
criminals were the most relevant threats for governments.

It seems that professional criminals are focussing less on govern-
ments and more on private organisations and citizens. The threat 
by cyber vandals and Scriptkiddies also reduced for governments. 
Yet IT takeovers by hacktivists has become more relevant for 
governments. These types of attacks occurred a number of times 
abroad.

The threat from professional criminals has become more relevant 
for private organisations. They had to deal with blackmail caused 
by (threats with) DDoS attacks, or ransomware. The threat of 
digital espionage (particularly by state actors and professional 
criminals) has also increased. In the past period, no cases of 
industrial espionage by private parties have been observed in 

the Netherlands, so this threat has 
become less relevant.

For citizens, after all, the threat in 
terms of professional criminals has 
increased in the past year. Aside 
from private organisations, major 
data thefts often impact citizens too. 
Disruption of IT (cryptoware) and IT 
takeovers (ransomware and botnets) 
are both extremely relevant. The com-
mercial use (and abuse) of personal 
details by private organisations is 
a relevant new threat for citizens. 

Although in many cases it is not illegal, the interests of citizens 
who intentionally or unintentionally have given consent for use of 
their (personal) information may still be compromised.  It is often 
not clear how organisations handle this information.

“The number of DDoS 
attacks using huge 
bandwidth was 
remarkable.”
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Table 5. Threat matrix

Targets

Source of the threat Governments Private organisations Citizens

State actors Digital Espionage Digital Espionage Digital Espionage

Offensive cyber capabilities Offensive cyber capabilities

Terrorists Disruption of IT/takeover Disruption of IT/takeover

Professional 
criminals

Theft and publication or selling 
of information

Q Theft and publication or selling 
of information

Theft and publication or selling 
of information

n

Manipulation of information Q Manipulation of information Q Manipulation of information

Disruption of IT n Disruption of IT n Disruption of IT 2

IT takeover Q IT takeover n IT takeover 

Cyber vandals and 
Scriptkiddies

Information theft Q Information theft Q Information theft

 Disruption of IT Q  Disruption of IT

Hacktivists Theft and publication of  
information obtained

Theft and publication of  
information obtained

Theft and publication of  
information obtained

Defacement  Defacement

Disruption of IT Disruption of IT

IT takeover 2 IT takeover

Internal actors Theft and publication or selling 
of information

Theft and publication or selling 
of information

Disruption of IT Disruption of IT

Cyber researchers Receiving and publishing  
information

Receiving and publishing  
information

Private organisations Information theft  
(industrial espionage)

Q Commercial use/abuse or  
‘resale’ of information

2

No actor  IT failure  IT failure  IT failure

Legend relevance

Low Medium High

No new trends or phenomena of 
threats have been observed. 
OR (Sufficient) measures are 
available to remove the threat.
OR No incidents worth 
mentioning have occurred during 
the reporting period

New trends or phenomena of 
threats have been observed.
OR (Limited) measures are 
available to remove the threat.
OR Incidents have mainly 
occurred (except for a few small 
ones) outside of the Netherlands.

There are clear developments 
which make the threat 
opportunistic. 
OR Measures have a limited effect, 
so the threat remains substantial.
OR Incidents have occurred in the 
Netherlands.

n Threat has increased Q Threat has decreased 2 Threat is new
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“DUE TO THE DATA 
EXPLOSION, DIGITAL 
DATA IS NOW 
AVAILABLE IN A 
FORM AND SCALE 
WHICH DID NOT 
PREVIOUSLY EXIST”
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1   GLOBAL DATA GROWTH IN CONTEXT

The computerisation of society has radical consequences 

for the manner in which people live their lives. In many 

ways this trend makes life easier, but it also poses risks. 

This was evident from the use of the rising volume of 

data by commercial parties, criminals and state actors. 

This detailed section deals with the various aspects that 

this data growth brings about. This section follows the 

structure in the core assessment, in which the interests, 

actors, tools, vulnerabilities and measures are dealt with 

sequentially.

Changing interests
Citizens, businesses and governments create, use and collect 
more digital information than ever before. Where only a quarter 
of all information was digital in the year 2000, by the beginning 
of 2013 this had risen to approximately 98 percent.143 The bulk 
of that growth was not caused by the replacement of analogue 
information, but by new applications such as social media and 
cloud computing services.

More and more aspects in our daily lives are being recorded 
directly or indirectly: a development that is known as datafication. 
This includes location details that are registered through a 
smartphone, personal interests by clicking on the ‘Like’ button 
on Facebook, music preferences via Spotify and the energy 
consumption per appliance using smart energy meters. For many 
years now this has led to an exponential growth of information: 
a genuine data explosion.144 Here individual citizens often 
cooperate, whether intentional or not, by continually sharing their 
private lives with their social network.

Because of this data explosion, digital data is now available in a 
form and on a scale that never existed before; storage of the data 
barely costs anything, and the analytical possibilities for large data 
sets has risen enormously. Hence the interests grow and a possible 
threat to the interests generally has a greater impact. This impact 
occurs not only because more information is available and is 
processed, but also because new connections can be made which 
would have remained untapped in the past.

143 The rise of big data: how it’s changing the way we think about the 
world’, Foreign Affairs 92, 3 (May/June 2013), pp. 28-40

144 http://computerworld.nl/big-data/79682-internet-of-things-veroorzaakt-datatsunami

The data explosion and the services based on it, have a positive 
influence on societal growth. Newly developed applications not 
only have had major economic effects, but have also brought about 
a renewal in social and civic life. The new applications support the 
social cohesion and provide new opportunities which people use 
to find each other, simply because they share a bit of their private 
lives. The increased analytical possibilities of an ever-growing 
volume of available information can be used in the interests of 
security.

On the other hand, the data explosion also poses risks. Due to 
the worldwide transportation and centralised processing and 
storage of enormous volumes of data and details, the damage and 
potential impact that comes about by a disruption, failure or abuse 
of such information is far greater than ever before. The interests 
of individuals and commercial organisations affected, as well as 
those of governments. For individuals, this specifically concerns 
the potential infringement of privacy, while for organisations it is 
particularly financial interests that are at stake due to the loss of 
confidentiality. Societal development can also be affected because 
of the major dependence of society on cloud-based services and 
applications.
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Interests   Trends of datafication and data collection continue. 
On the one hand, these lead to progress, on the other 
to risks for the interests of individuals and 
organisations.

Threats   Both state and commercial actors have access to 
state-of-the-art tools. A dependence on the intention 
of actors comes about.

Resilience  There is a lack of effective measures to improve 
resilience.
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Data exploitation by various actors
Datafication offers unprecedented opportunities for innovative 
use of the collected details. The advantages here are evident for 
users, but there are risks involved. In the paragraphs below the 
involved actors are positioned.

Dutch government The government is taking initiatives to 
make better use of the wealth of data that it collects, for instance 
Digital Government 2017. Within the context of the Open 
Government145 initiative, data is more widely available nowadays 
that was traditionally only used by 
the government. Private parties and 
individual citizens are able to develop 
innovative applications on the basis 
of this information, which could 
eventually lead to greater social and 
economic growth.

Commercial parties Various 
international trend-setting businesses 
use a business model that is based 
on the exploitation and/or selling of 
large volumes of user information. In 
such business models which, for the 
time being, are highly successful, free services are offered via the 
internet in exchange for consent for the exploitation of personal 
and user data.  The eager acceptance of the offered services 
reinforces that they answer a major social demand, but also that 
“surveillance is still the business model of the internet”, according 
to security expert Bruce Schneier.146 Businesses are increasingly 
trying to enrich their own collection of information with other 
information from public and private sources, which can then be 
traded with third parties.  In the Netherlands, there is also a brisk 
trade in consumer profiles, with an annual turnover of EUR 1.3 
billion.147

Foreign intelligence and security services The worldwide data 
growth is also a potential source of a wealth of information for 
intelligence and security services. By making active use of the 
availability of detailed data, services are in a position to fulfil their 
duties, which eventually benefits societal security. Since June 
2013 revelations in the world press have reported on activities by 
the National Security Agency of America (NSA). These were based 
on information leaked by Edward Snowden, a former employee 
of that service. An observation regarding these news reports is 
that they are not confirmed on the basis of various sources. The 
NSA and its British counterpart GCHQ have stated that they acted 
within the legal boundaries of their authority.

Media attention has focused on types of data exploitation which 
do not normally claim the spotlight. The media emphasized 

145 https://data.overheid.nl/openoverheid
146 http://www.theatlantic.com/technology/archive/2014/03/don-t-listen-to-google-and-

facebook-the-public-private-surveillance-partnership-is-still-going-strong/284612/
147 Michael Persson, “Who am I according to big data?” (Volkskrant, 12 April 2014)

the scale of the activities and the advanced technical capacities 
involved. 
The AIVD and MIVD have no indications that allies have engaged 
in any digital espionage activities against Dutch interests over 
the past year.148 However, according to annual reports, the Dutch 
intelligence and security services do consider the threat by non-
allies to be present and increasing.149

In the Dutch context, the cabinet itself generally considers the 
interception of metadata and its analysis to be an acceptable 

method for conducting investigations 
into terrorists, other dangers to 
national security or in connection to 
military operations.150

Cyber criminals The last type of 
actors who have an interest in the 
data explosion is cyber criminals. The 
quantity and type of details which is 
stored centrally as a result of the data 
explosion, is a potential target for 
cyber criminals. The wealth of sensitive 
information provides an excellent 
starting point for criminal activities, 

such as (spear)phishing or identity fraud. In this respect, the ever-
increasing size of published data thefts is most disconcerting.151 

Tools
Actors deploy various tools to exploit the massive volumes of 
data. Commercial businesses collect a large variety of details 
which are generated as part of the use of their services. These 
are structured to a greater or lesser degree depending on the 
specific type of services, and can be in the form of e.g. e-mails, 
tweets, clickstreams or demographic classifications. Last year’s 
CSAN also looked at this form of ‘collection craze’ by the business 
community.152

Programming models like MapReduce, programming 
environments like Hadoop, and the processing capacity generated 
by evermore powerful computer systems, provide businesses with 
the opportunity to analyse enormous volumes of data. Eventually, 
this could lead to new insights that can be used to create 
commercial opportunities.

Foreign intelligence services have a collection of technically 
advanced methods, technology and tools, with which they 
structurally and globally provide access to information and IT 

148 Detailed section » Digital threat by state actors.
149 Detailed section » Digital threat by state actors.
150 Parliamentary Paper 30977 no 63
151 http://www.spiegel.de/netzwelt/netzpolitik/e-mail-passwoerter-gestohlen-18-mil-

lionen-datensaetze-a-962419.html (paragraaf Schwarzmarkt für Zugangsdaten floriert) 
https://www.riskbasedsecurity.com/reports/2013-DataBreachQuickView.pdf http://
blog.trendmicro.nl/security-voorspellingen-2014-maandelijks-grote-datalekken-
toename-cybercrime-mobiel-bankieren-en-vergrote-kans-op-identiteitsdiefstal/

152 See Detailed section “Grip on information”, CSAN-3

“In the Netherlands, 
the use and sale of 
consumer profiles is 
now big business”
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systems.153 Activities are believed to be developed that focus 
on the weakening of (encryption)tools and technology that are 
widely deployed to make reliable electronic communication 
possible. Standards used worldwide for the security of digital 
communications may have been influenced, but specific suppliers 
may also have cooperated in the adaptation of their security 
products for the purpose of making encrypted information 
accessible for intelligence services, if so required. Potentially, this 
has worrisome implications, when taking into consideration that 
it could erode the basis of trust in the entire internet. In addition, 
other parties could benefit from weaknesses which could possibly 
be introduced. Here, one can think of cyber criminals who could 
tap into such vulnerabilities for their own gain.

Vulnerabilities
The form in which the data explosion is currently manifesting 
itself, contains inherent vulnerabilities. As soon as more details 
are generated more information can be intercepted, manipulated 
or disrupted. If more information containing a higher level of 
detail is stored, it becomes more attractive to tap further into this 
source of information. The vulnerabilities described in chapter 
4 of the Core assessment are largely also specifically applicable 
to the extensive and detailed data collections that are available 
nowadays due to the described data explosion. 

To elaborate further on this, for commercial parties that are 
focused on the deployment of large volumes of user-related data, 
it is not always transparent how the data is used. The fact that 
this data is used to offer specific advertisements to users, can be 
considered nowadays as being common knowledge. The exact 
techniques and decision criteria behind these processes however, 
are not transparent to the outside world. Here, competitive 
considerations and the protection of company secrets play an 
important role. However, this means that for the affected parties 
whose data is at stake - whether individuals in a social network, 
or companies that have outsourced their data to the cloud - it is 
almost impossible to play an independent role in determining 
possible vulnerabilities.

In the domain of intelligence, the large data streams and data 
collections are also being followed with great interest. On the 
basis of publications by the Dutch intelligence services it can be 
concluded that state-sponsored actors abroad and the foreign 
intelligence services, are making efforts to make use of the details 
which are produced in the digital world.154 

Measures
Measures have to be taken in order to improve resilience and to 
protect interests. Protection against the vulnerabilities that are 
generated by the data explosion is problematic. For commercial 
parties, it is difficult to take measures as an individual or as an 
organisation, since the supplier one-sidedly determines which 

153 Detailed section » Digital threat by state actors.
154 Detailed section » Digital threat by state actors.

functionalities and security options are incorporated in a service. 
Moreover, the supplier is also in a position to alter the conditions 
during the lifespan of the service. So the user is highly dependent 
on the supplier to take countermeasures.

In taking such measures it is conceivable, however, that a number 
of foreign intelligence services have such advanced technology 
available that known measures will not be adequate enough in 
order to safeguard the confidentiality of data from such parties. 

On the basis of its government cloud strategy, the Dutch 
government has chosen to set up a closed government cloud under 
its own management as a facility for providing generic services 
within the government service. This facility will be set up within a 
network that is protected by government itself and managed by its 
own government-wide organisation. A choice was therefore made 
for a community/private cloud service under its own management. 
In addition, the government will carry out a survey on the 
feasibility of separate IT networks for vital processes.155

In a context of increasing threat and continually expanding 
technical possibilities, the dilemma is highlighted of finding a 
good balance between security and safeguarding the protection 
of privacy. This dilemma was raised by President Obama, for 
example, in the speech he made on 17 January 2014, during which 
he announced reforms to NSA programs.156

The growing awareness amongst citizens that their personal 
data is valuable also offers commercial opportunities for parties 
wishing to protect privacy. Protection of user’s privacy is put 
forward as a sales argument for a wide variety of products and 
services. In relation to this, KPN this year announced that it would 
be adding the Blackphone to its products,160 a telephone that 
makes use of special software that puts the customer’s protection 
of privacy first and foremost by encrypting calls and minimising 

155 National Cyber Security Strategy 2
156 http://www.whitehouse.gov/the-press-office/2014/01/17/

remarks-president-review-signals-intelligence
157 http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-05/cp140070nl.pdf
158 http://www.elsevier.nl/Tech/nieuws/2014/5/

Vanaf-nu-heeft-iedere-EU-burger-het-recht-om-vergeten-te-worden-1521536W/
159 http://www.volkskrant.nl/vk/nl/2694/Tech-Media/article/detail/3663999/2014/05/30/

Google-lanceert-recht-om-vergeten-te-worden.dhtml
160 http://forum.kpn.com/t5/Betrouwbaarheid-Veiligheid/

Blackphone-is-een-privacy-telefoon/ba-p/199181

The right to be forgotten
European Court of Justice ruled that operators of (internet) 
search engines are responsible for processing the personal data 
reproduced on web pages published by third parties.157 This 
ruling was issued in a case brought by a Spanish citizen. This is 
the first time that a European authority for administering justice 
has acknowledged the ‘right to be forgotten’.158 Search engines 
such as Google are now busy enabling users to actually practice 
this right.159
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tracking. Privacy-friendly social networks are also gathering 
attention: Diaspora161 and Vivaldi162 are both well-known names 
in this context. It should be noted, however, that due to so-called 
network effects it is a less attractive alternative to move to a new 
communication service or social medium if one’s own contact 
persons continue to use existing services163

Conclusion
Citizens, businesses and governments create, use and collect more 
digital information than ever before. The trends of datafication 
and data collection will continue to move ahead. On the one hand 
this enables societal progress and more possibilities for security. 
On the other hand it entails risks for individual privacy and for the 
interest of confidentiality of information of private organisations 
and governments. In the case of increasing threat and continually 
expanding technical possibilities, a good balance needs to be 
found between security and safeguarding the protection of 
privacy.

In the past few years, worldwide cases have shown that these risks 
are real and that the interests can be adversely affected. The loss 
of grip on information, a risk that was identified last year by the 
Cyber Security Assessment Netherlands (CSAN), is a real threat. 
There has also been a great deal of attention shown in the media 
and social discussions over the last year for the activities of foreign 
intelligence services. However, the AIVD (General Intelligence 
and Security Service) and MIVD (Military Intelligence and Security 
Service) have seen no indications that allies have engaged in any 
digital espionage activities against Dutch interests over the past 
year. Nevertheless, the threat from non-allies is considered to exist 
and to be growing.

161 https://diasporafoundation.org
162 https://vivaldi.net
163 http://www.spiegel.de/netzwelt/web/threema-surespot-textse-

cure-sichere-whatsapp-alternativen-a-954576.html

Commercial parties are taking an increasingly central role within 
the information infrastructure of individuals, businesses and 
governments. This involves risks due to the dependence of these 
businesses and the vast quantity of data. Increasing defences 
appears to be problematic, since it is hardly possible for the end 
user to remove the existing vulnerabilities through targeted 
measures.

In the areas of data collection and data exploitation, users have 
become dependent on the intentions of actors, both state actors 
as well as commercial. This also leads them to be vulnerable to 
changes in the intentions of these players. As soon as a state actor 
or a commercial party decides to use its capacities to the detriment 
of Dutch interests, this threat can manifest itself. It is not always 
clearly visible for the relevant interested parties when a shift takes 
place in the intentions.

In summary, it may be said that the interests are substantial, the 
resilience is low and that the tools are available for threatening 
the interests. Measures for averting the vulnerabilities are difficult 
to create by the end users. This leads citizens and businesses to be 
dependent on the intentions of commercial and state actors, and 
Dutch interests can be compromised by evolving intentions. «
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2   DIGITAL THREAT FROM STATE ACTORS

The level and structural manner of digital attacks by state 

actors forms a substantial threat to the national security 

and economy. During the previous reporting period 

various public and private institutions in the Netherlands 

were either the victim or target of digital espionage 

attacks by state actors. In addition to this, Dutch IT 

infrastructure was frequently abused in carrying out digital 

attacks on other countries. Almost every intelligence 

service invested in its digital capacities over the last few 

years, meaning that digital espionage is not limited to 

large and sophisticated intelligence services. Although 

there are few precedents as yet, the military deployment 

of digital attacks is possibly a significant threat for 

national and allied interests.

The trend that digital espionage forms a growing threat from 
governments and the business community has continued 
over the past year. The intelligence services AIVD (General 
Intelligence and Security Service) and MIVD (Military Intelligence 
and Security Service) have established that the threat has not 
diminished between April 2013 and March 2014. Digitisation 
offers huge possibilities for espionage, disruption and sabotage 
of the economy and society, as well as an extra possibility for the 
development of military operations.

Dutch interests were compromised in 2013 when government 
institutions, the defence industry and top-sector businesses 
all became victims of digital espionage. The biggest threat 
for national security comes from state actors. The resistance 
against digital attacks within the government and the business 
community did not appear to be adequate, which means that the 
probability of success of advanced digital attacks by state actors in 
the near future is also substantial.

This detailed section provides insight into digital attacks by state 
actors, and the threat this poses for the Netherlands and the ability 
to deploy the Dutch armed forces. The targets of digital attacks, 
the actors who play a role in this and the impact caused by such 
attacks will be discussed.

Digital espionage
AIVD and MIVD  draw attention to the fact that the number of 
digital espionage attacks increased during the past year and, 
moreover, that these gained in complexity and impact. The 
worldwide growth of the internet, together with the dependence 
on the internet for the creation, distribution and storage of data, 
adds an extra dimension to espionage.

Digital espionage is relatively simple and inexpensive compared 
to traditional espionage. The risk of detection is small and the 
potential yield is especially large. Hence digital espionage is no 
longer reserved to large and sophisticated intelligence services. 
Virtually all intelligence services have invested in their digital 
capacities during the past few years. Moreover, the fact that digital 
espionage can be carried out by relatively simple means makes 
it an easily available instrument for state organisations that are 
looking to gather information about governments, businesses or 
citizens for financial or ideological reasons. This leads to a wide 
variety of espionage threats.

Government During the past year, multiple digital espionage 
attacks on Dutch governmental institutions have been detected, 
whereby the majority were aimed at the Ministry of Foreign Affairs 
and the Ministry of Defence. A large amount of knowledge and 
insight is present in governmental institutions and international 
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organisations established in the Netherlands, which can be to 
the advantage of other countries. Other countries endeavour to 
acquire inside information through digital espionage concerning 
political decision-making, economic plans and Dutch standpoints 
and negotiation strategies in a variety of different areas. Using this 
information, a country can secretly try to influence the decision-
making on certain subjects so that a decision turns out favourably 
for that country.

Defence The level and structural manner in which digital 
espionage is applied forms a significant threat to defence interests 
and the defence industry. AIVD and MIVD  have established that 
the Dutch defence industry is a desirable target in the area of 
digital espionage. Moreover, MIVD  has indications that the digital 
espionage threat is not only aimed directly at the defence industry, 
but also at parties working in collaboration with the defence 
industry, such as financial institutions, patent offices, law firms 
or consultancy firms. Digital espionage activities aimed at Dutch 
defence personnel were also detected in 2013. Both within the 
Netherlands as well as abroad e-mail accounts of Dutch defence 
personnel were the target of spear phishing, probably carried out 
by a state actor.

The Department of Defence is active in various regions throughout 
the world. Dutch forces are involved, for example, in large 
missions in Mali and on the seas around Somalia, as well as the 
Department of Defence having a permanent presence in the 
Caribbean parts of the Kingdom. The Defence networks and 
systems used in these areas form a target for potential digital 
attacks and espionage. Moreover, within multinational missions 
not all participating countries maintain the same high level of 
cyber security standards, either consciously or not, as the Dutch 
armed forces. MIVD investigates any relevant incidents arising in 
this regard.

Top tier sectors The Netherlands is an attractive location for the 
international business community and forms a playing field where 
the economic competition is carried out. AIVD and MIVD  point 
out that digital espionage is used by some countries in order to 
gain a competitive advantage. The threat of economic espionage 
for the purpose of gaining advantage for a country’s own national 
industry, technological scientific development and competitive 
position in the world market is evident in various different 
countries.

During the past year, increasing numbers of digital attacks aimed 
at the business community have been observed. This mainly 
involves businesses and research institutes within the energy, 
biotechnology, chemical and high-tech sectors of the Netherlands 
and abroad. These attacks are aimed at collecting confidential 
technological scientific and financial-economic information with 
the purpose of gaining insider information about approaching 
transactions, takeovers and negotiation positions. The AIVD and 
MIVD have indications that the majority of the attacks originate 
from state actors.

IT infrastructure The Netherlands has a high-level IT 
infrastructure. Our country is amongst the top countries in the 
world in the areas of bandwidth, connection speed, internet hubs 
and the number of data centres. This makes the Netherlands an 
attractive operational base and transit country for digital attacks.

During the past year, Dutch IT infrastructure suffered large-
scale abuse for the purpose of carrying out sophisticated digital 
attacks on other countries. Attackers from several different 
countries successfully infiltrated hundreds of computer networks 
worldwide via the Netherlands with the aim of collecting 
confidential information. The digital attacks were mainly aimed 
at governmental organisations, diplomatic representatives, 
defence-related institutions, international organisations, research 
institutes and people. Looking at all recognised attacks by 
size, duration and choice of target suggestan attack initiated or 
sponsored by a government with the motive of espionage.

Offensive military deployment and digital sabotage by 
state actors

Computer network attack Besides the threat of digital espionage, 
account must also be taken of the threat posed by the deployment of 
offensive cyber operations by state actors. This phenomenon is known 
internationally as computer network attack (CNA).164 Various countries 
are developing the ability to carry out offensive cyber operations 
and include military actions in the digital domain in their military 
doctrines. A sophisticated digital attack aimed at manipulating, 
disrupting or destroying governmental networks, communication 
systems, military sensors or weapon systems can increase the 
effectiveness of air attacks or ground operations, for example. In 
addition, digital means could also be deployed for the purpose 
of causing panic or chaos amongst the civilian population, 
spreading disinformation or limiting the ability to deploy of 
security and emergency services. As yet there are few precedents 
of the deployment of such operations, but the possible impact is 
substantial.

Digital sabotage It has already been shown that digital attacks can 
damage and disrupt parts of or complete vital sectors. Moreover, 
vital sectors can even be disrupted by less sophisticated attacks. 
This became apparent when various institutions fell victim to 
DDoS attacks in the spring of 2013. Although these attacks did 
not lead to social disruption, it is quite clear that with relatively 
simple means such as a DDoS attack, access to online payment 
services can be badly disrupted. This in turn can lead to enormous 
inconvenience and unrest.

A number of examples of a new form of digital sabotage occurred 
worldwide in 2013, whereby state actors were possibly involved. 
These involved the deliberate removal or destruction of large 

164 Offensive cyber capabilities are digital means with which the actions of oppo-
nents are influenced or rendered impossible. These capabilities can be deployed 
in a military operations in support of conventional military capabilities. This phe-
nomenon is known internationally as computer network attack (CNA).
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quantities of data from commercial networks in countries that 
were considered by the attackers to be their political opponents. 
Examples include the attacks on the government of Qatar and a 
large-scale attack on South Korean commercial networks resulting 
in disruptions in the financial sector. If state actors that look 
unfavourably to the Netherlands deploy such attacks against it, the 
consequences for the functioning of Dutch government and public 
institutions could be substantial.

Actors in digital attacks

State actors A large digital threat against the Netherlands is cur-
rently considered to come from one or 
more state actors. Of all the relevant 
actors, states have the interests, 
intentions, means and expertise for 
developing sizeable offensive digital 

capacities.
In comparison to last year, states are 
seen to be using more advanced and 
complex attack techniques in order 
to carry out digital espionage attacks. 
AIVD and MIVD have observed that 
the attackers to an increasing extent 
specifically infect their targets and try to merge data exfiltration 
into the regular network traffic. This makes espionage attacks 
difficult to recognise.

The threat posed by states was discussed in the preceding 
paragraphs. However, AIVD and MIVD  have no indications that 
allies have engaged in any digital espionage activities against 
Dutch interests over the past year.

Non-state actors During the past year, the trend has continued 
that hacker collectives have put themselves forward as defenders 
of the interests of states. One example of this involves the 
pro-Russian and pro-Ukrainian hackers who carried out DDoS 
attacks and defacements on both sides during the crisis in the 
Crimea. AIVD and MIVD have indications that these hackers are 
tolerated or even assisted by their national governments. But these 
relationships are shady. No attacks from such hacker collectives 
representing the interests of states have been observed against the 
Netherlands during the past year. If Dutch interests do not match 
the interests of certain other states, it is however conceivable that 
hacker collectives will also be deployed against the Netherlands.

Impact of digital attacks

Digital espionage Digital espionage attacks on governmental 
institutions bring consequences for national security, since 
the political-administrative and civil service integrity could be 
detrimentally affected. The international negotiation position 
of the Netherlands could be undermined due to the fact that 
policy points are already known to another party. In addition, 

the position of the Netherlands as a trustworthy partner could 
be detrimentally affected which may damage its image as a 
consequence.

Businesses in the top tier sectors run a great risk of damage 
as a result of infringements of intellectual property and by 
undermining of the negotiation position in tendering procedures, 
contract negotiations, mergers and takeovers. Although exact 
figures are not available, it is likely that the worldwide damage 
amounts to hundreds of billions of euros as a consequence of loss 
of income, loss of competitiveness and jobs, and also through the 
costs of implementing security and recovery measures.

Computer network attacks and 
digital sabotage In particular, 
the combination of digital attacks 
together with physical military means 
potentially forms a significant threat 
to national and allied interests. Also, 
opponents in crisis areas where the 
Dutch armed forces are deployed are 
now able to strike the Netherlands 
using digital attacks. These backlash 
effects against Dutch interests are 
increasingly relevant. Moreover, as a 

member of international organisations such as the EU and NATO, 
the Netherlands can fall victim, directly or indirectly, of attacks 
against these organisations.

Digital sabotage attacks could harm the national security if long-
term and large-scale failures occur within the vital infrastructure, 
leading to social and economic disruption as a consequence. This 
may lead to the interruption of services, financial damage and 
business damage.

Conclusion
As was the case in previous years, digital espionage is a major 
threat to the government and the top tier sectors in the 
Netherlands. The attacks gain in complexity, size and impact. 
Almost every information service invested in its digital capacities 
over the last few years, meaning that digital espionage is not only 
reserved for large and sophisticated intelligence services.

Digital sabotage attacks could harm the national security if long-
term and large-scale failures occur within the vital infrastructure, 
leading to social and economic disruption as a consequence.

Although there are still very few precedents, the potential impact 
of military deployment in offensive cyber operations is great. 
Various countries have developed such capacities during the last 
few years, including countries that are not favourably inclined 
to the Netherlands or its allies. The disruptive consequences of a 
high-level digital attack against national or allied interests could 
be very substantial. «

“The Netherlands is 
an attractive base and 
transit point for cyber 
attacks.”
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“THE SOFTWARE 
INDUSTRY IS 
ACCUSTOMED TO A 
LIMITED LIFESPAN AND 
CEASES SUPPORT OF 
SOFTWARE 
THEREAFTER”
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3   IT SUSTAINABILITY

Devices cannot be supported forever. That would be 

impossible. Devices are increasingly connected to the 

internet. This is a risk now, and in the future it could 

become a significant problem in relation to safeguarding 

cyber security. Attacks via internet connections on 

systems with a physical function, such as cars or medical 

equipment, can have direct consequences for the 

personal safety of the users or the economic continuity of 

organisations. 

There is no ready-made solution for this. The traditional 

method of using updates, maintenance and timely 

replacement often does not work for these types of 

systems. This means that attention must be given now to 

dealing with devices that are becoming outdated.

The sustainability of IT is a growing problem
Society is becoming increasingly automated: use is not only made 
of devices that are obviously IT-based, such as computers and 
smartphones, but also of less visible IT uses for running many 
aspects of our daily lives.

Vehicles, medical equipment, industrial control systems, 
televisions and the like are now equipped with new technology 
and to a greater extent are automated (i.e. smart). In just a few 
years’ time, however, the software in these devices will have 
become outdated, while they continue to be used. The software 
industry is used to measuring a certain lifespan, after which it no 
longer supports the software. If vulnerabilities are then discovered 
in such software, these can possibly lead to large-scale abuse.

In many cases, suppliers of hardware and consumer products 
are not equipped to provide support and adjustments to their 
products once they have delivered them to the consumer. This 
leads to many vulnerabilities discovered at a later time not being 
remedied. A recent example are routers,165 whereby this problem 
was apparent. Moreover, manufacturers are under pressure to 
innovate in their development of new devices, not to make old 
devices more future-proof.

165 http://www.rtlnieuws.nl/nieuws/binnenland/spooktelefoontjes-
op-rekeningen-xs4all, consulted on 11 June 2014

Through the increasingly common connection to the internet 
vulnerabilities can be abused from a distance, which can lead to 
the disruption of the operation of products. This can in turn lead 
to serious economic problems and possibly even place users in 
physical danger.

Users have insufficient possibilities for keeping the software in 
devices up-to-date by themselves, while suppliers often omit to do 
this or even make it impossible. This problem can be seen as a lack 
of sustainability in IT.

Causes
The sustainability problem in IT is caused by a number of 
developments that have been addressed to a certain extent in this 
Cyber Security Assessment, as well as in previous editions.

D
etailed section 3 
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Interests   The increase in computerisation and internet 
connection of systems leads to a greater social 
dependence on software that works well.

Threats   Software in devices that is no longer supported, but 
which is still connected to the internet, is vulnerable 
to attacks from the outside.

Measures  Solutions have not yet been formulated. This creates 
the risk that interests will be compromised in the 
future.
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Firstly, the Internet of Things, the development whereby 
increasing amounts of devices are connected to each other and 
the internet. These devices collect data about their surroundings 
and exchange this data with each other. Secondly, software 
manufacturers stop the support and continued development of old 
software, while it remains in use. Security gaps are thus no longer 
stopped.

Risks
The user is increasingly ignorant of the potential security problems 
that are sneaked in along with the purchase of new devices and 
by continuing to use older devices. More often than not, the user 
lacks the necessary knowledge and skills with which to be able to 
do something about this, and the information and possibilities 
offered by suppliers are often lacking. This can lead to the user or 
his/her surroundings running risks digitally, for example through 
data theft, as well as physically, for example when problems occur 
with cars.

Software lifespan Computers that allow users or administrators 
full administration accessare usually easier to maintain. The 
software industry is regulated according to this situation; software 
is continually being developed and new versions are rolled out at a 
rapid pace. This leads to users who continue to use older versions 
of software to be able to rely on support and security updates to 
a lesser extent. For many businesses, investment in maintaining 
these outdated products is unattractive. The economic lifespan of 
software is often therefore only a few years, considerably shorter 
than that, for example, in the car industry.

The situation in the car industry is vastly different from the IT 
sector. Once the development and production of a particular 
model of car has been completed, the need for renewal is minimal. 
When the new edition of a model is launched the service stations  
will, however, still be able service older models of the cars. Also, 
in the case of safety problems, for example when the brakes do 
not work well in certain situations due to a design fault, this can 
be solved through recalls, irrespective of the age of the car. Car 
owners are used to paying for maintenance of their vehicle, while 
this is far less often the case in home use of IT products.

166 According to Netmarketshare still about 25 percent, http://marketshare.hitslink.com/
operating-system-market-share.aspx?qprid=10&qpcustomd=0, consulted on 6 June 2014

167 https://www.ncsc.nl/actueel/nieuwsberichten/stop-met-gebruik-
windows-xp.html (consulted on 10 June 2014)

Cars these days are provided with on-board computers. Besides 
visible computers, such as integrated navigation systems, cars are 
also provided with systems for managing individual parts such as 
the engine, the brakes, the power steering, etc. This is where the 
IT sustainability problem creeps into the car industry. Multiple 
systems will be connected to the outside world, such as the eCall 
system (soon obligatory) that can automatically send GPS locations 
to emergency services in case of an accident,168 or possibly the 
system with which police can stop a car by remote control.169

Network connection brings with it the inherent risk of abuse if and 
when security leaks come to light. Security updates for software 
appear at a much faster rate, however, than the car industry is used 
to, while cars can run for far longer without updated technology 
than the software industry is used to.

Lasting quality and sustainability
Outdated software in ‘open’ surroundings is an increasing risk. 
Sustainability has become a concern in relation to the increasing 
integration of software into physical objects, and lack of 
sustainability is a risk.

In the development of products, attention should be given to the 
risks involved in the lack of sustainability from the start. If this 
is not done, or the attention given is less than careful, then more 
and more incidents will occur. These incidents underscore  the 
problem, and solutions are increasingly difficult to implement.

 

168 See http://tweakers.net/nieuws/94568/europarlement-stemt-voor-verplich-
te-invoering-ecall-systeem-in-autos.html, consulted April 2014.

169 See http://tweakers.net/nieuws/94024/eu-overweegt-verplicht-
noodstopsysteem-voor-autos.html, consulted April 2014.

170 http://www.geschiedenis24.nl/andere-tijden/afleveringen/2009-2010/
Millenniumbug.html (consulted on 10 June 2014)

Windows XP
After a period of over twelve years, on 8 April 2014 Microsoft 
stopped providing support for Windows XP. There still are large 
numbers of Windows XP users, including private users, busines-
ses and governments.159 Since no new security updates for 
Windows XP will be released, this will lead to a large quantity of 
potentially vulnerable systems.160

 

Millenniumbug 
The IT sustainability problem is not a new one. At the end of the 
twentieth century there were many worries about the possible 
problems that might be caused by the date notation (only the 
last two digits of the year were displayed), which were used in 
older systems that were no longer supported. A large proportion 
of the computer industry was kept busy during this period with 
thoroughly going through old and poorly maintained software. 
Out of concern over the problem aircraft were kept grounded on 
New Year’s Eve.163 In the end, serious problems did not occur.
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There is, however, no clear solution at the present time. A number 
of questions emerge, the answers to which have no general 
consensus:

 » What is the reasonable expected to be the economic lifespan of 
an automated product?

 » On the basis of which criteria can the choice be made for 
ending the software support of a product?

 » How desirable and how necessary 
is it to have or maintain an 
internet connection for products?

 » How can manufacturers, 
suppliers and users be 
stimulated to feel responsible for 
maintaining their products?

 » Is it desirable that users delegate 
the maintenance of their 
products entirely to others?

 » With whom does the liability lie 
for the risks involved in unrectified security leaks?

A few solutions seem to be obvious, but not without discussion:
 » Maintenance obligation: the obligation for manufacturers to 

continue to support software leads to its costs being passed on 
to consumers. Bearing in mind the speed with which changes 
take place in the IT world, this could lead to costs that are not 
in relation to the advantages, as well as a reduction in the 
innovative nature of the industry.

 » Best-before date: adding a best-before date to products 
would increase the awareness of consumers, but there is 
not necessarily a connection between becoming aware and 
acting in accordance with that awareness. Moreover, there 

are substantial differences in the time periods during which 
consumers continue to use devices, meaning that one option 
would be to have a built-in ‘self-destruct’ instruction.

 » Invisible automatic updates: when products are provided with 
updates remotely, users lose control over their own product. 
This leads to a question of liability, particularly when an update 
goes wrong: are the users of the product still responsible 

for its working and security, or 
has the manufacturer taken over 
responsibility?

The risk of abuse also increases 
if devices are managed remotely. 
When the update mechanism itself 
contains security leaks or suppliers’ 
certificates are stolen, people with 
malicious intentions could possibly 
offer counterfeit updates and 

thereby gain control over the system.

Conclusion
The increase in devices that are connected to the internet 
(including medical equipment, but also vehicles, televisions and 
household devices) will continue. The software in these devices 
will always contain security leaks. A lot of equipment simply 
cannot be updated, nor will or can all software be maintained 
on a long-term basis by the supplier. Devices will be vulnerable 
and, bearing in mind the high level of dependency, a problem will 
potentially arise in relation to the safeguarding of security in our 
society. «

“Outdated software in an 
‘open’ environment is an 
increasing risk”

D
etailed section 3 

IT Sustainability

»



76
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4   INTERNET OF THINGS

More and more devices collect details about their 

environment and exchange this data amongst each other 

or via the internet. Gartner estimates that by 2020 more 

than 25 billion devices will be connected to the internet. 

This concept, which is known as the Internet of Things, 

provides many applications to make our lives easier, 

safer and/or freer. Increasing numbers of devices will 

contain all sorts of sensors over the coming years. These 

exchange data continuously via an internet connection. 

It is, however,  early days for this development. What 

happens when these applications are used to a much 

greater extent? Will we then be under twenty-four hour 

observation by our refrigerators, clothes and cameras? 

How can we deal with data security and privacy in relation 

to these devices, which are barely provided with security?

The future outlook of the ‘Internet of Things’
The term ‘Internet of Things’ describes a development whereby 
increasing numbers of devices are connected to each other and to 
the internet. These devices collect data about their surroundings 
and exchange this data with each other. Smartphones are a 
popular example: more than a billion of these were sold in 
2013.171 Other devices are also connected to an increasing extent 
and exchange data with each other. The data collection occurs 
by means of sensors: they measure such things as air pressure, 
temperature and sound level. Different devices have different data 
at their disposal, which they exchange via an internet connection. 
The devices can act independently on the basis of this data. This 
leads to a wide variety of applications. Some applications already 
exist, while others are yet to be invented. A few applications are 
described in broad terms below. It is not possible to predict which 
applications will really take off; partly for this reason the summary 
is far from complete.

171 Source: http://webwereld.nl/markttrends/81100-in-1-jaar-1-mil-
jard-smartphones-verscheept (consulted on 22 May 2014)

Application: Homes react to their inhabitants The devices that 
people use in their home offer a lot of opportunities for data 
exchange. This enables inhabitants to make their lives easier, 
safer and more environmentally friendly. This technology is 
already featured in exhibitions,172 and several energy suppliers 
already offer smart thermostats.173 A refrigerator is able to detect 
which products it is storing. Is a product near or past its use-
by date? The refrigerator will inform its owner and order new 
products immediately. Devices that require maintenance or 
which suffer a malfunction can inform their owner of this and can 
independently plan an appointment with a repairman. A home 
thermostat detects when inhabitants are present, provides insight 
into their energy use and allows them to manage their energy 
consumption centrally. The thermostat itself decides when certain 
energy-intensive activities, such as drying laundry or running the 
dishwasher, can best take place, both in terms of environmental 
impact as well as the inhabitant’s own budget.

172 See for instance: http://www.nu.nl/gadgetbeurs-ces/3000476/huis-van-
toekomst-jaar-nederland.html (consulted on 22 May 2014).

173 See for instance http://www.consumentenbond.nl/ener-
gie/extra/energiemeter/ (consulted on 22 May 2014).
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Application: Public areas are safer By combining data collected by 
various different devices, general safety as well as personal safety 
in public areas can be increased. As early as 2005, the municipality 
of Groningen was using microphones to detect signs of aggression 
or fear in the night life.175 At the time, this data was only shared 
with the police control room. In future, this data could also be 
offered to visitors in the district by means of an app, to become 
informed about certain areas that should be avoided. Moreover, 
this app could itself possibly collect data through sound and 
location sensors in the smartphone. The police and other visitors 
could in this way observe aggression and fear in places that are not 
accessible to microphones installed by the police.

Application: Medical operations are less intrusive With the help 
of sensors that exchange information, patients are able to go 
home sooner after an operation. They swallow an electronic ‘pill’ 
that continuously monitors their condition and shares the results 
with the involved doctor. Such electronic pills are already being 
provided and used to a limited extent.176 If a patient is dependent 
on other people, such as in the case of children, the handicapped 
or the elderly, the data can also be shared with the family members 
involved or other carers. For patients with chronic diseases such 
a pill could also be used for keeping up-to-date in the long term 
with their physical condition.

Application: Improved traffic flows The combination of the 
location data of cars, mobile telephones and car navigation 
systems makes it possible to react more quickly and effectively to 
road traffic accidents, threatened blockages and queues. In recent 
times, more of this type of dynamic systems have been released 

174 Source: Gartner (November 2013).
175 Source: ‘Evesdropping’ camera successfull http://www.volks-

krant.nl/vk/nl/2686/Binnenland/article/
176 See for instance: Hi-Tech Health Monitor Works When You Swallow It, http://

sanfrancisco.cbslocal.com/2014/02/23/new-digital-health-monitor-actually-
works-from-inside-the-body-you-swallow-it/ (consulted on 22 May 2014).

into the market.177 Navigation systems are able to advise drivers to 
take a different route if they are approaching a place where there 
are large numbers of stationary vehicles. This helps to prevent the 
creation or expansion of traffic jams. This means that drivers are 
able to reach their destination sooner. Since they are stationary 
for shorter periods of time, their vehicles also emit less exhaust 
fumes.

What are the outlines of how the Internet of Things 
works?
In the Internet of Things devices are provided with increasing 
numbers of sensors that record their surroundings. The devices 
with these sensors are situated in more and more places and are 
able to collect data from all those places. The devices are connec-
ted with the internet or with each other and they exchange data in 
this way. Some of these devices also take decisions autonomously 
on the basis of the data that has been collected and received.

Sensors record the surroundings Devices use sensors to collect 
data about their surroundings. A sensor is an electronic ‘sense’, 
by means of which the observation of a certain aspect of the 
surroundings is made possible. Aspects that sensors can observe 
include, for example, location (using a GPS sensor), temperature, 
sound level, blood pressure or the composition of the air. Some 
sensors, such as microphones and cameras, are able to record 
highly detailed information.

Increasing numbers of devices contain sensors Since increasing 
numbers of devices contain sensors, this means that sensors 
are able to collect data in more and more places. Smartphones 
contain many different sensors, such as a microphone, camera, 
GPS sensor, pressure sensor, accelerometer, compass and light 
sensor. It is expected that increasing numbers of devices all around 

177 See for instance: http://www.tomtom.com/en_us/servi-
ces/live/hd-traffic/ (consulted on 22 May 2014).

Figure 15. Expected growth of the number of devices connected to the internet175 (x billion)
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us will soon contain sensors, such as household devices and cars. 
Two categories have already been given their own names: wearables 
and swallowables. Wearables are items of clothing that contain 
sensors and exchange data, such as a T-shirt that measures the 
body temperature. Another popular example is Google Glass. 
Swallowables are devices that are ingested via the mouth and 
which exchange data. These devices record the physical state of 
the swallower: one example is the electronic pill mentioned in the 
previous section.

These devices exchange data with each other and with the 
internet Devices are increasingly often provided with an internet 
connection, or they are read remotely by means of Near Field 
Communication (NFC). In this way, devices are able to exchange 
collected data with each other, or they send this data to a central 
server. The mutual exchange of data falls into one of three 
categories:

 »  The same devices belonging to dif-
ferent people exchange data with 
each other. One example of this is the 
exchange of location data between car 
navigation systems, as described in the 
previous section.

 » Different devices belonging to the 
same person exchange data with each 
other. One example hereby is of a car 
that unlocks itself of its own accord 
when it detects that the owner’s smart-
phone is nearby.

 » The same devices belonging to dif-
ferent people exchange data with 
each other. One example of this is the 
collection of information by different devices relating to sound 
level in an entertainment district, as described in the previous 
section.

Each of these categories has its own questionable points in 
relation to interoperability, privacy and security. It is simpler 
to exchange data between the same devices, since this does not 
involve using any separate standard for the exchange of data. 
In general, the exchange of data between devices belonging to 
different owners poses a greater privacy risk than the exchange 
between devices belonging to the same owner.

These devices offer insight and sometimes act autonomously  
In addition to offering insight into the surroundings or a person’s 
own actions, some devices also act independently. On the basis 
of collected and exchanged information, the device carries out 
actions in order to start up a process or otherwise to intervene in 
an ongoing process. Examples hereby exist in all sorts of areas. A 
car that detects that it is too close to the vehicle in front will not 
only give off a beep signal, but will also brake automatically. A 
refrigerator which determines that the milk has passed its use-by 
date will not only send a message to the resident, but will also 
order fresh milk. An electronic pill, which monitors a patient’s 

recovery following an operation, will send an alarm directly to the 
doctor in charge of the patient if complications arise.

Which risks relating to the Internet of Things are not yet 
fully recognised?
The scenarios sketched out above offer a positive image of the 
future of the Internet of Things, whereby some comments should 
however also be added. The developments will lead to social deba-
te. By not shying away from this debate, we will be able to consider 
the results of continued development of the Internet of Things.

Connectivity and the exchange of data pose security and privacy 
risks Most of the collected data in the Internet of Things does 
not pose an obvious privacy risk. However, when put together 
with other data, the resulting risk can be far greater. Through the 
exchange and combination of data this can, for example, clearly 

lead back to a particular person. It is also 
possible when data is combined that 
facts about a person can be deduced, 
which would not be possible from 
the separate quantities of data. In the 
Internet of Things the collected data is 
broader, more intimate and more widely 
spread than previously occurred.

Every device containing software and 
which is connected to the internet is 
vulnerable. Many of the devices in the 
Internet of Things are not even complete 
computers. It cannot be expected that a 
device with limited storage and proces-
sing capacity would be able to handle 

complex cryptographic protocols. Therefore, this means that the 
manipulation or interception of exchanged data forms a greater 
risk than for classic devices, such as desktops or tablets.

In addition, it is not clear in the case of many of the new connected 
devices how they can be provided with security updates. If a leak 
is discovered in the driver software, then it will not necessarily be 
able to be repaired. When such devices are designed then conser-
vative security choices should be made, for example in relation to 
the chosen key length. However, that is at odds with the above-
mentioned processing capacity. Further information about this 
can be found in the detailed section IT Sustainability.

It is difficult for people to keep control of the extensive and 
multifaceted processing of data in the Internet of Things. A user 
will at least want to maintain control over which data can be col-
lected and with whom that data is exchanged. Many of the devices 
mentioned do not offer any possibility standardly for managing 
the collected data.

“Thermostats decide 
independently when 
certain energy-
intensive activities 
can best take place.”
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The ubiquitous presence of sensors that collect data can give 
the feeling of constant and invisible surveillance Certain aspects 
of life are observed through the Internet of Things that until 
recently were removed from continuous observation: behaviour, 
the physical condition and the home situation are three examples 
hereby. It is often unclear who in the end can gain access to all the 
collected data: is data sold to marketers, or can the government 
gain access to the data? People often do not know when and by 
whom they are being observed. This can give the feeling of being 
under constant and invisible surveillance.

People who feel that they are being observed tend to demonstrate 
more socially desirable behaviour.178 On the one hand this is 
positive, because this can be a means, for example, of preventing 
socially undesirable behaviour. On the other hand this can lead 
to the space in which an unscrutinised life is led being seriously 
restricted.

It will become increasingly difficult for opponents to avoid 
the rise of the Internet of Things The Internet of Things will 
take an increasingly prominent position in our lives personally, 
socially and professionally. It is conceivable, bearing in mind 
the objections described, that some people would prefer not to 
partake in this development. That will not be a simple matter: even 
if they do not themselves own any devices that form part of the 
Internet of Things, then they will still be observe by the devices 
belonging to others in their surroundings.179

In the case of competitive moments, such as exams, this question 
also arises. Currently it is still possible to not use devices and to 
hand these in. However, it is conceivable at some point that such 
devices will no longer be able to be removed, such as in the case 
of implants, or that these are so ubiquitous that handing them in 
will not be considered necessary. How will we deal with the arrears 
that participants build up by not wanting or being able to use such 
devices?

Where do we stand at the present time in the 
development of the Internet of Things?

There are many devices with sensors connected to the 
internet There are already large numbers of devices that have an 
internet connection available and one or more sensors. Increasing 

178 At the end of the 18th century Jeremy Bentham already formulated this idea in ‘Panopticon’. 
He imagines a prison in which each individual prisoner is constantly being watched 
over. See also: http://cartome.org/panopticon2.htm (consulted on 22 May 2014)

179 This issue is also relevant for Google Glass. Therefore, Google establis-
hed etiquette rules for using Google Glass: https://sites.google.com/
site/glasscomms/glass-explorers (consulted on 22 May 2014).

numbers of people have a smartphone and, as previously noted, 
these devices are full of sensors. Recent models of cars also have 
an internet connection as well as a wide variety of sensors. Home 
thermostats are also increasingly often supplied in versions that 
are connected with the internet. Examples hereby include Dutch 
energy suppliers who offer ‘smart’ thermostats180 and the products 
of the American company Nest, which has been taken over by 
Google.181

These devices only exchange limited quantities of data Although 
increasing numbers of devices are connected with the internet and 
with each other, they still only exchange limited data mutually. 
This means that the risks that have been sketched out are currently 
limited. The exchanges that are already taking place mainly 
concern devices or applications from the same supplier. One 
example concerns an electronic pill, which can be read by an app 
supplied by the same manufacturer. Fully developed standards 
for such data exchange between devices have not as yet been 
produced. This means that the exchange between products from 
different suppliers is only possible to a limited extent.

Conclusion
The development towards an Internet of Things is still very much 
in the early stages. The fact that we know that increasing num-
bers of devices with sensors will exchange data mutually via the 
internet does not yet mean that we know in which ways and under 
which conditions this will happen. It is not yet possible to say 
which applications will genuinely take off. It is clear, however, that 
the Internet of Things will play an increasingly prominent role in 
our society.

The IT sustainability problem sketched out in the previous section 
is highly relevant to the devices in the Internet of Things. After all, 
the device is connected and the software in the device will contain 
security leaks. Potentially, interests will be compromised.

It cannot be denied that the advantages of the Internet of Things 
are great, both for the individual consumer, who gains a better 
grip on his/her energy consumption or greater convenience, as 
well as for society as a whole, where problems are detected sooner 
or can be solved more easily. In order to act responsibly with 
this development, attention needs to be paid to the security and 
privacy aspects. It must become clearer what the rules are under 
which the Internet of Things will function, and whether it is secure 
and obligatory. «
180 Source: http://www.consumentenbond.nl/energie/extra/ener-

giemeter/ (consulted on 22 May 2014)
181 Source: https://investor.google.com/releases/2014/0113.html (consulted on 22 May 2014).
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“THE USE OF 
ANONYMISATION 
TECHNIQUES MAKES 
IT DIFFICULT TO 
TRACE THE 
DISSEMINATORS OF 
RANSOMWARE”
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5   RANSOMWARE AND CRYPTOWARE

Ransomware is getting more innovative and more 

aggressive, and the methods of payment used are 

also becoming more advanced. Over the last few years 

ransomware has increased prodigiously and at the end of 

2013 it took on a special form: cryptoware. 

In the Netherlands, a great many ransomware infections 

have been detected, as well as a few cryptoware 

infections, but cryptoware infections are far more common 

in neighbouring countries. The rise of cryptoware is 

worrying, since the payment of ransom money seems to 

help in a limited number of cases. That is in contrast in the 

case of classic ransomware. 

Ransomware and especially cryptoware make use of a 

very lucrative business model, which provides a glimpse 

of the increasing professionalisation of the cybercrime 

sector. Active prevention and a broad social strategy are 

necessary, all the more now that taking data hostage is 

becoming increasingly easy.

What is ransomware?
Ransomware, ‘ransom software’, is a persistent form of malware, 
which blocks access to the computer. The victim is no longer able 
to use the system: the only thing visible is a threatening message. 
The message urges the victim to make a payment. The digital 
blackmailers often pretend that they are members of the police, 
but the names of other authorities are also abused, such as, for 
example, the Royal Family or Buma/Stemra in the Netherlands.

Ransomware is not a specifically Dutch phenomenon; its spread is 
worldwide. Once installed on a computer, the ransomware deter-
mines in which country ‘its’ infected system is situated by means 
of site determination tables. This enables it to show a message that 
relates to the relevant country. If the location cannot be deter-
mined, then it will be limited to showing a screen that appears to 
come from Europol or Interpol.

Since 2012, ransomware is appearing so often in the Netherlands 
that the National Police has started a large-scale investigation with 
international connections.182 The advice for victims is as follows: 
payment of the ransom makes no sense at all, since removal can be 
achieved simply by means of a free anti-virus tool. Suppliers also 
offer various different solutions for ransomware. In the case of 
cryptoware, this is more difficult.

182 See http://www.politie.nl/onderwerpen/ransomware.html
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Interests   Ransomware is being applied to increasing numbers 

of platforms. Cryptoware is growing in other 
countries and is also forming a threat in the 
Netherlands.

Threats   Ransomware is a persistent form of cybercrime. 
Ransomware, and cryptoware in particular, operate a 
lucrative business model.

Resilience  Classic ransomware is relatively easy to remove. 
Taking corrective measures against cryptoware is 
virtually impossible. Ransomware and cryptoware are 
priorities for detection services.

MANIFESTATIONS
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183

Trends & developments

How ransomware continues to be updated A form of cyber crime 
that relies to a greater extent on fraud is not advantaged by too 
much notoriety with its potential victims. Offenders therefore 
need to continue to innovate. During the period of April 2013 to 
March 2014, a number of innovations were observed in the area of 
ransomware. Some forms switch on the victim’s webcam, enabling 
images of the person in question to be recorded and that person 
sees these images himself or herself. In the case of audio files, a 
victim can be spoken to in his/her own language in admonishing 
tones. In the past, victims have often been accused of watching 
child pornography, and since 2013 some variants of ransomware 
themselves show child pornography on the victim’s screen.

A greater variety has also appeared in the way in which the ransom 
money has to be paid. Payment by text message in 2011 has now 
changed over to payment in voucher codes. More recently some 
forms of ransomware demand payment in bitcoins. The anonym-
ity behind these attacks makes it difficult to trace the offenders. 

183 Payment codes, in the form of so-called vouchers, represent value. The vouchers 
can be exchanged for money, or can be used to purchase products online.

Payment in bitcoins, however, does require greater technical skills 
in the victim than payment in voucher codes. This can lead to 
victims being able to pay less quickly.

A third development is the rise of ransomware on smartphones. 
Mobile ransomware was found at the end of 2013 on Android 
phones.

The rise of cryptoware The newest and most noteworthy 
development in ransomware is the rise of cryptoware. Halfway 
through last year the first variant was identified in America, called 
CryptoLocker.184 Cryptoware was first observed in the Netherlands 
at the end of 2013. CryptoLocker is mainly being spread in the 
USA and other English-language countries185 and it appears 
predominantly to be aimed at companies. However, increasing 
numbers of private individuals have also since become victim.

Cryptoware does not encrypt the computer itself, but encrypts 
some of the user’s files. Not only files on the hard drive of the com-
puter, but also in the virtual or cloud storage, external hard drives, 
USB sticks and company networks can all be encrypted through 
an infection – including external hard drives connected only 
‘warmly’. The range of the encryption depends on the privileges of 
the user involved within the network in question.

The big difference with the other forms of ransomware discussed 
previously is that removal of the malware does not help: the files 
remain encrypted. Use is made hereby of various different encryp-
tion algorithms. Decryption can be enabled by means of a unique 
decryption key, which is only for sale to the victim for a few days. 
In the case of CryptoLocker, the asking price is increased fivefold 
after 72 hours. Payment does not always lead to release of the files. 
Removal of the malware (by antivirus software) complicates the 
return of the files. The offenders behind CryptoLocker have even 
set up a ‘helpdesk’ where victims can purchase their own private 
key.

Just as in the case of ransomware, the ransom demanded is rela-
tively low; amounts of a few hundred euros are fairly usual. Most 
victims are in a financial position to be able to make the payment, 
as long as the deadline has not passed. This certainly applies to 
companies and government authorities, whereas smaller par-
ties run a greater risk of infection due to their protection against 
malware in many cases being much lower. Since the files cannot 
be retrieved in any other way, the victim has to accept his/her loss 
or pay the ransom money. This makes the business model behind 
cryptoware appear to be more profitable than that of earlier 
versions of ransomware. Detection agencies therefore expect an 
increase in this form of cyber crime in the near future.

184 See http://nakedsecurity.sophos.com/2013/10/18/
CryptoLocker-ransomware-see-how-it-works-learn-about-prevention-cleanup-and-recovery/

185 http://www.secureworks.com/cyber-threat-intelligence/threats/cryptolocker-ransomware/

How do ransomware criminals carry out their attacks?
The modus operandi of ransomware involves a combination of 
technology and social engineering.

The technical component mainly comprises the continual 
development of the software itself, the uses of so-called 
exploit kits and the coordinated collection of payment codes 
that have been acquired.183 A victim’s computer will usually be 
infected by visiting a webpage and unwillingly being rerouted 
to a page on which an exploit kit recognises the vulnerability of 
the computer, which is subsequently exploited for placing the 
ransomware.

The social engineering component comprises placing potential 
victims under pressure. The message given must come across 
in a convincing manner. This means that knowledge of the 
language of the local authorities is necessary. In the case of 
some variants, reference is made to websites that the victim is 
supposed to have visited, whereby mainly porn sites are 
referred to. Feelings of guilt and shame are the most important 
emotions that are taken advantage of by ransomware 
criminals.

It should be noted that such false reasons are seldom observed 
in the case of cryptoware. Hereby a report appears on behalf of 
the criminals after the most important files have firstly been 
encrypted. Pressure is then applied, for example in the form of 
a clock counting down: if the victim does not pay before the 
deadline, it will become impossible for the files to be 
decrypted.
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Case Duration of 
campaign/ research 
(days)

Number of infected 
computers

Number of 
payments

Amount of ransom 
money demanded186

Turnover during 
period187  

(size of order)

Symantec: 
Reveton 

18 500.000 ± 15.000 € 73 - € 146 € 1.500.000

Symantec:
RansomLock 

41 68.000 1.972 € 146 € 300.000

Kafeine: Reveton 2 25.120 825 € 87 € 70.000

Dell/Spagnuolo: 
CryptoLocker188

100 200.000 - 250.000 771 € 68 - € 1.167  
(trend: € 219)

€ 277.000 -  
€ 715.000

Table 6. Comparison of ransomware campaigns in 
terms of size and estimated turnover. 

Level and damage
Various investigations carried out by the antivirus industry and 
the police show that at least three percent of the ransomware 
victims (of the classic form) pay the ransom money.189 The number 
of victims in the Netherlands is unknown, since far from all of the 
victims make an official report of this to the police. The willing-
ness in the Netherlands to pay was 
surprisingly high in the past, compared 
with the surrounding countries. After a 
large consciousness-raising campaign 
under the scope of Alert Online, this 
appears to have decreased.

The Dutch police received 270 official 
reports in one month in 2012 of infec-
tions of ransomware showing the KLPD 
(Dutch National Police Agency) logo, 
which was current at that time. Of the 
people filing the reports, more than 10 
percent admitted paying the ransom 
money.190 At a certain point in 2013 there were 70,000 infections 
known to the German police, whereby 2,400 (3.4 percent) had paid 
ransom money.

The antivirus industry also has figures concerning the yield from 
ransomware. Symantec, for example, stated in a report in 2012 that 
a less well-known ransomware variant (RansomLock) had infected 
68,000 computers in just over a month. Another criminal organi-
sation, using the better known ransomware variant Reveton, 
infected 500,000 computers worldwide in the space of just eight-
een days. A special insight is given by researcher ‘Kafeine’ via Krebs 

186 Converted from dollars to euros with an exchange rate of $1 - €0.73.
187 In view of the many uncertain factors, a rounded off best estimate is presented here.
188 This research only looked at ransom payments made via bitcoin. However, CryptoLocker also 

offers alternative payment methods, which certainly increases turnover by great number.
189 Symantec, 2012, Ransomware: A Growing Menace http://www.symantec.com/content/en/

us/enterprise/media/security_response/whitepapers/ransomware-a-growing-menace.pdf
190 This specific high percentage is possibly linked to the motivation to report to the police.

on Security.191 Research was carried out in 2012 into the infrastruc-
ture of a Reveton variant, which was active in eleven countries. 
The yield per country was made visible. In the two days that were 
researched, more than 35,000 euros was successfully extorted per 
day, of which 5,000 euros from in the Netherlands. The willingness 

of the Dutch to pay, which was around 
4.5 percent, could be said to be remark-
ably high.

Less is known about the amount 
of cryptoware infections. There is, 
however, a case study giving insight, 
whereby between 300,000 and 700,000 
euros were stolen in the final quarter 
of 2013.192 Researchers estimate (on the 
basis of data provided by sinkholes) 
that during the first hundred days dur-
ing which CryptoLocker was spread, 
around 200,000 to 250,000 computers 

worldwide were infected. Researcher Michele Spagnuolo reported 
that the ransom demands which were observed stabilised at 
around 300 dollars: thus a little higher than the ransom money 
demanded by ‘classic’ ransomware. It is not yet possible to make 
statements about the profitability of CryptoLocker compared with 
‘classic’ ransomware.

191 http://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/
192 Dell SecureWorks used these margins to calculate the exchange rate of the bit-

coin in that period; a variation between 310 and 799 dollar per bitcoin (2013)

“The willingness of 
the Dutch people 
to pay ransom is 
relatively high.”
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Little is yet known about the amount of cryptoware infections in 
the Netherlands. Dozens of reports have been made to the police, 
particularly by smaller organisations. A few victims paid ransom 
money, but most simply had all their software reinstalled.

 

Possibilities and impossibilities in the approach
Due to the innovative nature, the large-scale application and 
the growing social damage, the law enforcement agencies in the 
Netherlands and surrounding countries consider that combatting 
ransomware and cryptoware as one of their most important priori-
ties. They come up against obstacles, however, in their approach. 
The use of anonymising techniques (in practice, proxies and VPNs) 
makes it difficult to uncover the people spreading ransomware; a 
new request for assistance must be made for every proxy situated 
in another country. The anonymising of the method of payment, 
such as the use of voucher codes and crypto-currencies, makes it 
difficult to follow the money trail. Also, the fact that legislation 
varies from one country to another slows down investigations into 
ransomware considerably.

Dutch authorities collaborate with international partners, such as 
Europol, in combating ransomware. Efforts are invested nationally 
in the collaboration between the different police units. However, 
combating ransomware requires a broader approach than only 
relying on criminal investigations. Intensive collaboration is 
needed between parties that are each implementing their own 

193 https://www.europol.europa.eu/sites/default/files/publica-
tions/policeransomware-threatassessment.pdf

interventions, whereby increasing the defences will provide the 
greatest benefit.

A widespread national awareness campaign was carried out in 
2013 against ransomware together with voucher sales points.194 It 
was brought to the attention of people buying payment codes that 
payment does not always lead to release of the system and that the 
computer can be cleaned of the virus better in a different manner. 
The Dutch television programme ‘Opsporing Verzocht’ [equivalent 
of ‘Crimewatch’ in the UK] gave attention to the rise of ransom-
ware. Since the emergence of cryptoware the message has mainly 
been aimed at the importance of making external backup copies of 
digital files.

Conclusion
Ransomware is a persistent form of cyber crime, which due to 
constant innovation cannot yet be dismissed from the world of 
cyber security. Ransomware and especially cryptoware make use 
of a very lucrative business model, which provides a glimpse of the 
increasing professionalisation of the cyber crime sector.

Taking systems and data hostage is becoming increasingly simple. 
The detection of offenders helps, of course, but it is not enough 
to prevent new cases of victims occurring. Collaboration between 
public and private parties and an integral approach are possible 
measures for improving the defences. «

194 http://www.secureworks.com/cyber-threat-intelligence/threats/cryptolocker-ransomware/

Criminals behind ransomware
The number of groups that are involved in spreading ransom-
ware is unknown. Estimates are made by analysing the ransom-
ware and dividing it up into families according to the characte-
ristics, but this system is not watertight. In the beginning it 
probably involved a few criminal groups, but once the source 
code of Reveton came on the market, the number of groups 
increased quickly. Europol193 observed at the start of 2013 two or 
three groups that were active in spreading ransomware, but by 
the end of that year there appeared to be ten groups active. A 
ransomware gang needs many different specialists, such as 
exploit kit operators, traffickers and botmasters. For the 
adjustment of the malware to suit different countries, transla-
tors and web designers are needed. In order to prevent 
recognition by antivirus software, the malware needs to be 
adjusted repeatedly by ‘packers’, who are also known as 
‘malware obfuscators’. Professional money-laundering 
organisations are often hired in to launder the stolen money. 
The online processes are made possible by unknowing facilita-
tors, but also by knowing criminal service providers (see also 
Chapter 2: Actors). This may include advertising agencies, web 
hosters, (bullet-proof) hosting providers, forum hosters and 
domain registrars.
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APPENDIX 1 » NCSC STATISTICS 

This appendix offers a summary of the responsible 

disclosures, security advisories and incidents that have 

been handled by the NCSC. Statistics are calculated from 

these and those are in turn then compared with ear-

lier report periods in order to identify trends and other 

developments.

The NCSC facilitates responsible disclosure for both its own infra-
structure as well as that of Dutch government and a few private 
parties, issues security advisories for its participants and responds 
to cyber security incidents. Statistics have been calculated on these 
activities for the current reporting period, which are presented 
here below. By comparing these statistics with earlier reporting 
periods, it is possible to identify trends and other developments. 

Responsible disclosure
During the first half of 2013, the NCSC introduced a guideline for 
responsible disclosure as well as a responsible disclosure policy 
on its own website (https://www.ncsc.nl/security). By introduc-
ing responsible disclosure, the NCSC contributes to a responsible 
method of reporting and dealing with vulnerabilities in informa-
tion systems and software and other products. The aim thereby 
is always to bring the person reporting and the organisation 
involved in contact with each other. The NCSC has in the mean-
time received reports about vulnerabilities in its own systems, 
the systems of the Dutch government and, in some cases, also the 
systems of private parties. Researchers appear to find the NSCS to 
be improving in this area, in particular since September 2013. 

In total, the NCSC received 95 reports during the period covered 
by this CSAN; these included reports relating to its own systems 
as well as government systems and systems belonging to private 
parties. Following investigations into the reports, it appeared that 
vulnerabilities were not actually present in all cases. In a small 
percentage of the cases, the report could not be reproduced. In 
addition, it appeared that various researchers often reported the 
same shortcomings, which meant that the total number of reports 
was not representative for the total number of vulnerabilities 
found. Figure 16 shows different types of responsible disclosures 
and their respective share in all disclosure reports. 

Noticeably often (in 76 percent of the cases) responsible disclosure 
involves vulnerabilities in web applications or vulnerabilities in 
the infrastructure on which web applications run. This is followed 
by configuration faults that lead to vulnerabilities (17 percent). In 
the case of configuration faults, this may be in connection with 
incorrectly configured firewalls and routers or standard config-
ured systems with known passwords. In addition, the NCSC also 
received reports about unpatched vulnerabilities in software and 
other vulnerabilities. In 4 percent of the cases, a false positive 
occurred.

Figure 16. Types of responsible disclosure reports (source: NCSC).

Types of responsible disclosure reports

Website vulnerability
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Since the great majority of the reports under the scope of responsi-
ble disclosure relate to vulnerabilities in websites, we have looked 
at this type of vulnerability in further detail (see figure 17). This 
more detailed investigation shows that in many cases the website 
vulnerabilities involves Cross-Site Scripting (XSS). This concerns 
half of all vulnerabilities that were reported in websites. This is 
followed by approximately the same number of reports regard-
ing cookie settings, SQL injection possibilities and insecure SSL 
configurations.

196 https://technet.microsoft.com/en-us/security/bulletin/ms13-080
197 https://www.ncsc.nl/dienstverlening/response-op-dreigingen-en-incidenten/beveiligingsad-

viezen/NCSC-2013-0685+1.02+MS13-080+Diverse+kwetsbaarheden+verholpen+in+Microsoft+
Internet+Explorer.html

198 https://technet.microsoft.com/en-us/security/bulletin/ms13-080

Responsible disclosure in practice
A successful example of a vulnerability that was solved by 
responsible disclosure is a vulnerability in Microsoft Internet 
Explorer. Researcher ‘Hoodie22’ reported in September 2013 to 
the NCSC to be able to see abuse of this previously unknown 
vulnerability that could lead to corrupted memory and thereby 
the execution of random code (CVE-2013-3897).196 197 An 
anonymised report was sent via the NCSC to Microsoft, 
following which, on 9 October 2013, Microsoft issued a patch to 
solve this vulnerability. In Microsoft’s advisory (MS13-080)198 
‘Hoodie22’ was explicitly thanked for his/her contribution.

Website vulnerabilities

Cross-Site Scripting (XSS)

Other/unknown

Cookie

SQL-injection

SSL

Unpatched

Clickjacking

50%

14%

9%

10%

10%

4% 3%

Figure 17. Website vulnerabilities (source: NCSC).

100

200

300

400

600

500

Number of advisories per quarter  (2002 Q1 - 2014 Q1)

Q
2-

'0
2

Q
3-

'0
2

Q
4-

'0
2

Q
1-

'0
3

Q
2-

'0
3

Q
3-

'0
3

Q
4-

'0
3

Q
1-

'0
4

Q
2-

'0
4

Q
3-

'0
4

Q
4-

'0
4

Q
1-

'0
5

Q
2-

'0
5

Q
3-

'0
5

Q
4-

'0
5

Q
1-

'0
6

Q
2-

'0
6

Q
3-

'0
6

Q
4-

'0
6

Q
1-

'0
7

Q
2-

'0
7

Q
3-

'0
7

Q
4-

'0
7

Q
1-

'0
8

Q
2-

'0
8

Q
3-

'0
8

Q
4-

'0
8

Q
1-

'0
9

Q
2-

'0
9

Q
3-

'0
9

Q
4-

'0
9

Q
1-

'1
0

Q
2-

'1
0

Q
3-

'1
0

Q
4-

'1
0

Q
1-

'1
1

Q
2-

'1
1

Q
3-

'1
1

Q
4-

'1
1

Q
1-

'1
2

Q
2-

'1
2

Q
3-

'1
2

Q
4-

'1
2

Q
1-

'1
3

Q
2-

'1
3

Q
3-

'1
3

Q
4-

'1
3

Q
1-

'1
4

1.00 AdvisoryUpdate

0

Figure 18. Number of advisories per quarter (2002Q2 - 2014Q1) (source: NCSC).
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Figure 19. Classification advisories (2011Q2 - 2014Q1) (source: NCSC).

Security advisories from the NCSC
The NCSC publishes security advice (or advisories) in connection 
with software vulnerabilities or perceived threats. A description 
is given of the problem in an advisory, on which systems it has an 
impact and what needs to be done in order to prevent an organi-
sation from becoming a victim. Figure 18 shows the number of 
advisories that the NCSC published per quarter as from the second 
quarter of 2002 through to the end of the first quarter of 2014. This 
figure shows that considerably more advisories were published 
during the last report period than during the preceding period.

The NCSC security advisories are classified according to two ele-
ments. Firstly, on the chance that the vulnerability will be abused. 
Secondly, on the damage that occurs when the vulnerability is 
abused. The classification comprises two criteria: chance and dam-
age. A level is estimated for both criteria on the basis of several 
different aspects: High (H), Average (M) or Low (L). If there is a high 
chance, for example, that a particular vulnerability will be abused, 
but the damage caused thereby is low, then the corresponding 

security advice will be classified as H/L. The figure given below 
shows the classification percentages of all the published advisories 
from the second quarter of 2011 through to the end of the first 
quarter of 2014. 

In figure 20, the number of NCSC security advisories per quarter 
are compared with the number of CVE registrations of the National 
Vulnerability Database (NVD). The number of vulnerabilities in 
the NVD is substantially larger than that of the NCSC. In order to 
include these in a graph, two different scales are used with a factor 
10 difference. The red line shows the number of NCSC security 
advisories and uses a red scale on the right-hand side of the graph. 
The green line shows the number of NVD registrations and uses 
the green scale on the left-hand side of the graph. Both lines show 
a general trend over the last report period.
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Causes of vulnerabilities in software 
Figure 21 shows the most important causes of vulnerabilities in 
software. Some vulnerabilities are coupled to multiple causes and 
other vulnerabilities are not connected to any known cause. Buffer 
overflow occurs not only in the last report period, but has been the 

most frequently occurring cause for more than 25 years. Cross-site 
scripting (XSS) was the second most frequently occurring cause 
during the last report period. The general trend shows that there 
is little change in the relationship between the top 10 causes since 
the previous report period.

Figure 20. Development of CVE Ids and NCSC security advisories (source: NCSC).

Figure 21. Most important causes of vulnerabilities (source: NCSC).
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Damage from vulnerabilities in software
Together with every security advisory there is a description of the 
possible damage that the people with malicious intentions could 
cause if the advice is not followed. In order to gain a summary of 
this damage advisories are categorised on the basis of a standard 
list of damage descriptions. The categorisation of the last report 
period is shown in table 7. This table shows the damage descrip-
tions that are connected to the security advisories published by the 
NCSC and the percentage that falls under every description. Since 
some advisories can fall under multiple categories, the sum of all 
the percentages comes out at over 100 percent. This table clearly 
shows that most advisories involved Denial-of-Service (DoS), the 
execution of a random code (with users’ rights) and access to sensi-
tive data. These categories also formed the top 3 in the preceding 
report period (CSAN-3), although then with different percentages.
 

Incidents registered with the NCSC
The NCSC assists governmental departments and organisations in 
vital sectors in handling incidents in the area of IT security. Under 
the scope of that role incidents and vulnerabilities are reported 
to the NCSC and these are also identified by the NCSC itself, for 
example on the basis of various different detection mechanisms. 
In addition, the NCSC acts at the request of national and interna-
tional parties towards Dutch internet service providers in order 
to provide assistance in responding to cyber incidents, the source 
of which lies in the Netherlands (for example from a fraudulent 
webserver or from infected PCs in the Netherlands).

Number of incidents handled
The number of incident reports that the NCSC handled during the 
period of this CSAN is considerably higher than the number in the 
previous CSAN. As described later on in this chapter, this can be 
explained to a greater extent by the automation of incident reports 
that the NCSC sends out. Figure 22 shows the summary of incident 
reports, subdivided into the sector to which this report concerned. 
As figure 22 illustrates, the number of incident reports increased 
mainly during the fourth quarter of 2013.

Description of damage Percentage

Denial-of-Service (DoS) 45,8%

Execution of random code  
(with users’ rights)

30,6%

Access to sensitive data 24,0%

Increased users’ rights 20,9%

Circumvention of security measure 13,1%

Cross-Site Scripting (XSS) 11,0%

Access to system data 8,4%

Circumvention of authentication 6,3%

Manipulation of data 5,6%

Execution of random code  
(with administrators’ rights)

4,4%

Spoofing 4,1%

Cross-Site Request Forgery (XSRF) 2,6%

SQL-injection 1,9%

Table 7. Descriptions of damage given in NCSC security advisories (source: NCSC)
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In order to provide further explanation about the incident reports, 
an elaboration of the type of incidents during the report period of 
this CSAN has been made and shown in figure 23.

In the profile given in figure 23 it is immediately noticeable that 
the number of reports as a result of automated controls since 
October 2013 form an important percentage of all the reports. In 
addition, reports have been registered regularly since September 

Figure 22. Incident reports handled by NCSC (including automated controls) (source: NCSC).

Figure 23. Types of incident reports for the period April 2013 to March 2014 (source: NCSC).
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2013 in the area of responsible disclosure. Therefore, we will 
explore these two subjects in greater detail later on in this chapter. 
See table 8 for a description of the various different categories 
from figure 23.

In order to gain a better overview of the development of the 
incident reports handled by NCSC over the last few years, the same 
summary of figure 22 has been generated again, but then exclu-
sively the automated controls. The result has been included in 

figure 24, in which a  growth in the number of incident reports can 
be seen.

The NCSC processes increasing numbers of incident reports per 
quarter. Excluding the automated checks, the number in the 
reporting period of this CSAN rose from 89 in the second quarter 
of 2013 to 163 in the first quarter of 2014. What is remarkable is that 
the number of incident reports from the private sector is slowly 
starting to increase. While 37 percent of all incident reports in the 
period of the CSAN-3 related to the private sector, in the period 

Figure 24. Incident reports handled by NCSC (excluding automated controls) (source: NCSC).

Category Description

Request for 

assistance

Request from national or international parties submitted to Dutch internet service providers for 

assistance in responding to cyber incidents, the source of which lies in the Netherlands.

Notice-and-

takedown

Request from a Dutch financial institution in responding to phishing attacks that are 

aimed at this institution, the source of which is mainly in foreign countries.

Responsible 

disclosure

Solving and making IT vulnerabilities public in a responsible manner together with the 

reporter and the affected organisation on the basis of a clear policy.

Others All incidents that cannot be included under one of the other categories.

Automated controls Automated controls of source information (infections, rogue systems) of organisations 

known to the NCSC based on an IP address, AS number and domain name.

Table 8. Categories of incidents.
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of the current CSAN this number rose to 46 percent of all reports. 
One cause involved hereby could lie with the increasing collabora-
tion and familiarity of the NCSC with private parties and the role 
that the NCSC fulfils in handling responsible disclosure reports.

Automated controls As stated previously, many incident reports 
that are handled by the NCSC originate from the automated con-
trols that the NCSC carries out daily on the basis of the informa-
tion provided by various different sources. This information is 
matched automatically by the NCSC against known IP addresses, 
AS numbers and domain names of organisations within the 
national government and the vital sectors that have provided 
services to these. 

The number of incidents that arise from the automated controls 
since the third quarter of 2013 has increased substantially. More 
than 97 percent of these incidents from the past report period 
occurred in the fourth quarter of 2013 and the first quarter of 2014. 
However, this does not automatically mean that there were many 
more infections present in the networks of organisations. There 
were a number of developments that can partly help to explain this 
increase:
1 There was a marked increase in the number of organisations 

that registered with this service. The number of participating 
organisations grew partly due to a call from Minister Opstelten 
encouraging organisations to register for this service (in con-
nection with the Pobelka botnet199).

199 https://web.archive.org/web/20130321012513/http://www.nu.nl/internet/3210513/alles-gedaan-
pobelka-botnet.html Consulted on 22 May 2014.

2 The number of sources that the NCSC used for the automated 
controls grew, which led to more source information.

3 Sending out incident reports is becoming increasingly automa-
ted. In some cases, it leads to more incident reports. During the 
manual controls, for example, reports were generally grouped 
together and offered to organisations as one single incident 
report. In relation to the new situation, hits from one organisa-
tion to a source lead to one incident report per source. 

DDoS
During the last few months much attention was given in the media 
to the various methods in which DDoS attacks can be carried out. 
In particular, the use of various amplification techniques contrib-
uted to the renewed popularity of this type of attacks. We can also 
witness this popularity through the incident reports (see figure 
25). During the period of the previous CSAN there were only ten 
reports made of a DDoS attack, but during the period of this CSAN 
this number has risen to sixty. This number was especially high at 
the start of the report period (April and May 2013). As from June 
2013 the number of DDoS reports was seen to stabilise at around 
four reports per month.

Figure 25. Number of DDoS reports (source: NCSC).
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Further details of the impact In earlier CSAN reports we evaluated 
the development of the impact of incidents occurring within the 
government according to historical figures. Due to the grow-
ing numbers of incident reports cited as a result of automated 
controls, a comparison of the impact during this CSAN period 
with previous periods would provide a distorted image. Therefore 
the choice has been made this time in terms of the impact to look 
particularly at the figures within this CSAN period, excluding the 
automated controls. In figure 26 the impact of incident reports has 
been specified for reports about the government and about the 
private sector. This shows that the type of incident reports varies 
greatly per sector.

In relation to incident reports by the government this mainly 
concerns vulnerable websites or a vulnerable infrastructure sur-
rounding these websites. This includes elements such as insecure 
SSL configurations, XSS vulnerabilities and insecure dealings with 
cookies. In almost all cases this involved a responsible disclosure 
report about a government website. In relation to private par-
ties, phishing formed the most important reason for all incident 
reports. «

Figure 26. Impact reports by government and private sector (source: NCSC).
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APPENDIX 2 » CYBER SECURITY  
IN THE VITAL SECTORS

Targeted analyses were carried out for the first time this 

year in a number of vital sectors. The ultimate goal is to 

be able to give a more complete and better differentiated 

cyber security image. This appendix presents the results 

of these sector analyses, which were carried out with the 

collaboration of the ISACs200. Some themes could be seen 

in several different sectors: chain integration, the role of 

personal data, the increase in ‘customer self care’ and the 

significance of outsourcing and uniform components.

Sectors
Analyses were carried out within the following sectors: Transport 
(Port, Airport and Rail), Telecom, Finance, Energy, Health, Water 
and Managed Service Providers (MSP). The analysis was carried out 
according to the CSAN triangle: interests, threats and resilience.
A summary of the results is represented in the matrix, whereby 
possible differences between the sectors become visible. Attention 
is drawn to a number of recurrent themes in the following 
paragraph.

Recurrent themes
Chain integration A recurrent theme in many sectors is the 
safeguarding of cyber security in chains of information. The sec-
tors Water, Energy, Transport and Health comprise both physical 
chains as well as chains of information systems that support those 
physical chains. These support chains are mainly provided by the 
telecom sector and by managed service providers (MSP). These sec-
tors are also interconnected to a large extent with the other vital 
sectors.
Generally speaking users have insufficient knowledge of the 
contents and an insufficient view over all the parties in the chain 
to have the necessary grip on these chains and their related cyber 
security aspects. It appears from the analysis that there is a need 
for insight into the connection and workings of these chains in 
order to be able to provide them with adequate security. Suppliers 
of support chains indicate hereby that the users ask that cyber 
security should specifically be included in the offer of services. A 
few sectors indicate that the offer of ‘safe’ IT solutions lags behind 
the demand.

200 ISAC – Information Sharing and Analysis Center, public-private alliances in which participants 
share information and experiences on cyber security.

The role of personal data It appears from the analysis that a dif-
ference can be observed between different sectors in the area of 
sensitivity in respect of personal data. Protection of privacy and 
reputational damage through personal data being leaked leads in 
all sectors to attention being given to the security of customer and 
personal data.

Invoice data is considered to be sensitive in the water sector. The 
sensitivity of this data is on a different level than, for example, the 
sensitivity of patient data in the health sector. After all, the latter 
involves extremely personal and intimate data. It also appears 
from the analysis that the greater the sensitivity, the more atten-
tion is given to the security of this data, both in terms of threats as 
well as defences.

‘Customer Self Care’ So-called ‘Customer Self Care’201 solutions 
appear from the analysis to represent a growing development 
in various sectors. A huge increase can be seen in online portals 
where you, as customer, can arrange your own business yourself 
online. This brings the following tensions to the surface.

‘Customer self-care portals have two important advantages. In the 
first place, they offer the customer the possibility to arrange his 
or her services independently, without having to depend on the 
availability (such as opening times) of the supplier. In addition, 

201 Do-it-yourself client portal where clients can update their personal details and purchased ser-
vices from an organisation.

Figure 27. Coherence of interests, threats and resilience.
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the online portals can reduce the costs for contact with customers. 
On the other hand, the question arises as to how much respon-
sibility you can place with the customer in connection with this. 
In the sectors we studied there are portals that offer access to 
services and their settings, which are also important to individual 
customers. There are, for example, portals where you can inspect 
your invoices and where you can change your name and address 
details, as well as portals where you can make changes online to 
types of contract and purchased products. However, in most cases 
the customer will have a limited knowledge of cyber security. This 
increases the vulnerability, meaning that people with malicious 
intentions are possibly able to gain access to customer data. 
Potentially this may have serious consequences.

Outsourcing system knowledge In the sector analysis, both buy-
ers and providers of IT services have indicated that there is increas-
ing attention being paid to cyber security. This applies both to the 
outsourcing of supporting IT processes as well as the purchase of 
COTS202-based solutions. This leads to tension between the reduc-
tion of costs on the one hand and cyber security on the other hand. 
The use of COTS solutions plays a less crucial role by vital ICS.

An important reason for the outsourcing of support IT processes 
is the reduction of costs. Set against this, however, is that the 
substantive knowledge about the purchased products and services 
often decreases in the case of buyers, whereby the feeling of con-
trol also decreases. It appears from the analysis that buyers have 
the idea that suppliers build in ‘back doors’ in order to be able to 
carry out work remotely, a view of which is lacking for the buyer. 
Hence one does not have insight into possible cyber risks.

When purchasing COTS-based solutions it appears that a reduc-
tion in the costs is just as much an important argument. Another 
advantage is that COTS solutions are generally quicker and simpler 
to patch and to maintain than tailor-made solutions. In sectors 
where much work is done using specialised older hardware and 
software, it appears to be difficult to maintain these. The other 
side of the question, however, is that the wide application of COTS 
solutions results in a more homogeneous landscape, meaning 
that potential reuse of means of attack is possible. Besides this, a 
widely applied form of technology, of which there is a great deal 
of knowledge available in the public domain, forms an attractive 
target. «

202 COTS – Commercial Off The Shelf , ready-made solution, no tailor-made services.
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Interests Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Manifestations

Energy Increasingly dependent on IT, con-
trol without IT is now practically 
impossible

States, cybercrime, hacktivists (also 
political organisations), internal 
employees, unhappy customers, 
loners or confused people, retur-
ning Jihadists

Malware-as-a-Service, clas-
sic malware, DDoS, APT, social 
engineering

Energy Breakdown due to firmware 
faults from suppliers, or due to 
the application of COTS products 
attack possibilities becoming more 
homogeneous

Increase in monitoring and detec-
tion, working on C-level awareness

No large incidents happened

Telecom Close interconnection with sectors, 
therefore the interests of tele-
com sectors are important, plus 
the importance of reputational 
damage

Relating to states, providers not 
as targets, but as the route to end 
users who could be the target;
collateral, scanning IP ranges and 
coming across targets by chance

DoS blackmail, ransomware, 
misuse of organisation names, less 
mobile malware than originally 
thought

Telecom Vulnerabilities at hardware manu-
facturers not passed on quickly, 
vulnerabilities as a result of change 
to IP devices

Difficulty in allowing security to 
be taken into account by time-
to-market decisions, duty of care 
remains a driving force

Botnets, malware in general, 
combined school under DDoS, 
Heartbleed has forced services to 
go down

Managed Service 
Providers

Greater demand from customers 
for cyber security

Outsourcing to low-wage coun-
tries, high retention of employees 
in low-wage countries, employees 
and former employees

DDoS (often not well-considered; 
in the middle of the night, for 
example), social engineering, ran-
somware less visible at enterprise 
level

Managed 
Service 
Providers

Faults in business logic, human or 
political mistakes, unannounced 
publicity, SLAs dependent on chain 
providers

Antivirus and other tools are not 
infallible; NDN will help, but there 
is no guarantee; penetration tests 
can provide more realistic and 
dependable agreements in order 
to avoid false positives; greater 
application of IDS solutions

Information leak after a firmware 
upgrade, spear phishing and spam, 
DDoS by customers, unrest and 
reputational damage through 
published zero days

Financial Online availability increasingly 
important for customers, partly 
due to the reduction in the number 
of physical offices

Professional criminals, hacktivists, 
internal actors in particular

Malware, phishing, DDoS and APT Financial Insider threat has increased partly 
due to the spirit of the times

Better monitoring and geoblocking Malware, phishing, DDoS and APT

Transport (Port, 
Airport, Rail)

Increasingly dependent on IT, rela-
tively short breakdown can have 
long-term effects

States, hired hackers, legislators, 
cybercrime, unknown threat (what 
others can do with information 
from transport systems)

Man-in-the-Middle attacks 
provided with information lines 
and central systems, greater 
attention for the hacking van 
aircraft, AIS sensitive to manipula-
tion, keystroke loggers (see also 
manifestations)

Transport (Port, 
Airport, Rail)

Chains of various IT suppliers have 
weak points

Mainly defensive this year, move-
ment after detection is seen as a 
possibility for be able to increase 
defences

Hacking of the port of Antwerp, 
keystroke loggers found on various 
systems

Water Increasingly dependent on IT, con-
trol without IT is now practically 
impossible

The focus lies on the secu-
rity of systems, not on the actors; 
attempts are sometimes made to 
steal research data; little visible 
threat

In this category there are no 
matters that are specified in the 
analysis workshop

Water Many innovative services (for 
example reports of breakdown) 
make use of cloud services; there 
is consciousness of the risks of 
outsourcing, but this applies less 
to cloud services; systems can be 
detached from the internet without 
drastic consequences

Awareness of personnel, deploy-
ment of cloud services, invest-
ments on the basis of weighing 
up risks, adulthood increases: 
application of IAM

No large incidents happened

Health Increasingly dependent on IT, 
research and patient data

States, commercial businesses, 
hackers, competitors, health-
care insurers and own employees, 
particularly aimed at research and 
patient data

Social engineering, for example 
on the basis of public information, 
hostage-taking of data, 
botnet infections, 
keystroke loggers, particularly 
standard attack means that lead to 
standard problems

Health Collaboration in the health sector 
is necessary, interconnection of 
specialist (often legacy) devices, 
‘seller’s power’ of suppliers of 
specialist devices, adulthood in the 
area of cyber security is relatively 
low

Increase in the collaboration with 
parties such as SURFnet and NCSC, 
every hospital with its own CERT, 
external specialists for support, 
legal measures: privacy legislation

Insider incidents
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Interests Threats: actors Threats: tools Resilience: vulnerabilities Resilience: measures Manifestations

Energy Increasingly dependent on IT, con-
trol without IT is now practically 
impossible

States, cybercrime, hacktivists (also 
political organisations), internal 
employees, unhappy customers, 
loners or confused people, retur-
ning Jihadists

Malware-as-a-Service, clas-
sic malware, DDoS, APT, social 
engineering

Energy Breakdown due to firmware 
faults from suppliers, or due to 
the application of COTS products 
attack possibilities becoming more 
homogeneous

Increase in monitoring and detec-
tion, working on C-level awareness

No large incidents happened

Telecom Close interconnection with sectors, 
therefore the interests of tele-
com sectors are important, plus 
the importance of reputational 
damage

Relating to states, providers not 
as targets, but as the route to end 
users who could be the target;
collateral, scanning IP ranges and 
coming across targets by chance

DoS blackmail, ransomware, 
misuse of organisation names, less 
mobile malware than originally 
thought

Telecom Vulnerabilities at hardware manu-
facturers not passed on quickly, 
vulnerabilities as a result of change 
to IP devices

Difficulty in allowing security to 
be taken into account by time-
to-market decisions, duty of care 
remains a driving force

Botnets, malware in general, 
combined school under DDoS, 
Heartbleed has forced services to 
go down

Managed Service 
Providers

Greater demand from customers 
for cyber security

Outsourcing to low-wage coun-
tries, high retention of employees 
in low-wage countries, employees 
and former employees

DDoS (often not well-considered; 
in the middle of the night, for 
example), social engineering, ran-
somware less visible at enterprise 
level

Managed 
Service 
Providers

Faults in business logic, human or 
political mistakes, unannounced 
publicity, SLAs dependent on chain 
providers

Antivirus and other tools are not 
infallible; NDN will help, but there 
is no guarantee; penetration tests 
can provide more realistic and 
dependable agreements in order 
to avoid false positives; greater 
application of IDS solutions

Information leak after a firmware 
upgrade, spear phishing and spam, 
DDoS by customers, unrest and 
reputational damage through 
published zero days

Financial Online availability increasingly 
important for customers, partly 
due to the reduction in the number 
of physical offices

Professional criminals, hacktivists, 
internal actors in particular

Malware, phishing, DDoS and APT Financial Insider threat has increased partly 
due to the spirit of the times

Better monitoring and geoblocking Malware, phishing, DDoS and APT

Transport (Port, 
Airport, Rail)

Increasingly dependent on IT, rela-
tively short breakdown can have 
long-term effects

States, hired hackers, legislators, 
cybercrime, unknown threat (what 
others can do with information 
from transport systems)

Man-in-the-Middle attacks 
provided with information lines 
and central systems, greater 
attention for the hacking van 
aircraft, AIS sensitive to manipula-
tion, keystroke loggers (see also 
manifestations)

Transport (Port, 
Airport, Rail)

Chains of various IT suppliers have 
weak points

Mainly defensive this year, move-
ment after detection is seen as a 
possibility for be able to increase 
defences

Hacking of the port of Antwerp, 
keystroke loggers found on various 
systems

Water Increasingly dependent on IT, con-
trol without IT is now practically 
impossible

The focus lies on the secu-
rity of systems, not on the actors; 
attempts are sometimes made to 
steal research data; little visible 
threat

In this category there are no 
matters that are specified in the 
analysis workshop

Water Many innovative services (for 
example reports of breakdown) 
make use of cloud services; there 
is consciousness of the risks of 
outsourcing, but this applies less 
to cloud services; systems can be 
detached from the internet without 
drastic consequences

Awareness of personnel, deploy-
ment of cloud services, invest-
ments on the basis of weighing 
up risks, adulthood increases: 
application of IAM

No large incidents happened

Health Increasingly dependent on IT, 
research and patient data

States, commercial businesses, 
hackers, competitors, health-
care insurers and own employees, 
particularly aimed at research and 
patient data

Social engineering, for example 
on the basis of public information, 
hostage-taking of data, 
botnet infections, 
keystroke loggers, particularly 
standard attack means that lead to 
standard problems

Health Collaboration in the health sector 
is necessary, interconnection of 
specialist (often legacy) devices, 
‘seller’s power’ of suppliers of 
specialist devices, adulthood in the 
area of cyber security is relatively 
low

Increase in the collaboration with 
parties such as SURFnet and NCSC, 
every hospital with its own CERT, 
external specialists for support, 
legal measures: privacy legislation

Insider incidents
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APPENDIX 3 » LIST OF ABBREVIATIONS 
AND DEFINITIONS

2G/3G/4G Different generations of mobile communication. In the Netherlands these generations stand for GSM 
(2G), UMTS (3G) and LTE (4G).

ACM The Authority for Consumers and Markets (ACM) was created by the merger of the Netherlands 
Competition Authority (NMA), the Consumer Authority and the Independent Post and 
Telecommunications Authority (OPTA).

Actor A role played by one party in the development in the area of cyber security. In many cases this involves a 
role that is clearly offensive or defensive, but this distinction is not always clearly defined. One party may 
play various different roles, which may also change over the course of time.

AIVD General Intelligence and Security Service

APT An Advanced Persistent Threat (APT) is a motivated (and sometimes advanced) targeted attack on a 
nation, organisation, person or group of people.

Authentication Authentication means finding out whether the proof of identity of a user, computer or application 
complies with the authenticity characteristics agreed in advance.

Authorities Those people who are authorised or who have functional access to the business or parts thereof, the 
location, the process, the means or the information.

Bot/Botnet A bot is an infected computer that can be operated remotely with malicious intent. A botnet is a 
collection of such infected computers that can be operated centrally. Botnets form the infrastructure of 
many types of internet crime.

Botnet herder A person or organisation that maintains a botnet and coordinates its deployment.

Buffer overflow A buffer overflow takes place when a program or process tries to store more data in the temporary 
memory than is possible. The surplus of data exceeds other memory addresses and this causes problems 
in the working of the program or process.

BYOD Bring Your Own Device (BYOD) is a regulation in organisations whereby personnel are permitted to use 
their own consumer devices for carrying out tasks for t he organisation.

CA A Certificate Authority (CA) is an organisational connection in a PKI system that is trusted to generate, 
award and withdraw certificates.

C&C A Command & Control (C&C) server is a central system in a botnet from which a botnet is operated.

CERT A Computer Emergency Response Team (CERT) is a team whose primary task is to prevent incidents, and 
when these do occur, to act adequately in order to limit the impact of the incident.

Certificate  See Secure Sockets Layer certificate.

Classification Establishing and specifying that data constitute special information and determining and specifying the 
level of security necessary for this information.
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Classified data Data, including documents, that has been given a security classification by a party and/or owner, or 
material that is to be protected against unauthorised publication and has therefore been marked with a 
security classification.

Cloud/Cloud services A model for system architecture based on the internet (the ‘cloud’), whereby use is mainly made of 
Software as a Service (SaaS).

CNA A Computer Network Attack (CNA) is the military deployment of offensive cyber capabilities, the aim of 
which is to influence or immobilise the dealings of the opponent.

Confidentiality A quality characteristic of data in the context of information security. Confidentiality can be defined as a 
situation in which data may only be accessed by someone with the 
authorisation to do so. The owner of the data in question will decide who will have this authorisation.

Cookie A cookie is information that is stored on the end user’s computer by a web server. This information can 
be retrieved by the web server during a subsequent visit by the end user. Cookies can be used for storing 
the user’s settings and also for following the user.

COTS A commercial off-the-shelf (COTS) solution is a ready-made product, to which no tailor-made 
adjustments are provided.

CVE Common Vulnerabilities and Exposures (CVE) is a unique common identification of publicly known 
information security vulnerabilities. 

Cyber crime Form of crime whereby an IT system or the information processed thereby is the target.

Cyber criminal Actors who commit cyber crime professionally, the main aim of which is monetary gain. The CSAN 
differentiates the following groups of cyber criminals: 
» in the strict sense, those who carry out attacks themselves (or threaten to do so) for monetary gain; 
» criminal cyber service providers, those who offer services and tools through which or with which  
 others can carry out cyber attacks; 
» cyber dealers or service providers for stolen information; 
» criminals who use cyber attacks for traditional crime.

Cyber researcher Actor who goes in search of vulnerabilities and/or breaks into IT environments in order to expose 
weaknesses in the security.

Cyber security The state of being free of danger or damage caused by interference or breakdown of IT or through the 
abuse of IT. The danger or the damage through abuse, interference or breakdown may arise from 
limitation of the availability and trustworthiness of the IT, violation of the confidentiality of information 
stored in IT environments or damage to the integrity of that information.

Data breach/data leak The intentional or unintentional release into the public arena of confidential data.

DCS The Directorate of Cyber Security (DCS), under which the NCSC falls, is a part of the NCTV (National 
Coordinator for Counter-terrorism and Security).

(D)DoS (Distributed) Denial of Service is the name of a type of attack whereby a particular service (for example a 
website) is made inaccessible to the customary users of that service. A DoS on a website is often carried 
out by directing a great deal of network traffic to the website, which subsequently renders the website 
inaccessible.

DigiD The digital identity of citizens used to identify and authenticate themselves on Dutch websites. It allows 
government institutions to ascertain whether they are actually dealing with the individual in question.
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DNS The Domain Name System (DNS) links internet domain names to IP addresses and vice versa. For 
example, the URL ‘www.ncsc.nl’ represents IP address ‘62.100.52.109’.

DNS hijacking Hijacking a server to change DNS data in order to reroute internet traffic to other destinations.

DNSSEC DNS Security Extensions (DNSSEC) is a set of extensions to DNS which involves the addition of a 
authentication and integrity check to the existing system.

Document The term document covers letters, notes, memos, reports, presentations, drawings, photos, films, maps, 
sound recordings, text messages, digital carriers (CD-ROM and USB) or any other physical medium on 
which information can be reproduced.

EMV A standard for debit card systems using chip cards and chip card pay terminals. The chip card replaces 
cards with an easy-to-copy magnetic strip.

Encryption Encoding information to make it unreadable for unauthorised persons.

End of life In the software industry, the end of life of a product is the moment at which a product is no longer 
considered current software by the supplier.  Software suppliers generally stop releasing updates for 
end-of-life software and end their software support services.

Exploit/exploit code Software, data or a series of commands that exploit a hardware and/or software vulnerability for the 
purpose of creating undesired functions end/or behaviour. 

File inclusion A method of attack mainly directed against web applications which allows a user to add a file with its 
own code for the purpose of influencing the application’s functionality.

GPS The Global Positioning System (GPS) is a satellite-based location system precise to within several 
metres.  GPS is used for navigation and other purposes.

GSM Global System for Mobile Communications (GSM) is a standard for digital mobile telephony.  GSM is 
considered a second-generation mobile phone technology (2G).

Hacker/Hacking The most conventional definition for a hacker (and the one used in this document) is someone who 
attempts to break into computer systems with malicious intent. Originally, the term ‘hacker’ was used to 
denote someone using technology (including software) in unconventional ways, usually with the 
objective of circumventing limitations or achieving unexpected effects.

Hacktivist Contraction of the words hacker and activist: individuals or groups who launch activist cyber attacks 
motivated by a certain ideology.

HTML Hyper Text Markup Language (HTML) is a markup language used to define documents, mainly intended 
for webpage building.

ICS/SCADA Industrial Control Systems (ICS)/Supervisory Control And Data Acquisition (SCADA) are measurement and 
control systems used to control industrial processes or building management systems.  ICS and SCADA 
systems collect and process measurement and control signals from sensors in physical 
systems and control the corresponding machines or devices.

Identity fraud Deliberately creating the appearance of a different identity than one’s own with malicious intent.

Incident A cyber security incident is an IT disruption that limits or eliminates the expected availability of services, 
and/or is the unauthorised publication, acquisition and/or modification of information.
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Information  A set of data (with or without context) stored in thoughts, in documents (on paper, for example) and/or 
on digital information carriers (electronic, optical or magnetic). 

Information security The process of establishing the required quality of information (systems) in terms of confidentiality, 
availability, integrity, irrefutability and verifiability as well as taking, maintaining and monitoring a 
coherent set of corresponding security measures (physical, organisational and logical).

Information system A coherent set of data collections and the corresponding persons, procedures, processes and software, 
as well as the storage, processing and communication provisions put in place for the information system.

Integrity A quality characteristic for data, an object or service in the context of (information) security. This is 
synonymous with reliability. Reliable data is correct (rightfulness), complete (not too much and not too 
little), prompt (on time) and authorised (edited by a person who is authorised to do so).

Internal actor An individual or a group in an organisation who cause cyber security incidents from within.

Internet of Things The phenomenon in which the internet is not only used to grant users access to websites, e-mail and the 
like, but also to connect devices that use the internet for functional communication. 

IP The Internet Protocol (IP) handles the addressing of data packages so that they arrive at their intended 
destination.

IPv4/IPv6 IPv4 is a version of IP with an address space of over 4 billion addresses. IPv6 is IPv4’s successor with 3.4 
times 1,038 billion possible addresses; over fifty billion times a billion times a billion addresses per 
inhabitant of the earth.

ISAC An Information Sharing and Analysis Centre (ISAC) is an alliance between organisations to facilitate the 
exchange of (threat-related) information and joint resistance. The NCSC facilitates several ISACs for vital 
sectors in the Netherlands.

ISP An Internet Service Provider (ISP) is a supplier of internet services, often simply referred to as a 
‘provider.’  The provided services may relate to the internet connection as well as online services.

Lifecycle management Lifecycle management is a maintenance method aimed at having systems support the operational 
process as optimally as possible throughout their lifecycle  in order to improve the continuity and 
efficiency of production processes.

LTE Long Term Evolution; see 2G/3G/4G.

Malware A contraction of ‘malicious’ and ‘software’, so: malicious software. Malware is currently used as a generic 
term for viruses, worms and Trojans, amongst other things.

MitM Man-in-the-middle (MitM) is an attack where the attacker is situated between two parties, for example 
an internet shop and a customer. The attacker masquerades as the shop to the customer and as the 
customer to the shop. As intermediary, the attacker is able to eavesdrop on and/or manipulate the 
information exchanged.

MIVD  Military Intelligence and Security Service.

NCTV National Coordinator for Security and Counterterrorism, part of the Ministry of Security and Justice.

NFI Netherlands Forensic Institute.

OSINT Open Source Intelligence (OSINT) is gathering information about a person by consulting open sources.
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OWASP The Open Web Application Security Project (OWASP) is a not-for-profit worldwide organisation with the 
goal of improving the security of application software.

Patch A patch may comprise repair software or contain changes that are directly implemented in a program 
with the purpose of repairing or improving it.

Phishing An umbrella term for digital activities with the object of tricking people into giving up their personal data. 
This personal data can be used for criminal activities such as credit card fraud and identity theft. 
Spearfishing is a version of phishing that is directed against one person or a very specific group of people 
of an organisation, for instance, who are deliberately targeted for their position of access in order to 
achieve an as big as possible effect without being noticed.

PKI A Public Key Infrastructure (PKI) is a set of organisational and technical resources with which one can 
process a number of operations in a reliable manner, such as encrypting and signing information and 
establishing the identity of another party.

Professional criminal See cyber criminal.

RAT A Remote Access Tool (sometimes referred to as a Remote Access Trojan, RAT) is used to gain access to 
the target’s computer in order to control it remotely.

Relevance  Provides the relation between the various threats and targets. To determine the various threat levels in 
the Cyber Security Assessment, the ‘low’, ‘medium’ and ‘high’ criteria are applied to incidents and threats 
in analyses.

Resilience The ability of people, organisations or societies to resist negative influences on the availability, 
confidentiality and/or integrity of (information) systems and digital information.

Rootkit A piece of software that grants an attacker more rights on a computer system and hides its presence from 
the operating system.

SCADA See ICS/SCADA.

Scriptkiddie Actor with limited knowledge who used tools that have been devised and developed by others, for cyber 
attacks motivated by mischief.

Securing Protection from violence, threat, danger or damage through taking measures.

Security incident A security incident, involving information or otherwise, is a single incident or series of incidents of an 
undesirable or unexpected nature, which have a significant chance of causing a disaster, compromising 
business processes and which forms a threat in relation to the security.

Sensitive information Information about critical (vital) infrastructure that, if disclosed, could be usedto make plans and commit 
offences with the object of disrupting or destroying critical infrastructure systems.

Skimming The illegitimate copying of data from an electronic payment card such as a cashpoint card or a credit 
card. Skimming often involves the theft of pin codes with the ultimate goal of making payments or to 
draw money from the victim’s account.

Social engineering An attack technique that exploits human characteristics such as curiosity, trust and greed with the 
objective of obtaining confidential information or to induce the victim to perform a particular action.

Spear phishing See phishing
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SQL injection An attack technique in which the communication between an application and the underlying database 
can be influenced by the user with the main objective of manipulating or stealing data from the database.

SSL certificate A Secure Socket Layer (SSL) certificate is a file that functions as the digital identification for a person or 
system. It also includes PKI keys used to encrypt data during transmission. A familiar application of SSL 
certificates is the HTTPS secure website.

State actor A state actor acts on behalf of a national government or, as a national government, constitutes a target.

State secret Special information, the secrecy of which is vital for the interests of the state or its allies. 

Tablet A portable computer of which the screen is also the main input device.

Terrorist Actor with ideological motives who endeavours to realise social change, to spread fear among (groups 
of) the population or to influence political decision-making processes through using violence against 
people or through causing disruptive damage.

Threat The Cyber Security Assessment defines purpose and threat as follows: 
» The higher purpose (intention) may be strengthening an organisation’s competitive position,  
 political/national gain, social disruption, threatening a person’s life, etc. 
» In the Assessment, threats are categorised as follows: Digital espionage, digital sabotage, publication  
 of confidential data, digital disruption, cybercrime and indirect disruptions.

THTC Team High Tech Crime (Dutch National Police).

TNO Netherlands Institute of Applied Geoscience.

Tool A method or computer programme used by an attacker to exploit or increase existing vulnerabilities.

Two-factor authentication A method of authentication requiring two independent proofs of an identity. These proofs may be: 
knowledge, possession or biometric properties that prove the identity of the requestor.

UMTS Universal Mobile Telecommunications System; see 2G/3G/4G.

USB Universal Serial Bus (USB) is a specification of a standard for the communication between a device 
(generally a computer) and a peripheral device.

USB stick Portable storage medium which is connected to a computer via a USB port.

Vulnerability Characteristic of a society, organisation or (parts of an) information system that allows an attacker to 
hinder and influence the legitimate access to information or functionality, or to approach it without the 
proper authorisation.

Web application The term designating the totality of software, databases and systems involved in the proper functioning 
of a website (the website being the visible part).

Wifi/Wi-Fi A trademark of the Wi-Fi Alliance. A device with Wi-Fi can communicate wirelessly with other devices at a 
range of up to several hundred metres.

Zero day See zero-day exploit.

Zero day exploit A zero day exploit is an exploit that takes advantage of a vulnerability for which no patch is as yet 
available.
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