(on 2015-10-21)

CIA Director John Brennan emails

Today, 21 October 2015 and over the coming days WikiLeaks is releasing
documents from one of CIA chief John Brennan's non-government email
accounts. Brennan used the account occasionally for several intelligence
related projects.

John Brennan became the Director of the Central Intelligence Agency in
March 2013, replacing General David Petraeus who was forced to step
down after becoming embroiled in a classified information mishandling
(https://www.wikileaks.org/) scandal. Brennan was made Assistant to the President for Homeland
Security and Counterterrorism on the commencement of the Obama
presidency in 2009--a position he held until taking up his role as CIA chief.

According to the CIA Brennan previously worked for the agency for a 25
year stretch, from 1980 to 2005.

Brennan went private in 2005-2008, founding an intelligence and analysis
firm The Analysis Corp (TAC). In 2008 Brennan became a donor to
Obama. The same year TAC, led by Brennan, became a security advisor to
the Obama campaign and later that year to the Obama-Biden Transition
Project. It is during this period many of the Obama administration's key
strategic policies to China, Iran and "Af-Pak" were formulated. When
Obama and Biden entered into power, Brennan was lifted up on high,
resulting in his subsequent high-level national security appointments.

If you have similar official documents that have not been published yet,
send them to WikiLeaks.

John Brennan Draft SF86

"National Security Position" form for John Brennan. This form, filled out by
Brennan himself before he assumed his current position, reveals a quite
comprehensive social graph of the current Director of the CIA with a lot of
additional non-govermental and professional/military career details. (17
November 2008, Author: John Brennan)

Download PDF (/cia-emails/John-Brennan-Draft-SF86/John-Brennan-
Draft-SF86.pdf) or view HTML (/cia-emails/John-Brennan-Draft-
SF86/page-1.html) version.

The Analysis Corporation

FAX from the General Counsel of the CIA to the Goverment Accountability
Office about a legal quarrel between the CIA and "The Analysis
Corporation". TAC seems to have lost a tender for a US watchlist-related
software project to a competitor. Issues seem to revolve around "growth of



historical data" and "real-time responsiveness" of the system. (15 February
2008, Sender: CIA, Office of General Counsel, Larry Passar)

Download PDF (/cia-emails/Analysis-Corporation/Analysis-
Corporation.pdf) or view HTML (/cia-emails/Analysis-Corporation/page-
1.html) version.

Draft: Intel Position Paper

Challenges for the US Intelligence Community in a post cold-war and
post-9/11 world; a calling for inter-agency cooperation, a ten-year term for
the Director of the CIA and the Director of National Intelligence. It also
demands the autonomy of the Intelligence Community, that it "... must
never be subject to political manipulation and interference." An unfinished
paragraph is titled "Damaging Leaks of Classified Information”. (15 July
2007, Author: John Brennan)

Download PDF (/cia-emails/Draft-Intel-Position-Paper/Draft-Intel-Position-
Paper.pdf) or view HTML (/cia-emails/Draft-Intel-Position-Paper/page-
1.html) version.

The Conundrum of Iran

Recommendations to the next President (assuming office in Jan. 2009) on
how to play the figures on the U.S.-Iranian Chessboard (18 November
2007, Author: John Brennan)

Download PDF (/cia-emails/The-Conundrum-of-Iran/The-Conundrum-
of-Iran.pdf) or view HTML (/cia-emails/The-Conundrum-of-Iran/page-
1.html) version.

Torture

Letter from Vice Chairman Bond, Senate Select Committee on Intelligence,
to his fellow board members with a proposal on how to make future
interrogation methods "compliant” and "legal". Instead of listing all allowed
methods, every kind of interrogation should be considered compliant, as
long as it is not explicitly forbidden by the "Army Field Manual" (AFM).
(May 2008)

Download PDF (/cia-emails/Torture/Torture.pdf) or view HTML (/cia-emails
[Torture/page-1.html) version.

Torture Ways

A bill from July 2008 called "Limitations on Interrogation Techniques Act of
2008" explicitly list the forbidden interrogation techniques mentioned in the
previous document and can be considered a direct implementation of the
recommendations of Christopher Bond. (31 July 2008)

Download PDF (/cia-emails/Torture-Ways/Torture-Ways.pdf) or view HTML
(/cia-emails/Torture-Ways/page-1.html) version.
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We will approach the proposed bum down rate thrm.igh subetantlal changes in the substantive approach
to the misslon; the workflaw process: tha responslbllities of analysts and the analytic tools available to
tham. : :
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W belleve that the hlstorlcal review will be best executed as a threat reduction mission. The current
pragass of & numerical record-by-record raview of Hiztorical cables implicitly assumes that all individuals
reported In message traffic pose equal threats. TAC's Thraat Reduction Approach (TRA) recognizes that
sarne Inlviduals and some proups reprasent a greater national security thraat than others, TAC will review
individuals assoclated with the most threataning terrarist group In the historlcal backlog first, then mave
to the next most threatening group, as llustrated in Table XX.
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Not only will TRA anable the US to nominate the more dangerous Individuals tirst, this new approach to
thie mission will aiso enhance our security by heiping degrade the capablities of the antira tarrodst group
because a substantial travel of a substantial number of its associates will be inhiblted by potentlal
detaction by numerous national and intemational lookout systems. '

Using tha TRA, tha threat fo the US would be reduced much more gulckly than the nominel burm down
rata, The following graphics fllustrate that point. :

Insert Graphics

TAG recognizes that individuals not associated with a terorist group are becoming increasingty
dangerous ac terrorists. The Threat Reduction process will screan for and priorttize Individuals wha are
acting essentially outside of an organized terrorist group. The main tocus will be an identifylng Individuals
who have engaged In viokent acts or are spaciflcally targeting US interasts In tha homeland or abroad.
Thosa Individuals will be nominated in parailel tolndividuals fram the most dangerous groups.

1.1.2.3 Assessmont of Remaining Threat

Our axperiance with the watehlists Isads us 1o befieve that at some point, the threat posed by Identitles In
the lowest priority groups may be so minimal that the Sponsor will be able to declde that few, if any, of
those identities need to be reviewed. For example, names of Japanese Red Army membsrs n ten year
old messages may fall below the threshaid of current risk anid soncem. TAC will use a sampling
technlque to estimate remalning risk In trhe backlog. The sponsor will be able to determine if the
Historicat review needs o contirue or whether the risk has baen raduced to the point at which time and
resourcas ara batter spent on othar counterterrorist misalons, TAC is aware that the Sponsor uged
easantially that same technlgus to determine that approximataly ona third of the messages in the orlginal

@ iewed. :
hlqt?rlcal database need not ba reviewed g Dalwtal: 5/4/2007
/| Deleted; 3:38:04 PM
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1.1.2.4 Processes and Procedures for Completing Review of Historical Cable Traffic

The current procass for hstorlcal review graw from the early origing of the program. TAC assesses that

this process now sarvas as a significant impediment to compisting the mission. The production rates

documantad in the data provided with the draft RFP are many orders of magnltude lower than requlred to
. megt the sponsor’s suggestad goal.

e e

L tel Amprovementsidiscussdd
Ve %ﬁ%ﬂ W TQ‘EWLWNB&NS%%%Q

Eull Scope Analvets, Analysts will be frained and certified to analyze the cabies and to draft the ClIR's,
TAC's realtima and historic analysts will have the same skills and tralning. TAC will daploy first class full
scope analysts. This fundamental project precept will eliminate a major factor In Job dussatlsfactlon and
turnover found In the current workforce..
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Doveloping Expartise. By focusing their analytic efforts on identities from one terrorist group at a tma, we
expact that thalr axpertise will grow quickly and, with that, 50 will thelr productivity.

" Using Analytic Tools. TAC will use existing and new analytle toals to screen and prepare documents 5o
that searca snalytic resources arg used productively.  TAC will alsn uae advancad aralytlc tools to
faciliitate GIR drafting and coardingtion

1.1.2.5 - Werkflow

The warkflow for historlcal and real time are sssentially identical excapt for the beginning of the pracess.
In historical work, Identities are pending In the backlog and are avallable for gcreening, in raal time, they
arrive dally In cables. The first step in the historic workflow s to ensura that analysts are able 1o focus on
idantitlas not alrsady In TIDE of [denttiss with Insuficlent blographic Information to support a nomination.
Prior to assigning identities for analysis, they will be screened for previous nomination and sufficiant blo
s,

Praliminary screening s particularly Important bacause ihe production data from the week of September
18, 2006 providad to us In tha draft RFP Indicates that 84% of the names reviawed did not meat the
standard for nomination to any watchllst. This error rete from the current Phase 1 review Is a principal
reason for the alze of the backlog. It also represents the principal management challenge to
accompishing the misslon with the time and resources avallable. The production statlstics from that
week Indicata that about 38% of the names In the backlog were already listed in TIDE. Mo anaiytic
resources should be uead on any of thase names.  About 17% of the namas had no bio with tham. Wa
will ba able to use our technlcal capabilities to siiminate those names.

-Far the historte project, TAC analysts will raview the most recent messages first. The most recent
messagas are mora lkely to reflact more recent tarrorist activity. They are aiso more llkely ta Include,
aven if only by reference, all of the Informatian avallable about a tartorlst. - Datermining whather or not

- sugh an Individugl meats the stendard for nominailan will take less time, From & Threat Reduction
perspective, terrorists who have been active more recently may well repragent a more acute thraat than
tarrorists active in an eariler era.

R gl Vel . s
B ’
AT e T e Tl i ma - - - - M AR E T — e ——— - — - — —

VOLUME YII: TECHMICAL AND MANAGEMENT PROPOSAL 2/8/2008 11.05:05AM 7.
1501 Farm Credit Dr., Suite 2300, McLean, VA 22102 » 703.738.2840 = www theanalysiscorp.com
Use or disclosura of data contalned on this sheet Is subject to the restriction on the title page of this

proposal or quotation.

000213



FEB. 15. 2008 5:11PM

. Rasponse to RFF Na. 2007*WFP
Watchlisting

NCS/CTC/TTD

The Spanszor's main outstanding risk lles with having a backlog of over 1 miliion Individuals already
identifled by Phase 1 as potentially ellgible for nomination. That risk needs ta be reduced as quickly as
possibla. In addition to cable triage, cable analysis, and CIR coordination mentioned in Section ™, TAC
proposes to increase the pace by focusing analysts on determining whether the individuai meets the
criterla for nomination—and once that standard is met, ending the analytie portlon of the task and
nominating the individual immediately.

While forwarding all-aveilable information In the inttial. nominating CIR may ba a traditional approach to
watchlisting nominations, the more Important Threat Aeduction gbjectiva is to nominate &s soon as the
information avallable supports a nomination to a watchlist. Then the analyst moves on {o tha next
potential terrortst and nominates him, This approach axplicitly trades off reducing threat inharent In the
historical backlog as quickly as possible agalnst engaging In traditional and tima consuming resaarch
which Informs downstream agencles about afl avallable information about 'an Individual. As z practical
matter, we will be forwarding the additional Information within documentation attached to the CIR, but
'would riot be Including i in the CIR ltsalf.

1.1.2.7 Process Change—CIR's

Wa are struck by the iarge number of namas in the CIR queue—a12 for tha waek of Septernbar 18.
When TAC Increases tha flow of nominations—which wa must—the CIR quaus quickly will becomea an
evan more unaccaptable potilenack. TAC recognizes that part of the causa of the coordination bottieneck
fiss with the current coordination practices and progaduras and proposes to work with the Sponsor to
suggest some approaches that would presarve the aqulties of Sponsor components, but facllitate the
coordination process. In additton, TAC has some preliminary proposals to address Ihis Issua.

TAC analysts will be responsibie for producing draft CIR's that meet all of the Sponsors substantive and
tochnical standards for coordinatlon and dissemination. TAC is particulary aware that poorly drafted
ClIR's waste valuable time for the Sponsor's already hard pressed staff officers Involved In the
coordination and review process. The TAC analysts will be selected for thelr abllity to fulfill this
requirement and will be tralned to do s0. Experlencad, tralned superviears will review the preduct and
halp resolve sny substantive or procedural issues. Analysts will be responsible for completing the
coordination process—as are analysts in the Sponsor's otganization. Thelr supervisors will be avallabls
for support as raquirad, |ust as supsrvisors in the Sponsor's organkzation,

TAC will eliminate the complsx, and time consuming, current, iHese G e s nwhichone
analyst scraens documents, another analyst conducts research and draﬂs a CIFI and a third analyst ra-
raviaws that worlk and pnlishas the CIR . TAC' s analyst's respangibiiities and review proceduras will
mirrar the Sponsor's. Staft offlcars with questions about & message will not have to wada through layers

- of reviewars—they will know who Is responslole for the message; whe can answer thelr questions and
address thelr concerns,

TAC will work with the Sponszor to provids & supporting IT Infrastructure to faclitate CIR drafts. That
infrastructure will Include templates and pull down menus that anticipata most of the format and technical
language used In writing watehlisting CIR's. The goal Is to focus the maln drafting efforts of the analyst
on the key substantive elemnants of the message.

1.1.3 Workflow Detail: Real Time and Historical
(This needs to be accorpanied by a workflow graphlc or graphles)
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Wa have provided the organizing principles of our technical approaches to real time and historleal work.
" The follewing section provides the more detailed prosesses and analylic tools we will employ for the
. Waichlist Project.

in this proposal, the only signifleant worldlow difference between histarical and real time analysls is the
ortgin of the mesgages the analyst will review. In real titne, the real time tearms will work from the daily
fiow of cables and will be dependent on their subgtance as the basls for organizing and executing their
analysls. In historical, identtties are availabk for processing in large numbers, the size and composition
of the backlog is relatively stable. The entire backing is the basis for priontizing and preprocessing
historical analysis.

1.1.3.1 Messages Prepared for Distribution to Analysts

One of tha principles of TAC's process s to enable analysts to focus on deciding whether an identity
raquires nomination, instead of spending time ratrieving docurments and reading unproduciive portions of
them. TAC will usa analytic tools to support that principle and increase analyets' produciivity, -

1.1.3.1.1 Triage, Processing and Priorities

The first activity that can be Improvad with leading-edge tachnology Is the triage of Waltchllsting requests,
baoth In the backlog and In rea) ime. Tha first part of botti the real time and histarls trlage process will
Identify and isolate the names contalned In cables and |dentify and eliminate the names that are alrsady
In TIDE. '

The TAC team will deploy Identity matching and simliarity algorithirns to mateh the dentitles found in
cables with the Identities Datamar and will eliminate thosa names that have already been added 10 &
watchlist.

The TAC team will deploy an entity extractor, such as inxight ThingFindar, aptionaily coupled with an
Arablc name nomallzing aigorithm, to ldentify and mark, or “tag”, the names in every cable; not only will .
tagging the names In the cables allow analysts to qulskly and accurately distinguizh the paople who are
the topies of cables, but also enables further value to be added by other technelogies.

Since namas must ba augmentad with bldgraphlc data for watchlist nomination, tha TAC team will
Implement an automated rules engine that will hightight and prioritize cables that contaln both a name and
biographle Information, such as date of birth or other identifylng information.

To support the Threat Reduction Approach to historlzal work, the TAC team will use currently deployed
technology o plece [dentlties into the tarrorlst groups with which thay are assoclated so that historical
analysts may work on them aceording to the priorities provided in Table ™. This Is, essantially, the only
workflow differsnce betwaen real time and historic.

Finally, before analysts touch a massaga, the TAC team propoges to deploy Endeca, the Industry leading
text analysis and knowledge discovery sufte, to analyze the text content In tha remalning cables,,
measurad relative o a set of kay words and phrases specifiad by the customer and/or determnined by
analytic sublect matter experts on the TAC team, to asseas the risk of attack likely to be assoclated with
tha Identities contained in each cable. The praduct of this assessment will be a-relstive thraat score for

2ach cable, and the analyst workflow will be prioritized such that analysts are always working on the Deleted: 5/4/2007
' ' /', | Deletant: 3:38:04 M
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cables that partaln to the mast dangerous individuals within their assigned terrorist group or real time
massage queues.

. Based on statlstics gatherad from the current process, this auipmated process s like Iy to eltminate
approximately 80% of the backlog names, ensuring that valuable analytic and subject matter exparts
=spend thelr ime working on the most important cables. The result of revolutionizing the analytic process
with cutting-edgae technology will ba greater productivity and, mors importaritly, aulekly raducing the threat
of attack. Furthermore, bacause the key information in eact documant will be highlighted, anatysts will
not nomally need to read the entire text of long messages.

1.1.3.1.2 Cable Analysis

At this point, analysts will bagin thelr review of messages. TAG will configure and optimize the Endaca
Infarmation Access Platform and will utllize Hs staff of Endeca analytic exparts 1o train all analysts to get
the most out of the Endeca platform. The power of Endeca lles In its ability to smpower the user to “ask
questions” of the entire carpus of cable data simply by clicking on the topics, themes, and keywords
contalned In the traffic. In short, the key terms In a cable, & set of cables or milllons of cables, nearly
jump aut at a user, [a screen shot will be aftached]. By allowing & user to quickly and clearly explora the
pricritized cable data, with watehlist criterla automatically highlighted in every cable, analysls will be
furthar expedited.

At this point, analysts are working with the messages on thair dasktop. They have all the tools at hand to
rmake nominatlon decistons, If thay require addltional information, they can use Endacd, or other search
tools currently avallable in the Sponsor's CT databasa to davelop additional Inforrnation.

1.1.3.1.3 Repori Drafting and Coordimation

After an analyst decldes that an identity meets standards for a watehlist, a GIR is craated and a lengthy
coordination process ls Initiated. During coordination, two malor bottianacks-—writing tha CIR manually
and vetting of informatian In the CIR by all relevant parties—may prevent the nomination from teaching
completion In a fashion timely enough to make reducing the cable backlog reallstic. The cable backlog,
howaver, will be significantly reduced by applying technology to standardize, expedite, and automate the
GIR writing process and to allow the coordination reviewsrs to easlly raview only those portlons of the
cablas thal are ralevant to the nominatlon, without neading te find the cable [n the cable sysiem and read
itin full. The TAC team will help the customer to accomplieh thesa goals and reduca the cable backlog
with-a simpie and highly effsctive technology, which is already deployed and In use by hundrads of users
at the customer site, and |5 integrated with the customer's cable system.

Polaris Is a tool that performs an incredibly simple task that nearly every analyst has, at some time, asked
to have automated. It allows a user o drag and drop snippets from a cable In the customer's cable '
system 1o Microsoft Word and carrles with it all classification markings and portion markings. In addition, |
Folaris creates documnent soureing footnotes in the Word report end coples the entire source cable to the
end of the report—all by simply dragging and dropping your relevant snippet into your report In Microsoft
Waord. Having been developed by a component of BAE, a TAG tearn member, the TAC team employs v
anginears with the expertise to customize Polarls to suit the speciilc nesds of the Waichllsting Program.
“This team of experts will create an automated CIR utllity, which will allow a user to select the derag ina
cableto support & nomination, specify several key criterla, such as the watchlist to which an Identity witl

be naminated, and Polaris will automatically Insert the data Into a properly classifled and portion-marked
CIR, complete with source footnotes and full coplas of all relevant sotiree cables attached. This CIR wil

then be reviewad by the analyst's supervisor and forwarded io all appropriate coordination partles, who Deletad: 5/4/2007
3 ¢
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can then see the relevant portions In the report and, if necessary, can sven ses the entire cabla, simply
by turning to the appendix in the report.

By deploying cutting-adge, misslon-focused technolegy, the TAC team will rellave the many of the major
bottlenecks and frustrations it the vital activities of cable friage, analysls, and coordination. Analysts will
spend thelr ime working on cables that describe the most acute threats of attack, and reports will be
amomatically generated with soureing that will allow coordination without aver logging Into the cable

Deploying Technology

The Technology Insertion section will provide a detalled review of the timing and process of bringing new
analyiic tools to the watchlisiing process. We want to be clear that we will bagin the transitlon period
uzing the same IT tools now available. We will use soma of the extractars in different ways In order to

 priaritize the historical backlog to carry aur TAC's Threat Reduction Approacth, We will intraduce new
analytic togls in a measured way to ansure that the workforee 1s tralned and comfortaile with thelr use.
We have salected analytic tools that are, for the most part, available on tha Sponsor's system or can be
made avallable within & relativaly shart time. As a Team with deep roots In Informatlan technology, we
+illl be continually on the lookout for new analytic tools o apply to this frogram.

Our experienge with the Sponsor's Intermal processes Indicates to us that we are likely to racelve
approval to apply the new analytic tools in waeks and months, not years, We cannot control the paca of
the Sponsor's process, hut we will be praparad to provida all-the informeation-required to galn approvals as
quiekly as possible, We would anticlpate that wa could deploy ™ within **™* weeks of contract award
and " relatively oon after that. *=== will take months, not weeks. We wilf galn substantal
improvaments In productivity through the process changes wa hava propozad. Those galns will be .
actelarated as wa bring our full suite of analytic taols Lo bear on the process.

1.2.1 Personnel: Qualifications and Availability
el lw.‘- b o

) . g AR

TAC and lis partners are committed to support the Watchlist Project with trained and certifled anelysts fﬂ}"‘ﬁ%}*{ﬁﬂ:‘* it

manaped by seastned professlonals with years oi experlenca in watchllsting and counterterrarism, '

Drawing on ongolng suppart for watchlisting throughout the govemmant, the TAG team will have the

personngl [t neads from nception to compiation of the Waichlist Projoct.

!
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1.2.2 Pearsonnel Proposal

TAC and its team have baen supporting watchilsting for two decades. |t has a well established cadre of
substantive and technical professionals experlenced In all aspects of walchlist programs. TAC will draw
an that cadre to staff the core of the Watchlist Project.

Watchlist tralning is a particularly well devalopad program at TAC. TAC's support for watchllsting has
required effactiva training programs. . They will require some added elements unique to the sponsor and
fts requiremantz, but the training process is robust and prepared for additlonal substantive requlrements.

We traln analysts to demongztrata high levels of operational performance in areas such as researching for
analytie outeomes, identitying and extracting derogatory from soures documents, scanning and identtfying
deconfliction ssues, llalsing and negotiating for follow-on data exploftation. Centrally impertant, our
anafysts understand the intelligence product and can produce & watchlist recoramendation that provides a

"not only wall-written repen on & known or suspected terrorist that requiras minimal qualty contraol at the
Sponsor's Coordination level, but also a quality report accepted at NCTC and TSC (the primary
conzumars) and the IC. i short, we demonstrate the know-how and the technology to deve{ep, mentar,
and retain In systematic fashion the analysts we recruit.

TAC training is only the beginning of the preparation process for CT work. Before TAC smployeas work
hands on anywhere, thay are tested and certified by TAC, a5 regulrad by the Statement of Work and
TAC's own standard practicas. In the case of the Waichlist Project, we-will also require that analysts and
managers demonstrate their capability to support real ime watchlisting by spending time working on the
historle backiog. Thelr producis—both recommendations and CIR's can be closely 2upervised without
the deadiine pressuras requirad in the real time environment. This training program will have the added
advantage of reducing the historic backlog, particularly at the beginning of the progran whan 200 or so
employses work on those names during the transition.

1.2.3 Staffing Roster: Quamy Personnel Ready to Go

e have 200 fully cleared pmfeeetonale ready o euppert the Watchlist Pre]eet The resumes speak to
the quality of the proposed personnel and demensiraie that they meet or axceed the qualifications
established In the Statement of Worle. Tablz ** provides that compllance data In summarized form. They
Inclyde professionais with axparlence In the Terrorist Scraening Canter, National Counterterrorism
Center, Nationa! Targeting Center, Depariment of State, Defanse Inteligence Agency, and CIA. Some

~ will nead traming in the Sponsot's unlque and demanding enwrenment however all are wall ecquamted
with the substance of watchiist programs.
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TAG Is confldent that these personnel resumes axceed SOW qualifications by offering a talent pool of
Intelligence Analysts (IA) at all levels, ranging from junlor 1A% to Subject Matter Experts (SME) assembled
from throughout the Intelligenca, Counterterrarism, and Watchlisting Communliies, providing & depth and
breadth of knowladge unique for this WP, Currant presenca and experlenca Include individuals assigned
fram the Terrarizt Sereaning Center (TSC), National Counterterrerism Genter (NCTC), Natlonal Targeting
Centar (NTC); Deparimerit of State (DOS), Defensa intefligenca Agency (DIA), and Central Intalligence
Agency (ClA). This provides the WP a strong personnel foundation from which to draw end become
immediataly productive for the govemmeént.

1.2.5 feiiflig and Certification S
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1.1.5 Tralning and Certification

_ Counterterrorism and Watchlisting training Is where the TAC Team shines. We are aware of no other-
gxisting, currently deployed Watchlisting training that has been speciiically designed and testad to serve
the full fife-cycle of Watchlisting proceases. TAC has been serving watchlisting programs for two
docades, and s time-tested tralning iwads the way in sarving knowladge and pragmatic oparational
naeds. Qur tralning program ls robust with bulit-In flaxibllity 1o respond to unkyue sponsor raquirements.

" We fully axpact aur Spansur-approved framning program to be in place far in advance of the spacified 30
days after contract award. Prior to contract award date, tha axisting TAC Qrlentation Program will enable
analysts to achlave tha required knowledge and skills thresholds, representsd by TAC's comprehensive
inventory of counterterrorism/Watchllsting benchmarks for protassional devalopment that currantly define
its CT/Watchlisting tralning. .

Qur goal Is tn imprave productivity by raduging the number of ravislonz of the finished product, and to
facilitate the flow of the watchlisfing process as & whole. TAC Tearn analysts will be trainad and certified
per the Sponsor's requirements o an “indusiry standard” based on years of experlence supporting
recipients of the Sponsor's watchlist nominations. Our feam of facllitators and subject matter experts
monitor and guide students every step of the way In a collahorative lsaming environment fhat combines
_personsl manforing with on-ling enabling taols. '

TAC fraining begins before contract award witl an Orienfation Frogram that elosely mimors our proposed
-training program. We fully understand that our watchllst project tralning and certification program musl be
approved by the sponsor and thaf cannot happen until contract award. TAC's Qrientation Program is
designed fo insure that analysts, supervisors and managers ere ready far final tralning and preparafion for
operational work by contract award date |

" TAC's Orientation Program enablas analysts to achieve the knowledge and skills raquired for their | Deletnd: 5/4/2007
assigned positions through & combination of assessments and course work. New analysts are fr {H m ™
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sdministered assessments to ostablish & baseline of knowladge and skills in tactical analysis and
watchiisting. Based on the oufcome of the assessments; analysts enroll in & selection of 12 counter-

. termorismMwatchiisting courses and 32 content madules in TAC's on-line leamning sysiem to cloge
knowledge and skills gaps. Each courss Is conductad in & collaborative feaming environment under close
supervision of our team of facilitators and subject matter experts. The TAC team fracks individual
performanca in the courses and modules, adjusts the program as necessary, and verifias and documents
achigvement of learning cbfectivas. '

1.2.6 {TrainmgiRm
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We fully understand that our watchlist project tralning and cerlification program must be approved by the
sponsor and that cannot happen untll contract dward, TAC will have the training propoesal ready for
Sponsor raviaw and approval within days of tha contract award. TAC's Orientaticn Program |5 designed
ta Insura that analyste, suparvisers and managers are ready for final training and preparation for
operational work by cortract award date. After they have completed their Orlentation Program, they will
be ready Lo patticipats In & Sponsor-approved Training Program that fully prepares them for the '
watchllsting project. ’

The Watchllst Project tralning and certification program that we will propose to the Sponsor is customized
to serve thres exparience lavels, from new analysts to quality aseurance staff. Course selection is based
an our high level of expartise and axparience in watchlisting and counterterrorlsm environments across
the IC, with roots in our past and current performances in TIPOFF, TIDE, TSDB and {X,y,z). To protect
the securlty of censlive or classified lsaming toples, our training program spans a varisty of sacurity
domalns. We take full advantage of the unclassified, pagsword protacted domaln for 24/7 on-line training
on the baslc skills foundation that sults all schedules and is especially sulted to enzure that our partners
are tralned to the same high standards as TAC employess. Tralning on sensitive fopics cantinues In the
classifisd domain.

Depending on their exparience level and future assignmars, TAC will use the collaborative approach
employed In the Orlentation Program to train and cartifyteam members to one of three levels as
daescribed in Exniblt xx below. : .
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Intelligence to Meet the Challenges of the 21* Century

The national security challenges facing the United States in the 21* Century are
unprecedented in their scope, complexity, and gravity. To address these challenges
successfully, the United States must have a national intelligence system that brings
together the capabilities of our collection, analytic, and technical communities in a
manner that optimally promotes U.S. and global security interests. Indeed, the U.S.
intelligence system must evolve significantly from its Cold War roots. It needs to be the
engine that helps U.S. policymakers uncover and thwart dangerous threats such as
terrorism and proliferation; identify the drivers and potential solutions to political,
economic, and social problems; understand the underpinnings of ideological and
territorial disputes; and seize opportunities for peace and human development wherever
and whenever they arise.

To accomplish its important mission, the Intelligence Community must never be subject
to political manipulation and interference. It must always maintain its independence,
objectivity, and integrity, providing the President and policymakers throughout the
Government unvarnished intelligence and analytic assessments on national security
issues. The individuals who lead our Intelligence Community have a special
responsibility to protect that mandate.

e Accordingly, the positions of Director of National
Intelligence and the Director of the CIA should be made
ten-year term appointments, with confirmation by the
Senate. We need to take these positions out of the cycle
of partisan political appointments and, at the same time,
ensure needed continuity at the helm of U.S. Intelligence.

The Intelligence Community has grown significantly since the tragic terrorist attacks of
9/11, as there is a strong national consensus for more and better intelligence about the
threats facing our Nation, both at home and abroad. The Intelligence Reform and
Terrorism Prevention Act of 2004 (IRTPA) created the Office of the Director of National
Intelligence and called for a transformation of the Intelligence Community, but the
ineffective implementation of those reforms has resulted in confusion and competition
among intelligence agencies.

e We need a blueprint for the Intelligence Community of
the future, so that intelligence missions, budgets, and
initiatives comprise a system of complementary
organizations working hand-in-hand in support of our
collective national security. We have no such blueprint
today, and we owe one to the hard-working intelligence
professionals whose expertise we rely on each day to
keep us safe and secure.



The intelligence mission of our country must involve more than the
departments and agencies of the Federal Government. The security of our
Nation will be best protected when we truly have a “national” security architecture that
knits together the capabilities and requirements of all levels of government as well as
those of the private sector. Until these communities can interoperate with one another in
a timely, efficient, and coordinated manner, our adversaries will be able to exploit
dangerous gaps that exist among those with responsibility to protect our country.

¢ To date, the Federal Government has been remiss in its duty to bring
together the tremendously broad and deep capabilities that exist in our
Nation. We need to move beyond a Washington-beltway mentality and
Washington-centric solutions. We need a national initiative that explores
how we can best utilize, coordinate, and leverage the knowledge and talent
that exist throughout our great country.

Unfortunately, there has been precious little progress since 9/11 related to defining and
setting the legal and policy parameters of “domestic intelligence.” Backroom discussions
that result in Presidential directives of dubious legality are not in keeping with our
Constitutional foundations. In light of the seriousness of the transnational terrorist threat,
we need to set the appropriate balance between conducting domestic intelligence
operations and protecting the privacy rights and liberties of U.S. persons. The FBI,
Department of Homeland Security, National Security Agency, CIA, and Department of
Defense are all engaged in intelligence activities on U.S. soil, and these activities must be
consistent with our laws and reflect the democratic principles and values of our Nation.

e The President and the Congress must work together to
determine what domestic intelligence activities are
necessary to safeguard the Homeland. Clear mandates,
defined responsibilities, and firm criteria for domestic
intelligence operations need to be established so that our
intelligence organizations are provided the direction they
need as well as the limits they must respect. Stringent
oversight of these activities—by the Executive,
Legislative, and Judicial Branches of Government—must
be an essential part of the system.

Outside the Homeland, there is an enduring need for high-quality and reliable intelligence
about developments worldwide that affect the security of the United States and its allies.
insight and warning that will serious threats to our security

The CIA has been the subject of much criticism over the years, but it has played an
integral role in safeguarding U.S. national security interests for the past 60 years.



There are times when our country’s security demands that we take
actions abroad to address real and emerging threats to our interests.
Sometimes, such actions must be carried out under the cover of
secrecy. There has been much controversy surrounding CIA covert action programs
over the years, but many of those programs have made major contributions to U.S.
foreign policy objectives.

The Importance of Intelligence Partnerships Worldwide

Damaging Leaks of Classified Information

The Role and Importance of Nonpartisan Congressional Oversight of Intelligence



The Conundrum of Iran

Iran will be a major player on the world stage in the decades ahead, and its actions and
behavior will have a major and enduring impact on near- and long-term U.S. interests on
a wide variety of regional and global issues. With a population of over 70 million, xx
percent of the world’s proven oil reserves, a geostrategic location of tremendous
(enviable?) significance, and a demonstrated potential to develop a nuclear-weapons
program, the United States has no choice but to find a way to coexist—and to come to
terms—with whatever government holds power in Tehran. At the same time, the Iranian
Government also must come to terms with Washington, as Tehran’s ability to advance its
political and economic interests rests on a non-hostile relationship with the United States
and the West.

There are numerous hurdles that stand in the way of improved U.S.-Iranian relations, but
none is more daunting than the theocratic regime’s nearly 30-year track record of
engaging in transnational terrorism, both directly and indirectly, to advance its
revolutionary agenda. Tehran’s proclivity to promote its interests by playing the terrorist
card undermines its standing as a responsible sovereign state and calls into question
virtually all of its actions, even when pursuing legitimate political, economic, and
strategic interests. While the use of terrorism(*footnote on definition) is reprehensible
and of serious concern irrespective of the source, the wielding of the terrorism club by a
nation state such as Iran is particularly alarming and insidious because of the ability of a
government to use its instruments of national power to support, conceal, facilitate, and
employ terrorist violence. Specifically, a sovereign government has the ready ability to
provide all of the logistical requirements—e.g. the fabrication of official documentation,
explosives, and weapons; the protected use of diplomatic facilities, staff, and pouches;
and the provision of expertise, funding, and targeting intelligence—that can be used to
great effect to plan and carry out successful terrorist attacks. Too often, and for too long,
Iran has excelled at such activities.

The Historical Context and Record of Terrorism

The Iranian regime’s current worldview and actions are shaped significantly by Iran’s
ancient history, its Persian and Shi’a Islamic essence, and developments of the past half
century. While only slightly more than half its population is ethnic Persian, the wide
expanse of the Persian Empire under Cyrus the Great (6™ Century B.C.), which stretched
far into southwest and central Asia and across to Egypt and north Africa, laid the basis for
an Iranian mindset of far-reaching influence and engagement that remains to this day.
The Persian identity was further molded more than a millennium later, when Shi’a Islam
established deep roots in the region and made Persian leaders the protectors of the Shi’a
faithful against Sunni Arab and other adversaries.

The World Wars of the 20™ Century and their aftermath made Iran a pawn of global
politics, as illustrated by the CIA-engineered overthrow of Prime Minister Mossadegh in
1953, which allowed the pro-U.S. Shah to return to power and rule with an iron hand for
the next 25 years. When he was he was ousted in 1979 and the Islamic Republic under



Ayatollah Khomeini was established, it was all but inevitable that the United States
would draw the , the world’s only remaining superpower, would be

Since the advent of the theocratic regime, the Iranian Government has sought to reclaim
what it believes is its’ rightful

Iran’s record of direct and indirect involvement in terrorist attacks is long and bloody,
with regime opponents and U.S. and Israeli interests bearing the brunt of attacks. Since
1979, the most notable examples include:

1983: Hizballah attacks against the U.S. Embassy and Marine barracks that left xxx dead
and more than xxx wounded.

Attacks against Israeli Embassy in Argentina.
Assassination of Israeli ambassador in London.

1996: Saudi Hizballah attack against U.S. forces housed at Khobar Towers in Saudi
Arabia, which killed xxx and injured xxx. According to the U.S. Department of Justice,
the perpetrators of those attacks “reported their surveillance activities to Iranian officials
and were supported and directed in those activities by Iranian officials.” (footnote)

The U.S.-Iranian Chessboard

An unfortunate hallmark of U.S.-Iranian relations since 2001 has been growing divide
between Washington and Tehran, chronicled by bombastic rhetorical broadsides that have
been hurled publicly by each side against the other. The tragedy of the al-Qa’ida
launched terrorist attacks against the U.S. homeland in September 2001 prompted the
U.S. Administration to engage in a far-reaching campaign to eradicate the sources of
terrorism, and Iran, understandably—but regrettably—was swept up in the emotionally
charged rhetoric that emanated from Washington under the seemingly all-encompassing
rubric of “The Global War on Terrorism.” The gratuitous labeling of Iran as part of a
worldwide ““axis of evil” by President Bush (date?) combined with strong U.S. criticisms
of Iran’s nascent nuclear program and its meddling in Iraq led Tehran to the view that
Washington had embarked on a course of confrontation in the region that would soon set
a kinetic focus on Iran. Even Iran’s positive engagement in helping repair the post-
Taliban political environment in Afghanistan was met with indifference by Washington.
According to James Dobbins, the Bush Administration’s first U.S. envoy to Afghanistan,
Iranian diplomats made important contributions to the success of U.N. sponsored
negotiations that resulted in the inauguration of the Karzai Government in Kabul. But
unlike the foreign ministers of other nations involved in those negotiations, Iran’s foreign
minister did not receive a personal note of thanks from his U.S. counterpart, despite,
according to Dobbins, the fact that he “may have been the most helpful.”



Recommendations

Whoever takes up residence at 1600 Pennsylvania Avenue in January 2009 will need to
“hit the ground running” on Iran, especially since Tehran will react immediately to the
new Administration’s policy statements that

1) Tone Down the Rhetoric: Iranian leaders of the ilk of President Ahmadinejad
undoubtedly will continue to

2) Establish a Direct Dialogue with Tehran:

Iran’s importance to U.S. strategic interests and to overall stability in the region
necessitates the establishment of a direct and senior-level dialogue between Washington
and Tehran; the use of third parties, such as the Swiss, to convey messages between the
two capitals in the absence of diplomatic relations is wholly insufficient. A direct U.S.
dialogue with Tehran, moreover, should not have a narrow focus, as the array of issues of
most concern about [ran—engagement in terrorism and support to subnational
“extremist” groups as well as proliferation activities and regional ambitions—are
inextricably intertwined. A comprehensive framework for discussing these issues is
required.

Over the past several decades, experience has shown that seemingly intractable foreign
policy challenges for the United States have been best handled by the appointment of a
Presidential envoy who has the experience, gravitas, and the authority to deal effectively
not only with non-U.S. interlocutors but also with U.S. officials who have the potential to
stand in the way of progress. The appointment of a U.S. Presidential envoy to Iran is
long overdue. The argument that such an appointment would be premature as long as
Iran is on the Department of State’s list of state sponsors of terrorism is without merit and
foundation; the United States has diplomatic relations with Syria, also on the list, and has
appointed Presidential envoys to North Korea and Sudan.

An ideal candidate for Presidential envoy to Iran is former Secretary of State Colin
Powell, who retains wide notoriety and respect throughout the region. Secretary Powell
has an in-depth understanding of the politics and history of the region as well as of the
equities of the

Other potential candidates include former Vice President Al Gore, Secretary of State
Madeline Albright, and former National Security Advisors Tony Lake and Brent
Scowcroft.

3) Seek Realistic, Measureable Steps:

4) Hold Out Meaningful Carrots, as Well as Sticks:
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Dear Colleagues:

The interrogation of high-value detainees since 9/11 has been the subject of much
controversy. It has also been one of the most valuable sources of intelligence in protecting
America and in disrupting terrorist plots, according to CIA Director Michael Hayden and the
Director of National Intelligence (DNI) Michael McConnell. Congress has yet to find a solution
that bans harsh techniques in a manner that does not prevent our intelligence officials from using
otherwise lawful means to obtain the information they need to keep America safe.

One proposal has been to require our intelligence agencies, when conducting
interrogations of individuals in their custody, to use only the nineteen techniques explicitly
authorized by the Army Field Manual (AFM). This has received immediate objection by the
DNI and CIA Director who expressed concern that the AFM fails to exhaust the universe of
techniques that could be authorized consistent with the Geneva Conventions. I believe there is a
better legislative alternative that, unlike current proposals, satisfies two key objectives: (1) to
forbid the use of harsh interrogation techniques that may run afoul of the Geneva Conventions;
and (2) to give our intelligence agencies the tools and flexibility they need to conduct full and
timely interrogations of terrorists and other detainees.

Rather than authorizing intelligence agencies to use only those techniques that are
allowed under the AFM, I believe the more prudent approach is to preclude the use of specific
techniques that are prohibited under the AFM. In this way, the Congress can state clearly that
certain harsh interrogation techniques will not be permissible. At the same time, this approach
allows for the possibility that new techniques that are not explicitly authorized in the AFM, but
nevertheless comply with the law, may be developed in the future. This alternative ensures that
our intelligence operators know the exact parameters of what is lawful, rather than forcing them
to rely on and interpret a Manual that was written solely for military intelligence operations.

Specified prohibitions in conjunction with intelligence interrogations would include:
forcing the detainee to be naked, perform sexual acts, or pose in a sexual manner; placing hoods
or sacks over the head of a detainee and using duct tape over the eyes; applying beatings, electric
shock, burns, or similar forms of physical pain; “waterboarding”; using military working dogs;
inducing hypothermia or heat injury; conducting mock executions; and depriving the detainee of
adequate food, water or medical care.

As we continue debate on these issues, I urge you to consider my proposal to ban the use
of certain harsh interrogation techniques expressly prohibited by the Army Field Manual.

incerely

Christopher S. Bo
Vice Chairman
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