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02/05/2016 ™ 1 Grand jury case docketed. Originating case number:
1pg,11.9KB 1:13-ec-00297-TCB. Date notice of appeal filed:
02/03/2016. Case manager: TFischer. [16-4053] (TF)

02/05/2016 1 2 SEALED district court document (court access only).
Description of document: case opening documents.
Originating case number: 1:13-ec-00297-TCB. [16-4053]

(TF)
02/05/2016 ™ 3 ORDER filed [999750501] consolidating case 16-4053 with
2pg,9.11 KB 16-4052.. Copies to all parties.. [16-4052, 16-4053] (TF)
02/05/2016 ™ 4 DOCKETING NOTICE issued Re: [999750465-2] case

7 pg, 37.82 KB docketed , [1] case docketed Initial forms due within 14
days. Originating case number: 1:13-sw-00522-CMH-1..
[16-4052, 16-4053] (TF)

02/17/2016 ™ 5 ORDER filed [999756749] sealing.. Copies to all parties..
2 pg, 13.36 KB [16-4052, 16-4053] (TF)
02/19/2016 ™ 6 APPEARANCE OF COUNSEL (Local Rule 46(c)) by Louise

1 pg, 61.45 KB T. Gitcheva for Lavabit LLC and Ladar Levison in 16-4052,
16-4053.[999758532] [16-4052, 16-4053] Louise Gitcheva

02/19/2016 1 7 APPEARANCE OF COUNSEL (Local Rule 46(c)) by Jesse
1 pg, 62.44 KB R. Binnall for Lavabit LLC and Ladar Levison in 16-4052,
16-4053.[999758592] [16-4052, 16-4053] Jesse Binnall

02/19/2016 ™ 8 DISCLOSURE OF CORPORATE AFFILIATIONS (Local
2 pg, 82.06 KB Rule 26.1) by Appellant Lavabit LLC in 16-4052, 16-4053.
Was any question on Disclosure Form answered yes? No
[999758594] [16-4052, 16-4053] Jesse Binnall

02/19/2016 ™ 9 APPEARANCE OF COUNSEL (Local Rule 46(c)) by Tracy
1 pg, 17.07 KB Doherty-McCormick for US in 16-4052, 16-4053.
[999758640] [16-4052, 16-4053] Tracy Doherty-McCormick

02/22/2016 ™ 10 DOCKETING FORMS FOLLOW-UP NOTICE ISSUED to
1 pg, 13.78 KB Jesse Ryan Binnall for Appellants Ladar Levison and
Lavabit LLC and Ms. Louise Tavey Gitcheva for Appellants
Ladar Levison and Lavabit LLC in 16-4052, 16-4053 re:
filing of disclosure form (Loc.R. 26.1) Disclosure statement
due from Ladar Levison on 02/25/2016.. [16-4052,
16-4053] (TF)

02/22/2016 1 11 BRIEFING ORDER filed.. Opening brief and appendix due
3 pg, 20.7 KB 03/28/2016. Response brief due 04/21/2016 [16-4052,
16-4053] (TF)

02/23/2016 ™ 12 DISCLOSURE OF CORPORATE AFFILIATIONS (Local
2 pg, 83.13 KB Rule 26.1) by Appellant Ladar Levison in 16-4052,
16-4053. Was any question on Disclosure Form answered
yes? No [999760110] [16-4052, 16-4053] Jesse Binnall
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Filed: February 22, 2016

UNITED STATES COURT OF APPEALS
FOR THE FOURTH CIRCUIT

BRIEFING ORDER - CRIMINAL/GRAND JURY

No. 16-4052 (L), In re: Information Associated
1:13-sw-00522-CMH-1

Briefing shall proceed on the following schedule:

Appendix due: 03/28/2016
Opening brief due: 03/28/2016
Response brief due: 04/21/2016

Reply brief permitted within 10 days of service of response brief.

Effective October 1, 2015, the court requires only one paper copy of briefs and
appendices unless the case is to be argued, in which event four paper copies are
required. (Local Rules 30(b)(4) & 31(d)). The notice tentatively assigning a case
for argument requires counsel to file three additional paper copies of their
previously filed briefs and appendices.

The briefs and appendix must conform to the Fourth Circuit Brief & Appendix
Requirements (available as a link from this order and at www.ca4.uscourts.gov).
All parties to a side must join in a single brief, even in consolidated cases, unless
the court has granted a motion for leave to file separate briefs pursuant to Local
Rules 28(a) and 28(d).

Failure to file an opening brief within the scheduled time may lead to imposition of
sanctions against court-appointed counsel or dismissal of the case pursuant to
Local Rule 45 for failure to prosecute; failure to file a response brief will result in
loss of the right to be heard at oral argument. The court discourages motions for
extension of time and grants extensions of the briefing schedule only in
extraordinary circumstances upon a showing of good cause. Local Rule 31(c). Ifa


http://www.ca4.uscourts.gov/pdf/BriefApxReq_ca4.pdf
http://www.ca4.uscourts.gov/pdf/BriefApxReq_ca4.pdf
http://www.ca4.uscourts.gov/
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brief is filed after its due date, the time for filing subsequent briefs will be
extended by the number of days the brief was late.

Pursuant to Local Rule 34(a), the court may, on its own initiative and without prior
notice, screen an appeal for decision on the parties' briefs without oral argument. If
a case is selected for the oral argument calendar, counsel will receive notice that
the case has been tentatively calendared for a specific court session approximately
two months in advance of the session.

Anders Procedures: If defendant's counsel finds no appealable issue and therefore
intends to file a brief under Anders v. California, 386 U.S. 738 (1967), the
following procedures apply:

(1) If the Anders brief is being filed in a consolidated case in which co-
defendants are not proceeding under Anders, counsel must prepare a separate
opening brief and move to deconsolidate the Anders appeal.

(2) An Anders brief that simply states there are no appealable issues is
insufficient--rather, counsel's opening brief must identify any arguable issues with
appropriate record citations and state, in a brief discussion with case citation, why
such issues lack merit.

(3) Because counsel must review the entire record in an Anders appeal,
counsel must order all transcript in the case, including pre-trial, trial, guilty plea,
and sentencing proceedings. It is not necessary to order arraignments, bail
hearings, voir dire, or opening and closing arguments unless those portions of the
record might support an arguable issue on appeal. Since the court must review the
entire record, an appendix is unnecessary, and copying expenses for an Anders
appendix are not recoverable under the Criminal Justice Act unless the court has
directed the filing of an appendix. The costs for providing transcripts to the
defendant are reimbursable.

(4) Counsel must file a certificate of service of Anders brief on defendant,
stating that the defendant has been provided with a copy of the Anders brief and
advised of his right to file a supplemental pro se brief within 30 days. If the
defendant is not English-speaking, the certificate must also state that the substance
of the Anders brief and the right to file a supplemental pro se brief have been
communicated to the defendant in a language the defendant understands. CJA
counsel must obtain court authorization based upon the estimated costs of
necessary interpreter or translator services before securing such services under the
Criminal Justice Act.



http://www.ca4.uscourts.gov/pdf/CertofServiceofAndersBrief.pdf
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The Anders procedures do not apply to hybrid briefs in which counsel raises
meritorious issues as well as Anders issues, and counsel filing a hybrid brief
should not advise his client that he has a right to file a pro se supplemental brief.

/s/ PATRICIA S. CONNOR, CLERK
By: T. Fischer, Deputy Clerk
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UNITED STATES COURT OF APPEALS

FOR THE FOURTH CIRCUIT
1100 East Main Street, Suite 501, Richmond, Virginia 23219

February 22, 2016

DOCKETING FORMS
FOLLOW-UP NOTICE

No. 16-4052 (L), In re: Information Associated
1:13-sw-00522-CMH-1
TO: Jesse Ryan Binnall
Louise Tavey Gitcheva

REQUESTED FORM(S) DUE: February 25, 2016

The form(s) identified below must be filed in the clerk’s office electronically by the
due date shown. The forms are available for completion as links from this notice
and at the court's Web site. Noncompliance with the court's filing requirements will
lead to initiation of disciplinary proceedings pursuant to Local Rule 46(g) and will
result in dismissal as to appellant pursuant to Local Rule 45.

[ x ] Disclosure of corporate affiliations on behalf of Ladar Levison

T. Fischer, Deputy Clerk
804-916-2704


http://www.ca4.uscourts.gov/pdf/discl.pdf
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UNITED STATES COURT OF APPEALS FOR THE FOURTH CIRCUIT
DISCLOSURE OF CORPORATE AFFILIATIONS AND OTHER INTERESTS

Disclosures must be filed on behalf of all parties to a civil, agency, bankruptcy or mandamus
case, except that a disclosure statement is not required from the United States, from an indigent
party, or from a state or local government in a pro se case. In mandamus cases arising from a
civil or bankruptcy action, all parties to the action in the district court are considered parties to
the mandamus case.

Corporate defendants in a criminal or post-conviction case and corporate amici curiae are
required to file disclosure statements.

If counsel is not a registered ECF filer and does not intend to file documents other than the
required disclosure statement, counsel may file the disclosure statement in paper rather than
electronic form. Counsel has a continuing duty to update this information.

No. 16-4052 Caption: In re Information Associated with [redacted]

Pursuant to FRAP 26.1 and Local Rule 26.1,

Ladar Levison
(name of party/amicus)

who is Appellant , makes the following disclosure:
(appellant/appellee/petitioner/respondent/amicus/intervenor)

1. Is party/amicus a publicly held corporation or other publicly held entity? [C1YES [vINo

2. Does party/amicus have any parent corporations? ] YES[VINO
If yes, identify all parent corporations, including all generations of parent corporations:

3. Is 10% or more of the stock of a party/amicus owned by a publicly held corporation or
other publicly held entity? [ ]YES[/]NO
If yes, identify all such owners:

08/05/2015 SCC -1-
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4. Is there any other publicly held corporation or other publicly held entity that has a direct
financial interest in the outcome of the litigation (Local Rule 26.1(b))? [IYES [VINO
If yes, identify entity and nature of interest:

5. Is party a trade association? (amici curiae do not complete this question) []YES[/INO
If yes, identify any publicly held member whose stock or equity value could be affected
substantially by the outcome of the proceeding or whose claims the trade association is
pursuing in a representative capacity, or state that there is no such member:

6. Does this case arise out of a bankruptcy proceeding? [1YES [vINo
If yes, identify any trustee and the members of any creditors’ committee:

Signature: /s/ Jesse R. Binnall Date: __ February 23, 2016

Counsel for: Lavabit LLC

CERTIFICATE OF SERVICE

dhhhhkdhhhhhhrhdbhdihhthhts
I certify that on _ February 23, 2016 the foregoing document was served on all parties or their

counsel of record through the CM/ECF system if they are registered users or, if they are not, by
serving a true and correct copy at the addresses listed below:

James L. Trump

Assistant United States Attorney

United States Attorney's Office

Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

/s/ Jesse R. Binnall February 23, 2016
(signature) (date)
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FILED: February 5, 2016

UNITED STATES COURT OF APPEALS
FOR THE FOURTH CIRCUIT

No. 16-4052 (L)
(1:13-sw-00522-CMH-1)

In re: INFORMATION ASSOCIATED with [redacted]

UNITED STATES OF AMERICA

Plaintiff - Appellee

V.
LAVABIT LLC; LADAR LEVISON

Movants - Appellants

No. 16-4053
(1:13-ec-00297-TCB)

Inre: PEN REGISTER

UNITED STATES OF AMERICA

Plaintiff - Appellee
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LAVABIT LLC; LADAR LEVISON

Movants - Appellants

ORDER

The court consolidates Case No. 16-4052 and Case No. 16-4053. Entry of
appearance forms and disclosure statements filed by counsel and parties to the lead
case are deemed filed in the secondary case.

For the Court--By Direction

[s/ Patricia S. Connor, Clerk




Appeal: 16-4053 Doc: 4 Filed: 02/05/2016  Pg:1of 7

UNITED STATES COURT OF APPEALS

FOR THE FOURTH CIRCUIT
1100 East Main Street, Suite 501, Richmond, Virginia 23219

Www.ca4.uscourts.gov
February 5, 2016

No. 16-4052 (L)
(1:13-sw-00522-CMH-1)

In re: INFORMATION ASSOCIATED with [redacted]
UNITED STATES OF AMERICA
Plaintiff - Appellee
V.
LAVABIT LLC; LADAR LEVISON

Movants - Appellants

DOCKETING NOTICE--CRIMINAL CASE

TO: Counsel
ATTACHMENT(S): Memorandum on Sealed and Confidential Information

DUE DATE: 14 days from this notice

« This case has been placed on the court's docket under the above-referenced
number, which should be used on all documents filed in this case.

« Counsel should review the above caption and promptly bring any necessary
corrections to the case manager's attention.


http://www.ca4.uscourts.gov/
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« In consolidated cases, filings should be made using all case numbers to which

the filing applies, beginning with the lead case number.

« Electronic filing is mandatory for counsel in all Fourth Circuit cases.
Information on obtaining an electronic filing account is available on the
court's Internet site.

« In cases in which more than one attorney represents a party, future notices
will be sent only to attorneys who have entered an appearance as counsel of

record; other attorneys will be removed from the case.

« Counsel must remove from documents filed with this court any social
security numbers, juvenile names, dates of birth, financial account numbers,
home addresses in criminal cases, and protected information regarding
unexecuted summonses, jurors, presentence investigations, statements of
reasons in criminal judgments, and substantial assistance agreements. Any
sealed material must be filed in accordance with the enclosed Memorandum
on Sealed and Confidential Material. The court does not seal its docket;
therefore, counsel must use sealed entries for all sealed filings.

« Initial forms must be filed as directed in the following table of forms. The
forms, available through the links below or on the court's Internet site, can be
completed online and saved for filing in electronic form.

Form: Required From: Due:
Appearance of Counsel of record for any party to the appeal (If not Within 14 days of this
Counsel admitted to this court, counsel must complete and notice
submit an application for admission.)
Disclosure All parties to a civil or bankruptcy case and all Within 14 days of this
Statement corporate defendants in a criminal case (not required notice
from the United States, from indigent parties, or from
state or local governments in pro se cases)
Docketing Appellant's counsel Within 14 days of this
Statement notice
Transcript Appellant, only if ordering transcript Attach to docketing
Order statement and submit to
court reporter and district
court clerk
CJA 24 Appellant, only if transcript is at court expense under | Attach to docketing
Criminal Justice Act statement and submit to
court reporter and district
court clerk. If required by
district court, also submit
"Auth-24" request
through district court's
CJA eVoucher system.



http://www.ca4.uscourts.gov/pdf/cor.pdf
http://www.ca4.uscourts.gov/pdf/cor.pdf
http://www.ca4.uscourts.gov/pdf/AttyAdm.pdf
http://www.ca4.uscourts.gov/pdf/discl.pdf
http://www.ca4.uscourts.gov/pdf/discl.pdf
http://www.ca4.uscourts.gov/pdf/dockstatementcrim.pdf
http://www.ca4.uscourts.gov/pdf/dockstatementcrim.pdf
http://www.ca4.uscourts.gov/pdf/tpo.pdf
http://www.ca4.uscourts.gov/pdf/tpo.pdf
http://www.ca4.uscourts.gov/pdf/CJA24voucher.pdf
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I will be the case manager for this case. Please contact me at the number listed
below if you have any questions regarding your case.

T. Fischer, Deputy Clerk
804-916-2704
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SEALED & CONFIDENTIAL MATERIALS

Internet Availability of Docket & Documents

Fourth Circuit case dockets and documents are available on the Internet via the
Judiciary's PACER system (Public Access to Court Electronic Records). The Fourth
Circuit docket is available on the Internet even if the district court docket was
sealed. If a party's name was sealed in the district court, it should be replaced by
"Under Seal" or a pseudonym on appeal.

Due to the electronic availability of court documents, the federal rules prohibit
including certain personal data identifiers in court filings. In addition, parties should
not include any data in their filings that they would not want on the Internet.
Counsel should advise their clients on this subject so that an informed decision can
be made. Responsibility rests with counsel and the parties, not with the clerk.

Documents filed by the parties in immigration and social security cases are not
accessible over the Internet to the public. In immigration and social security cases,
public Internet access is limited to the court's docket, orders, and opinions.

Federal Rules of Procedure

The federal rules of procedure require filers to redact any of the following personal
data identifiers (PDIs) if included in court filings: (1) social security and tax ID
numbers must be limited to last four digits; (2) minor children must be identified by
their initials only; (3) dates of birth must show the year only; (4) financial account
numbers must be limited to the last four digits only; and (5) home addresses in
criminal cases must be limited to city and state only. The federal rules establish
limited exceptions to these redaction requirements. See Fed. R. App. P. 25(a)(5);
Fed. R. Civ. P. 5.2; Fed. R. Crim. P. 49.1; Fed. R. Bankr. P. 9037

Judicial Conference Privacy Policy

In addition, the judiciary's regulation on Privacy Policy for Electronic Case Files
prohibits filers from including any of the following criminal documents in the
public file: (1) unexecuted summonses or warrants; (2) bail or presentence reports;
(3) statement of reasons in judgment of conviction; (4) juvenile records; (5)
identifying information about jurors or potential jurors; (6) CJA financial affidavits;
(7) ex parte requests to authorize CJA services and (8) any sealed documents, such
as motions for downward departure for substantial assistance, plea agreements



http://www.uscourts.gov/RulesAndPolicies/JudiciaryPrivacyPolicy/March2008RevisedPolicy.aspx
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indicating cooperation, or victim statements.
Local Rule 25(c)

Local Rule 25(c) limits the sealing of documents by requiring that sealed record
material be separated from unsealed material and placed in a sealed volume of the
appendix and by requiring the filing of both sealed, highlighted versions and public,
redacted versions of briefs and other documents.

Documents that were not sealed before the agency or district court will not be
sealed in this court unless a motion to seal is filed and granted in this court.

Since the ECF events for sealed filings make the documents accessible only to the
court, counsel must serve sealed documents on the other parties in paper form.

Sealed Volume of Appendix

If sealed record material needs to be included in the appendix, it must be placed in a
separate, sealed volume of the appendix and filed with a certificate of
confidentiality. In consolidated criminal cases in which presentence reports are
being filed for multiple defendants, each presentence report must be placed in a
separate, sealed volume served only on Government counsel and counsel for the
defendant who is the subject of the report.

« Use ECF event-SEALED APPENDIX to file sealed electronic appendix
volume(s). One sealed paper volume must be sent to the court. If the case is
tentatively calendared for oral argument, 3 additional paper copies of the
sealed appendix must be filed, with additional copies being ordered by the
court if otherwise needed. Cover of sealed appendix volume must be marked
SEALED, and paper copies must be placed in envelopes marked SEALED.
Sealed volume must be served on other parties in paper form.

« Use ECF event-Certificate of confidentiality to identify authority for
treating material as sealed and to identify who may have access to sealed
material. A paper copy of the certificate of confidentiality must accompany
the paper copy of the sealed appendix filed with the court.

« Use ECF event-APPENDIX to file public electronic appendix volumes(s).
One public paper volume must be sent to the court. If the case is tentatively
calendared for oral argument, 3 additional paper copies of the appendix must
be filed, with additional copies being ordered by the court if otherwise
needed. Paper copies of public volumes of appendix do not need to be served
on other parties if they were served with public appendix in electronic form.
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Sealed Version of Brief

If sealed material needs to be referenced in a brief, counsel must file both a sealed,
highlighted version of the brief and a public, redacted version of the brief, as
well as a certificate of confidentiality.

o Use ECF event-SEALED BRIEF to file sealed electronic version of brief in
which sealed material has been highlighted. One sealed paper copy must be
sent to the court. If the case is tentatively calendared for oral argument, 3
additional paper copies of the sealedbrief must be filed, with additional
copies being ordered by the court if otherwise needed. Cover of sealed brief
must be marked SEALED, and paper copies must be placed in envelopes
marked SEALED. Sealed version must be served on other parties in paper
form.

« Use ECF event-Certificate of confidentiality to identify authority for
treating material as sealed and to identify who may have access to sealed
material. A paper copy of certificate of confidentiality must accompany the
paper copy of the sealed brief filed with the court.

« Use ECF event-BRIEF to file public electronic version of brief from which
sealed material has been redacted. One paper copy must be sent to the court.
If the case is tentatively calendared for oral argument, 3 additional paper
copies of the brief must be filed, with additional copies being ordered by the
court if otherwise needed. Paper copies of public brief do not need to be
served on other parties.

Sealed Version of Motions and Other Documents

If sealed material needs to be referenced in a motion or other document, counsel
must file both a sealed, highlighted version and a public, redacted version, as
well as a certificate of confidentiality.

« Use ECF event-SEALED DOCUMENT to file sealed electronic version of
document in which sealed material has been highlighted. First page of
document must be marked SEALED. No paper copies need be filed, but
other parties must be served in paper form.

« Use ECF event-Certificate of confidentiality to identify authority for
treating material as sealed and to identify who may have access to sealed
material.

« Use the appropriate ECF event (e.g., MOTION or RESPONSE/ANSWER)
to file public electronic version of document from which sealed material has
been redacted. No paper copies of public document are needed for filing or
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service.

Motions to Seal

Counsel should file a motion to seal if the material was not previously sealed by
virtue of the Privacy Policy for Electronic Case Files, or by statute, rule, regulation,
or order. Counsel should also file a motion to seal if it is necessary to seal the
entire brief or motion and not possible to create a public, redacted version.

The motion to seal must appear on the public docket for five days; therefore,
counsel must file both a sealed, highlighted version of the motion to seal (along
with a certificate of confidentiality) and a public, redacted version of the motion
to seal. The motion to seal must identify the document or portions thereof for
which sealing is requested, the reasons why sealing is necessary, the reasons a less
drastic alternative will not afford adequate protection, and the period of time for
which sealing is required.

For further information on redacting information from filings, please see No. 19,
How do | redact items from pleadings?



http://www.ca4.uscourts.gov/caseinformationefiling/efiling_cm-ecf/cm-ecf-faqs

Appeal: 16-4053 Doc: 5 Filed: 02/17/2016  Pg:1of 2

FILED: February 17, 2016

UNITED STATES COURT OF APPEALS
FOR THE FOURTH CIRCUIT

No. 16-4052 (L)
(1:13-sw-00522-CMH-1)

In re: INFORMATION ASSOCIATED with [redacted]

UNITED STATES OF AMERICA
Plaintiff - Appellee

V.
LAVABIT LLC; LADAR LEVISON

Movants - Appellants

ORDER

Upon consideration of the district court's initial sealed transmission of
documents, the court places under seal in this court the documents so transmitted by
the district court.

The parties are advised that all cases in this court are available on the public
docket. If sealed information must be included in a document filed on appeal,

counsel must file both a sealed, highlighted version of the document using a
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SEALED entry and a public, redacted version of the document using the
appropriate public entry. Copies of sealed documents included in the appendix must
be placed in a separate, sealed volume of the appendix. If counsel wishes to file
appellate documents entirely under seal, counsel must file a motion to seal. A
redacted version of the motion to seal must be available on the public docket for
five days prior to ruling by the court. Any motion to argue the case under seal
should be filed only after notice that the case has been scheduled for argument. See

Memorandum on Sealed and Confidential Materials for additional information.

For the Court--By Direction

[s/ Patricia S. Connor, Clerk



http://www.ca4.uscourts.gov/pdf/SealedConfidMem.pdf
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UNITED STATES COURT OF APPEALS FOR THE FOURTH CIRCUIT
APPEARANCE OF COUNSEL FORM

BAR ADMISSION & ECF REGISTRATION: If you have not been admitted to practice before the Fourth Circuit,
you must complete and return an Application for Admission before filing this form. If you were admitted to practice
under a different name than you are now using, you must include your former name when completing this form so that we
can locate you on the attorney roll. Electronic filing by counsel is required in all Fourth Circuit cases. If you have not
registered as a Fourth Circuit ECF Filer, please complete the required steps at Register for eFiling.

THE CLERK WILL ENTER MY APPEARANCE IN APPEAL NO. 16-4052(L); 16-4053 as

[V]Retained [_]Court-appointed(CJA) [_]Court-assigned(non-CJA) [_JFederal Defender [_]Pro Bono [_]Government

COUNSEL FOR: Ladar Levison & Lavabit LLC

as the
(party name)
/ appellant(s) appellee(s) petitioner(s) respondent(s) |amicus curiae intervenor(s) movant(s)
/sl Louise T. Gitcheva
(signature)

Louise T. Gitcheva (703) 888-1943
Name (printed or typed) Voice Phone

Harvey & Binnall, PLLC (703) 888-1930
Firm Name (if applicable) Fax Number

717 King Street, Suite 300

Alexandria, Virginia 22314 lgitcheva@harveybinnall.com
Address E-mail address (print or type)

CERTIFICATE OF SERVICE

[ certify that on February 19, 2016  the foregoing document was served on all parties or their counsel of record
through the CM/ECF system if they are registered users or, if they are not, by serving a true and correct copy at the
addresses listed below:

James L. Trump

Senior Litigation Counsel
United States Attorney's Office
Eastern Ditrict of Virginia

2100 Jamieson Avenue
Alexandria, Virginia 22314

/s/ Louise T. Gitcheva February 19, 2016
Signature Date

01/19/2016 SCC
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UNITED STATES COURT OF APPEALS FOR THE FOURTH CIRCUIT
APPEARANCE OF COUNSEL FORM

BAR ADMISSION & ECF REGISTRATION: If you have not been admitted to practice before the Fourth Circuit,
you must complete and return an Application for Admission before filing this form. If you were admitted to practice
under a different name than you are now using, you must include your former name when completing this form so that we
can locate you on the attorney roll. Electronic filing by counsel is required in all Fourth Circuit cases. If you have not
registered as a Fourth Circuit ECF Filer, please complete the required steps at Register for eFiling.

THE CLERK WILL ENTER MY APPEARANCE IN APPEAL NO. 16-4052(L); 16-4053 as

[V]Retained [ _JCourt-appointed(CJA) [_|Court-assigned(non-CJA) [_[Federal Defender [_]Pro Bono [_]Government

COUNSEL FOR: Ladar Levison & Lavabit LLC

as the

(party name)

/ appellant(s)I:lappellee(s) petitioner(s) respondent(s) Iamicus curiae intervenor(s) movant(s)

/s/ Jesse R. Blnnall

(signature)
Jesse R. Binnall (703) 888-1943
Name (printed or typed) Voice Phone
Harvey & Binnall, PLLC (703) 888-1930
Firm Name (if applicable) Fax Number

717 King Street, Suite 300

Alexandria, Virginia 22314 jbinnall@harveybinnall.com
Address E-mail address (print or type)
CERTIFICATE OF SERVICE

I certify that on February 19, 2016 the foregoing document was served on all parties or their counsel of record
through the CM/ECF system if they are registered users or, if they are not, by serving a true and correct copy at the
addresses listed below:

James L. Trump

Senior Litigation Counsel
United States Attorney's Office
Eastern Ditrict of Virginia

2100 Jamieson Avenue
Alexandria, Virginia 22314

/s/ Jesse R. Binnall February 19, 2016
Signature Date

01/19/2016 SCC
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UNITED STATES COURT OF APPEALS FOR THE FOURTH CIRCUIT
DISCLOSURE OF CORPORATE AFFILIATIONS AND OTHER INTERESTS

Disclosures must be filed on behalf of all parties to a civil, agency, bankruptcy or mandamus
case, except that a disclosure statement is not required from the United States, from an indigent
party, or from a state or local government in a pro se case. In mandamus cases arising from a
civil or bankruptcy action, all parties to the action in the district court are considered parties to
the mandamus case.

Corporate defendants in a criminal or post-conviction case and corporate amici curiae are
required to file disclosure statements.

If counsel is not a registered ECF filer and does not intend to file documents other than the
required disclosure statement, counsel may file the disclosure statement in paper rather than
electronic form. Counsel has a continuing duty to update this information.

No. 16-4052 Caption: In re Information Associated with [redacted]

Pursuant to FRAP 26.1 and Local Rule 26.1,

Lavabit LLC
(name of party/amicus)

who is Appellant , makes the following disclosure:
(appellant/appellee/petitioner/respondent/amicus/intervenor)

1. Is party/amicus a publicly held corporation or other publicly held entity? []YES vINO

2. Does party/amicus have any parent corporations? ] YES[VINO
If yes, identify all parent corporations, including all generations of parent corporations:

3. Is 10% or more of the stock of a party/amicus owned by a publicly held corporation or
other publicly held entity? [C]YES[/]NO
If yes, identify all such owners:

08/05/2015 SCC -1-
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4, Is there any other publicly held corporation or other publicly held entity that has a direct
financial interest in the outcome of the litigation (Local Rule 26.1(b))? [CJYES [vINO
If yes, identify entity and nature of interest:

5. Is party a trade association? (amici curiae do not complete this question) []YES[YINO
If yes, identify any publicly held member whose stock or equity value could be affected
substantially by the outcome of the proceeding or whose claims the trade association is
pursuing in a representative capacity, or state that there is no such member:

6. Does this case arise out of a bankruptcy proceeding? []YES [vINo
If yes, identify any trustee and the members of any creditors’ commuittee:

Signature: /s/ Jesse R. Binnall Date: __ February 19, 2016

Counsel for: Lavabit LLC

CERTIFICATE OF SERVICE

hhhdhhhhhdhdhhohrhdbdbbhbodddd
I certify that on _ February 19, 2016  the foregoing document was served on all parties or their

counsel of record through the CM/ECF system if they are registered users or, if they are not, by
serving a true and correct copy at the addresses listed below:

James L. Trump

Assistant United States Attorney

United States Attorney's Office

Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

/s/ Jesse R. Binnall
(signature) (date)
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FILED: February 5, 2016

UNITED STATES COURT OF APPEALS
FOR THE FOURTH CIRCUIT

No. 16-4053
(1:13-ec-00297-TCB)

Inre: PEN REGISTER

UNITED STATES OF AMERICA
Plaintiff - Appellee

V.

LAVABIT LLC; LADAR LEVISON

Movants - Appellants

This case has been opened on appeal.

Originating Court United States District Court for the
Eastern District of Virginia at
Alexandria

Originating Case Number 1:13-ec-00297-TCB

Date notice of appeal filed in 02/03/2016

originating court:

Appellant (s) Lavabit, Levison

Appellate Case Number 16-4053

Case Manager T. Fischer

804-916-2704
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U.S. District Court
Eastern District of Virginia - (Alexandria)
CRIMINAL DOCKET FOR CASE #: 1:13-ec-00297-TCB All Defendants

Case title: USA v. In Re: Pen Register Date Filed: 07/09/2013
Date Terminated: 07/09/2013

Assigned to: Magistrate Judge Theresa
Carroll Buchanan

Defendant (1)

In Re: Pen Register represented by Jesse R. Binnall
TERMINATED: 07/09/2013 Harvey & Binnall PLLC
717 King Street
Suite 300

Alexandria, VA 22314
703-888-1943

Fax: 703-888-1930

Email: jbinnall@harveybinnall.com
LEAD ATTORNEY

ATTORNEY TO BE NOTICED
Designation: Retained

Pending Counts Disposition
None

Highest Offense Level (Opening)

None
Terminated Counts Disposition
None

Highest Offense Level (Terminated)

None

Complaints Disposition
None

Plaintiff

USA represented by James L. Trump

United States Attorney's Office
2100 Jamieson Ave
Alexandria, VA 22314
(703)299-3700

Email: jim.trump@usdoj.gov
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LEAD ATTORNEY
ATTORNEY TO BE NOTICED

Tracy Doherty McCormick

US Attorney's Office (Alexandria-NA)
2100 Jamieson Avenue

Alexandria, VA 22314

NA

703 299-3715

Email: tracy.d.mccormick@usdoj.gov
ATTORNEY TO BE NOTICED
Designation: US Attorney

Date Filed

Docket Text

02/24/2016

25

ORDER granting 24 Motion to Unseal Document as to In Re: Pen Register (1).
ORDERED that the above-captioned cases are unsealed to allow the Clerk's Office to file
on the public docket and make electronically available through CM/ECF the following
pleadings, transcripts, and order as redacted in accordance with the Attachments to this
Order. Signed by District Judge Claude M. Hilton on 2/24/2016.

(Attachments: # 1 Attachment 1, # 2 Attachment 2, # 3 Attachment 3, # 4 Attachment 4, #
5 Attachment 5, # 6 Attachment 6, # 7 Attachment 7, # 8 Attachment 8, # 9 Attachment 9,
# 10 Attachment 10, # 11 Attachment 11 Part 1, # 12 Attachment 11 Part 2, # 13
Attachment 11 Part 3, # 14 Attachment 12 Part 1, # 15 Attachment 12 Part 2, # 16
Attachment 12 Part 3, # 17 Attachment 13, # 18 Attachment 14, # 19 Attachment 15, # 20
Attachment 16, # 21 Attachment 17) (rban, ) (Additional attachment(s) added on
3/4/2016: # 22 Redacted Docket Sheet) (rban, ). (Entered: 03/04/2016)

03/04/2016

Case unsealed as to In Re: Pen Register (rban, ) (Entered: 03/04/2016)
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

No. 1:13EC297

SEIZURE OF INFORMATION
ASSOCIATED WITH [REDACTED]
THAT IS STORED AT PREMISES

)
)
)
)
)
)
)
IN THE MATTER OF THE SEARCH AND ) No. 1:13SW522
)
)
)
CONTROLLED BY LAVABIT LL.C )
)
)

In re Grand Jury No. 13-1

ORDER

WHEREAS, on January 7, 2016, the Court denied the Motion to Unseal Records and
Vacate Non-Disclosure Orders respecting case numbers 1:13EC297, 1:13SW522, and No. 13-1
and ordered the United States to file on the public docket copies of all the previously filed
pleadings, transcripts, and orders with redactions for only the identity of the subscriber and the
subscriber’s email address;

WHEREAS, on February 24, 2016, the United States moved to publicly file ex parte
documents redacted of sensitive, nonpublic facts the disclosure of which could damage the
ongoing investigation;

WHEREAS, on February 24, 2016, the United States moved to redact publicly filed
documents of (a) information specific to the grand jury target that would disclose, in effect, the

target’s identity or would be protected from disclosure under Fed.R.Crim.P. 6(e). such as the
1
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criminal statutes under investigation by the grand jury; and (b) information, such as the home
address of Mr. Levison that should be redacted pursuant to Fed.R.Crim.P. 49.1 and EDVA Local
Rule 49:

The court hereby finds that the government has a compelling interest in keeping under
scal certain facts, the disclosure of which could damage the ongoing investigation or is protected
by Fed.R.Crim.P. 6(e) and 49.1; the government’s interest in keeping the redacted material
sealed outweighs any public interest in disclosure; and having considered alternatives to the
proposed redactions none will adequately protect those interests; it is hereby

ORDERED that the above-captioned cases are unsealed to allow the Clerk’s office to file
on the public docket and make electronically available through the CM/ECF system the
following pleadings, transcripts, and orders as redacted in accordance with the Attachments to
this Order:

[. Case Number 1:13EC297

Redacted Docket Sheet 1:13EC297

Redacted Motion for Order to Show Cause as to In Re: Pen Register (Dkt. #1)
Redacted ORDER Granting Motion for Order to Show Cause (Dkt. #2)
Redacted Summons Issued in case as to In Re: Pen Register (Dkt.. #3)
Redacted Supplement re Motion for Order to Show Cause (Dkt. #4)
Redacted Minute Entry for proccedings (Dkt. #5)

Redacted Order Denying Motion to Unseal (Dkt. #6)

Redacted Motion to Seal the grand jury subpoena (Dkt. #7)

9. Redacted Order Granting Motion to Seal the grand jury subpoena (Dkt. #8)
10. Redacted Minute Entry for Proceedings (Dkt. #9)

I1. Redacted Sealed Transcript of Proceedings (Dkt. #10)

12. Redacted Under Scal Ex Parte Motion (Dkt. #11)

13. Redacted Sealed Order re UNDER SEAL EX PARTE MOTION (Dkt. #12)
14. Redacted version of Sealed Order (Dkt. #13)

L5. Redacted Motion to Unseal Case (Dkt. #14)

16. Redacted Order to Respond to Motion to Unseal Case (Dkt. #15)

2

4

® = W»
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k7.
18.

L b o

SIS

e

LW b 2
v

Redacted Response by US to In Re: Pen Register (Dkt. #16)
Redacted Protective Order as to In Re: Pen Register (Dkt. #17)

Case Number 1:13SW522

e &

[ I S0 T S
~1 N n

Redacted Docket Sheet 1:13SW522

Redacted Search Warrant Application and Affidavit (Dkt. #1)
Redacted Search Warrant Issued (Dkt. #2)

Redacted Motion to Seal Search Warrant (Dkt. #3)

Redacted Order to Seal (Dkt. #4)

Redacted Application for Non-Disclosure (Dkt. #5)

Redacted Nondisclosure Order (Dkt. #6)

Redacted Waiver of Personal Appearance (Dkt. #7)

Redacted Motion to Unseal Court Records (Dkt. #8)

Redacted Motion to Quash Subpoena (Dkt. #9)

Redacted Order denying Motion to Unseal and Motion to Quash (Dkt. #10)
Redacted Minute Entry (Dkt. #11)

Redacted Motion for Sanctions (Dkt. #12)

Redacted Order Granting Motion for Sanctions (Dkt. #13)
Redacted Notice of Appeal (Dkt. #14)

Redacted Transmission of Notice of Appeal (Dkt. #15)

Redacted Transcript of Proceedings (Dkt. #16)

Redacted USCA Case Number 13-4626 (Dkt. #17)

Redacted Order of USCA Consolidating Case No. 13-4625 and 4626 (Dkt. #18)
Redacted Under Scal Ex Parte Motion (Dkt. #19)

Redacted Sealed Order re Under Seal Ex Parte Motion (Dkt. #20)
Redacted version of Sealed Order (Dkt. #21)

Redacted Published Opinion of USCA (Dkt. #22)

Redacted Judgment of USCA (Dkt. #23)

Redacted USCA Mandate re Notice of Appeal (Dkt. #24)
Redacted Motion to Unscal Case (Dkt. #25)

Redacted Order to Respond to Motion to Unscal Case (Dkt. #26)
Redacted Response by US (Dkt. #27)

Redacted Protective Order (Dkt. #28)

Redacted Response of the United States in Opposition to Motion to Quash Subpoena
and Unseal Court Records (Filed July 31, 2013) (Dkt. #TBD)

It is further ORDERED that the originally filed, unredacted pleadings, transcripts, and

orders in matters 1:13EC297, 1:13SW522, and No. 13-1 remain under secal, and that no part of

J
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them may be disclosed without Court order except to the extent provided above and in the
Court’s January 7, 2016 Order.
[tis so ORDERED.

ENTERED lhis%z{c ay of February 2016, at Alexandria, Virginia,

C,jg(wmfﬁc, 771{ —_ﬁ-‘r—-’tf-/ézk;—x-_
Claude M. Hilton
Senior United States District Judge
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REDACTED

IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA | :

Alexandria Division

IN THE MATTER OF THE ) FILED UNDER SEAL P, o
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297

AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE LEVICE
ON AN ELECTRONIC MAIL ACCOUNT

S M

MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through t1e undersigned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves fcr the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an electronic communications service provider, to show cause why
Lavabit LLC has failed to comply with the orders entered June 28, 2013, in this matter and, as a
result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its
disobedience and resistence to these lawful orders. The United States further requests that the
Court convene a hearing on this motion on July 16, 2013, at 10:00 a.m., and issu¢ a summons
directing Mr. Levison to appear before this Court on that date. In support of this motion, the
United States represents:

1. The United States is conducting a criminal investigation of_ for
violations of a number of federal statutes, including 18 U.S.C. _

- e R

10 R
eSSt Y On B - criminal complaint was filed charging-
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with these offenses. |Jllremains a fugitive.

2 The investigation has revealed Ihat-has utilized and continues to utilize
an email account obtained through Lavabit LLC, an electronic communications service provider
(see http://lavabit.com/). On or about June §, 2013, a grand jury subpoena was served on Lavabit
LLC through Ladar Levison for billing and subscriber information for _Lavabit email
account. Mr. Levison provided that information. On June 10, 2013, the United States obtained
an order pursuant to 18 U.S.C. § 2703(d) directing Lavabit LLC to provide, within ten days,
additional records and information ¢bout -email account. Mr. Levison received that
order on June 11, 2013. Mr. Levison responded by mail, which was not received by the
government until June 27, 2013. M-. Levison provided very little of the information sought by
the June 10, 2013 order.

3 On June 28, 2013, thz United States obtained a pen register/trap and trace order on
- email account, a copy of which is attached together with the application for that
order.

4. On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,
Texas, and discussed the prior grand jury subpoena served on Lavabit LLLC and the pen register
order entered that day. Mr. Levison did not have a copy of the order when he spoke with the
agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.
Levison told the agents that he would not comply with the pen register order and wanted to speak
to an attorney. It was unclear whether Mr. Levison would not comply with the order because it
was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted emai! service for his customers.
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5. On June 28, 2013, after this conversation with Mr. Levison, the United States
obtained an Order Compelling Compliance Forthwith, which directed Lavabit to comply with the
pen register order. Copies of that motion and order are attached.

0. Since June 28, 2013, the FBI has made numerous attempts, without success. to
speak and meet directly with Mr. Lzvison to discuss the pen register order and his failure to
provide “all information, facilities, and technical assistance necessary to accomplish the
installation and use of the pen/trap device” as required by that order. As of this date, Lavabit
LLC has not complied with the order.

il The United States requests that the Court enter the attached proposed order
directing Mr. Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt. The United States requests that this
show cause hearing be scheduled for July 16, 2013, at 10:00 a.m., and that a summons be issued
directing Mr. Levison to appear before this Court on that date.

8. The June 10, 2013 Section 2703(d) Order and the June 28. 2013 pen register order
remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the

existence of the governemnt’s appl’ cations and the orders to the subscribcr' or to any

other persons unless otherwise authorized to do so by court order, except that Lavabit LLC may
disclose the orders to an attorney fcr the purpose of obtaining legal advice regarding these orders.

The United States requests that these documents remain under seal, that the non-disclosure



Case 1:13-ec-00297-TCB Document 25-1 Filed 02/24/16 Page 4 of 22 P ID#
’ REDACTED

provisions of the orders remain in ¢ffect, and that this motion and order and any subsequent

pleadings and/or proceedings regarding this motion also be scaled.

Respectfully submitted,

Neil H. MacBride
Unifed States Attorney

dmes L. Trump / J

United States Attorney’ 1ce

Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700
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REDACTED

PROPOSED
ORDER TO SHOW CAUS!

(1]
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[N THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN THE MATTER OF THE
APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

) UNDER SEAL

)

)
AUTHORIZING THE USE OF A PEN )

)

)

No. 1:13EC297
REGISTER/TRAP AND TRACE CEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBY ORDERED:

1. Ladar Levison, the o'wner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and wh.y this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

2. The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Bureau of Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.,

3. The Federal Bureau of Investigation shall serve the summons on Mr. Levison
together with a copy of the Motion of the United States for an Order to Show Cause and a
certified copy of this Order to Show Cause.

4, The sealing and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen reg ster order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order to Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obtaining legal advice regarding these orders.
5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under seal until

further order of this Court.

Entered in Alexandria. Virginia, this _ day of July, 2013

Claude M. Hilton
United States District Judge



Case 1:13-ec-00297-TCB Document 25-1 Filed 02/24/16 Page 8 of 22 PagelD# 472

REDACTED

PEN REGISTER
APPLICATION AND ORDER
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IN THE UNITED STATES DISTRICTCOURTFORTHE | L E 1R
L = o : \
EASTERN DISTRICT OF VIRGINIA U”‘ P h b
A% 28 s (Y
Alexandria Division
CLERR, U 3, LIS TRIGT COURT
_ _ ALCXALDRIA, VIOGINIA
IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE ) (Under Seal)
INSTALLATION AND USE OF A PEN ) i
REGISTER/TRAP AND TRACE DEVICE ) 1:13 EC &7
ON AN ELECTRONIC MAIL ACCOUNT )
APPLICATION

Andrew Peterson, Assistant United States Attorney for the Eastern District of Virginia,
applies to the Court pursuant to 18 U.S.C. § 3122 for an Order authorizing the installation and
use of a pen register/trap and trace device or process (*pen/trap device™) on all electronic
communications being sent from or sent to the account associated with

_ that is registered to subscriber _ at Lavabit, LLC
(“Lavabit™), (hereinafter referred to as the “SUBJECT ELECTRONIC MAIL ACCOUNT”).

In support of this Application, s/he states the following:

1. Applicant is an “attorney for the Government” as defined in Rule 1(b)(1) of the
Federal Rules of Criminal Procedure, and therefore, pursuant to 18 U.S.C. §§ 3122(a)(1) and
3123(a)(1), may apply for an ex pa:te order authorizing the installation and use of pen register
and trap and trace devices and processes anywhere within the United States.

2 | certify that this recuest is made in connection with the criminal investigation by

Federal Bureau of Investigation inta possible violations of 18 U.S.C. §§ | , and

L

3. In support of this Application, | proffer that I have discussed this investigation

with an agent of the Federal Bureau of Investigation, who has informed me that he is involved in

the criminal investigation Of_for evidence of possible violations of 18 U.S.C.
NN — Through my discussions with this agent, | have learned that

information likely to be transmittec to or from the SUBJECT ELECTRONIC MAIL ACCOUNT

!




Case 1:13-ec-00297-TCB Document 25-1 Filed 02/24/16 Page 10 of 22 PagelD# 474

REDACTED

is relevant to the ongoing criminal investigation: _ has admitted to {EG_
S . - belonging to
BN i icniificd the SUBJECT ELECTRONIC MAIL ACCOUNT as belonging to [

A subpoena to Lavabit, LLC indicated that the SUBJECT ELECTRONIC MAIL ACCOUNT is
registered to an individual named _.“ On June 27, 2013, an individual using

the account sent an e-mail that stated:

4, Based on the foregoing information, I certify that the information likely to be
obtained from the pen/trap device on the SUBJECT ELECTRONIC MAIL ACCOUNT is
relevant to an ongoing criminal investigation in that this information will concern the
aforementioned offenses and will aid in the investigation.

5. The term “pen register,” as defined at 18 U.S.C. § 3127(3), as amended, is “a
device or process which records or decodes dialing, routing, addressing, or signaling information
transmitted by an instrument or facility from which a wire or electronic communication is
transmitted.” A “trap and trace device,” defined at 18 U.S.C. § 3127(4), as amended, is “a device
or process which captures the incorning electronic or other impulses which identify the
originating number or other dialing, routing, addressing, and signaling information reasonably
likely to identify the source of a wire or electronic communication.”

6. In the traditional telephone context, a pen/trap device collects origin and
destination information such as the telephone numbers dialed for a telephone call. The same
principles apply in the context of Irternet electronic mail: a pen/trap device collects addressing

information contained in mail headzrs. Mail headers are portions of Internet communications

2
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that contain addressing information analogous to “To:” and “From:” addresses for traditional
letters and to origin and destination telephone numbers for telephone calls. Importantly, mail
headers (except the subject lines o:" e-mails, which may themselves include content) do not
contain the contents of electronic communications. Accordingly, this Application does not seek
authority to intercept the contents of any electronic communications, and, in particular, does not
seek the subject lines of electronic mails.

7 In the instant investigation, the pen/trap device sought by this Application will
intercept electronic mail headers. According to Federal Burcau of Investigation agents, the
device will only retrieve all non-content dialing, routing, addressing, and signaling information
(including Internet Protocol addresses, port number assignments, and electronic mail addresses).
Specifically, the “To:” portion of the mail header will be the destination electronic mail address
in the mail headers; while the “From:” portion of the mail header will be the sender’s electronic
mail address (in this case, the user of the SUBJECT ELECTRONIC MAIL ACCOUNT). The
device will not capture any “Subject:” portion, which could possibly contain content. The system
will also record the date and time of the initiation and receipt of such transmissions, and record
their duration. This system also records user log-in data (date, time, duration, and Internet
Protocol address of all log-ins to the SUBJECT ELECTRONIC MAIL ACCOUNT).

8. Based upon the above certification, and pursuant to 18 U.S.C. §§ 3122 and 3123, ]
hereby request that the Court issue an Order authorizing the installation and use of a pen/trap
device to capture all non-content dialing, routing, addressing, and signaling information
(including Internet Protocol addresses, port number assignments, and electronic mail addresses),
sent to or from the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and to
record user Jog-in data (date, time, duration, and Internet Protocol address of all log-ins) on the
SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of

such Order or the date the monitoring equipment becomes operational, whichever occurs later.,

LS ]
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9. Pursuant to 18 U.S.C. § 3123(b)(2), [ further request that the Court order the
Lavabit to furnish information, facilities, and technical assistance necessary to accomplish the
installation of the pen/trap device vnobtrusively, with reasonable compensation to be paid by the
Federal Bureau of Investigation for reasonable expenses incurred in providing such facilities and
assistance.

10. Lavabit is a provider of electronic communication service to the public. The
United States (including but not limited to the Federal Bureau of Investigation) may find it
necessary to install and use its own pen/trap device on a packet-switched data network of the
public provider. In that event, as required by 18 U.S.C. § 3123(a)(3), the United States shall
ensure that a record is maintained that will identify: (a) any officer(s) who installed the device
and any officer(s) who accessed the device to obtain information from the network; (b) the date
and time the device was installed, the date and time the device was uninstalled, and the date,
time, and duration of each time the device is accessed to obtain information; (¢) the configuration
of the device at the time of its installation and any subsequent modification thereof; and (d) any
information which has been collectzd by the device. To the extent that the pen/trap device can be
set to automatically record this information electronically, the record shall be maintained
electronically throughout the installation and use of the pen/trap device. Pursuantto 18 U.S.C. §
3123(a)(3)(B), as amended, such record(s) shall be provided ex parte and under seal to this Court
within 30 days of the termination of the Order (including any extensions thereof).

11. [ also respectfully request pursuant to 18 U.S.C. § 3123(d) that this Application
and Order be filed under seal until unsealed by the Court, and that Lavabit be directed not to
disclose the existence of this investigation and Order. Based on the information provided in this
application, I believe that disclosure of the requested Order may seriously jeopardize the
investigation in that the parties currently using the SUBJECT ELECTRONIC MAIL ACCOUNT
will cease to use the account to conduct their illegal activities and may destroy evidence of past
activities. Notwithstanding this request, [ would ask that copies of the Order be furnished to the
IFederal Bureau of Investigation, the United States Attorney's Office, and Lavabit.

4
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12. WHEREFORE, it is respectfully requested that the Court grant an Order (1) that
authorizes the installation and use of a pen/trap device to capture all non-content dialing, routing,
addressing, and signaling information (including Internet Protocol addresses, port number
assignments, and electronic mail addresses) sent to or from the SUBJECT ELECTRONIC MAIL
ACCOUNT, to record the date and time of the initiation and receipt of such transmissions, to
record the duration of the transmissions, and to record user log-in data (date, time, duration, and
Internet Protocol address of all log-ins) on the SUBJECT ELECTRONIC MAIL ACCOUNT, all
for a period of sixty (60) days from the date of such Order or the date the monitoring equipment
becomes operational, whichever occurs later; (2) that directs Lavabit to furnish the United States
(including but not limited to the Federal Bureau of Investigation) forthwith, all information,
facilities, and technical assistance necessary to accomplish the installation and use of the device
unobtrusively and with a minimum of interference to the service presently accorded persons
whose transmissions are the subject of the pen/trap device; (3) that requires that Lavabit be
compensated by the Federal Bureau of Investigation for reasonable expenses incurred in
providing technical assistance; (4) “hat places this Application and Order under seal until
otherwise ordered by the Court; (5) that allows copies of such Order to be furnished to the
Federal Bureau of Investigation, the United States Attorney's Office, and Lavabit; and (6) that
directs that Lavabit and its agents and employees, not disclose to the listed subscriber, or to any
other person, the existence of the pzn/trap device or of this investigation unless or until otherwise
ordered by the Court.

The foregoing is based on information provided to me in my official capacity by agents of
the Federal Bureau of Investigation.

I declare under penalty of pzrjury that the foregoing is true and correct to the best of my

knowledge and belicl, and that this declaration was executed on this 28" day of June, 2013.

Andrew Peterson
Assistant United States Attorney
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE ) (Under Seal)
INSTALLATION AND USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE ) 1:13 EC297)
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER

This matter having come befare the Court pursuant to an Application under 18 U.S.C.
§ 3122, by Andrew Peterson, Assistant United States Attorney, an attorney for the Government
as defined by Fed. R. Crim. P. 1(b)(), requesting an Order under 18 U.S.C. § 3123, authorizing
the installation and use of a pen register and the use of a trap and trace device or process
(“pen/trap device”) on all electronic communications being sent from or sent to the account
associated with _ that is registered to subscriber |GGG
Lavabit, LLC (hereinafier referred tc as the “SUBJECT ELECTRONIC MAIL ACCOUNT™).
The Court finds that the applicant has certified that the information likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation into possible violation(s) of

IT APPEARING that the information likely to be obtained by the pen/trap device is

relevant 1o an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant to 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Federal Bureau of Investigation to capture all non-content dialing,
routing, addressing, and signaling in ormation (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and to

record user log-in data (date, time, duration, and Internet Protocol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of
such Order or the date the monitorinz equipment becomes operational, whichever occurs later;

IT IS FURTHER ORDERETL, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Bureau of Investigation, forthwith, all information, facilities, and
technical assistance necessary 10 accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect to whom the installation and use is to take place;

IT IS FURTHER ORDEREL that the United States take reasonable steps to ensure that
the monitoring equipment is not used to capture any “Subject:” portion of an electronic mail
message, which could possibly contain content;

IT IS FURTHER ORDEREL that Lavabit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistance;

IT IS FURTHER ORDEREL! that, in the event that the implementing investigative
agency sceks to install and use its own pen/trap device on a packet-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (a)
any officer(s) who installed the device and any officer(s) who accessed the device 1o obtain
information from the network; (b) thz date and time the device was installed, the date and time
the device was uninstalled, and the date, time, and duration of each time the device 1s accessed to
obtain information; (¢) the configuration of the device at the time of its installation and any
subsequent modification thereof; anc (d) any information which has been collected by the device.
To the extent that the pen/trap device can be set to automatically record this information
electronically, the record shall be maintained electronically throughout the installation and use of
the pen/trap device. Pursuant to 18 U.S.C. § 3123(a)(3)(B), as amended, such record(s) shall be
provided ex parte and under seal to this Court within 30 days of the termination of this Order,
including any extensions thereof;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such Order may be

2
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furnished to the Federal Bureau of Investigation, the United States Attorney’s Office, and
Lavabit;
IT IS FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap
device, or the existence of the investigation to any person, except as necessary to effectuate this

Order, unless or until otherwise ordered by the Court.

SO ORDERED:

/s/ s
resa i Zeosa Carroll Buchanan )
| ZJ United States Magistrate Judge

“{{on. Theresa C. Buchanan

United States Magistrate Judge
)
Date: Mﬁ_
A
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COMPULSION
MOTION AND ORDER
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IN THE UNITED STATES DISTRICT COURT FOR THE {{| AMEZ B

EASTERN DISTRICT OF VIRGINIA CLERK, U.S, DISTRICT COURT

ALEXANDRIA, VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE 1:13 EC 297

ON AN ELECTRONIC MAIL ACCOUNT

B L

MOTION FOR ENTRY OF AN ORDER TO COMPEL

The United States, by and through its undersigned counsel, hereby requests the Court
enter an Order directing Lavabit, LL.C, to comply with the Court’s June 28, 2013 Pen
Register/Trap and Trace Order. In support of the motion the United States declares as follows:

I On June 28, 2013, at approximately 4 p.m., this Court entered an Order pursuant
to 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of a trap and
trace device (“pen/trap device”) on all electronic communications being sent from or sent to the
electronic mail account _ That e-mail account is controlled by Lavabit,
LLC.

e In its Order. the Court found that the information to be collected by the pen/trap
device would be relevant to an ongoing criminal investigation. In addition, the Court ordered
Lavabit “shall furnish agents {from the Federal Bureau of Investigation, forthwith, all
information, facilities, and technical assistance necessary to accomplish the installation and use
of the pen/trap device.”

3, The Federal Bureau of Investigation served a copy of the Order on Lavabit that
same afternoon. A representative of Lavabit stated that it could not provide the requested

information because the user of the account had enabled Lavabit’s encryption services. and thus
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Lavabit would not provide the requested information. The representative ol Lavabit indicated
that Lavabit had the technical capability to decrypt the information but that Lavabit did not want
to “defeat [its] own system.”

4. The representative ol Lavabit did not comply with the Order, and indicated he
first wanted to seek legal advice.

3 The Pen Register anc. Trap and Trace Act gives this Court the authority to order a
provider to assist the government in the execution of a lawful pen register or trap and trace order,
including by providing information. Section 3122 of Title 18, United States Code, provides in
part: “An order issued under this section-- ... shall direct, upon the request of the applicant, the
furnishing of information, facilities, and technical assistance necessary to accomplish the
installation of the pen register or tras and trace device under section 3124 of this title.” Section
3124(a) provides, “Upon the request of an attorney for the Government or an officer of a law
enforcement agency authorized to install and use a pen register under this chapter, a provider of
wire or electronic communication service. .. shall furnish such investigative or law enforcement
officer forthwith all information, facilities, and technical assistance nccessary to accomplish the

installation of the pen register unobtrusively and with a minimum of interference... if such
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assistance is directed by a court order as provided in section 3123(b)(2) of this title.” Section
3124(b) contains a similar provision govemning trap and trace orders.
Wherefore, the United States requests an Order directing Lavabit to comply forthwith

with the Court’s June 28, 2013 Order.

Respectfully submitted,
NEIL H. MACBRIDE
United States Attorney

/' _ ﬁ/,___-‘
By: 'L/J —
Andrew Peterson

Assistant United States Attorney
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IN THE UNITED STATES DISTRICT COURT FOR THE

CLERK, Us it~

ALEXAMDD

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE 1:13 EC 297

ON AN ELECTRONIC MAIL ACCOUNT

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on June 28, 2013, at approximately 4:00 p.m., this Court entered an Order
pursuant to 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of

a trap and trace device (“pen/trap device”) on all electronic communications being sent from or

sent to the electronic mail accounl— which is an e-mail account

controlled by Lavabit, LLC (*Lavabit™); and

WHEREAS, this Court fourd that the information obtained by the pen/trap device would
be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavabit “*shall furnish agents from the
Federal Bureau of Investigation, forthwith, all information, facilities, and technical assistance
necessary to accomplish the installation and use of the pen/trap device;” and

WHEREAS, Lavabit informed the Federal Bureau of Investigation that the user of the

account had enabled Lavabit’s encryption services and thus the pen/trap device would not collect
the relevant information; and
WHEREAS, Lavabit informed the FBI that it had the technological capability to obtain

the information but did not want to “defeat [its] own system;”
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IT IS HEREBY ORDERED that Lavabit LLC is directed to comply forthwith with the
Court’s June 28, 2013 Order, and provide the Federal Bureau of Investigation with unencrypted
data pursuant to the Order. To the extent any information, facilities, or technical assistance are
under the control of Lavabit are needed to provide the FBI with the unencrypted data, Lavabit
shall provide such information, facilities, or technical assistance forthwith.

Failure to comply with this Order shall subject Lavabit to any penalty within the power of
the Court, | Mﬂud—u‘-ﬁ e e 7! ‘mhw I crimumod wwq—
o Qo @5

SO ORDERED. |, /ljj \ 3

sl
eresa Carroll Buchanan  ~
- (5

Hon. Theresa C. Buchanan -
United States Magistrate Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division ﬁ ﬂ_—, E U

IN THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 CLERK, US. DISTRICT COU'RT

ALEYARDRIA, VIani!!

e ———

AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBY ORDERED:

1 Ladar Levison, the owner and operator of Lavabit LL.C, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause ‘why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

2. The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Bureau of Investigation
with a certified copy of the summo:as for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau of Investigation shall serve the summons on Mr. Levison
together with a copy of the Motion of the United States for an Order to Show Cause and a
certified copy of this Order to Show Cause.

4, The sealing and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order to Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obtainir.g legal advice regarding these orders.
5 This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceediags regarding this matier shall be placed under seal until

further order of this Court.

Entered in Alexandria, Virginia, this r;jﬂt"day of July, 2013

_(jé? &l
Claude M. Hilton
United States District Judge

A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT COLT

BY___ 4 e i

e R

DEPUIY CLEHK
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AO 82 (Rev. 06/09) Summons in a Cniminal Case

UNITED STATES DISTRICT COURT

for the

Eastern District of Virginia

United States of America
V.

Ladir Lavigon Case No. 1:13ec297

e e i S A

Defendant

SUMMONS IN A CRIMINAL CASE

REDACTED

YOU ARE SUMMONED to appear before the United States district court at the time, date, and place set forth

below to answer to one or more offenses or violations based on the following document filed with the court:

U Indictment U Superseding Indictment [ Information (I Superseding Information [

i P PR datiti . . . . .. . . ;
) Probation Violation Petition 7} Qupervised Release Violation Petition [ Violation Notice

Place: 401 Courthouse Square

Courtroom No.:

800- Judge Hilton '

Complaint

& Order of Court

Alexandria, VA 22314

IEdlc and Timc ?llﬁfl.:a (@ 10:00 am !-
e T r— st |EE R A )
This offense is briefly described as follows:
See Attached Order

—_— - <_ Z’Z

Date:  07/09/2013 / 74 (: /L , K{ (A
Issuing officer's :anmm
o Kathy Roberts — Deputy Clerk
Printed name and title

[ declare under penalty of perjury that [ have:
0 Executed and returned this summons [ Returned this summons unexecuted

A TRUE COPY, TESTE:
CLEHK, U.S. DISTRICT GOLYT

=

/ " .
...._._._,,..-— R " -

rymu:wzawt.
L:PU T L. i T13 8

Printed name and title

"l —.

e T —
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division ﬂ - E
IN THE MATTER OF THE ) UNDER SEAL ]
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 CLERR U5, DISTRis] o
AUTHORIZING THE USE OF A PEN ) SLEXANDAA, VRGN
REGISTER/TRAP AND TRACE DEVICE )

ON AN ELECTRONIC MAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBY ORDERED:

1. Ladar Levison, the owner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause ‘why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

2. The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Bureau of Investigation
with a certified copy of the summo:as for service on Mr. Levison and Lavabit LLC.

3. The Federal Burcau of Investigation shall serve the summons on Mr. Levison
together with a copy of the Motion of the United States for an Order to Show Cause and a
certified copy of this Order to Shovs Cause.

4. The sealing and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen reg,ister order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order to Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders to an
attorney for the purpose of obtainir.g legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceediags regarding this matter shall be placed under seal until
further order of this Court.

Entered in Alexandria, Virginia, this _C/_]f/ day of July, 2013

3= P il
(,éjzz.;;ﬁé./ 22 #claox
Claude M. Hilton
United States District Judge

A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT CQLInT

-2 £y R il

J
e e . T o
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! e —
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IN THE UNITED STATES DISTRICT COURT FOR 7} L E

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

CLERK, U'S. DISTRICT COURT

IN THE MATTER OF THE ) FILED UNDER SEAL
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

R .

SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, submits the following additional
information in support of its show causc motion filed July 9, 2013:

1. Following the issuance of the Court’s Order to Show Cause, the government had a
meeting/conference call with Mr. Levison and his then counsel. Mr. Levison was in Dallas,
Texas, at the FBI field office, at the time, and his counsel from San Francisco, California, and
prosecutors and FBI agents from the Washington, D.C. field office participated by telephone. The
conference call was convened to discuss Mr. Levison’s questions and concerns about the
installation and operation of a pen register on the targeted email account. Mr. Levison’s
concerns focused primarily on how the pen register device would be installed on the Lavabit LLC
system, what data would be captured by the device, what data would be viewed and preserved by
the government. The parties also discussed whether Mr. Levison would be able to provide
“keys” for encrypted information.

2 During the conference call, the FBI explained to Mr. Levison that the pen register

could be installed with minimal impact to the Lavabit LLL.C system, and the agents told Mr.
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Levison that they would meet with him when they were ready to install the device and go over
with him any of the technical details regarding the installation and use of the pen register. As for
the data collected by the device, the agents assured Mr. Levison that the only data that the agents
would review is that which is stated in the order and nothing more (i.e., user log-in information
and the date, time, and duration of the transmissions for the target account).

238 Lavabit LLC provides encryption service to paid users (such as_. Based
on the conference call with Mr. Levison, the FBI is reasonably confident that with the encryption
keys, which Mr. Levison can access, it would be able view in an un-encrypted format any
encrypted information required to be produced through the use of the pen register.

4. Mr. Levison and his attorney did not commit to the installation and use of the pen
register at the conclusion of the July 10 conference call. On July 11, 2013, counsel who
participated in the conference call informed the government that she no longer represented Mr.
Levison or Lavabit LLC. In addition, Mr. Levison indicated that he would not come to court
unless the government paid for his travel.

3 On July 11, 2013, FBI agents served Mr. Levison with a grand jury subpoena
directing him to appear before the grand jury in this district on July 16, 2013. As a grand jury
witness, the government was responsible for making Mr. Levison’s travel arrangements.

6. On July 11, 2013, the undersigned counsel sent Mr. Levison an email indicating
that he has been served with a show cause order from this Court requiring his appearance on July
16. 2013, and a subpoena requiring his appearance on the same date before a federal grand jury.
The email further advised Mr. Levison that he should contact the United States Attorney’s Office

as soon as possible to make his travel arrangements.
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7. On July 13, 2013, Mr. Levison, who was no longer represented by counsel. sent
government prosecutors an email indicating that he would be able to collect the data required by
the pen register and provide that data to the government after 60 days (the period of the pen
register order). For this service, Mr. Levison indicated that the government would have to pay
him $2000 for “developmental time and equipment” plus an additional $1500 if the government
wanted the data “more frequently” than after 60 days.

8. On July 13, 2013, the government responded to Mr. Levison’s proposal. The
prosecutors informed Mr. Levison that the pen register is a devise used to monitor ongoing email
traffic on a real-time basis and providing the FBI with data after 60 days was not sufficient.
Furthermore, prosecutors informed him that the statute authorizes the government to compensate
a service provider for “reasonable expenses,” and the amount he quoted did not appear to be
reasonable. Mr. Levison responded by email stating that the pen register order, in his opinion,
does not require real-time access (although this fact was discussed at length during the July 10
conference call). Moreover, he indicated that the cost of reissuing the “SSL certificate™ (for
encryption service) would be $2000. It was unclear in his email if this $2000 was an additional
expense to be added to the $3500 previously claimed. Mr. Levison indicated that he would try to
contact the person responsible for making his travel arrangements at the United States Attorney’s
office on Sunday afternoon.

Q. On July 15, 2013, Mr. Levison spoke with the person responsible for making his
travel arrangements. He was told that he was booked on a flight from Dallas, Texas, to Reagan
National Airport departing that same evening. He also had a hotel reservation. Mr. Levison

indicated that he needed a doctor’s approval before traveling.
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10.  The proceeding before the Court today is to determine whether Lavabit LLC and
Mr. Levison should be held in civil contempt. Civil contempt, as compared to criminal contempt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
a court order. There are four elements to civil contempt: (1) the existence of valid order of which
Lavabit LLC and Mr. Levison had actual or constructive knowledge; (2) the order was in the
government’s “favor™; (3) Lavabit LLC and Mr. Levison violated the terms of the order and had
knowledge, or constructive knowledge, of such violation; and (4) the government suffered harm
as aresult. Inre Grand Jury Subpoena (T-112), 597 F.3d 189, 202 (4th Cir. 2012).

11. Here, cach ol these clements has been met. Lavabit LL.C, through direct
communication between the government and Mr. Levison, its owner and operator, has had actual
knowledge of the pen register order and the subsequent June 28 order of the magistrate judge
compelling compliance with that order. This Court’s show causc order, which was personally
served on Mr. Levison, provided further notice of the violation of those orders by Lavabit LLC.
The government clearly has suffered harm in that it has lost 20 days of information as a result of
non-compliance.

]2 Lavabit LLC may comply with the pen register order by simply allowing the FBI
to install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC
informs the Court it will comply with the order, the government will not seek sanctions. If,
however, Mr. Levison informs the Court that Lavabit LLC will not comply, the government
requests that the Court impose a fine of $1000 per day, commencing July 17, 2013, until Lavabit
LLC fully complies with the pen register order.

13 To the extent that Lavabit LLC takes the position that the pen register does not

-4 -
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authorize the production of the encryption keys, the government has asked the Court to authorize
the seizure of that information pursuant to a warrant under Title 18, United States Code, Section

2703, thus rendering this argument moot.
14. The Court has sealed this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy of this pleading to Mr. Levison at today’s hearing.

Respectfully submitted,

Neil H. MacBride
United States Attorney

rrer 67/ /13
mes l Trump / / /

United States Attorney’¢/Office

Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700

By:

'
n
'
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Date: 7/16/13 Judge: Hilton Reporter: Westfall
Time: 10:40-11:00 Interpreter:
Language:

**UNDER SEAL HEARING**

Case Number: 1:13EC00297-001

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

Counsel for Government: Respondent:
James Trump Ladar Levison, pro se

Andrew Peterson
Brandon Van Grack
Matthew Braverman
Michael Ben’Ary

Appearances of Counsel for (v') Government  (¥') Respondent Pro Se
Respondent’s motion to unseal — Denied.

Matter re: pen register resolved at this time; hearing set for July 26, 2013 @ 10:00.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINI
Alexandria Division q

L EjD

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MATIL
ACCOUNT

L=

Criminal No. 1:13EC287

et et et N e

ORDER
This matter comes before the Court on the Government'’'s Motion
that Ladar Levinson, the owner and operator of Lavabit, LLC show cause
as to why Lavabit, LLC has failed to comply with the Court'’s Order

June 28, 2013 and why this Court should not hold Mr. Levinson and

th

o
Lavabit, LLC in contempt, and Ladar Levinson’s oral Motion To Unseal.
For the reasons stated from the bench, it is hereby

ORDERED that Ladar Levinson’s Motion To Unseal is DENIED and
this matter is continued to Friday, July 26, 2013 at 10:00 a.m. for

further proceedings.

g P : - 62_-,f
&{EJ(_‘:-C/LC- _775 2 I‘./é"{‘—l’h_,.
CLAUDE M, HILTON
UNITED STATES DISTRICT JUDGE

Alexandria, Virginia
July /o ., 2013
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IN THE UNITED STATES DISTRICT COURT FOR THE,
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

FILED UNDER SEAL

No. 1:13EC297

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:13SW522

THAT IS
STORED AT PREMISES CONTROLLED
BY LAVABIT LLC

In re Grand Jury No. 13-1]

MOTION OF THE UNITED STATES TO PLACE
GRAND JURY SUBPOENA UNDER SEAL

The United States, through the undersigned counsel, moves to place under seal the grand
jury subpoena served on Ladar Levison, the owner and operator of Lavabit LLC. In support of
this motion, the government submits:

L The captioned proceedings have been placed under seal. The underlying
investigation to which these matters relate is ongoing, and the public disclosure of the pen
register order and the search warrant would undermine that investigation.

2 Mr. Levison was served with a grand jury subpoena for an appearance related to
the matters under seal, namely the implementation of the pen register order issued in No.
1:13EC297 and the warrant to seize certain information from Lavabit LL.C to implement the pen

register in No. 1:13SW3522. A copy of that subpoena is attached.
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3 The same issues raised by the subpoena were discussed at the under seal hearing

held today before this Court. At the hearing, Mr. Levison moved to unseal certain aspects of

these proceedings so that the issues could be litigated publicly. That motion was denied.

4, The grand jury subpoena specifically refers to Lavabit LLC and the pen register
order. Hence, public disclosure of the subpoena would alert the target of the investigation that
the government has sought a pen register order and search warrant to obtain information about
his email communications, thus defcating the purpose of utilizing those investigative methods.

5. The government and the Court are under an obligation to maintain the secrecy of
the grand jury, and an order compelling the government to place the grand jury subpoena under
seal is unnecessary. Mr. Levison, however, is under no such obligation. Accordingly, consistent
with the Court’s denial of Mr. Levison’s motion to unseal the pen register proceedings, the

United States asks the Court to enter an order placing the grand jury subpoena under seal.

Respectfully submitted,

Neil H. MacBride
nited States Attorney

James L. Trump <

United States Attorney’s Office

Justin W, Williams U.S. Attorney’s Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700

By;
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AQ 110 (Rev, 01/09) Subpoenz 1o Testify Before 2 Grand Jury

United Statefs Pistrict Court
or the
Eastern District of Virginia

SUBPOENA TO TESTIFY BEFORE THE GRAND JURY
TO:  Ladar Norman Levison

13-1 ¢4 132827 713 - 2450

Dallas, TX 75204

YQOU ARE COMMANDED to appear and testify before the United States district court at the time, date, and

place shown below to tesify before the court's grand jury., When you arrive, you must remain at the court unii} the
judge or 2 court officer allows you 10 leave.

Place:  UNITED STATES DISTRICT COURT
401 Courthouse Square
Alexandris, Yirginia 22314

Date and Time:  July 16, 2013 9:30 AM

You must also bring with you the follawing documents, clectronically stored informetion, or objects
(blank if not applicable):

In addition to your personal appearunce, you are dirceted to bring (o the grand jury the public and private
encryptivn Keys used by lavabit.com in any SSL (Secure Socket Layer) or TLS (Transport Sccurity Layer)
sessions, including WTTPS sessions with clients using the lavabit.com web site and encrypted SMTP
communications (or Internet communications using other protocols) with mail servers;

Any other information necessary to accomplish the installation and use of the pen/trap device ordered by
Judge Buchanan on June 28, 2013, unobtrusively and with minimum interference to the services that are
z2ccorded persons with respect to whom the installation and use is to take place;

If such information is electronically stored or unable to be physically transported to the grand jury, you
may provide a copy of the information to the Federal Bureau of Investigation. Provision of this information
to the FBI does not excuse your personal appearance.

Dete: Julv11.2

1

fwd

CLERK OF COURT

Q | MEMW*’\ .

Signatfre of the Clerk or Deputy Clerk

t

The name, address, cmail, and telephone number of the United States atforney, or assistant United States artomey, who
requests this stbpoena, arc:

-
Andrew Peterson, AUSA 1"\

Office of the United States Attorney

Justin W. Williams United States Attorney's Building
2100 Jamieson Avenue

Alexundrein, Virginia 22314 (703) 299-3700
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AO 110 (Rev, 01/09) Subpocna to Testidy Refore a Grand Jury (Page 2)

PROQOF OF SERVICE

This subpoena for (name of individual or organization) LW{ M of men  L2akisa~
was received by me on (date) _Jiaki. W 2513

a.! personally served the subpoena on the individual at (place)
i . A on (date)__Jude L 20¢>  or

O | left the subpoeena &t the individual's residence or usual place of abode with (name)
, & person of suitable age and discretion who resides there, on

(date) , and mailed a copy to the individual's last known address; or
O [ served the subpoena on (name of inidividual) ,whois
designated by law to accept service of process on behalf of (name of organization)
on (date) ;or
O Iretumed the subpecenz unexecuted because i or

£l Other (specify):

| deciare under the penaity of perjury that this information is frue.

Date: :J—Ml»f.; i _#*2.3 P i

Server's signature

_Ruiprcl St _Spesuet fent

Printed name and title

BoE . Qedles

Server's address

Additional information regarding attempted services, ele:
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

FILED UNDER SEAL

No. 1:13EC297

SEIZURE OF INFORMATION
ASSOCIATED WITH
I, AT IS
STORED AT PREMISES CONTROLLED
BY LAVABIT LLC

)

)

)

)

)

)

)
IN THE MATTER OF THE SEARCH AND )

)

) No. 1:138W522

)

)

)

)

)

In re Grand Jury No. 13-1
SEALING ORDER
Upon the motion of the United States, good cause having been shown, it is hereby
ORDERED that:
The grand jury subpoena issued to Ladar Norman Levison for an appearance on July 16,
2013, shall be placed under seal until further order of this Court;
It is further ORDERED that the government shall serve Mr. Levison with a copy of this
Order along with a copy of its motion to seal; and

It is further ORDERED that the government’s motion to seal the grand jury subpoena and

this Order shall be placed under seal.

“ _ -
_Cae-c'-:&-c;(é’—c.’ e MM
Alexandria, Virginia Claude M. Hilton

July j¢ ,2013 . United States District Judge
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Date: 8/1/13 Judge: Hilton Reporter: Westfall
Time: 10:00-10:20 Interpreter:

Language:
*UNDER SEAL HEARING**

Case Numbers: 1:13EC00297. 1:13SW522. GJ 13-1

Counsel for Government: Respondent:
James Trump Jesse Binnall for Ladar Levison
Brandon Van Grack (Levison’s appearance waived)

Michael Ben’Ary
Josh Goldfoot
Ben Fitzpatrick

Appearances of Counsel for (* ) Government () Respondent

Lavabit’s Motion to Quash — Denied, Mr. Levison Ordered to turn over the encryption
keys. Respondent’s request for 5 days to do so — Denied, Respondant given 24 hours.

[.avabit’s Motion to Unseal — Denied.
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1 UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

2 ALEXANDRIA DIVISION

3

4 IN THE MATTER OF THE

A, ey
1:13 EC 297 ©:©'__:)V

UNDER SEAL

APPLICATION OF THE UNITED

5 STATES OF AMERICA FOR AN
ORDER AUTHORIZING THE

6 INSTALLATION AND USE OF A
PEN REGISTER/TRAP AND TRACE
7 DEVICE ON AN ELECTRONIC
MATIL ACCOUNT

Alexandria, Virginia
July 16, 2013
1@ a0
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TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

19 || APPEARANCES:

20 For the United States: James Trump, Esqg.
Andrew Peterson, Esg.
21 Brandon Van Grack, Esq.
Michael Ben'Ary, Esqg.
22
5 For the Respondent: Ladar Levison, Respondent
2
i Court Reporter: Tracy L. Westfall, RPR, CMRS, CCR
24

Proceedings reported by machine shorthand, transcript produced
25 || by computer-aided transcription.

Tracy L. Westfall OCR-USDC/EDVA
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PROCEEDTINGS

THE CLERK: In Re: Case No, 1:13 EC 297.

MR. TRUMP: Good morning, Judge. Jim Trump on behalf
of the United States. With me is Andy Peterson, Brandon
Van Grack from the United States Department of Justice,

Mr. Ben'Ary behind me, and Matt Braverman, special agent for the
FBI.

THE COURT: All right.

MR. LEVISON: Ladar Levison, the subject of the
summons.

THE COURT: All right. Mr. Trump.

MR. TRUMP: Your Honor, we submitted our supplemental
paper this morning describing the communication we've had with
Lavabit, LLC, through Mr. Levison. And I think, very simply, we
would like this Court to inquire of Mr. Levison whether he
intends to comply with the pen register order which would
require him to allow the FBI access to his server to install a
device which will extract data, filter that data, and provide
that data to the FBI, and to provide the FBI with the encryption
keys to the extent there is encrypted information, included
among within the body of information called for by the pen
register order.

As the Court is aware, and as we will provide with
Mr. Levison, we obtained a search warrant this morning from Your

Honor for the same encryption keys. Thus, to the extent there's

Tracy L. Westfall OCR-USDC/EDVA
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any question as to whether Mr. Levison would be required to
2 || provide these keys, it's now subject both to the pen register
3 || order and the search warrant, the seizure warrant.
4 That's where we stand, Your Honor. If Mr. Levison
5 || agrees to comply with the order, we would not seek any
6 || sanctions. We would ask that he be directed to forthwith make
7 || his servers available so the FBI can install that device and to
8 || extract the encryption keys.
9 If, however, he informs the Court he is not willing to
10 || comply with the order, we would ask the Court to impose
11 || sanctions. We suggested in our pleading a thousand dollars a
12 || day to be paid to the United States government until he
13 || complies. If he doesn't comply with that sanction, then we
14 || would be back in court seeking additional sanctions or charging
15 || additional offenses.
16 THE COURT: All right. Mr. Levison.
§ G MR. LEVISON: Good morning, Your Honor. I'm not sure
18 || what order I should make these in, but I would like to request a
19 || couple of things by motion.
20 I'd 1like to move that all of the nonsensitive portions
21 || of the documents that were provided, i.e., everything except the

22 || account in question, be unsealed. I believe it's important for
23 || the industry and the people to understand what the government is

24

H

equesting by demanding that I turn over these encryption keys

25

L]

or the entire service.

Tracy L. Westfall OCR-USDC/EDVA
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THE COURT: All right. What do you say to that,
Mr. Trump? Deal with the motions before I --

MR. TRUMP: What Mr. Levison is trying to do, Your
Honor, is invite industry to come in and litigate as a surrogate
for him the issue of whether the encryption keys are part and
parcel of the pen register order. And that's one of the reasons
we sought the search warrant, to make it clear, whether through
the search warrant or pen register order, he is required to
provide these keys.

We know he's been in contact with attorneys who also

represent industry groups and others who have litigated issues

=
}=i-

ke this in the WikiLeaks context and others. But we would
object to unsealing this matter because it's just Mr. --

THE COURT: And they've done that in connection with
the issuance of a pen register?

MR. TRUMP: They have litigated privacy-related issues
in the context of process under 2703. I'm not sure -- not a pen
register, but with respect to 2703.

But we discussed this issue with Mr. Levison and his
counsel by conference call. We indicated that the only data
that the government seeks is that which is required by the pen
register order. That it's just the basic header to e-mail
traffic, sender, recipient, time, duration, that sort of thing.
If Mr. Levison wants to object to providing the keys,

he can certainly cbject to doing that and then we can proceed

Tracy L. Westfall OCR-USDC/EDVA
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from there, but I don't think he's entitled to try to make this
a public proceeding to invite others in to litigate those issues
on his behalf.

THE COURT: All right. Well, I believe that to be
correct. I mean, this is a criminal investigation. A pen
register has been ordered and is here at issue, and any motion
to unseal that will be denied.

You said you had another motion, I believe?

MR. LEVISON: Yeah. My issue is only with the SSL
keys. So if that 1s litigated separately and that portion of
the proceeding is unsealed, I'm comfortable with that.

THE COURT: I don't understand what you're saying,
separate proceedings.

MR. LEVISON: Sorry. I have always agreed to the
installation of the pen register device. I have only ever
objected to turning over the SSL keys because that would
compromise all of the secure communications in and out of my
network, including my own administrative traffic.

THE COURT: Well, didn't my order already include that?

MR. LEVISON: I do not believe so, sir.

THE COURT: Did my initial order -- I don't recall at
the moment. Did my initial order recall the encrypted devices
with the installation of a pen register?

MR. TRUMP: The pen register, as issued, just required

all assistance, technical assistance, facilities, and

Tracy L. Westfall OCR-USDC/EDVA
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information, to facilitate the pen register.

This morning the search warrant required --

THE COURT: Yeah, but the search warrant's a different
matter now. That's not before me this morning. The only thing
that's before me this morning is the pen register.

MR. TRUMP: Correct.

THE COURT: So as I understand it, my initial order
ordered nothing but that the pen register be put in place.

MR. TRUMP: And all technical assistance, information,
and facilities necessary to implement the pen register. And
it's our position that without the encryption keys, the data
from the pen register will be meaningless. So to facilitate the
actual monitoring required by the pen register, the FBI also
reqgquires the encryption keys.

THE COURT: Well, that could be, but I don't know that
I need -—- I don't know that I need to reach that because I've
issued a search warrant for that.

MR. TRUMP: Correct, Your Honor. That the -- to avoid
litigating this issue, we asked the Court to enter the seizure
warrant.

THE COURT: Well, what I'm saying is if he agrees that
the pen register be established, and that the only thing he
doesn't want to do in connection with the pen register is to
give up the encryption device or code --

MR. LEVISON: 1I've always maintained that.

Tracy L. Westfall OCR-USDC/EDVA
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THE COURT: ~-- so we've got no issue here. You're
ready to do that?

MR. LEVISON: I've been ready to do that since Agent
Howard spoke to me the first time.

THE COURT: All right. So that ends our --

MR. TRUMP: Well, then we have to inquire of
Mr. Levison whether he will produce the encryption keys pursuant
to the search warrant that Your Honor just signed.

THE COURT: But I can't deal with that this morning,
can I?

MR. TRUMP: Well, it's the same issue. You could ask
him, Your Honor. We can serve him with the warrant and ask him
if he's going to comply rather than --

MR. LEVISON: Your Honor, I've also been issued a
subpoena demanding those same keys, which I brought with me in
the event that we would have to address that subpoena.

THE COURT: I don't know, Mr. Trump. I don't think I
want to get involved in asking him. You can talk with him and
see whether he's going to produce them or not and let him tell
you. But I don't think I ought to go asking what he's going to
do and what he's not going to do because I can't take any action
about it anyway.

If he does not comply with the subpoena, there are
remedies for that one way or another.

MR. TRUMP: Well, the original pen register order was

Tracy L. Westfall OCR-USDC/EDVA
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followed by a compulsion order from Judge Buchanan. The
compulsion order required the encryption keys to be produced.

So, yes, part of the show cause order is to require
compliance both with the pen register order and the compulsion
order issued by Judge Buchanan.

And that order, which was attached to the show cause
order, states, "To the extent any information, facilities, or
technical assistance are under the control of Lavabit are needed
to provide the FBI with the encrypted data, Lavabit shall
provide such information, facilities, or technical assistance
forthwith."

MR. LEVISON: I would object to that statement. I
don't know if I'm wording this correctly, but what was in that
order to compel was a statement that was incorrect.

Agent Howard seemed to believe that I had the ability
to encrypt the e-mail content stored on our servers, which is
not the case. I only have the keys that govern communications
into and out of the network, and those keys are used to secure
the traffic for all users, not just the user in question.

So the statement in that order compelling me to decrypt
stuff and Agent Howard stating that I have the ability to do
that is technically false or incorrect. There was never an
explicit demand that I turn over these keys.

THE COURT: I don't know what bearing that would have,

would it? I mean, I don't have a problem -- Judge Buchanan

Tracy L. Westfall OCR-USDC/EDVA
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issued an order in addition to mine, and I'm not sure I ought to
be enforcing Judge Buchanan's order.

My order, if he says that he will produce or allow the
installation of the pen register, and in addition I have issued
a search warrant for the codes that you want, which I did this

morning, that's been entered, it seems that this issue is over

h

as far as I'm concerned except I need to see that he allows the
pen register and complies with the subpoena.

MR. TRUMP: Correct.

THE COQURT: If he doesn't comply -- if he doesn't
comply with the subpoena, then that has -- I have to address
that.

MR. TRUMP: Right.

THE COURT: But right now there's nothing for me to
address here unless he is not telling me correctly about the pen
register.

MR. TRUMP: Well, we can -- Your Honor, if we can talk
to Mr. Levison for five minutes, we can ask him whether he will
honor the warrant that you just issued.

MR. LEVISON: Before we do that, can I --

THE COURT: Well, what can I do about it if he doesn't,
if he tells you he's not going to? You've got the right to go
out and search and get it.

MR. TRUMP: Well, we can't get the information without

his assistance. He's the only who knows and has possession of

Tracy L. Westfall OCR-USDC/EDVA
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it. We can't take it from him involuntarily.

MR. LEVISON: If I may, sir, my other --

THE COURT: Wait just a second.

You're trying to get me ahead. You're trying to get me
to deal with a contempt before there's any contempt, and I have
a problem with that.

MR. TRUMP: I'm trying to avoid contempt altogether,
Your Honor.

THE COURT: I know you are. And I'd love for you-all
to get together and do that. I don't want to deal with it
either. But I don't think we can sit around and agree that
there's going to be a default and I will address it before it
occurs.

MR. TRUMP: I'm just trying to figure out whether
there's going to be a default. We'll take care of that, Judge.

THE CQURT: You can. I think the way we've got to do
this -- and I'll listen to you. I'm cutting you off, I know,
but I'll listen to you in a minute.

The way we have to do this, the hearing that's before
me this morning on this issue of the pen register, that's been
resolved, or so he's told me. I don't know whether you want to
continue this one week and see if he complies with that, which I
guess would be prudent to do, or a few days for him to comply
with the pen register. Then we will wait and see what happens

with the subpoena.

3
a1
m
0
o

L. Westfall OCR-USDC/EDVA
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Because as far as my pen register order is concerned,
he says he's going to comply with it. So that issue's over and
done with. The next issue will be whether or not he complies
with the subpoena. And I don't know and I don't want to
presume, and I don't want him to represent to me what he intends
to do when he can very well go home and decide he's going to do
something different.

When that warrant is served, we'll know what he's going
to do. I think we've got -- I don't see another way to do it.

MR. TRUMP: That's fine, Your Honor. We will serve the
warrant on him as soon as we conclude this hearing, and we'll
find out whether he will provide the keys or not.

THE COURT: Okay. Now, did you want to say anything
else?

MR. LEVISON: Well, I mean, I've always maintained that
all the government needs to do is contact me and set up an

appointment to install that pen register. So I don't know why

[

there has never been any confusion about my willingness to
install it. 1I've only ever objected to the providing of those
keys which secure any sensitive information going back and
forth.

But my motion, and I'm not sure if it's relevant or not
because it deals more with the issue of the subpoena demanding

the keys and for what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy L. Westfall OCR-USDC/EDVA
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that particular issue.

THE COURT: Well, I mean, there's nothing before me
with that. I've issued the subpoena. Whatever happens with
that, that's -- you're trying to get me to do what Mr. Trump
wanted to do and to arrange this beforehand.

MR. LEVISON: Well, I don't know if I have to appear
before that grand jury right now and give the keys over or face
arrest. I'm not a lawyer so I don't understand the procedure.

THE COURT: I don't know either. You need to have --
it would be wise to have a lawyer.

MR. LEVISON: Okay.

THE COURT: I don't know what's going to happen.

o]

don't know. They haven't served the warrant yet. I have no
idea. Don't know what's going to happen with it. You'll just
have to figure that out, and it be wise to have a lawyer to do
it, I would think.

MR. LEVISON: I guess while I'm here in regards to the
pen register, would it be possible to request some sort of
external audit to ensure that your orders are followed to the
letter in terms of the information collected and preserved?

THE COURT: No. The law provides for those things, and
any other additional or extra monitoring you might want or think
is appropriate will be denied, if that's what you're requesting.

MR. LEVISON: Okay. I mean, it requests that the

government return to the Court records --

Tracy L. Westfall OCR-USDC/EDVA
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THE COURT: You need to talk to a lawyer about what the
law requires for the issuance of a pen register.

MR. LEVISON: They can handle that separately. That's
fine.

THE COURT: The law sets out what is done in that
regard. Your lawyer can fill you in if you want to know.

MR. LEVISON: I've always been willing to accept the
device. I just have some concern about ensuring that it's used
properly.

THE COURT: Should we continue this to some specific
date to see that he complies with the pen register?

MR. TRUMP: We can, Your Honor. It's a moot issue
without the encryption keys.

THE COURT: Well, that is a practical matter --

MR. TRUMP: That's a practical --

i

THE COURT: -- but I don't think it is a moot issue.
mean, you-all have got the right to go in and put on that pen
register. He says that he will do it. That's all that I've
ordered.

Now, the other business about ordering that, Judge
Buchanan made an order that he's going to have to supply what
you say is the encryption codes to make the information useful.
I doen't know. I didn't enter that order. I have trouble making
that connection.

If you're going to -- I don't know whether you want to

Tracy L. Westfall OCR-USDC/EDVA
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do something in front of Judge Buchanan or not.

MR. LEVISON: You see, Judge, though that I've always
been willing. They just didn't feel the need to set up an
appointment.

THE COURT: What do you want me to do with this case?
You want me to continue it? You want me to say it's moot right
now and just end it?

MR. TRUMP: No. I think we can continue it. I don't
know Mr. Levison's schedule. It can be done within hours of his
return to Dallas.

THE COURT: Of course he can. You want to continue it
till a week from Friday?

MR. TRUMP: Or a week from today.

MR. LEVISCN: I'm not available within hours of my
return, but I can meet with you on Thursday.

THE COURT: Let's continue it a week from Friday.

MR. TRUMP: A week from Friday.

THE COURT: What date's that? The --

THE CLERK: 26th.

THE COURT: The 26th?

MR. LEVISON: Acceptable to me.

THE COURT: We'll continue it to the 26th, and that's
for determining whether or not that pen register has been
installed as you request.

We can make it 10 o'clock.

Tracy L. Westfall OCR-USDC/EDVA
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LEVISON: I'll remember 10:00 instead of 10:30 this

COURT: All right. Thank you.

ri

ht. Thank you-all. We'll adjourn till tomorrow

«Q

30.

+*

(Proceedings concluded at 11:02 a.m.)

Tracy L. Westfall OCR-USDC/EDVA
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CERTIFICATION

I certify, this 17th day of September 2013, that the
foregoing is a correct transcript from the record of proceedings

in the above-entitled matter to the best of my ability.

/s/ Lﬁéﬂ{/ﬁr

Tracy Westfalj, RPR

Tracy L. Westfall OCR-USDC/EDVA
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IN THE UNITED STATES DISTRICT COURT

ACTED

| L E

o 5
EASTERN DISTRICT OF VIRGINIA SEP 202013

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

CLERK, U.S. DISTRICT COURT
ALEXAKDRIA, VIRGINIA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

EX PARTE AND UNDER SEAL

MOTION OF THE UNITED STATES TO UNSEAL CERTAIN DOCUMENTS
RELATED TO LITIGATION WITH LAVABIT, LLC, AND SEALED STATEMENT OF
REASONS THAT OTHER INFORMATION SHOULD REMAIN UNDER SEAL

The United States, by and through its undersigned attorneys, hereby requests that the

Court partially unseal certain pleadings and orders that were filed in the above-captioned matters.

The government originally requested the Court seal these documents because their public release

would damage an ongoing criminal investigation. Since that time, Lavabit, LLC. and its

proprietor, Ladar Levison, shut down its e-mail service. In addition, Mr. Levison made

numerous public statements that his decision to shut down was in response to government

altempts to obtain data related 10 a user or users of his service (a statement which, as discussed

further below, Lavabit had previously represented it was prohibited from making due to the

Court’s sealing orders). The shutdown, and the attendant publicity generated by Mr. Levison
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and his counsel’s numerous media appearances, ended the government’s ability to obtain

evidence from any e-mail account hosted by Lavabit, LLC and alerted the target of the

government’s ongoing investigative actions. Thus, a substantial amount of the damage the

government cited in its earlier sealing requests has been done. As such, the government hereby

requests the Court partially unseal certain pleadings, as explained in more detail below.
BACKGROUND

The United States is conducting a criminal investigation o_ for

violations of numerous criminal statutes. On -, a criminal complaint was filing

charging - with violations of 18 U.S.C. — _remajns a

fugitive. As part of the investigation, the United States discovered a number of e-mail accounts

believed to be used by Slthat were hosted at the domain lavabit.com. That domain
belongs to Lavabit, LLC, which, prior to August 8, 2013, offered e-mail services to the general
public.

As part of the investigationintothe United States began to investigate the e-
mail accounts believed to belong to him that were provided by Lavabit. On June 8,2013, a
grand jury subpoena was issued to Lavabit requesting billing and subscriber information for one
Lavabit e-mail account [ . Lavabit provided the information requested
in the subpoena, via e-mail, on June 8. On June 10, 2013, the United States obtained an order
pursuant to 18 U.S.C. § 2703(d) directing Lavabit to provide, within ten days, additional records
and information about the same Lavabit e-mail account. The Application and Order were sealed,
and Mr, Levison was directed not to disclose the Order to any other person other than his

attorney. Mr. Levison received the Order on June 11, 2013. He responded, by mail, on June 27,
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2013. Mr. Levison provided very little of the information sought by the June 10, 2013 Order.
For example, Mr. Levison provided no transactional records for the account.

On June 28, 2013, the United States obtained a pen register/trap and trace order for this
Lavabit e-mail account (Dkt. No. 1:13 EC 297). The pen register application and Order were
sealed. That same day, agents of the Federal Bureau of Investigation met with Mr. Levison to
discuss the grand jury subpoena, the June 27, 2013 § 2703(d) Order, and pen register Order. Mr.
Levison told the agents he would not comply with the pen register order and that he wanted to
speak with an attorney. Later that same day, the United States obtained an Order from
Magistrate Judge Theresa C. Buchanan directing Lavabit to comply with the pen register Order
forthwith. Lavabit still did not comply with the pen register order.

On July 9, 2013, the United States requested that this Court enter an Order to Show
Cause why Lavabit and Mr. Levison should not be held in contempt for failing to comply with
the pen register order. A hearing on the United States motion was held on July 16, 2013.

On July 11, 2013, the United States issued a grand jury subpoena requiring Mr. Levison
to appear before the grand jury on July 16, 2013. Mr. Levison was directed to bring copies of
Lavabit’s encryption keys, and any other information necessary to accomplish the installation
and use of a pen register/trap and trace device pursuant to the June 28, 2013 pen register Order.

On July 16, 2013, prior to the hearing on the United States’ request for an Order to Show
Cause, this Court authorized a search warrant, issued pursuant to 18 U.S.C. § 2703, commanding
Lavabit to produce any information necessary to decrypt communications sent to and from the
Lavabit e-mail account listed in the pen register Order (Dkt. No. 1:13 SW 522). The search

warrant, application, and affidavit in support were sealed, and Lavabit was ordered not to

disclose the search warrant.
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At the July 16, 2013, hearing, Mr. Levison appeared pro se. Mr. Levison agreed to allow
the United States to install a pen register/trap and trace device on his system. He did not provide
any decryption assistance, nor did he provide copies of Lavabit’s encryption keys. The United
States withdrew the grand jury subpoena and Mr. Levison did not appear before the grand jury.
After the hearing, this Court placed the grand jury subpoena that Mr. Levison had received under
seal.

On July 25, 2013, Lavabit and Mr. Levison, through counsel, moved to quash the
withdrawn subpoena and search warrant 1:13 SW 522. He also moved to unseal four categories
of documents, which Mr. Levison described as “records concerning the United States
government’s attempt to obtain certain encryption keys™: (1) all orders and documents filed in
this matter' before the Court’s issuance of the July 16, 2013 Sealing Order; (2) all orders and
documents filed in this matter after the issuance of the July 16, 2013 Sealing Order; (3) all grand
jury subpoenas and search and seizure warrants issued before or after issuance of the Sealing
Order; and (4) all documents filed in connection with such orders or requests for such orders. As
a basis for unsealing, Mr. Levison argued that the sealing order “unjﬁst!y restrained [him] from
contacting Lavabit subscribers who could be subjected to government surveillance. . . .” Mot.
for Unsealing of Sealed Court Records and Removal of Non-Disclosure Order and Mem. of Law
in Supp. of Mot. 1-2, 5 (“Lavabit Mot. to Unseal”).

On August 1, 2013, this Court held a hearing on Lavabit’s motions. The motions were

denied by written Order. The Court also ordered Mr. Levison and Lavabit to provide Lavabit’s

' Mr. Levison’s pleading did not define the “matter” at issue. However, the document was filed

with a caption that included docket numbers 1:13 EC 297, 1:13 SW 522, and Grand Jury No. 13-
.
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encryption keys and any other information necessary to accomplish the use of the pen
register/trap and trace device to the government no later than 5 p.m. on August 2, 2013.

Mr. Levison did not provide the keys in a usable format by the Court’s deadline. On
August 5, 2013, the United States moved for sanctions against Mr. Levison and Lavabit. That
same day, the Court ordered that if Lavabit and Mr. Levison did not comply with the Court’s
directive by noon on August 5, 2013, the Court would impose a fine of $5,000 each day until
Lavabit complied.

On August 7, Mr. Levison provided a usable version of Lavabit’s encryption keys to the
United States. On August 8, 2013, Mr. Levison ceased operating Lavabit, LLC. He posted a
message to the website “lavabit.com” which stated, in part: “I have been forced to make a
difficult decision: to become complicit in crimes against the American people or walk away from
nearly ten years of hard work by shutting down Lavabit. After significant soul searching, I have
decided to suspend operations.” Mr. Levison’s statement on the website concluded with a
request for donations.

Mr. Levison’s decision to shut down Lavabit drew significant media attention, and Mr.
Levison and his attorney subsequently gave numerous media interviews relating to his decision.
A list of some of those interviews is attached to this pleading as Exhibit 24. Within a day of Mr.

Levison’s public announcement, The Guardian published a statement, purported to be from

-- | lauding Lavabit’s decision. [ G

2 Mr. Levison had provided an illegible, printed version of the encryption keys, which was
useless.
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On August 15, 2013, Lavabit filed two notices of appeal. Both notices of appeal
indicated that Lavabit and Mr. Levison would appeal the Court’s August | and August 5 Orders.
One notice of appeal was captioned with docket numbers 1:13 EC 297 and 1:13 SW 322, The
other notice of appeal was captioned with Grand Jury No. 13-1. The Fourth Circuit has
consolidated the appeals.

At present, the United States secks to partially unseal the following documents:

Document | Case Number Exhibit No,
18 U.S.C. §2703(d) Order 1:13EC254 oy RS e
Pen Register Order 1:13 EC 297 2
Motion for Entry of an Orderto = 1:13 EC 297 3.
Compel - %4 :

Order Compelling Compliance 1:13.EC 297 4
Forthwith

Motion of the United States for  1:13 EC 297 - _ : 5
an Order to Show Cause : : * g o ' ¥
Order to Show Cause 113 BC 297 6
Summons : : 1:13EC297 - 7
Grand Jury Subpoena dated July  13-1; 13 GJ 2527; 13-24351 8
11,2013

Search Warrant -~ _ 1:13SW 522. S i : 9.
Order to Seal 1113 SW 522 10
18 U.S.C. §2705(b) Order - 1:13 SW 522 e AL
USA Supplement to Motion for 1:13 EC 297 12
Order to Show Cause

Hearing Transcript ; e Wk




Case 1:13-ec-00297-TCB Document 25-11 Filed 02/24/16 Page 7 O@ﬁﬁ%b

Order Denying Motion to Unseal 1:13 EC 297 14

Motion'f;Qiiash:Siib -
Sea.rch Warrantan_

Memorandum’ ofLanSupport.-l. G Co R e S

ofMonon TV A R e T s

Molion for Unsealing of Sealed  1:13 EC 297; 1:13 SW 522; No. 13-1 16
Court Records and Removal of

Non-Disclosure Order and

Memorandum of Law in Support

of Motion

I3EC297;1:13 SW: 522 No. 13

_________________________
...............

3"]3C:297"] 13 SW 522

Notices of Appeal T3 EC 297, 1113 SW 532 No. 131 2

I et e Wl N T

Notice of Appeal (Amiended). - 1:13:SW:5227 ~ - i

Redacted versions of each document are attached to this pleading as exhibits 1-23.
ARGUMENT
Lavabit no longer provides e-mail services to the target of the government’s
investigation. Moreover, Lavabit has notified the target of the government’s investigation
regarding the government’s interest in the target’s Lavabit accounts. Lavabit’s failure to provide
e-mail service means that the target’s Lavabit e-mail accounts are no longer viable sources of

information or evidence in the government’s investigation. Lavabit’s notification of the user

7
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means that the damage from user notification, such as the destruction of electronic evidence by
the target, has likely already occurred. Thus, some of the reasons for sealing certain sealed

pleadings no longer apply. The United States therefore requests that certain documents be

partially unsealed.

However, the criminal investigation into [
_emains ongoing, and Lavabit’s violations of the sealing order have not

entirely eliminated the reasons for sealing documents that are at issue in this matter. The
justifications for sealing outlined in the government’s original motion still apply to certain
categories of information, and such information should remain sealed. The United States hereby
reasserts (and incorporates by reference) those justifications as to the following categories of
information:

1) Investigative Facts, Including Applications for Legal Process and Affidavits in Support

of Those Applications. The above-captioned matters, which relate to a pen register, search

warrant, and grand jury subpoena, include pleadings outlining the government’s ongoing

criminal investigation into Though the

target of the investigation has been charged with certain offenses, the government’s investigation
into his criminal conduct is ongoing. The government continues to investigate the scope of
-unlawful activity, as well as whether he conspired with others. As such, the
documents in this category, which contain recitations of the basis for obtaining the orders sought
and their relevance to the investigation, contain “sensitive nonpublic facts,” the disclosure of
which could damage the ongoing investigation. This is sufficient justification for sealing. See /n
re Application of the United States of America for an Order Pursuant to 18 U.S.C. Section

2703(d), 707 F.3d 283, 293-94 (4th Cir. 2013); see also ACLU v. Holder, 673 F.3d 245, 253 (4th
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Cir. 2011) (noting government has compelling interest in protecting the integrity of ongoing
investigations).

The United States has also redacted the specific accounts targeted by the government.
Though these accounts, due to Mr. Levison’s actions, are no longer operational, knowledge of
the specific accounts known to the government could alert the target as to what information the
government has, or does not have, about his activities. This could allow him to alter or destroy
electronic evidence stored in other places. Such action would damage the investigation and thus
this information should remain sealed. See In re Application, 707 F.3d at 293-94.

2) The Identities of Law Enforcement Personnel Involved in the Ongoing Investigation.

The United States has redacted the identities of court and law enforcement personnel. Law

enforcement personnel are redacted because, in other investigations | !

[ \individuals who did not support the investigation attempted to harass

individuals working on the case by publishing their home addre&sxwork telephone numbers,
and work e-mail addresses, and encouraged others to directly contact them. Some individuals
also researched court personnel and placed personal information about such personnel on the
internet. As such, this information has been redacted to minimize disruption to the investigation
and to the operation of the courts. This is a valid justification for sealing. See, e.g., United
States v. Ramey, 791 F.2d 317, 318-20 (4th Cir. 1986) (noting that a case may be sealed for
legitimate prosecutorial needs and that protection of witness identities is a valid justification for
sealing an indictment).

3) Information Required to be Sealed by Law. Some information contained in the

records should be sealed by operation of law. For instance, some of the facts contained in

various applications is derived from the returns of grand jury subpoenas, which should be sealed
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pursuant to Federal Rule of Criminal Procedure 6(e). Other documents contain the address of
Mr. Levison’s personal residence, which is where his business is headquartered. This is personal
information which must be redacted pursuant to the E-Government Act of 2002. See E.D. Va.

Local R. 49.

One document specifically bears mention in this category: the grand jury subpoena
issued to Mr. Levison. This subpoena was issued to Mr. Levison but later withdrawn after the
government obtained a search warrant for the same information. Mr. Levison never appeared
before the grand jury, and the government’s interest in the information sought by the subpoena
will be revealed by the unsealing of the government’s search warrant. Thus, the government
does not believe that the grand jury subpoena needs to remain sealed at this time. To the extent
the court believes the release of the subpoena would disclose a “matter before the grand jury,”

the government seeks permission from the Court to disclose the subpoena as part of the record, if

necessary, in the Court of Appeals.
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CONCLUSION

For the foregoing reasons, the United States requests that the Court sign the proposed
order (Exhibit 25) partially unsealing the documents described in this motion, and authorize the
release of the redacted versions attached to this pleading as Exhibits 1-23. A redacted version of

the proposed order suitable for public release is attached as Exhibit 26.

Respectfully submitted,

Andrew Peterson

Assistant United States Attorney
United States Attorney’s Office
Eastern District of Virginia
Alexandria, VA 22314
703-299-3700 -
Andy.peterson@usdoj.gov
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UNITED STATES DISTRICT COURT I
FOR THE EASTERN DISTRICT OF VIRGINIA ¢ | JN 1 Q20

)
IN RE APPLICATION OF THE )
UNITED STATES OF AMERICAFOR )
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )

)

The United States has submitted an application pursuant to 18 U.S.C. § 2703(d).
requesting that the Court issue an Order requiring Lavabil LLC, an electronic communications
service provider and/or a remote computing service located in Dallas, TX, to disclose the records
and other information described in Attachment A to this Order.

The Court finds that the United States has offered specific and articulable [acts showing
that there are reasonable grounds to believe that the records or other information sought are
relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to believe that notification ol the existence of
this Order will seriously jeopardize the ongoing investigation, including by giving targets an
opportunity to flee or continue flight from prosccution, destroy or tamper with evidence, change
patierns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

[T 1S THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that Lavabit LLC
shall, within ten days of the date of this Order, disclose to the United States the records and other
information described in Attachment A to this Qrder.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence of the
application of the United States, or the existence of this Order of the Court, to the subscribers of

the account(s) listed in Attachment A, or to any other person, unless and untl otherwise
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authorized 10 do so by the Court, except that Lavabit [.LC may disclose this Order to an attorney
for Lavabit LLC for the purpose of receiving legal advice.
IT IS FURTHER ORDERED that the application and this Order are sealed until
otherwise ordered by the Court.
/s/

John F. Anderson
Uniled States | Magistrate Judge

Quae (0,213
Date

©nd
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ATTACHMENT A

I, The Account(s)

The Order applies to certain records and information associated with the following email

account(s):

[1. Records and Other Informution to Be Disclosed

Lavabit LLC is required to disclose the following records and other information, il available. to
the United States for cach account or identifier listed in Part | of this Attachment (“Account™),
tor the time period from inception to the present:

A

The following information about the customers or subscribers of the Account:

EJ

L}

)

<h

Names (including subscriber names, user names, and screen names);
Addresses (including mailing addresses, residential addresses, business
addresses, und e-mail addresses),

Local and long distance telephone connection records;

Records of session times and durations, and the temporarily assigned
network addresses (such as Intemet Protocol (“1P") addresses) associated
with those sessions;

Length of service (including start date) and types of service utilized:
Telephone or instrument numbers (including MAC addresses);

Other subscriber numbers or identities (including the registration Internet
Protocol (“1P™) address); and

Means and source of payment for such service (including any credit card
or bunk account number) and billing records.

Al records and other information (not including the contents of communications)
relating to the Account, including:

ki

I

Records of user activity for cach connection made to or from the Account,
including log files; messaging logs; the date, time, length. and method of
connections; data transfer volume; user names; and source and destination
Internet Protocol addresses;

Informaton about each communication sent or received by the Account,
including the date and time of the communication, the method of
communication, and the source and destination of the communication
(such as source and destination email addresses, 11 addresses, and
telephone numbers).
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EDAC
CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS TED
PURSUANT TO FEDERAL RULFE OF EVIDENCE 902(11)

L. , attest, under penalties of perfjury under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. | am employed by Lavabit LLC, and my official
title is _ . lam a custodien of records for Lavebit LLC. | staie
that cach of the records attached hereto is the original record or 2 true duplicate of the original
record in the custody of Lavabit LLC, and that T am the custodian of the attached records
consisting of ___(pages/CDs/kilobytes). | further state that:
all records attached to this certificate were made at or near the time of the

oceurrence of the matter sct forth, by, or from information transmitted by, u person with
knowledge ol those matters,

b. such records were kept in the ordinary course of'a regularly conducted business
activity of Lavabit LLC; and

C. such records were made by Lavabit LLC as o regular practice.

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence,

Date Signalure
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REI)
IN THE UNITED STATES DISTRICT COURT FOR THE A C]’ED
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN "l‘HE MATTER OF THE APPLICATION )
S (s R
: Al ‘R AU RIZING THE Under Seal
TN'STALL:\TION AND USE OF A PEN % i
I_{LEC}IS'I'EIUTR.J\I"’ AND TRACE DEVICE ) 1:13 EC a4
ON AN ELECTRONIC MAIL ACCOUNT )
ORDER

This matter having come before the Court pursuant 1o an Application under 18 U.8.C.

§ 3122, by - Assistant United States Attorney, an attorney for the Government
as defined by Fed. R. Crim. P. 1(b)(1), requesting an Order under 18 U.S.C. § 3123, suthorizing
the installation and use of a pen register and the use of a trap and trace device or process
(*pen/trap device™) on all electronic communications being sent from or sent (o the account
associated with —thut is registered 10 subscriber _a{
Lavabit, LLC (hercinafier referred 1o as the “SUBJECT ELECTRONIC MAILL ACCOUNT™).
The Court finds that the applicant has certified that the information likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation into possible violation(s) of
1S U.S.C. §§ 641, 793(d)-(e), and 798(a)(3) by—

IT APPEARING that the information likely to be obtained by the pen/trap device is
relevant to an ongoing criminal investigation of the specified offense;

IT 1S ORDERED, pursuant so 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Federal Burcau of Investigation to capture all non-content dialing,
routing, addressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and 1o

record user log-in data (date, time, curation, and Internet Protocol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for u period of sixty (60) days from the date of O]’E
such Order or the date the monitoring equipment becomes operational, whichever occurs later, b

[T 1S FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Burcau of Investigation, forthwith, all information, facilitics, and
technical assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference 10 the services that are accorded persons with
respect to whom the instatlation and use is to take place;

IT IS FURTHER ORDERED that the United States take reasonable steps (o ensure that
the monitoring equipment is not used (o caplure any “Subject:” portion of an electronic mail
message, which could possibly contain content;

[T 1S FURTHER ORDERED that Lavubit shall be compensated by the Federal Bureau of
Investigation for reasenable expensies incurred in providing technical assistance;

IT 1S FURTHER ORDERED that, in the event that the implementing investigative
agency seeks to install and use its own pen/trap device on a packetl-switched data network of a
public provider, the United States saall ensure that a record is maintained which will identify: (2)
any officer(s) who installed the device and any officer(s) who accessed the device 1o obtain
information from the network; (b) tae date and time the device was installed, the date and time
the device was uninstalled, and the date, time, and duration of each time the device is accessed 0
obtain information: (c) the configuration of the device at the time of its installation and any
subsequent modification thercof; and (d) any information which has been collected by the device.
To the extent that the pen/trap device can be set 1o automatically record this information
clectronically, the record shall be maintained clectronically throughout the installation and use of
the pen/trap device. Pursuantto 18 U.S.C. § 3123(a)(3)(B), us amended, such record(s) shull be
provided ex parte and under seal 10 shis Court within 30 days of the termination of this Order,
including any extensions thereof!

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed umil otherwise ordered by the Court, end that copies of such Order may be

2
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furnished to the Federal Bureau of Investigation, the United States Attorney's Office, and 40]*8
Lavabit; O
IT1S FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trup
device, or the existence of the investigation to any person, excepl as necessary to effectuate this

Order, unless or until otherwise orcered by the Court.

SO ORDERED: -
___—'_-_____,_,_.—-—-—"_‘
-O‘ ' weresa Carroll Bu_chanan
' ifjj-// United States Magistrate Judge

]

“Hon. Theresa C. Buchanan
United States Magistrate Judge

Date: @\\ﬁi

(1)
\
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Lavabit would not provide the requested information. 'The representative of Lavabit indicated
that Lavabit had the technical capability 10 deerypt the information but that Lavabit did not want
ta “defeat [its] own system.”

| e representative of Lavabit did not comply with the Order, and indicated he
first wanted 1o seek legul advice,

5. The Pen Register and Trap and Trace Act gives this Court the autherity o order a
provider to assist the government in the exceution of a lawtul pen register or trap and trace order,
inciuding by providing information.  Section 3122 of Title 18, United States Code, provides in
part: “An order issued under this section-- ... shall dircet, upon the request of the applicant, the
furnishing of intormation, fucilities, and technical assistance necessary to accomplish the
installation of the pen register or trap and trace deviee under scetion 3124 of this tide.™ Secuien
3124(a) provides, “Upon the request of an attlorney for the Government or an officer ot a law
enforeement ageney authorized to install and use a pen register under this chapter, a provider of
wire or electronic communication service. .. shall furnish such investigative or law enlorcement
afficer forthwith all information, facilities, and technical assistance necessary o accomplish the

installation of the pen register unobtrusively and with a minimum of interference. . if such
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aseistance is directed by a court order as provided in seetion 3123(b)(2) of this title.,” Seetion
3124(b) contains i similar provision governing trap and trace orders.
Wherefore, the United States requests an Ovder directing Lavabit to comply forthwith

with the Court’s June 28, 2013 Order.

Respectfully submitted,
NELIL L MACBRIDE
United States Attorney

Assistant United States Attornev
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

(Under Seal)
1:13 EC 297

T o Tt e T’

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on Junc 28, 2013, at approximately 4:00 p.m., this Court entered an Order
pursuant to 18 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (“pen/trap device™) on all elecironic communications being sent from or
sent to the electronic mail accnum_ which is an ¢-mail account
controlled by Lavabit, LLC (“Lavabit™); and

WHEREAS, this Court found that the information obtained by the pen/trap device would
be relevant to an ongoing criminal investigation; and

WHEREAS, the Court’s Order directed that Lavabit “shall fumish agents from the
Federal Bureau of Investigation, forthwith, all information, facilitics, and technical assistance
necessary to accomplish the installation and use of the pen/trap device;" and

WHEREAS, Lavabit informed the Federal Bureau of Investigation that the user of the

account had enabled Lavabit's encryption services and thus the pen/trap device would not collect

the relevant information; and

WHEREAS, Lavabit informed the FBI that it had the technological capability to obtain

the information but did not want to *‘defeat [its] own system;”
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IT IS HEREBY ORDERED that Lavabit LLC is dirceted to comply forthwith with the D
Court's June 28, 2013 Order, and provide the Federal Bureau of Investigation with unencrypted
data pursuant to the Order. To the extent any information, facilities, or technical assistance are
under the control of Lavabit are needed to provide the FBI with the unencrypted data, Lavabit
shall provide such information, facilities, or technical assistance forthwith,

Failure to comply with this Order shall subject Lavabit to any penalty within the power of
the Counj] LL)”.LJ.M e [Ou sy ‘mhl'j 092— crirmmuomaod crndie a lg‘r—-

o Q. Qri5

SO ORDERED. |, XL‘?j [ 3

st
eresa Carroll Buchanan

‘Judgae
Hon. Theresa C. Buchanan™ -~
United States Magistrate Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE

L

EASTERN DISTRICT OF VIRGINIA

Alexandria Division " REMN
R e - . Lo CLERE (LS. D730 COUR)
IN THE MATTER OF THE ) FILED UNDER SEAL NEviabae, i
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:113EC297
AUTHORIZING THE USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

B

MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves fr the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an ¢leztronic communicalions service provider, 10 show cause why
[_avabit LLC has failed 1o comply with the orders entered June 28, 2013, in this matter and, as
result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its
disobedience and resistence 1o these lawful orders. The United States further requests that the
Court convene a hearing on this motion on July 16, 2013, at 10:00 a.m., and issue a summons

directing Mr. Levison to appear before this Court on that date. In support of this motion, the

United States represents:

1. The United States is conducting a criminal investigation of_




Case 1:13-ec-00297-TCB Document 25-11 Filed 02/24/16 Page 30 of 82 PagelD#
Case 1:13-ec-00297-TCB *SEALED* Document 11-5 Filed 09/20/ Page 30f 8 eagel%?fOSB

REp 4 CTED

o]

On June 10, 2013, the United States obtained
an order pursuan: 10 18 U.S.C. § 2703(d) directing Lavabit LLC to provide, within ten days,
additional records and information e.bom-cmnil account. Mr. Levisen received that
order on June 11, 2013. Mr. Levison responded by mail, which was not received by the
govermment until June 27, 2013, M. Levison provided very little of the information sought by

the June 10, 2013 order.

3. On June 28, 2013, thz United States obtained a pen register/trap and trace order on
-mail account, a copy of which is attached together with the application for that
order.
4. On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior granc jury subpoena served on Lavabit LLC and the pen register
order entered that day. Mr. Levison did not have a copy of the order when he spoke with the
agents, but he received a copy from the FBI within a few minutes of their conversation, Mr,
Levison told the agents that he would not comply with the pen register order and wanted o speak
to an attorney. 1t was unclear whether Mr. Levison would not comply with the order because it
was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted email service for his customers.

tJ
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3 On June 28, 2013, afier this conversation with Mr. Levison, the United States
obtained an Order Compelling Compliance Forthwith, which directed Lavabit to comply with the
pen register order. Copies of that motion and order are attached.

6. Since June 28, 2013, the FBI has made numerous attempts, without success, 10
speak and meet directly with Mr, Lzvison to discuss the pen register order and his failure to
provide “all information, fucilities, and technical assistance necessary 10 accomplish the
installation and usc of the penftrap device™ as required by that order. As ol this date, Lavabit
LLC has not complied with the ordzr.

7 The United States requests that the Court enter the attached proposed order
directing Mr. Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt. The United States requests that this
show causc hearing be scheduled for July 16,2013, at 10:00 a.m,, and that a summons be issued
directing Mr. Levison to appear before this Court on that date.

8. The June 10, 2013 Section 2703(d) Order and the June 28, 2013 pen register order
remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the
existence of the governemnt's appl cations and the orders to the subscribcr-or to any
other persons unless otherwise authorized to do so by court order, except that Lavabit LLC may
disclose the orders to an attorney fer the purpose of obtaining legal advice regarding these orders.

The United States requests that these documents remain under seal, that the non-disclosure
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provisions of the orders remain in effect, and that this motion and order and any subsequent

pleadings and’or proceedings regarding this motion also be sealed.

Respectfully submitted,

Neil H. MacBride
Unijed States Attomey

ce
. Altorney's Building

Justin W. Williams U.S
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
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ORDER TO SHOW CAUSE
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IN THE UNITED STATES DISTRICT COURT FOR THE -D
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE CEVICE
ON AN ELECTRONIC MAIL ACCOUNT

UNDER SEAL

No. 1:13EC297

L R e =it

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant (o Title 18, United States Code, Section 401,
good cause having been shown, 1T IS HEREBY ORDERED:

ks Ludar Levison, the owner and operator of Lavabit LLC, an clectronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28. 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

& The Clerk's Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Burcau ol Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LLC
3. The Federal Bureau of Investigation shall serve the summons on Mr. Levison
together with @ copy of the Motion ol the United States for an Order to Show Causc and 2
certified copy of this Order 1o Show Cause.

4. The scaling end non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen reg ster order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose (he existence of these applications, motions, and court orcers,
including this Order to Show Cause, o the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders 10 an
attorney for the purpose of obtaining legal advice regarding these orders.
5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under seal until

vurther order of this Court.

Entered in Alexandria, Virginia, this ____ day ot July, 2013

Claude M. Hilon
United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) UNDER SEAL JL - 9283
APPLICATION OF THE UNITEDR )
STATES OF AMERICA FOR AN ORDER ) No. 1113EC297 CLERY US CISIVIC! COUR?

ALEMANBRIA, VEGITL

AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

S

CRDER TO SHOW CAUSE

Upon motion of the United States pursuant to Tite 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBY ORDERED:

L Ladar Levison, the owner and operator of Lavabit LLC, an elcctronic
communications service nrovider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause ‘why Lavabit LLC has failed 1o comply with the orcers entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence Lo these lawful orders;

2. The Clerk’s Office ¢hall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Bureau of Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau of Investigation shall serve the summons on Mr, Levison
together with a copy of the Motion of the United States for an Order 1o Show Cause and &
certified copy of this Order to Show Cause.

4. The sealing and non-disclosure provisions of the June 10, 2013 Scction 2705(d)

order and the Juns 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders, ED
including this Order 10 Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do 50 by court order, except that Lavabit LLC may disclose the orders 0 an
attorney for the purpose of obtainirg legal advice regarding these orders.

5 This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceediags regarding this matter shall be placed under seal until
further order of this Court,

: G R g ; L Anra
Enterad in Alexandria, Virginia, this _§ L"dn).' of July, 2013

."Sf
Claude M. Hilton

United States District Judge

A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT COLLTT
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AQ 52 (Rev. 0G0 Summons tn 2 Cominal Cese

UNITED ST41ES DISTRICT COURT
{or the REDACTED

Eastern Districs of Virginia

UNL

Case No. 1:13¢¢297

_—
=R SEA

4 R
o el & 8D Lo/

ﬂ l'&_:‘-r
ed3n

United States of America
V.

o

Laduar Levison

S’ T Nt S e S

‘_!}qr'a:.'far::
SUMDMONS IN A CRIMINAL CASE

YOU ARE SUMMONED to appear before the United States district court at the time, date, and place set forth
helow to answer 1o one or more offenses or violations based on the following document filed with the court:

i Indictment C Superseding Indictment 73 Information (0 Superseding Information 13 Complaint

: ab e N s ler - . . " . - S ; Sk ;
~ Probation Violation Petition Supervised Release Violation Petition 2 Violation Notice & Order of Coun

, — P S _ | . L E
Place: <01 Courthouse Square ]Cuurlroom No.: 800- }udgc Hilton
Alexandria, VA 22314

Date and Time: 7/16/13 @ 10 UU am

This offense is briefly described as follows:

See Attached Order

Dalte: 07/08/2013

ssuing officer’s Mignature

- Dcputy Clerk

Printed name and title

| declare under penalty of perjury that | have:

T Executed and returned this summons {71 Returned this summons unexcecuted
A TRUE COPY, TESTE::
CLERK, U.S. DISTRICT GCLWT

Diate:

DEPUTY GLERK

Prinzed name and wile
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AQ 110 (Kov. 01/09) Subpoena ¢ Tesndy Bafors 1 Oread Juey Lhel ¢ 1303827 4 13
United States District Court
for the
Eastern District of Virginia
SUBPOENA TO TESTIFY BEFORE THE GRAND JURY

TO Ladar Norman Levisun

Dallas, TX 75203

v ARE CONMMANDED lo appeer and testify before the United States district cowmt 2t the time, date. ond

plece shown below o tesify befors the court’s grend jury, When you amrive, you must remain gt the court wat
judge or a court ofTicer allows youto leave,

Flzc  UNITED STATES DISTRICT COURT Ouic and Time:  July 16, 2013 P
401 Courthouse Square
Alexundrie, Virginia 22314

Yo must elso bring with you the follewing documents, sleetronically stored information, or objects
(niznk if not applivable).

In addition (o your personal uppearance, you are dirccred to hring (o the grand jury the public end private
eneryprion heys used by luvabitcom in any SSL (Secure Socket Luyer) or TLS (Transport Seeurlty Luyer;
sessions, including HTTPS sesshuns with clients using (he tavabit.com web site #nd encrypled SMTP
communicalions (or Internet communications using other protocols) with mail servers;

Apy uther information pecessary 10 gecomplish 1he Installation und use of the pen/trap device ordered by
Judge Buchanan on June 28, 2013, unobtrusively und with minimum interference 1o the services that are
secorded persons with respect to whom the installation and use is to 1ake place;

I such Information is electronically stored or unable to be physically transported to the graud jury, you
may provide s copy of the information to the Federal Burenu of Investigution. Provision of this information

to the FBI does not excuse your personal appearance.

Daer Juls b1 2003 CLERK OF CRy

requests this subpoene, ere:

Offics of the Linlted States Antarney

Justin W, Williams United Sttes Atterney's Building
e Jumleson Avenae

Alevandrio, Vieghsia 22314 (T03) 2199-2700
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wana b0 Testidy Before 3 Grand Jury (Fage )
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—_
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>
<1
s
@
5
o
-3
i

PROOF OF SERVICE

This subpoena for (name of indtvidual or organization) Loder NVofmen  Leuis
was recehed by me on (cate) __ Ik W 2917

7 | personaly served tha subpnena on the individeal at (olace) _
¥ C "y

R § 0V PR O %2V %A, cn (zate)___Jud. U 2o or

U} |left the subpoena &t the individual's residence or usual ptace of abode with (name)
, o person of suitable age end discretion who resides tere, on

(dale) . and maited a copy to the individual's last known addrass; of
= 1 served the subpoeny on (name of inidividual) ,Whois

daesignated by law to accept service of process on benalf of (name of organization)

on (dale)

cr

U1 | retumed the subpoena unexeculed Decause 0f

Y o 1 S . N T
v, Other (soaciy)

| declara unaer the penaity of perjury that this information is true.

Del':-:____:r}‘ﬂd-g‘ '3 8 20, %

B L AR . 1, SR

Server's addrass

Additional infermatlon regerding attempted services, elc
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AQ 93 (Rev 12/09) Scarch and Seizure Warant

. UNITED STATES DISTRICT COURT
‘JNBEﬁ SEQ‘ for the e U REDACTED
Eastern District of Virginia

In the Matter of the Search of
(Bricily describe the property to be searcred
or identify the person by nume and qddress)

Case No. 1:1385W522
INFORMATION ASSOCIATED WITH

| e} f (="

CONTROLLED BY LAVAEIT, LLC
SEARCH AND SEIZURE WARRANT

P e

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Northemn District of  Texas _
(identify the person or describe the properiy 10 be searched end give lis locatfon)

See Anachmant A

The person or property to be searched, described above, is believed 10 conceal fidentfy the perser or describe the
property to be seizedy

See Attachment B

1 find that the affidavii(s), or any recorded testimnony, establish probable cause to scarch and seize the person or
propeny.

YOU ARE COMMANDED to execule this warrant on or before

(not 1o exceed 14 daysj
) in the daytime 6:00 a.m. to 10 p.m. o atany time in the day or night as | find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
waken to the persen from whom, or from whose premises, the property was taken, or leave the copy and receipt ut the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must preparc an
inventory as required by law and promptly return this warrant gnd inventory to United States Magistrate Judge
The Honorable Claude M. Hilton
(name)

3 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2703 (except for delay
of triz]), and authorize the officer executing this warrant to delay notice to the person who, or whose property, wili be
searched or seized fehech the appropriate box) Dfor R days (nor ta exceed 30).

Juntil, the facts justifying, the later specific date of

Date and time |5:~:11=:d/'_{__ .{v_{ll_(b. % o D20 N ) /sl
f

Claude M. Hilton
City and state:  Alexandria, Virginia___ ) United States District Judge
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ATTACHMENT A

Property to Be Searched

This warrant applies to information associated with_ that is

stored &t premises controlled by Lavabit, LLC, a company that accepts service of legal process at
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ATTACHMENT B

Particular Things to be Seized
l. Information to be disclosed by Lavabit, LLC (the “Provider”)
To the extent that the information described in Attachment A is within the possession,
custody, or control of the Provider, including any emails, records, files, logs, or information that
has been deleted but is still available to the Provider, the Provider is required to disclose the

following information to the government for each account or identifier listed in Attachment A:

a. All information necessary to decrypt communications sent to or from te Lavabit
e-mail accoum— including encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with
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I Information to be seized by the government

All information described above in Scetion [ that constitutes fruits, contraband, evidence

and instrumentalities of violations of 18 U.S.C. §§_ those
violations im'olving_including, for each account or identificr listed on

Attachment A, information pertaining to the following matters:

a. All information necessary to decrypt communications sent to or from the Lavabit
-mail account — including encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with

(]



Case 1:13-ec-00297-TCB Document 25-11 Filed 02/24/16 Page 49 of 82 PagelD# 569
Case 1:13-ec-00297-TCB *SEALED* Document 11-9 Filed 09/20/13 Page 6 of 6 PagelD# 87

. s Ep
CERTIFICATE OF AUTHENTICITY OF DOMESTIC
BUSINESS RECORDS PURSUANT TO IFEDERAL RULE

OF EVIDENCE 902(11)

I, , attest, under penaltics of perjury under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, tha: the information
contained in this declaration is true and correct. 1am employed by Lavabit, LLC, and my

official title is . 1am a custodian of records for Lavabit,

1LC. | state that each of the records attached hereto is the original record or a true duplicate of
the original record in the custody of Lavabit, LLC, and that | am the custodian of the atached

records consisiing of _{pages/CDs/kilobytes). | further state that:

a; all records attached to this certificate were made at or near the time of the
occurrence of the matter set forth, by, or from information transmitted by, & person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit, LLC; and
B such records were made by Lavabit, LLC as a regular practice,

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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UNDER SEAL UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE SEARCH OF

UNDER SEAL
(Local Rule 49(B))
No. 1:13sw3522

INFORMATION , : =D WITT

THAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

e et et M St

REDA Crgy

ORDER TO SEAL

The UNITED STATES, pursuant to Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application for a search warrant, the search warrant, the affidavit in support of the search
warrant, the Motion to Seal, and proposed Order in this matter; and

The COURT, having considered the government's submissions, including the facts
presented by the government (0 justify sealing; having found that revealing the material sought
10 be sealed would jeopardize an ongoing criminal investigation; having considered the
available alternatives that are less drastic than sealing, and finding none would suffice to protect
the government’s legitimate interest in concluding the investigation; and having found that this
legitimate government interest ounweighs at this time any interest in the disclosure of the
material; it is hereby

ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the
search warrant, the affidavit in support of the search warrant, Motion to Seal, and this Order be
sealed until further Order by the Court. It is further ordered that law enforcement officers may

serve a copy of the warrant on the occupant of the premises as required by Rule 41 of the Ied.
R. of Crim. Proc.

/s/

T ) Claude M. Iilton
Dae: Nyie Jb, 20613 e
{alexaddriz, Virginia United States District Judge
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA,

Case 1:13-
Case 1:13-ec-

IN RE: APPLICATION OF THE UNITED | Case No. 1:138W522 1L _E |
STATES OF AMERICA FOR AN ORDER | Filed Under Seal - !

PURSUANT TO 18 U.S.C. § 2705(b) i e !I“]i
} —

ORDER e ‘_‘_ Cout !

The United States has submitted an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issue an Order commanding Lavabit, an electronic communications
service provider and/or a remote computing service, not to notify any person (including the
subscribers or customers of the account(s) listed in the search warrani) of the existence of the
attached search warrant until further order of the Court.

I'he Court determines that there is reason 1o believe that notification of the existence of
the attached warrant will seriously jeopardize the investigation, including by giving targets an
oppertunity to flee or continue flight from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

[T 1S THEREFORE ORDERED under 18 U.8.C. § 2705(b) that Lavabit shall not
disclose the existence of the attached szarch warrant, or this Order of the Court, to the listed
subscriber or 10 any other person, unless and until otherwise authorized to do so by the Court,
excepl that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice.

IT 1S FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Court.

O /p} 2212 Is!
ate Claude M. Hilton
United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR L E
EASTERN DISTRICT OF VIRGINIA A —

Alexandria Division

CLERH, WS, DISTRICY COURT
Vi UL TR AT

FILED UNDER SEAL

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER

)

)

} No. 1:13EC297
AUTHORIZING THE USE OF A PEN )
)
)

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

Rey,

SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSK

The United States, through the undersigned counsel, submits the following additional
information in support of its show cause metion filed July 9, 2013:

I Following the issuance of the Court's Order to Show Cause, the government had a
meeting/conference call with Mr, Levison and his then counset. Mr. Levison was in Dallas.
Texas. at the FBI fieid office, at the time, and his counsel from San Francisco, California, and
prosecutors and FBI agents from the Washington, D.C. ficld office participated by telephone. The
conference call was convened to discuss Mr, Levison’s questions and concerns about the
installation and operation of @ pen register on the targeted email account. Mr. Levison's
concerns focused primarily on how the pen register device would be installed on the Lavabil LLC
system, what data would be captured by the device, what data would be viewed and preserved by
the government. The partics also discussed whether Mr, Levison would be able to provide
“keys™ for encrypted information,

2 During the conference cull, the FBI expluined to Mr. Levison that the pen register

could be instalied with minimal impact to the Lavabit LLC system, and the agents told Mr.,
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Levison that they would meet with him when they were ready 1o install the device and go over
with him any of the technical details regarding the installation and use of the pen register. As for
the data collected by the device, the agents assured Mr. Levison that the only data that the agents
would review is that which is stated in the order and nothing more (f.e., user log-in information
and the date, time, and duration of the transmissions for the target account).

-

3 Lavubit LLC provides encryption service 10 paid users Based

on the conference call with Mr. Levison, the FBI is reasonably confident that with the encryption
kevs, which My, Levison can access, it would be able view in an un-encrypted format any
encrypled information required to be produced through the use of the pen register.

4, Mr. Levison and his attorney did not commit to the installation and use of the pen
register at the conclusion of the July 10 conlerence call. On July 11,2013, counsel who
participated in the conference call informed the government that she no longer represented Mr.
Levison or Lavabit LLC. In addition, Mr. Levison indicated that he would not come to coust
unless the government paid for his travel.

5. On July 11, 2013, FBI agents served Mr, Levison with @ grand jury subpoena
directing him 1o appear before the grand jury in this district on July 16, 2013, As a grand jury
witness, the sovernment was responsible for making Mr. Levison’s travel arrangements.

6. On July 11, 2013, the undersigned counsel sent Mr. Levison an email indicating
that he has been served with a show cause order from this Court requiring his appearance or: July
16,2013, and a subpoena requiring his appearance on the same date before a federal grand jury.
‘The email turther advised Mr. 1.evison that he should contact the United States Attorney’s Office

as soon as possible 10 make his travel arrangements,
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On July 13,2013, Mr. Levison, who was no longer represented by counsel, sent
government prosecutors an email indicating that he would be able to collect the data required by
the pen register and provide that data to the government after 60 days (the period of the pen
register order), For this service, Mr. Levison indicated that the povernment would have to pay
him $2000 ftor “developmental time and equipment” plus an additional $1300 if the government
wanted the data “more frequently” than after 60 days.

8. On July 13, 2013, the goverunent responded o Mr, Levison's proposal. The
prosecutors informed Mr. Levison that the pen register is a devise used to monitor ongoing email
traffic on a real-time basis and providing the FBI with data after 60 days was not sufticient.
Furthermore, prosecutors informed him tha the statute authorizes the government to compensate
a service provider for “reasonable expenses,” and the amount he quoted did not appear to be
reasonable. Mr. Levison responded by email stating that the pen register order, in his opinion,
does not require real-time access (although this fact was discussed at length during the July 10
conference call). Moreover, he indicated that the cost of reissuing the “SSL certificate” (for
encryption service) would be $2000. It was unclear in his email if this $2000 was an additional
expense 10 be added to the $3500 previously claimed. Mr. Levison indicated that he would try to
contact the person responsible for making his travel arrangements at the United States Attorney’s
oiTice on Sunday alternoon.

9: On July 13, 2013, Mr. Levison spoke with the person responsible for making his
travel arrangements. He was told that he was booked on a flight from Dallas, Texus, to Reagan

National Airport departing that same evening. He also had a hotel reservation. Mr. Levison

fad
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10.  The proceeding before the Court today is to determine whether Lavabit LLC and
Mr, Levison should be held in civil contempt. Civil contempt, as compared to criminal contempt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
a court order. There are four elements to civil contempt: (1) the existence of valid order of which
[.avabit L1.C and Mr. Levison had actual or constructive knowledge; (2) the order was in the
government’s “favor"; (3) Lavabit LLC and Mr. Levison violatec the terms of the order and had
knowledge, or constructive knowledge, of such violation; and (4) the government suflered harm
as aresult. Mnre Grand Jury Subpoena (1-112), $97 F.3d 189, 202 (4th Cir. 2012).

il Here, cach of these elements has been met. Lavabit LLC, through direct
communication between the government and Mr. Levison, its owner and operator, has had actual
knowledge of the pen register order and the subsequent June 28 order of the magistrate judge
compelling compliance with that order. This Court’s show cause order, which was personally
served on Mr. Levison, provided further notice of the violation of those orders by Lavabit LLC.
The government clearly has suffered harm in that it has lost 20 days of information as a result of
non-compliance.

12 Lavabit LLC may comply with the pen register order by simply allowing the FB!
to install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC
informs the Court it will comply with the order, the government will not scek sanctions. [f,
however, Mr. Levison informs the Court that Lavabit LLC will not comply, the government
requests that the Court impose a fine of $1000 per day, commencing July 17, 2013, until Lavabit
LLC fully complies with the pen register order.

134 To the extent that Lavabit LLC takes the position that the pen register does not

-a
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authorize the production of the encryption keys, the government has asked the Court 1o authorize
the seizure of that information pursuant 1o a warrant under Title 18, United States Code, Section
2703, thus rendering this argument moot.

14. The Court has scaled this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy of this pleading to Mr. Levison at today’s hearing,

Respectiully submitted,

Neil H. MacBride

"/ United States Attorney’ fice

/ Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue

Alexandria, Virginia 22314

Phone: 703-299-3700
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UNITED STATES DISTRICT COURT
TASTERN DISTRICT OF VIRGINIA
SLEXANDRIA DIVISION

/
IN THE MATTER OF THE ) @z;rfzﬁ;Egﬁ
APPLICATION CF THE UNITED )} 1:13 EC 297 Q:& e
STATES OF AMERICR FCR AN )
ORDER AUTHORIZING THE ) UNDER SEAL
INSTALLATION AND USE OF 2 )
PEN REGISTER/TRAP AND TRACE ) Alexandria, Virginia
DEVICE ON AN FLECTRONIC ) July 16, 2013
MAIL ACCOUNT ) 10:41 a.m.

TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

ARDEARAEN

PG
D DL —

N
s

|

For the United States: James Trump, Bsq.

Andrew Peterscn, Esg.
BRrandon Van Grack, Esq.
Michael Ben'Ary, Esq.

For the Respondent: Ladar Levison, Respondent

Court

~ ey

Reporter: cCr

(&1

Tracy L. best RPR, CMRS,

gkl

Proceedings repcrted by machine shorthand, transcript produced

ny computer-aided transcrapzion.

I'racy L. Westfell

QCR-UBDC/ ZUN,

ALY
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1 PROCEEDINGS
2 THE CLERK: In Re; Case No., 1:13 EC 297,
3 MR. TRUMP: Good morning, Judge. Jim Trump on behalf
i | of the United States. With me is Andy Peterson, Brandon
5 || van Grack from the United States Departmant of Justice,
& || ¥r. Ben'Ary berind me, and Matt Braverman, special agent Ior the
7 EBIL,
g THE COURT: All right.
9 MR. LEVISON: Ladar Levison, the subject of the
10 || summens.
13 TEE COURT: All right Mr. Trump.

MR. TRUMZ:

ni

LR

this morning dascribing the commu

LLC, through Mr. Levison. And T

1

15 || would like this Court to inquire of Mr. Levison whether he

15 | intends to comply with the pen register order which would

17 require him to allow the FBI access to his server to install e
19 || device which will extract data, filter that cata, and provide

19 || that data to the FBI, and tc provide the FBI with the encryption
20 || keys to the extent there is encrypted information, included

21 || among within the body of information called for by the pen

22 register orderx

23 as the Court is aware, and as we will provide with

24 || Mr. Levison, we obtained a search warrant this morning from Your
25 || Honor for the same encryption xeys Thus, to the extent there's

Tracy L.

cation

vyour Honor, we submitted our supplemental

we've

think, very simply, we

Hautfall

CCR-USLT BOVA
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1 || any question as te whether Mr. Levison would be reguired tc
2 || provide these keys, it's now subject both to the pen register

3 order and the search warrant, the seizure warrant,

4 That's where we stand, Your Honor. If tr. Levison
5 || agrees to comply with the order, we would not sesX any

6 sapctions. We would ask that he be directed t¢ forthwith make

7 his servers availaeble so the FBI can install that device and to

g8 || extract the encrypticn keys.

9 I1f, however, he informs the Court he is not willing to
10 || comply with the order, we would ask the Court to impcse

11 || sanctions. We suggested in cur pleading a thousand dollars a
12 || day te be paid to the United States government until he

i3 || complies. If he deesn't comply with that sanction, then we

14 || would be back in court cseeking additional sanctions or charging

th

i5 additionral cffenses,
16 THE COURT: All right. ™r. Levison.

L]

i7 MR. LEVISON: Good morning, Your Honor. I'm not sure

18 || what order I should make these in, but I would like to request 2
19 || counle of things by motion.

20 T'd like to move that all of the nonsensitive portions
'

21 | of the documents that were provided, i.e., everything except tne

22 | account in question, pbe unsealed.

-

pelieve it's important for
23 the industry and the people to understand what the governmen

24 || requesting by demanding that I turn over these encr yption xeys

3N
(84]
Hh

or the entire service.
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What do

Deal with the motions before I --

MR. ''RUMP: What Mr. Levison is trying to do, Your
Honor, is invite industry to come in and litigate as a surrogate
for him the issue of whether the encryprion kKeys are part and
parcel of the pen register order. And that's one of the rezszuns
e sought the ssarch warrant, to make it clear, whether through
rhe search warrant or pen register order, he is required to

We know he's been in contact with attorneys whe also

represent industry groups and others who have litigated issues

Ye this in

(=
et

rne WikiLeaks context and others. But we would

object to unsealing this matter because it's just

Mr., --

THE COURT: And they've done that in connec

ot
j
Q
|
j
')

the issuance of a pen register?
MR. TRUMP: They have litigated privacy-related issuss
in the context of process uncder 2703. I'm not sure -- 00T 2 DED

register, but with respect to 2703.

But we cdiscussed this issue with Mr. Levison and his

counsel by conference call.

% - 3 e 1 o o~
That it's bhasic

just the

racipient, time, duration, that sort of

Leviscn wants to cbject to providing the keys,

to doing that and

then we ca&n proceed
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i || from there, but I don't think he's entitled to try to make this
2 || 2 public proceeding to invite others in to litigate those issues
3|| on his behalf.

4 THE COURT: All right. Well, I believe that to be

s || correct. I mean, this is a criminal inwvestigation ~ pen

6 || register has been ordered and is here at 1issue, and any motion
7 || to unseal that will be denied.

g vou said you had another motion, I believe?

¢ MR, LEVISON: Yeah. My issue is only with the SEL

10 || keys So if that is litigated separately and that portion of
i1 || the procszeding is unsealed, i'm comfortables with that.

12 THE COURT: 1T don't understand what you're saylng,

13 || separate proceedings.

14 MR. LEVISON: Sorry. I have always agreed to the

ig || instailation of the pen register device. I have only ever

objected to turning over the SSL keys because that would

17 || compromise all of the secure communications in and ocui of my
18 || netwerk, including my own administrative traffic.
19 THE COURT: Well, didn't my order already include that?
20 MR. LEVISON: I do not believe so, sir
21 THEZ COURT Did my initial order -- I don't recall at
22 || the moment. Did my initial order recall the encrypted devices
23 || wich the installation of a pen register?
24 MR. TRUMP: The pen register, as issued, just reguired
25 all assistance, technical assistance, facilities, and

Tracy L, Westial TReUSIH A
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information, to facilitate the pen regis

T
1)
~

Thiis morning the search warrant regqui

THE COURT: Yeah, but the search warrant's &

12131){&(j]r131)

a differ
matter now. That's not hefore me this morning. The only th
that's before me this morning is the pen register.

MR. TRUMP: Correct.
THE COURT: So as I understand it, my initial order
ordered nothing but that the pen register be put in place.

MR. TRUMP: And all technical assist
and facilities necessary to implement the pen

it's our position that without the encrypticn

actual monitoring reguired by the pen register, the FR

requires tne encrypticn keys.

THE COURT: Well, that could be, but

T cdon't

inn
ing

litace €
I elsze
know tha

T need -- I don't know that I need to reach that beczuse I've

issued & search warrant for that.

=

MR. TRUMP: Correct, Your

.

ionor. That the --

litigating this issue, we asked the Court to entexr the

walLa -
THE COURT: Well, what I'm saying is
tha pan register be established, and that the

doesn't want to do in connection with the pen
give up the encryption device or code --

MR, LEVISON: I've always maintalined

Tracy &

only thi
register

Westfall

o
.t

alzursa

I
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1 THE COURT: =-- so we've got no issue here. You're

2 || ready to do that?

3 MR. LEVISON: 1I've been ready to do that since ARgent

4 || Howard spoke to me the first time.

5, THE COURT: All right. So that ends cur --

[ MR. TRUMP: Well, then we have to inguire of

7| Mr. Leviscn whether he will produce the encryption keys pursuant

g || to the search warrant that Your Honor just signed.

9 THE COURT: But ! can't deal with that this morning,

@
oy
o
QO
O
|.'¢
=
sll
0

11 MR. TRUMP: Well, it's the same issu

12 || him, Your Honor. We can serve him with the warrant and ask nim

13| if he's going to comply rather than --
14 MR. LEVISON: Your Honor, I've also been issued a

15 || subpoena demanding those same keys, which I brought with me in
16 || the event that we would have to address that subpoena.
17 THE COURT: I don't know, Mr. Trump. I don't think

18 || want to get involved in asking him. You can talk with him and

ot
(e]

see whether he's going to produce them or not and let him tell

™~

0|l vou., But I don't think I ought to go asking what he's going o

-3
a

1 || do and what he's not going to do because I can't take any action

I3
ha

about it anyway.

I
Lad

If he does not comply with the subpozsna, there are

24 remedies for that one way or ancother.
25 MR. TRUMP: Well, the original pen register order was
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llowed by a compulsion order from Judge Buchanaen. The

e
D

z compulsion order required the encryption keys to be produced.

)
i
o
z
U}
T
v
=
rt
(o]
(=
T
o
(14

show cause order is to resquirs

4 || compliance both with the pen register order and the compulsion

5 || crder issued by Judge Buchanan.
& and that order, which was attached te the show causs

7 || order, states, "To the extent any information, f{acilitlies, or

(o8]
Jo

rechnical assistance are under the con=rol of lLavabit are needed
$ || to provide the FBI with the encrypted data, Lavabit snall

10 || provide such information, facilities, or technical assistance

11 forthwi

-
[~

MR, LEV

'I—!

SON: T would object to that statemsnt,

13 || don't know if I'm wording this correctly, but what was in that

14 order to compel was a statement that was incorrect.

n
-
(=

leve Tn

Agent Howard seemsd to bel

(=
83 1

tc encrypt the e-mall content stored on ou

4

servers, which is

fa—
-1

not the case. I only have the keys that govern comrunications

15 into and out of the network, and those keys are used tTo securs
1¢ || the craffic for all users, not just the user in guestlion.

)
o

So the statement in that order compelling me Lo

21 || stuff and Agent Howard stating that I have the ability to dO
22 || that is rechnically false or incorrect. There was naver an

23 explicit demand that I turn over these keys.

24 TiE COURT: I don't know what bearing that weuld have,
25 || would it? 1 mean, I don't have a problem -- Judge Buchanan
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issued an order in addition teo mine, and I'm not sure T ought o

1

he en

"orcing Judge Buchanan's order.

=t

My crder, if he says that he will produce or allow

n

M

installation of the pen register, and in addition I have

a search warrant for the codes that you want, which I did this

that's been entered, it seems that this issue 15 over

need To that he allows the

i

sSee

concernad except I

and complies with the subpoena.

TRUMP: Correcet.

THE COURT: If he deesn't comply -- if he doesn't

comply with the subpoena, then that has -- T have to addrzss

4R. TRUMP: Right.

THE COURT: But right now there's nothing for me to

address here unless he is not telling me correctly about the pen
register.

MR. TRUMP ell, we can -- Your Honor, if we can talx
to Mr. Levison for five minutes, we can ask him whether he will
honor the warrant that you just lissued.

MR. LEVISON: Before we deo that, can I --

THE COURT: Vell, what can I do about it 1f he doesn':t

if ne tells wvcu he's not going to? You've got the right to go
b 8 g 2

out and scarch and get it.

MR, TRUMP: Well, we can't gel the information withourt

He's the only who knows and
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1|l it. We can't tvake it from him involuntarily. 11 1)

2 MR. LEVISCN: 1If I may, sir, my other --

3 THE COURT: Wait just a second,.

4 You're trying to get me ahead. You're trying to get m
5 || to deal with a contempt before there's any contempt, and I have
€ || 2 oroblem with that.

7 MR. TRUMP: I'm trying to avoid contempt altegether,

8 || Your Honor.

9 THE COURT: I know you are. And I'd love for you-all
10 || to get together and do that. I don't want to deal with it

11 || either. But I don't think we can sit around and agree that

12 there's going to be a default and I will address it pefore it
13 || occurs.

14 MR. TRUMP: I'm just trying to figure out whethe:

15 || there's going to be a default. We'll take care of that, Judge
16 THE COURT: You can I chink the way we've Jot Io Qo
17 || this -- and I'll listen to yecu. I'm cucting you off, I xnow,
18 || buz I'1ll listen to you in a minute.

X9 Phe way we have to do this, the hearing that's before
20 || me this morning eon this issue of the pen register, that's been
21 || resolved, or so he's told me. I don't know whether you want LC
22 || continue this one week and see if he complies with that, which
22 || quess would be prudent to do, or a few days for nim to compl
24 with the pen registet Then we will wait and see what happens
z5 || with the subpoana

]

[t
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w

ecause 4as

ne savs he's aoing to comply

" .
Ihne next

issue will be

subpoena. And I don't Xxnow

presume, and I don't want him to represent

1
o
=3
(]
<
-
u
rt
1411
foe
%
1
41

v

te do when he can very well go home and decide he's goling To D

something different.

Wwhen that warrant is served, we'll know what he's goincg
tc do. I think we've got -- I don't see another way to do it,

MR. TRUMP That's fine, Your Honor. We will serve the
warrant on him as soon as we conclude this hearing, and we'll

find out whather he will provide the keys or not.

THE COURT: Okay. Now, did you want to say anything
clse?

MR. LEVISON Well, I mean, I've always maintained that
all the government needs to do 1s contact me and set up an
appointment to install that pen register. Soc I don't kno by
thwera has never been any confusion azbout my willingnsss to
install it. I've only ever objected tc the providing of thoss

secure any sensitive informetion

But my motion, and I'm not sure if relavant or not

because it dea morae with the issue of the

p—
4]

subpoena demanding

the keys and for what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy L. Westiall
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¥

s
o
r

st. I've issued the subpoena. Whatever happens with

4 || thar, that's -- you're trying to get me to do what Mr. Trump

5 || wanted tec do and to arrange this beforehand.
£ VR, LEVISON: Well, 1 don't know if I have to appear

7 || before that grand jury right now and give the keys cver or face

g |l arrest. 1I'm not a lawyer so I don't understand the procedure.

A1
=3
{:J

HE COURT: I don't know either. You need to have --
d me wise to have a lawyer.
Ex MR. LEVISON: Okay.

L2 THE® COURT: I don't know what's going LO happell,

L ar

¢ know. They haven't served the warrant yet. 1 nave no

+

L¥]
o
Q
33

Don't know what's going to happen with it., You'll Jjust

4

Fee]
e
ja 8
193]
x1)

15 || have to figure that out, and it be wise to have a lawyer to do

-
oy

it, I would think.

17 MR. LEVTSOM: I guess whila I'm Bhi

[

. . o
re in regards tc the

GO

12 || pen register, would it be possible to request some sort of

19 || exvternzl audit to ensurc that your orders are followed to the

. i g oo .
Z0 ie-war in terms of the information collected and preserved?
z1 THE CQURT: No. The law provides for those things, and

22 || any other additional or extra monitering you might want or thinx

23 is appropriate will be denied, if that's what vou're requesting.
24 MR, LEVISON: OQkay. I mean, it requests that the
23 || government return to the Court records --

Tracy L. Wesrfall OCR-USDC/EDVR
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1 THE COURT: You need to talk to a lawyer about what the
2 || law recuires for the issuance of a pen register.

L3
o
o

LEVISON: They can handle that separately. That's

e

fine.

w

THE COURT: The law sets out what is done in that

6

H
(]
is]
[+1]
=
[o R

Your lawyer can £ill you in 1f you want tc knocw,.

7 MR. LEVISON: 1I've always been willing to accept the

B || devics I just have some concern about ensuring that it's used
2 RPraceliV.
ic THE COURT: Should we continue this to some specific

11 || date to see that he complies with the pen reglster

12 MR, TRUME: We can, Your Honor. IZ's & moot issue
12 || without the encryption keys

14 THE COURT: Well, that is a practical matter --

15 MR. TRUMP: That's a practical --

16 THE COURT: -- but I don't think it is a moot issue. 1
17 || mean, you-all have got the right to go in and put orn That pen

18 || register. He says that he will do it, That's all that I've

19 || ordered,

20 Now, the other business about ordering that, Judge

21 || Buchanan made an order that he's going te have to supply what

2 you say is the encryption codes tc make the informaticn useful
23 I don't know. I didn't enter that order. I have trcuble waiing
24 that cennection.

25 If you're going to -- I don't know whether you want Lo

Tracy L. Wesuiell OCR-USDC/EDVA
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1 || do something in front of Judge Buchanan or not.
Z MR. LEVISON: You see, Judge, though that I've always
3 || been willing. They just didn't feel the need to set up an

4 || anpointment.

w

THE COURT: What do you want me to do with this case?
6 |l You want me to continue it? You want me to say it's moot right
7 || now and just end it?

g MR. TRUMP: No. I think we can continue it. I don't

g know Mr. Levison's schedule. 1t can be decne within hours cf his

11 THE COURT: OFf course he can. You want to continue it
12 || till a week from Friday?

13 MR. TRUMP: Or a week from today.

14 MR. LEVISON: I'm not available within hours of my

15 return, but I can meet with you on Thursday.

15 THE COURT: Let's continue it a week from Friday.
17 MR. TRUMP: A week from Friday.

H
[#8]
v

HE CQURT: What date's that? The --

*“
(sl
3
e

HE CLERK: 26th.

20 THE CQURT: The 26th?
21 MR. LEVISON: Acceptable to me.
22 THE COURT: We'll continue it te the 26th, and that's

23 for determining whether or not that pen register has been
24 installed as you request.
25 We can make it 10 o'clock.

Tracy L. Westfall OCR-USBC/ELVA
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7111 remember 10:00 instead of 10:30 this

k
5
-
5!
|
0
o]
-~

3 THE CQURT: Rll right. Thank ycu.

G All right. Thank you-all. We'll adjourn till temorrow

7 (Proceedings concluded at 11:02 a.m.)

[
[¥]
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1 CERTIFICATION

3 I certify, this 17th day of September 2013, that the

4 foregoing is a correct transcript from the recerd of pr

=

J
rp
1]
'._‘
tll
i

in the above-entitled matter to the best of my ability.
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE

N
APPLICATION OF THE UNITED

)
)
STATES AUTHORIZING THE USE OF ) T e
% PEN BEGISTER/TERD AND TRACE ) Criminal No. 1:13EC2%7
DEVICE ON AN ELECTRONIC MAIL )
ECCOUNT )
)
ORDER
This matter comes pefore the Court on the Government's Mortion
that Ladar Levinson, the owner and operxator of Lavabkit, LLC show cause

as te why Lavabit, LLC has failed to comdly with th

s Court’'s Qrder

of June 28, 2013 and why this Court should not hold Mr. Levinson and

L"“
Ill

GCEDERED that Ladar Levinscn's Motion To Unsesal

this matcer is continued te Friday, July 26, 2013 at 10:00 a.m., Ior

vabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal.

or the reasons stated from the bench, it 1s hereby

ig DENIED and

/s/

. Claude M. Hilon
United States District Judge

Alexandria, Vir
July /4 . 2013
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IN THE UNITED STATES DISTRICT COURT IFOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THIE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury

FILED UNDER SEAL . U;. [E
RS T D
No. 1:13EC297 S|
CLTRZ US MmSIACT CoUR!
ﬂl_r.r."F‘-‘. "'JE‘...';H____

No. 1:138W322

No. 13-1

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit LLC (“Lavabit”) and Mr. Ladar Levinson ("Mr. Levinson”) move

this Court to quash the grand jury subpoena and scarch and seizure warrant

served on them by the Ifederal Bureau of Investigation and the Office of the

United States Attorney (collectively “Government”).

BACKGROUND

Lavabit is an encrypted email service provider. As such, Lavabit’s

business model focuses on providing private and sccure cmadl accounts o its

customers. Lavabit uscs various enceryption methods, including secured sacket

layers (“SSL”), to protect its users’ privacy. Lavabit maintains an eneryption
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key, which may be used by authorized users deerypt data and communications
from its server (“Master Key”). The Government has commanded Lavabit, by a
subpoena! and a search and seizure warrant, to procduce the encryption keys
and SSL keys used by lavabir.com in order to access and decrypt

communicetions and data stored in one specilic email address

_{“Lavabit Subpoena and Warrant”),

ARGUMENT

If the Government gains access to Lavabit's Master Key, it. will have

unlimited access to not only_(“Emajl Account’), but

all of the communications and data stored in each of Lavabit’s 400,000 emuail

accounts. None of these other users’ email accounts are at jssue in this
matter. However, production of the Master Key will compromise the security of
these users. While Lavabit is willing to cooperate with the Government
regarding the Email Account, Lavabit has a duty to maintain the security for
the rest of its customers’ accounts. The Lavabit Subpocna and Warrant arc
not narrowly tailored to seek only data and communications relating to the

Email Account in question. Asa result, the Lavabit Subpoena and Warrant are

unreasonable under the Fourth Amendment.

a. The Lavabit Subpoena and Warrant Essentially Amounts to a
General Warrant,

! Thie grand jury subpozna not only commanded Mr, Levinson to appear before this Court on
July 16, 2013, but also to bring Lavabit’s encryption keys. Mr. Levinson’s subpocna to appcar
before the grand jury was withdrawn, but the government continues te seck the eneryption
keys, Luavabit is only secking to quash the Court’s command that Mr. Levinson provide the

encryption keys.
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Though the Lavabit Subpoena and Warrant superficially appears to be
nerrowly tailored, in reality, it operates as a genceral warrant by giving the
Government access to every Lavabit user’s communications and data.

ILis not what the Lavabit Subpoena and Warrant defines as the boundaries for
the search, but the method of providing access for the search which amounts to
a general warrant.

It is axiornatic that the Fourth Amendment prohibits general warrants.
Andresen v. Maryland, 427 U.S. 463, 480 (1976). Indeed “it is familiar history
‘hat indiscriminate searches and scizures conducted under the authority of
‘weneral warrants’ were the immediate cvils that motivated the framing and
adoption of the Ifourth Amendment.” Payton v. New York, 445 U.S. 573, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that “the place to be scarched” and “the persons or things to be seized”
be described with particularity, United States v, Moore, 775 I'. Supp. 2d 882,
898 (E.D. Va. 2011) (quoting United States v. Grubbs, 547 U.S. 90, 97 (20C6)).

The Fourth Amendment’s particularity requircment is meant to “prevent(]
the scizure of one thing under a warrant describing another.” Andresen, 427
U.S. at 480. This is precisely the concern with the Lavabit Subpoena and
Warrant and, in this circumstance, Lh.c particularity requirement will not
protect Lavabit. By turning over the Master Key, the Government will have the
ability to search cach and every “place,” “person [and] thing” on Lavabit's

network,
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The Lavabit Subpoena and Warrant allows the Government to do a
“general, exploratory rummaging’ through any Lavabit user account. See id.
(auoting Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971)) (describing the
issue with general warrants “is not that of intrusion per se, but of a general,
exploratory rummaging in a person’s belongings®). Though the Lavabit

- Subpocena and Warrant is facially limited to the Email Address, the
Government would be able to scize communications, data and information from
any account once it is given the Master Key.

There is nothing other than the “discretion of the officer executing the
warrant” to prevent an invasion of other Lavabit user’s accounts arnd private
emails. See id. at 492 (quoting Stanford v. Texas, 379 U.S. 476, 485 (1965))
(explaining that the purpose of the particularity requirement of the Fourth
Amendment is to ensure, with regards to what is taken that, “nothing is left to
the discretion of the officer executing the warrant.”) (internal citation omitted).
Lavabit has no assurance that any scarches conducted utilizing the Master Key
will be limited solely to the Email Account, See Groh v, Ramirez, 540 U.S. 581,
561-62 (2004) (citing Camara v. Municipal Court of City and County of San
Francisco, 387 U.S. 523, 532 (1967)) (noting that a particular warrant is to
provide individuals with assurance “of the lawful authority of the executing
officer, his nced to search, and the limits of his power to search) (emphasis
added). Lavabit has a duty to its customers to protect their accounts from the
possibility of unlawful intrusions by third parties, including government

entities.

Fal
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As the Lavabit Subpocna and Warrant arce currently framed they arc
invalid as they operate as a general warrant, allowing the Government (o
search individual users not subjection to this suit, without limit.

I, The Lavabit Subpoena and Warrant Seeks Information that Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Government will be
given access to data and communications thal arc wholly unrelated to the suit.
The Government, by commanding Lavabit’s eneryption keys, is acquiring
access to 400,000 user's private accounts in order te gain information about
one individual. 18 U.S.C. § 2703(d) states that a court order may be issued for
information “relevant and material to an ongoeing criminal investigation.”
However, the Government will be given unlimited access, through: the Master
Key, to several hundred theusand user’s information, all ol who are not
“material” to the investigation. Id.

Additionally, the Government has no probable causc to gain access (o the
other users accounts. “The Fourth Amendment...requires that & warrant be no
broacler than the probable cause on which it is based.” Moore, 775 F. Supp. 2d
at 897 (quoting United States v. Hurwitz, 459 F.3d 463, 473 (4th Cir. 2006)).
Probable cause here is based on the activities of the individual linked to the
Email Address, Other Lavabit users would be severely impacted by the
Goavernment’s aceess to the Master Key and have not been accused of
wrongdoing or criminal activity in relation to this suit. Their privacy interests

should not suffer becausc of the alleged misdeeds of another Lavabit user.

(93]
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c. Compliance with Lavablt Subpoena and Warrant Would Cause
an Undue Burden,

As a non-party and unwilling participant to this suit, Lavabit has already
incurred legal fees and other costs in order to comply with the Court's orders.
Purther compliance, by turning over the Master Key and granting the '
Government access (0 its entire network, would be unduly burdensome. See
18 U.S.C. § 2703(d) (stating that “the service provider may [move to] quash or
madify lan] order, if the information or records requested are unusually
voluminous in nature or compliance with such order otherwisc would cause an
undue burden on such provider.”) (emphasis added).

The recent case of In re Application of the U.S. for an Order Pursuant to 1 8
U.S.C. 2703(d) (“Twirter") addresses similar issues, 830 F. Supp. 2d 114 (E.D.
Va. 2011). In that case, the Petitioners failed to allege “a personal injury
counizable by the Fourth Amendment.” Jd. at 138. However, Lavahit’s
circumstances arc distinguishable. The Government, in pursuit of information
date and communications related te the Email Address, has causcd and will
continue to cause injury to Lavabit. Not only has Lavabit expended a great
deal of time and money in attempting to cooperate with the Government thus
far, but, Lavabit will pay the ultimate price—the loss ol its customers' trust and
business—should the Court require that the Master Key be turncd over.
Lavabit’s business, which is founded on the preservation of electronic privacy,

could be destroyed if it is required to produce its Master Key.,
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Lavabit is also a fundamentally different entity than Twitter, the business
at issue in Twitter. The Twitter Terms of Service specifically allowed user
information to be disseminated, Id. at 139, Indeed, the very purposc of Twitter
is for users to publically post their musings and belicfs on the Internet. In
contrast, Lavabit is dedicated to keeping its user’s information private and
secure. Additionally, the order in Twitter did not seek “content information”
from Twitter users, as is being sought here. Id. The Government’s request for
Lavabit’s Master Key gives it access to data and communications from 400,000
email securce accounts, which is much more sensitive information that at issue
in the Twitter.

The Government is attempting, in complete disregard of the Fourth
Amendment, to penetrate a system that was founded for the sole purpose of

- privacy. See Katz v. United States, 389 U.S. 347, 360 (1967) (stating that “the
touchstone of Fourth Amendment analysis is whether a person has a
constitutionally protected reasonable expectation of privacy”) (internal citations
omitted). For Lavabit to grant the Government unlimited access (o every one of
its user’s nccounts would be to disavow its duty to its users and the principals
upon which it was founded. Lavabit's service will be rendercd devoid of
cconomic value if the Government is granted access to its secure network. The
Giovernment does not have any proper basis to request that Lavabit blindly

produce its Master Key and subject all of its users to invasion of privacy.
Moreover, the Master Key itself is an encryption developed and owned by

Lavabit. As such it is valuable proprictary information and Lavabit has a
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reasanable expectation in protecting it. Because Lavabit has a reasonable
cxpectation of privacy for its Master Key, the Lavabit Subpoena and Warrant
viclate the Fourth Amendment. See Twitter, 830 F. Supp. 2d at 141 {citing
United Stafes v. Calandra, 414 U.S. 338, 346 (1974)) (noting “Thc grand jury
is...without power to invade a legitimate privacy interest protected by the
Fourth Amendment” and that “a grand jury’s subpoena...will be disallowed if it
is far oo sweeping in its terms (o be...reasonable under the Fourth
Amendment.”).
CONCLUSION

For the foregoing reasons, Lavabit and Mr, Levinson respectfully move
this Court to quash the search and seizurc warrant and grand jury subpocna.
Further, Lavabit and Mr. Levinson request that this Court dircct. that Lavabit
does not have to produce its Master Key. Alternatively, Lavabit and Mr.
Levinson request that they be given an opportunity to revoke the current
cncryption key and reissuc a new ¢ncryption key at the Government’s expense.
Lastly, Lavabit and Mr. Levinson request that, if they is required to produce the
Master Key, that they be reimbursed for its costs which were directly incurred
in producing the Master Key, pursuant to 18 U.S.C. § 2706.

LAVABIT LLC
By Counsel

A, ¥ o
Jessc R. Binnall, VSB#79292
Bropley & Bﬁmgjl;’T’LLC
10387 Main Street, Suite 201
Fdirtax, Virginia 22030
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(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinnali@bblawonline.com
Counsel for Lavabit LLC

9
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Certificate ol Service

. 7o . .
[ certify that on L‘]nsé_/_ day of July, 2013, this Mation to Quash
Subpoena and Search Warrant and Memorandum of LLaw in Support was hand
delivered to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamiecson Avenuc
Alexandria, VA 22314

10
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

ALEKUR,

?I'-':'i"_'.',['”r

i8]
ANEG
IN THE MATTER OF THE | FILED UNDER SEAL LI
APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE
OF A PEN REQISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN

ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH

AND SEIZURE OF INFORMATION

ASSOCIATED WITH No. 1:138W522
THAT 15

STORED AND CONTROLLED AT

PREMISIES CONTROLLED BY

LAVABIT LLC !

in re Grand Jury No. 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT
OF MOTION

JLavabit, LLC (“Lavabit”) and Mr, Ladar Levinson (“Mr, Levinson®)
(collectively “Movants”) move this Court to unseal the court records concerning
the United States government’s attempt to obtain certain encryption keys and
lift the non-disclosure order issued to Mr. Levinson. Specilically, Movants
request the unsealing of «ll orders and documents filed in this matter before
the Court’s issuance of the July 16, 2013 Sealing Order (*Sealing Order”); (2)
all orders and documents filed in this marter after the jssuance of the Sealing

Order; (3) all grand jury subpoenas and scarch and seizure warrants issued

before or after issuance of the Sealing Order; and (4) all documents filed in
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connection with such orders or requests for such orders (collectively, the
“sealed documents”). The Sealing Order is attached as Exhibit A. Movants
request that all of the scaled documents be unsealed and mude public as
quickly as possible, with only those redactions necessary to secure information
that the Court deems, after review, to he properly withheld.

BACKGROUND

Lavabit was formed in 2004 as a secure and encrypted email service
provider. ‘To ensure security, Lavabit employs multiple encryption schemes
using complex access keys. Today, it provides email service to roughly 400,000
users worldwide. Lavabit’s corporate philosophy is user anonymity and
privacy. lLavebit employs sccure socket layers (“SSL”) to ensure the privacy of
Lavabit's subscribers through encryption, Lavabit possesses a master
encryption key to facilitate the private communications of its users.

On July 15, 2013, this Court entered an Order pursuant to 18 U.S.C.
2705(b), dirccting Movants to disclose all information necessary to decrypt
communications sent to or from and data stored or otherwise associated with
the Lavabit e-mail account- including SSL keys (the
“Lavabit Order”). The Lavabit Order is attached as Exhibit B. The Lavabit
Order precludes the Movants from notifying any person of the search and
seizure warrant, or the Court’s Order in issuance thereof, cxcept that Lavabit

was permitted to disclose the search warrant to an attorney for legal advice.

ARGUMENT
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[n criminal trials there is a common law presumption of access to judicial
records, like the sealed documents in the present case. Despite the
government’s legitimate interests, it cannot meet its burden and overcome this
presumption because it has not explored reasonable alternatives,
Purthermore, the government’s notice preclusion order constitutes a content-
based restriction on free speech by prohibiting public discussion of an entire
topic based on its subject matter.

1. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act {(“SCA”) authorizes notice preclusion to
any person of a § 2705(b) order's existence, but only if the Court has reason to
helieve that notification will result in (1) endangering the life or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence; (4) intimidating of potential witnesses; or (5) otherwise seriously
jeopardizing an investigation or unduly delaying a trial. § 2705(b)(1)-(8).
Despite this statutory authority, the § 2705(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law,

The most searching form of review, “strict scrutiny”, is implicated when
there is a content-based restriction on free speech. R.A.V. v. City of St. Paul,
Minn., 505 U.S. 377, 403 (1992). Such a restriction must be necessary Lo serve
a compelling srate interest and narrowly drawn to achicve that end. Id. The
Lavabit Order’s non-disclosure provision is a content-based restriction that is

not narrowly tailored to achieve a compelling stale interest.
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a. The Lavabit Order Regulates Mr, Levinson's Free Speech

The notice preclusion order at issue here limits Mr. Levinson'’s specch in
that he is not allowed to disclosc the existence of the § 2705(b) order, or the
underlying investigation to any other person including any other Lavabit
subscriber. This naked prohibition against disclosure can fairly be
characterized as a regulation of pure speech, Bartnicki v. Vopper, 532 U.S
514, 526 (2001). A regulation that limits the time, place, or manner of speech
is permissible if it serves a significant governmental interest and provides
ample alternative channels for communication. See Cox v. New Hampshire,
312 U.S. 569, 578 (194 1) (explaining that requiring a permit for parades was
aimed at policing the streets rather than restraining peaceful picketing).
However, a valid time, place, and manner restriction cannot be based on the
content or subject matter of the speech. Consol. Edison Co. of New York v. Pub.
Serv. Comm’n of New York, 447 U.S. 530, 536 (1980).

The gag order in the present casce is content-based because it precludes
speech on an entire topic, namely the secarch and seizure warrant and the
underlying criminal investigation. See id. at 537 (“The First Amendment's
hostility to content-based regulation extends...lo prohibition of public
discussion of an entire topic”’). While the nondisclosure provision may be
viewpoint neutral on its face, it nevertheless functions as a content-bascd
restriction because it closes off an “entire topic” from public discourse.

It is true that the government has a compelling interest in maintaining

the integrity of its criminal investigation _ However, Mr.
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Levinson has been unjustly restrained from contacling Lavabit subscribers who
could be subjceted to government surveillance if Mr. Levinson were forced to
comply the Lavabit Order. Lavabit's valuc is embodied in its complex
encrvption keys, which provide its subscribers with privacy and sccurity. Mr.

_ Levinson has been unwilling to turn over these valuable keys because they
grant access to his entire network. In order lo protect Lavabit, which caters to
thousands of intcrnational clients, Mr. Levinson nceds some ability to voicc his
concerns, garner support for his cause, and take precautionary steps to ensure
that Lavabit remains a truly secure network.

b. The Lavabit Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b) non-disclosure order forces a
prior restraint on specch. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent upon the uncontrolled will
of an official, is a prior restraint of those freedoms. Shuttlesworth v.
Birmingham, 394 U.S. 147, 150-151 (19869); Staub v. City of Baxley, 355 U.S.
313, 322 (1958). By definition, a prior restraint is an immediate and
irreversible sanction because it “freezes” speech. Nebraska Press Ass'n v.
Stuart, 427 U.8. 539, 559 (1976). 1n the present case, the Lavabit Order,
cnjoins Mr. Levinson from discussing these proceedings with any other person.
The effect is an immediate freeze on speech.

The Supreme Court of the United States has interpreted the First
Amendment as providing greater protection from prior restraints. Alexander v.

United States, 509 U.S. 544 (1993). Prior restraints carry a heavy burden for
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justification, with a presumption against constitutional validity. Capital Cities
Media, Inc. v. Toole, 463 U:S. 1303, 1305 (1983); Carroll v. Princess Anne, 393
U.8. 175, 181 (1968); Bantam Books, Inc. v. Sullivan, 372 U.S. 58, 70 (1963).
Here, the government and the Court believe that notification of the search
warrant’s existence will scriously jeopardize the investigation, by giving targets
an opportunity to flec or continue flight from prosecution, will destroy or
tamper with evidence, change patterns of behavior, or notify confederates, See
Lavabit Order. However, the government’s interest in the integrity of its
investigation does not automatically supcrsede First Amendment rights. See
Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holcing
the confidentiality of judicial review insufficient to justily encroachment on the

freedom of speech).

In the present case, the government has a legitimate interest in tracking
the ac:count_ However, if Lavabit were forced to
surrender its master encryption key, the government would have access not
only to this account, but also every Lavabit account. Without the ability to
disclose government access to users’ encrypted datg, public dehate about the
scope and justification for this secret investigatory tool will be stilled.
Moreover, innocent Lavabit subscribers will not know that Lavabit’s security
devices have been compromised. Therefore the § 2705(b) non-disclosure order
should be lifted to provide Mr. Levinson the ability to ensure the value and

integrity of Lavabit for his other subscribers.

oh
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II. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUMENTS

Despite any statutory authority, the Lavabit Order and all related
documents were filed under seal. The sealing of judicial records imposes a
limit.on the public’s right of access, which derives from two sources, the First
Amendment and the common law, Va. Dep't of State Police v. Wash. Post, 386
I 3d 567, 875 (4th Cir. 2004); See Richmond Newspapers, Inc. v. Virginia, 448
U.S. 555, 580 (press and public have a First Amendment right of atltend a
criminal trial); Press-Enterprise .Co. v. Superior Court, 478 U.S. 1, 2 (1980) (right
of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order

For a right of access to a document to exist under cither the First
Amendment or the common law, the document must be & “udicial record.”
Baltimore Sun Co. v. Goetz, 886 F.2d 60, 63-64 (4th Cir. 1989). Although the
Fourth Circuit Court of Appeals has never formally defincd “judicial record”, it
held that § 2703(d) orders and subsequent orders issued by the court arc
judlicial records because they are judicially created. Inre U.S. for an Order
Pursuant to 18 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir. 2013)
(“Twitter’). The § 2705(b) order in the present casc was issued pursuant to §
2703(d) and can properly be defined as a judicial record. Although the Fourth
Circuit has held there is no IMirst Amendment right to access § 2703(d) orders,

it held that the common law presumption of access atlaches to such

documents. Twitter, 707 ,.3d at 291,
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“The underlying investigation in Twitter, involved a § 2703(d) order, which
directed Twitter to provide personal information, account information, records,
financial data, dircct messages to and from email addresscs, and Internet
Protocol addresses for eight of its subscribers, Inre: § 2703(d) Order, 787 F.
Supp. 2d 430, 435 (E.D. Va. 2011). Citing the importance ol investigatory
secrecy and integrity, the court in that casc denied the petitioners Motion to
Unseal, finding no First Amendment or common law right to access. Id. at 443.

Unlike Twitter, whose users publish comments on a public forum,
subscribers use Lavabit for its encrypted features, which ensure security and
privacy. In Twitter there was no threat that any user would be subject to
surveillance other than the cight users of interest to the government. However,
a primary concern in this case is that the Lavabit Order provides the
povernment with access Lo every Lavabit account.

Although the secrecy of SCA investigations is a compelling government
interest, the hundreds of thousands of Lavabit subscribers that would be
compromised by the Lavabit Order are not the subjects of any justified
government investigation, Therefore access to these private accounts should
not be treated as a simple corollary to an order requesting information on onc
criminal subject, The public should have access to these orders because their
eficct constitutes a seriously concerning expansion of grand jury subpoena

power.

To overcome the common law presumption of access, a court must find

that there is a “significant countervailing interest” in support of scaling that
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‘outweighs the public's interest in openncss. Twitter, 707 Ir.3d at 293. Under
the common law, the decision to seal or grant access to warrant papers is
within the discretion of the judicial officer who issued the warrant, Media
General Operations, Inc. v. Buchanan, 417 I*.3d 424, 429 (4th Cir. 2005). Ifa
judicial officer determines that full public access is not appropriate, shc must
consider alternatives Lo sealing, which may inchude granting some public
access or releasing a redacted version of the documents.  Jd.

In Twitter the court explained that because the magistrate judge
individually considered the documents, and redacted and unsealed certain
documents, he satisfied the procedural requirements for sealing. Twitter, 707
F 3d at 294. However, in the present case, there is no evidence that
alternatives were considered, that documents werc redacted, or that any
documents were unsealed. Once the presumption or access attaches, a court
cannot seal documents or records indefinitely unless the government
demonstrates that some significant interest heavily outweighs the public
interest in openness. Wash. Post, 386 F.3d at 575. Despite the government’s
concerns, there arc reasonable alternatives to an absolute seal that must be
explored in order to ensure the integrity of this investigation.

b. There Is No Statutory Authority To Scal The § 2705(d)
Documents

There arc no provisions in the SCA that mention the sealing of orders or
other documents. In contrast, the Pen/Trap Statute authorizes electronic

surveillance and directs that pen/trap orders be scaled “until otherwise
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orclercd by the court”. 18 U.5.C, 8§ 3121-27, Similarly, the Wiretap Act,

. another surveillance siatute, expressly directs that applications and orders
granted under its provisions be scaled. 18 U.S.C. § 25 18(8)(b). The SCA’s
failure to provide for sealing is not a congressional oversight. Rather, Congress
has specifically provided for scaling provisions when it desired, Where
Congress includes particular language in onc section of a statute but omits it
in another, it is generally assumed that Congress acts intentionally. Keene
C‘,‘mp. v. United States, 508 U.S. 200, 208 (1993). Therelore, there is no
statutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

6. Privacy Concerns Demand A Common Law Public Right Of Access
To The Sealed Documents

s

The | ' and

{he ensuing mass surveillance scandal have sparked an intense national and
international debate about government surveillance, privacy rights and other
traditional freedoms, It is concerning that suppressing Mr. Levinsen'’s speech
and pushing its subpocna power to the limits, the government’s actions may be
viewed as accomplishing another unfounded secret infringement on personal
privacy. A major concern is that this could cause people worldwide tlo abandon
American service providers in favor of foreign businesses because the United

States cannot be trusted to regard privacy.! Itisin the best interests of the

Movant’s and the government that the documents in this matter not be

| See Dun Roberts, NSA Snooping: Obama Under Pressurc as Senator Denounces ‘Act of
Treasor’, The Quardian, June 10, 2013, http:/ /www.guardian.co,ul/world/2013 /jun
{10{olmmn—prcnsurcd-cxp!nin-nua-sum:illancc.

10
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shrouded in secrecy and used to further unjustified surveillance activities and
te suppress public debate.
CONCLUSION

For the foregoing reasons, Lavabit respectfully moves this Court to
unseal the court records concerning the United States government’s attempt to
obtain certain encryption keys and lift the non-disclosure order issued on Mr.
Levinson. Alternatively, Lavabit requests that all of the scaled documents be
redacted to secure only the information that the Court deems, aiter review, (o

be properly withheld.

/
e

g, | o
Jesgb/R. Binnhll; VSB# 79292

BI/ ey & Binnail/PLLC

LAVABIT LLC
By Counsel

10387 Main Strect, Suite 201
Fadrfax, Virginia 22030

(703) 229-0335 Telephone
(703} 537-0780- Facsimile
jbinrnall@bblawonlinc.com
Counsel for Lavabit LLC
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Certificate of Service

| certify that on this _ch'izy of July, 2013, this Motion For Unsealing Of
gealed Court Records And Removal Of Non-Disclosure Order And
Memorandum Of Law In Support was hand delivered to the person at the
addresscs listed below:

nited Ste
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314

ey s

170

Vaésse Wn"én

12
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA . .

ALEXANDRIA DIVISION

l
IN THE MATTER OF THE NO. ;I3 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACL
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH e NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED |
AT PREMISES CONTROLLED BY
LAVABIT LL.C

IN RIF GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

RESPONSE OF THE UNITED STATES IN OPPOSITION
TO LAVABIT’S MOTION TO QUASH SUBPOENA AND
MOTION TO FOR UNSEALING OF SEALED COURT RECORDS

INTRODUCTION
This Court has ordered Lavabit, LLC to provide the government with the
technical assistance necessary to implement and use a pen register and trap and trace
device (“pen-trap device™). A full month atter that order, and after an order to compel
compliance, a grand jury subpoena, and & search warrant tor that technical assistance,
Lavabit has still not complied. Repeated efforts to seck that technical assistance from
Lavabit’'s owner have failed. While the govermment continues 1o work toward a mutally

acceplable solution, at present there does not appear 1o be a way to implement this
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Court's order, as well as to comply with the subpoena and scarch warrant, without ED
requiring Lavabit to disclose an encryption key 1o the government. This Court’s orders,
search warrant, and the grand jury subpoena all compel that result, and they are all
lawful. Accordingly, Lavabit’s motion to quash the search warrant ancl subpoena should
be denied,

lLavabit and its owner have also moved to unseal all records in this matter and lift
the order issued by the Court preventing them from disclosing a search warrant issued in
this case. Because public discussion of these records would alert the target and
jeopardize an active criminal investigation, the government's compelling interest in
maintaining the secreey and integrity of that investigation outweighs any public right of
aceess 10, of interest in publicly discussing, those records, and this motion should also be
denied.

TECHNICAL BACKGROUND
Pen registers and (rap and trace devices

To investigate Internet communications, Congress has permitied law enforcement
to employ two surveillance techniques—the pen register and the trap and trace device—
that permit law enforcement to learn information about an individual's communications.
See 18 U.S.C. 8§ 3121-27 ( “Pen-Trap Act”). These techniques, collectively known as a
“pen-trap,” permit law cnforcement (0 learn facts about e-mails and other
communications as they are sent—but not to obtain their content. See, ¢.g., United Stares
v Forrester. 312 15.3d 500, 309-13 (9th Cir. 2008) (upholding government's use of a pen-

trap that “enabled the government to leam the to/from addresses of Alba's ¢-mail

(§]
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messages, the IP addresses of the websites that Alba visited and the 1otal volume of

information sent to or from his account™).

The Pen-Trap Act "unambiguously authorize[s] the use of pen registers and trap
and trace devices on e-mail accounts.” /n Matter of Application of U.S. For an Order
Awthorizing the Installation & Use of a Pen Register & a Trap & Trace Device on E-Muil
Account, 416 F. Supp. 2d 13, 14 (D.D.C. 2006) (Hogan, J.) (“Hogan Order™). It
authorizes both the installation of a “device,” meaning, a separate computer attached to
the provider’s network, and also a “process,” meaning, a software program run on the
provider. /d. at 16; 18 U.S.C. § 3127.

Secure Socker Layer (SSL) or Transport Layer Securiry (TLS) Encryption

Encrypting communications sent across the Internct is a way to ensure that only
the sender and receiver of a communication can read it. Among the most common
methods of encrypting Web and ¢-mail trattic is Secure Socket Laver (SSL). which is
also called Transport Layer Security (TLS) encryption. “The Secure Socket Layer
(*SSL') is one method for providing some security for Internet communications. SSL
provides security by establishing a sccure channel for communications between & web
browser and the web server; that is, SSL ensures that the messages passed between the
client web browser and the web server are encrypted.” Disney Enterprises, Inc. v Rea,
No. 1:12-CV-687, 2013 WL 1619686 *9 (E.D. Va, Apr. 11, 201 3); see also Stambier v
RSA Sec.. Inc.. 2003 WL, 22749855 *2-3 (D. Del. 2003) (describing SSL’s technical
operalion).

As with most forms of encryption, SSL relies on the use of large numbers known

as “keys." Keys are parameters used 1o enerypt or deerypt data. Specitically, SSL

Led
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eneryption employs public-key cryptography, in swhich both the sender and receiver cach
have two mathematically linked keys: a "public” key and a “private” key. “Public” keys
are published, but “private” keys are not. Sending an encrypted message to someone
requires knowing his or her public key; decrypting that message requires knowing his or
her private key.

When Internet tratfic is encrypted with SSL, capturing non-content information
on ¢-mail communication from a pen-trap device is possible only after the wraffic is
decrypted. Because Internet communications closely intermingle content with non-
content. pen-trap devices by necessity scan network traflic but exclude from any report Lo
law enforcement officers all information relating to the subject line and body of the
communication. See 18 U.S.C. § 3127; Hogan Order, 416 F. Supp. 2d &t 17-18. A pen-
trap device, by definition, cannot expose (0 law enforcement officers the content of any
communication. See id

FACTS

The information at issue before the court is relevant (o an ongoing criminal

investigation of “or violations of numerous federal stzmucs-
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A. Section 2703(d) Order

[he criminal investigation has revealed Ihat-has utilized and continues

to utilize an e-mail accoum,_ obtained through Lavabit, an

electronic communications service provider.

On June 10, 2013, the
United States obtained an order pursuant to 18 U.S.C. § 2703(d) dirccting Lavabit to
provide, within ten days, additional records und information :1b0ul-c-muil
account. Lavabit's owner and operatar, Mr. Ladar Levison, provided very little of the
information sought by the June 10, 2013 order.

B. Pen-Trap Order

On June 28, 2013, the Honorable Theresa C. Buchanan entered an Order pursuant
to 18 U.S.C. § 3123 authorizing the installation and use of pen-trap device on all
electronic communications being sent from or sent to the clectronic mail account

government to capture all (i) “non-content” dialing, routing, addressing, and signaling

information sent o or from— and (ii) to record the date and

time of the initiation and receipt of such transmissions, to record the duration of the
transmissions, and to record user log-in data on thc_all fora
period of sixty days. Judge Buchanan further ordercd Lavabit to furnish agents of the
Federal Bureau of Investigation (“FBI™), “forthwith, all information, fucilities, and

technical assistance necessary to accomplish the installation and use of the pen-trap

(¥}
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device.” Pen-Trap Order at 2. The government was also ordered to “take reasonable

steps to ensure that the monitoring equipment is not used to capture any” content-related
information. /d. Pursuantto 18 U.S.C. § 3123(d), Judge Buchanan ordered that the Pen-
Trap Order and accompanying application be sealed. /d.

Later on June 28, 2013, two IFBI Special Agents served a copy of the Pen-Trap
Order on Mr. Levison, Mr. Levison informed the FBI Special Agents that emails were
encrypted as they were transmitted to and from the Lavabit server as well as when they
were stored on the Lavabit server. In addition, decryption keys would be necessary 1o
access any e-mails. Mr. Levison did not provide the keys to the Agents in that meeting.
In an email to Mr. Levison on July 6, 2013, a FBI Special Agent re-affirmed the nature of
the information requested in the pen-trap order. In a responsc on the same day, Levison
claimed “we don’t record this data™

C. Compliance Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the
evening of June 28, 2013, the government obtained an Order Compelling Compliance
Forthwith from U.S. Magistrate Judge Theresa C. Buchanan (“Compliance Order”) The
Compliance Order directed Lavabit 1o comply with the Pen-Trap Order and to “pro vide
the Federal Bureau of Investigation with unencrypted data pursuant to the Order.”
Lavabit was further ordered to provide “any information, facilitics, or technical assistance
are under the control of Lavabit [that) are needed to provide the FBI with the unencrypled
data.” Compliance Order at 2. The Compliance Order indicated that failing to comply
would subject Lavabit to any penalty in the powel of the court, “including the possibility

of eriminal contempt of Court.”™  Jd.
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D. Order to Show Cause DA CTED

Mr. Levison did not comply with the Compliance Order.  On July 9, 2013, this
Court ordered Mr. Levison lo appear on July 16, 2013, to show cause why Lavabit has
failed to comply with the Pen-Trap Order and Compliance Order.

The following day, on July 10, 2013, the United States Attorney’s Office arranged
a conference call involving the United States Attorney's Office, the FBI, Mr. Levison and
Mr, Levison's attorney at the time, Marcia Hofmann. During this call, the parties
discussed implementing the pen-trap device in light of the encryption in place on the
target e-mail account. The FBI explained, and Mr. Levison appeured to agree, that to
install the pen-trap device and to obtain the unencrypted data stream necessary for the
device's operation the FBI would require (i) access to Lavabit’s scrver and (ii) encryption
keys.

E. Gruand Jury Subpoena

On July 11, 2013, the United States Attorney's Otfice issued & grand jury
subpoena for Mr. Levison to testify in front of the grand jury on July 16,2013, The
subpoena instructed Mr. Levison to bring to the grand jury his encryption kevs and any
other information necessary to accomplish the installation and usc of the pen-trup device
pursuant to the Pen-Trap Order.' The FBI atiempted 1o serve the subpoena on Mr.
Levison at his residence. After knocking on his door, the FBI Special Agents witnessed
Mr. Levison exit his apartment from & back doar, get in his car, and drive away. laterin

the evening, the FBI successfully served Mr. Levison with the subpoena.

"he grand jury subpoena was subsequently seeled on July 16, 2013,
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On July 13, 2013, Mr. Levison sent an e-mail to Assistant United States Attorney

In lig_;hl of the conference call on July 10th and after subsequently reviewing the
requirements of the June 28th order I now believe it would be possible to capture
the required data ourselves and provide it to the FBL Specifically the information
we'd collect is the login and subsequent logout date and time, the [P address used
to connect 1o the subject email account and the following non-content headers (it
present) from any future emails sent or received using the subject account. The
headers | currently plan to collect are: To, Ce, From, Date, Reply-To, Sender,
Reccived. Rewrn-Path, Apparently-To and Alternate-Recipient. Note that
additional header fields could be captured if provided in advance of my
implementation eftort.

$2.000 in compensation would be required to cover the cost of the development
time and equipment necessary to implement my solution. The data would then be
collected manually and provided at the conclusion of the 60 day period required
by the Order. I may be able to provide the collected data intermittently during the
collcetion period but only as my schedule allows. If the FBI would like to receive
the collected information more frequently I would reguire an additional $1,500 in
compensation. The additional money would be needed 10 cover the costs
associated with automating the log collection from different servers and uploading
it o an an BI server via "scp” on a daily basis. The money would also cover the
cost of adding the process to our automated monitoring system so that | would
notified automatically if' uny problems appeared.

The ¢-mail again confirmed that Lavabit is capable of providing the means for the FBI to
install the pen-trap device and obtain the requested information in an unencrypted form.
.-'\US.»\-rcp]icd 10 Mr. Levison's e-mail that same day, explaining that the
proposal was inadequate because, among other things, it did not provide for real-time
transmission of results, and it was not clear that Mr. Levison’s request for money
constituted the “reasonable expenses™ authorized by the statute.

F. Search Warrant & 2705(b) Non-Disclosure Order

On July 106, 2013, this Court issued a search warrant to Lavabit for (i) “[2)!l

information necessary to deerypt communications sent to or from the Lavabit e-matl

u:uoum_ including encryption keys and SSL keys™ and (it)
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“[a]ll information necessary 1o decrypt data stored in or otherwise associated with the
Lavabit accoum_" Pursuant to 18 U.S.C. § 2705(b), the Court
ordered Lavabit to not disclose the existence of the search warrant upon determining that
“there s reason to believe that notification of the existence of the . ., warrant will
seriously jeopardize the investigation, including by giving target an opportunity to fiec or
continue flight from prosecution, destroy or tamper with evidence, change patterns of
behavior, or notify confederates.” July 16, 2013 Order (“Non-Disclosure Order”) at 1,

G. Rule 49 Sealing Order

The search warrant end accompanying materials were further scaled by the Court
on July 16,2013, pursuant to a L cal Rule 49(B) ("Rule 49 Order”). In the Rule 49
Order, the Court found that “revealing the material sought 1o be scaled would jeopardize
an ongoing criminal investigation.” The sealing order was further justificd by the Cowrt’s
consideration of “available alternatives that are less drastic than sealing, and finding none
would suffice 1o protect the government’s legitimate interest in concluding the
investigation; and having found that this legitimate government interest outweighs at this
time any interest in the disclosure of the material.” Rule 49 Order at 1.

H. Show Causc Hearing

At the Show Cause Hearing on July 16, 2013, Mr. Levison made an cral motion
1o unseal the proceedings and related filings. The government objected since unsealing
the proceedings would jeopardize the ongoing criminal investigation 0!- The
Court denied Mr. Levison’s motion. Mr. Levison subsequently indicated 1o the Court
that he would permit the FBI to place a pen-trap device on his server. The government

requested that the Court further order Mr. Levison to provide his SSL keys since placing

0
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# pen-trap device on Lavabit's server would only provide encrypted information that
would not yield the information required under the Pen-Trap Order. The government
noted that Lavabit was also required to provide the SSL keys pursuant to the search
warrant and grand jury subpoena. The Court determined that the government's request
for the SSL kevs was premature given that Mr. Levison had oflered to place the pen-trap
device on his server and the Court’s order for a show cause hearing was only based on
the failure to comply with the Pen-Trap Order, Accordingly, the Court scheduled a
hearing for July 26, 2013, to determine whether Lavabil was in compliance with the Pen-
Trap Order after a pen-trap device was installed.

I, Motion to Unseal and Lift Non-Disclosure Order

On July 23, 2013, Mr. Levison filed two motions—a Mation for Unsealing of
Sealed Court Records ("Motion to Unseal”) and a Motion to Quash Subpoena and Search
Warrant (“Maotion to Quash™). In the motions, Mr. Levison confirms that providing the
SSI, keys to the government would provide the data required under the Pen-Trap Order in
an unencrypted form. Nevertheless, he refuses 1o provide the SSL keys. Inorder 10
provide the government with sufficient time to respond, the hearing was rescheduled for
August 1, 2013,

On a later date, and after discussions with Mr. Levison, the FBI installed a pen-
trap device on Lavabit's Internet service provider, which would capture the same
information as if & pen-trap device was installed on Lavabil’s server. Based on the
government’s ongoing investigation, it is clear that due to Lavabit’s encryption services
the pen-trap device is failing to capture duta related 10 all of the ¢-mails sent te and from

the nccount us well as other information required under the Pen-Trap Order. During
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_avabit's over one mouth of noncompliance with this Court’s Pen-Trap Order -

ARGUMENT

I, THE SEARCH WARRANT AND THE GRAND JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO PRODUCE THE SSL KEYS

A The search warrant and grand jury subpoena are valid because they
merely re-state Lavabir's pre-existing legal dury, imposed by the Pen-Trap
Order, 10 produce information necessary to accomplish instaliation of the
pen-trap device.

‘I'he motion of Lavabit and Mr. Levison (collectively “Lavabit”) to quash both the
grand jury subpoena and the search warrant should be denied because the subpoena and
warrant merely re-state and clarity Lavabit’s obligation under the Pen-Trap Act 10
provide that same information. In total, four scparate legal obligations currently compel
L.avabit to produce the SSL keys:

I. The Pen-Trap Order pursuant to the Pen Register and T'rap and Trace

Device Act (18 U.S.C. §§ 3121-27);

[

The Compliance Order compelling compliance forthwith with the Pen-
Trap Order;

3. The July 16, 2013, grand jury subpoena; and

4. The July 16, 2013, search warrant, issued by this Court under the

Electronic Communications Privacy Act ("ECPA").
The Pen-Trap Act authorizes courts 10 order providers such as Lavabit to disclose

~information™ that is “necessary” to accomplish the implementation or use of a pen-trap.
See 18 U.S.C. §§ 3123(b)(2); 3124(a); 3124(b). Judge Buchanan, acting under that

authority, specifically required in the Pen-Trap Order that: *IT 1S FURTHER

|
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ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall fumish agents from
the Federal Bureau of Investigation, forthwith, all information, facilities, and technical
assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusivelv and with minimum interference.” Pen-Trap Order at 2.

In this case, the SSL keys are “information... necessary to accomplish the
installation and use of the [pen-trap]” because all other options for installing the pen-trap
have failed. In a typical case, a provider is capable of implementing a pen-trap by using
its own software or device, or by using a technical solution provided by the investigating
agency; when such a solution is possible, a provider need not disclose its key. Eg., Inre
Application of the U.S. for an Order Authorizing the Use of a Pen Register and Trap On
[XXX] Internet Serv. Account/User Name [xxxxxxxx@xxx.com], 396 F. Supp. 2d 43,49
(D. Mass. 2005) (suggesting language in a pen-trap order “to impose upon the internet
service providers the necessity of making sure that they configure their software in such u
manner as to disclose only that which has been authorized”). In this casc, given
Lavabit's usc of SSL encryption and Lavabit's lack of a software solution to implement
the pen-trap on behalf the government, neither the government nor Mr. Levison have
been able to identify such a solution.

Because the search warrant and grand jury subpoena require nothing that the Pen-
Trap Act does not already require, they are not unreasonably burdensome. Morcover, a
court's constitutional authority Lo require a telecommunications provider to assist the
government in implementing a pen-trap device is well-established, See United Stares v.
New York Tel. Co., 434 U.S. 159, 168-69 (1977) (in a pre-Pen-Trap Act case, holding that

district court had the authority to order a phone company to assist in the installation of a
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pen-trap, and “'no claim is made that it was in any way inconsistent with the Fourth ED

Amendment.”).

Lavabit's motion to quash the search warrant must be denied because

there is no stanuory authority for such motions, and rhe search warrani is
leneful in any event.

1. Lavabit lacks authority to move to suppress a search
warrant,

Lavabit lacks authority to ask this Court to “quash” a search warrant before it is
executed. The search warrant was issued under Title [1 of ECPA, 18 U.S.C. §§ 2701-
2712. ECPA allows providers such as Lavabit to move to quash cowrt orders. but does
not create an equivalent procedure to move to quash search warrants. 18 L.S.C.

§ 2703(d). The lack of @ corresponding motion to quash or modify a search warrant
means that there is no statutory authority for such motions, See 18 U.S.C. § 2708 (*[t]he
remedies and sanctions described in this chapter are the only judicial remedies and
sanctions for nonconstitutional violations of this chapter.”™); ¢f. In re Application of the
U.S. for an Order Pursuant to 18 U.S.C. §2703(d), 830 F. Supp. 2d 114, 128-29 (E.D.
Va, 2011) (holding that the lack of a specific provision in ECPA permitting users 1o move
to quash court orders requires “the Count (0] infer that Congress deliberately declined 1o
permit [such] challenges.™).
2. The search warrant complies with the Fourth Amendment
and is not general.

The Fourth Amendment requires that a search warrant “particularly describe[e]
the place to be searched, and the persons or things to be seized.” U.S. Const. Am. [V,
This “particularity requirement is fulfilled when the warrant identifies the items to be

seized by their relation to designated crimes and when the description of the iters leaves

13
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nothing 10 the discretion of the officer exccuting the warrant.” United Stares v, Williams, TED
392 F.3d 511, 519 (4th Cir. 2010).

The July 16, 2013, search warrant’s specitication casily meets this standard, and
therefore is not impermissibly general. It calls for only:

a. All information necessary to decrypt communications

sent to or from the Lavabit ¢-mail account

including encryption keys and

SSL kevs;

b. All information necessary to decrypt data stored in or

otherwise associated with the Lavabit account
That specification leaves nothing to discretion; it calls for encryption and SSL keys and
nothing else.

Acknowledging this specificity, Lavabit nonetheless argues that the warrant
“operates as a general warrant by giving the Government access to every Lavabit user’s
communications and data.”" Mot. 10 Quash at 3. To the contrary, the warrant does not
grant the government the legal authority (o access any [Lavabit user's communications or
data. After Lavabit produces its keys to the government, Federal statutes, such as the
Wiretap Act and the Pen-Trap Act, will continue to limit sharply the government's
authority 10 collect any data on any Lavabit user—except for the one Lavabit user whose
account is currently the subject of the Pen-Trap Order. See 18 U.S.C. § 2511(1)
(punishing as « felony the unauthorized interception of communications); § 3121
(criminalizing the use of pen-trap devices without a court order). It cannot be that &
search warrant is “general” merely because it gives the government & tool that, if abused
contrary to law, could constitute a general search. Compelling the owner of an apartment

building to unlock the building’s front door so that agents can search one apartment is not
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a “general search” of the entire apartiment building—even if the building owner imagines
that undisciplined agents will illegally kick down the doors to apartments not described in

the warrant.

C Lavabir's motion to quash the subpoena must be denied because

compliance would not be unreasonable or oppressive

A grand jury subpoena “may order the witness to produce any books, papers,
documents, data, or other objects the subpoena designates,” but the court “may quash or
modify the subpoena if compliance would be unreasonable or oppressive.” Fed. R. Crim.
P.17(c)(1) & (2); see In re Grand Jury, John Doe No. G.J.2005-2, 478 F.3d 581, 385
(4th Cir. 2007) (recognizing courts may quash subpoenas that are “abusive or
harassing").”

Lavabit argues the subpoena should be quashed because it “grantfs] the
Government unlimited access o every one of its user’s accounts.”™ Maot. to Quash a1 7
As explained above, the subpoena does no such thing: It merelv reaffirms Lavabit's
existing obligation to provide information necessary to implement this Court’s Pen-Trap
Order on @ single Lavabit customer’s ¢-mail account. The Pen-Trap Order further
restricts the government’s access by preventing the government {rom collecting the
content of that Lavabit customer’s ¢-muil communications.

Lavabit also argues that it will lose customers' trust and business if' it they leamn
that Lavabit provided the SSL keys to the government. But Lavabit finds iselfin the
position of having to produce those keys only because, more than a month after the Pen-

Trap Order, Lavabit has failed to assist the government to implement the pen-trap device.

' LLavabit cites 18 U.S.C. $2703(d) as zutherity for its motion to quash. but that section by its term only
permiis motions (o quash cour: orders issued under that same section,
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Any resulting loss of customer “trust™ is not an “unreasonable” burden if Lavabit's D
customers (rusted that Lavabit would refuse to comply with lawful court orders. All

providers are statutorily required to assist the government in the impiementation of pen-

traps, see 18 U.S.C, § 3124(a), (b), and requiring providers to comply with that statute is

neither “unreasonablic” nor “oppressive.” In any event, Lavabit's privacy policy tells its

customers that “Lavabit will not release any information related to an individual user

unless legally compelled to do so.” See hip:/lavabit.com/privacy_policy.himl (emphasis

added).
Finally, once court-ordered surveillance is complete, Lavabit will be free to
change its SSL keys. Vendors sell new SSL certificates for approximately $100, See,

e.g., GoDaddy LLC, SSL Certificates, hups://www.godaddy.com/ssl/ssl-certificates aspx.

Moreover, Lavabit is entitled to compensation “for such reasonable expenses incurred in

providing” assistance in implementing a pen-trap device. 18 U.S.C. § 3124(¢).

L1 THE NON-DISCLOSURE ORDER IS CONSISTENT WITH THE FIRST
AMENDMENT BECAUSE IT IS NARROWLY TAILORED TO SERVE
WHAT ALL PARTIES AGREE IS A COMPELLING GOYERNMENT
INTEREST
Lavabit has asked the Court to unseal all of the records sealed by this Court’s

Order to Seal, and to lift the Court’s Order dated July 16, 2013, dirccting Lavabit not 1o

disclose the existence of the search warrant the Court signed that day (“Non-Disclosure

Order™). Motion for Unsealing of Sealed Court Records and Removal of Non-

Disclosure Order (“Mot. 10 Unseal”) at 1-2, Lavabit, however, has not identified (and

cannot) uny compelling reason sufficient o overcome what even Lavabit concedes 15 the

government's compelling interest in maintaining the secrecy and integrity of its active

inves‘.ig:uion- Morceover, the restrictions are narrowly tailored to restrict

16
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Lavabit from discussing only a limited set of information disclosed to them as part of this
investigation., Because there is no reasen 1o jeopardize the criminal investigation, this
motion must be denied.

A The Non-Disclosure QOrder survives even strict scrutiny review by

imposing necessary but limited secrecy obligations on Lavabit

The United States does not concede that strict scrutiny must be applied in
reviewing the Non-Disclosure Order. There is no need to decide this issue, however,
because the Non-Disclosure Order is narrowly tailored to advance a compelling
government interest, and therefore easily satisfies strict scrutiny.

The Government has a compelling interest in protecting the integrity of on-going
criminal investigations. Virginia Dep't of Stare Police v. Wash. Post, 386 FF.3d 567, 579
(4th Cir. 2004) ("We note initially our complete agreement with the general principle that
a compelling governmental interest exists in protecting the integrity of an ongoing law
enforcement investigation™); Branzburg v. Hayes, 408 U.S. 663, 700 (1972)
(“requirements ... that & State’s interest must be ‘compelling’ ...are also met here. As we
have indicated, the investigation of crime by the grand jury implements a fundamental
governmental role of securing the safety of the persen and property of the citizen ....").
Indeed. it is “obvious and unarguable that no government interest is more compelling
than the security of the Nation.” Haig v. Agee, 453 U.S. 280, 307 (1981) (internal
quotation murks omitted); see also Dep't of the Navy v. Egan, 484 U.S. 518, 527 (1988)
(“This Court has recognized the Government's *compelling interest” in withholding
national security information from unauthorized persons in the course off executive
business”). Likewise, here, the United States clearly has a compelling interest in

ensuring that the target of lawful surveillance is not aware that he is being monitored.

17
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United States v. Aguilar, 513 U.S. 593, 606 (1995) (holding that a statute prohibiting
disclosure of a wiretap was permissible under the First Amendment, in part because
*[w]e think the Government's interest is quite sufficient to justify the construction of the
statute as written, without any artificial narrowing because of First Amendment
concerns™). As the Non-Disclosure Order makes clear, publicizing *“the existence of the
[search] warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence,
change patterns of behavior, or notify confederates.”

Lavabit acknowledges that “the government has a compelling interest in

maintaining the integrity of its criminal investigation of-‘. Mot. to Unseal
at4: il at 6 (“the government has a legitimate interest in tracking” _

account); id. at 8 (“the secrecy of [Stored Communications Act] investigations is a
compelling government interest”). In spite of this recognition, Lavabit states it intends to
disclose the search warrant and order should the Court grant the Motion to Unseal. /d. al
5 (“Mr. Levinson needs some ability to voice his concerns [and] garner support for his
cause™); id. at 6, Disclosure of electronic surveillance process before the electronic
surveillance has finished, would be unprecedented and defeat the very purpose of the
surveillance. Such disclosure would ensure thal- along with the public,
would leamn of the moniloring ol'-c-mui} account and take action to frustrate the
legitimate monitering of that account.

The Non-Disclosure Order is narrowly tailored to serve the government's
compelling interest of protecting the integrity of its investigation. The scope of

information that Lavabit may not disclose could hardly be more narrowly drawn: “the
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existence of the attached scarch warrant” and the Non-Disclosure Order jtself,
Restrictions on a party’s disclosure of information obtained through participation in
confidential proceedings stand on a different and firmer constitutional footing from
restrictions on the disclosure of information obtained by independent means, Searrle
Times Co. v. Rhinehart, 467 U.S. 20, 33 (1984) (order prohibiting disclosure of
information learned through judicial proceeding “is not the kind of classic prior restraint
that requires exacting First Amendment serutiny”); Butterworth v. Smith, 494 U.S. 624,
632 11990) (distinguishing between a witness' “right to divulge information of which he
was in possession before he testified before the grand jury™ with “information which he
may have obtained as a result of his participation in the proceedings of the grand jury™);
see aiso Hoffman-Pugh v. Keenan, 338 F.3d 1136, 1140 (10th Cir. 2003) (finding
prohibition on disclosing information learned through gr:uidjury process, 45 opposed to
information person already knew, does not violate First Amendment). In Rhinehart, the
Court found that “control over [disclosure of] the discovered information does not raise
the same specter of government censorship that such control might suggest in other
situations.” 467 U.S. at 32.

Further, the Non-Disclosure Order is temporary. The nondisciosure obligation

will last only so long as necessary 1o protect the government’s ongoing investigation.

’

B. The Order neither forecioses discussion of an “entire topic" nor

constitutes an unconstitutional prior restraint on speech
The limitation imposed here does not close off from discussion an “entire topic.”
as anticulated in Consolidared Edison. Mot. to Unseal at 4. At issue in thal case was the
constitutionality of a state commission’s order prohibiting a regulated utility from

ircluding inserts in monthly bills that discussed any controversial issue of public policy,

19
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such as nuclear power. Consolidated Edison Co. of New York v. Pub. Serv. Comm'n of
New York, 447 U.S. 330, 532 (1980). The Non-Disclosure Order, by contrast, precludes
a single individual, Mr. Levison, from discussing a narrow set of information he did not
know before this proceeding commenced, in order to protect the integrity of an ongoing
criminal investigation, Cf. Doe v. Mukasey, 549 F.3d 861, 876 (2d Cir. 2009) (“although
the nondisclosure requirement is triggered by the content of a category of information,
that category, consisting of the fact of receipt of [a National Sceurity Letter] and some
related details, is far more limited than the broad categories of information that have been
at issue with respeet to typical content-based restrictions.”). Mr. Levison may still
discuss everything he could discuss before the Non-Disclosure Order was issued.
Lavabit's argument that the Non-Disclosure Order, and by cxtension all § 2705(b)
orders, are unconstitutional prior restraints is likewise unavailing. Mot. To Unseal at 5-6.
As argued above. the Non-Disclosure Order is narrowly tailored to serve compelling
government interests, und satisfies strict serutiny, See supra, Part 11.LA. Regardless, the
Non-Disclosure Order does not fit within the two general categories of prior restrant that
eun run afoul of the First Amendment: licensing regimes in which an individual’s right to
speak is conditioned upon prior approval from the government, see City of Lakewood v.
Plain Dealer Publishing Co., 486 U.S. 750, 757 (1988), and injunctions restraining
certuin speech and related activities, such as publishing defamatory or scandalous
articles. showing obscene movies. and distributing leaflets, see Alexander v. United
States, 509 U.S. 344, 530 (1993), A prior restraint denies a person the ability to express
viewpoints or ideas they could huve possessed without any government involvement.

Scetion 2705(b) orders, by contrast, restrict a recipient’s ability to disclose limited
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information that the recipient only learned from the government’s need to effectuate &

legitimate, judicially sanctioned form of monitoring. Such a narrow limitation on

information acquired only by virtue of an official investigation does not raise the sume

concerns as other injunctions on speech. Cf. Rhineharr, 467 U.S. at 32, Doe v. Mukasey,

549 F.3¢ at 877 ( “[t)he non-disclosure requirement” imposed by the national security

Jetter statute “is not a tvpical prior restraint or a typical content-based restriction

warranting the most rigorous First Amendment scrutiny™).

III.  NO VALID BASIS EXISTS TO UNSEAL DOCUMENTS THAT, IF MADE
PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

A Any common law right of access is ounveighed by the need (o protect the
integrity of the investigation.

Lavabit asserts that the common law right of access necessitates reversing this
Court's decision to seal the search warrant and supporting documents. Mot. to Unscal at
7-10. The presumption of public access to judicial records, however, is “qualified,” Bal1.
Sun Co. v. Goerz, 886 ¥.2d 60, 65 (4th Cir. 1989), and rebuttable upon a showing that the
“public’s right of access is outweighed by competing interests," /n re Application of the
U.S. for an Order Pursuant o 18 U.S.C. Section 2703(d), 707 I'.3d 283, 290 (4th Cir.
2013) (“Twirrer™). In addition to considering substantive interests, a judge must also
consider procedural alternatives to sealing judicial records. Tiwitrer, 707 F.3d at 294,
~Adherence 10 this procedure serves 1o ensure that the decision 1o seal materials will not
be made lightly and that it will be subject to meaningful appellate review.” Va Dep't of

Stare Police v. Wash, Post, 386 FF.3d 567, 576 (4th Cir. 2004). This standard is met casily

here.
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“[TThe commeon law does not afford as much substantive protection to the TED

interests of the press and the public as does the First Amendment.” Twiner, 707 F.3d at

290 (internal quotation marks omitted). With respect to the substantive equities at stake,

the United States’ interest in maintaining the secrecy of a criminal investigation to

prevent the target of the surveillance from being alerted and altering behavior to thwart

the surveillance clearly outweighs any public interest in leamming about specific acts of

surveillance. Id. at 294 (rejecting common law right of access because. inter alia, the

sealed documents “set forth sensitive non-public facts, including the identity of targets

and wilnesses in an ongoing criminal investigation™). “Becuuse secrecy is necessury for

the proper functioning of the criminal investigation” prior to indictment, “openness will

frustrate the government’s operations.” [d. at 292, Lavabit concedes that ensuring “the

secrecy of [Stored Communications Act] investigations,” like this, “is a compelling

government inrerest.” Mot. to Unseal at 8 (emphasis added). Lavabit does not, however,

identify any compelling interests 10 the contrary. Far from presenting “a seriously

concerning expansion of grand jury subpoena power,” as L.avabit’s contents, id., a judge

issued the Pen-Trap Order, which did not authorize monitoring of any Lavabit e-mail

account other than _

In addition, the Court satisfied the procedural prong. It “considered the available
alternatives that are less drastic than sealing, end [found) none would suffice to protect
the sovernment's legitimate interest in concluding the investigation.” Rule 49 Order.

The Fourth Circuit's decision in Zwvitrer is instructive. That case arose from the
Wikileaks investigation ol Army Pfe. Bradley Manning. Specifically, the government

obtained an order pursuant to 18 U.S.C. § 2703(d) directing Twitter to disclose electronic

o
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communications and account and usage information pertaining to three subscribers.
When apprised of this, the subscribers asserted that a common law right of access
required unsecaling records related to the § 2703(d) order. ‘The Fourth Circuit rejected this
claim, finding that the public’s interest in the Wikileaks investigation and the
government's electronic surveillance of internet activities did not outweigh “the
Government’s interests in maintaining the secrecy of its investigation, preventing
potential suspects from being tipped ofT, or altering behavior to thwart the Government’s
ongoing investigation.” 707 F.3d at 293. “The mere fact that a case is high profile in
nature,” the Fourth Circuit observed, “does not necessarily justify public access.” 1d. at
294. Though Twinrer involved a § 2703(d) order, rather than a § 2705(b) order, the Court
indicated this is a distinction without a difference. /d. at 294 (acknowledging that the
concemns about unsealing records “accord” with § 2705(b)). Given the similarities

etween Tivitier and the instant case—most notably the compelling need to protect
otherwise confidential information from public disclosure and the national atiention 1o
the matter—there is no compelling rationale currently before the Court necessitating

finding that 2 common law right of access exists here.

8. Courts have inherent authority to seal ECPA process

Lavabit asserts that this Court must unseal the Non-Disclosure Order because 18
U.S.C. § 2705(b) does not explicitly reference the sealing of non-disclosure orders issued
pursuant to that section. Mot. to Unscal at 9-10. Asan initial matter, the Court has
inherent authority to scal documents before it Jnre Knight Pub. Co., 743 F.2d 251,235
(4th Cir. 1984) (*{t]he trial court has supervisory power over its own records and may, in

its discretion, seul documents if the public’s right of access is outweighed by competing
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interests”); see also Media General Operations, Inc. v. Buchanan, 417 F3d. 424, 430 (4th T D
Cir. 2005); United Srates v. U.S. Dist. Court, 407 U.S. 297, 321 (1972) (“a warrant
application involves no public or adversary proceedings: it is an ex parte request before
magistrate or judge.”). In addition, the Court here exercised its authority to seal pursuant
1o Local Rule 49(B), the validity of which Lavabit does not contest.

Even if the Court did not have this authority, Lavabit’s reading of § 2705(b) must
be rejected, because it would gut the essential function of non-disclosure orders and
thereby disregard Congress’ clear intent in passing § 2705, The Section allows courts to
delay notification pursuant o § 2705(a) or issue a non-disclosure order pursuant o
§ 2705(b) upon linding that disclosure would risk enumerated harms, namely dunger to &
person's life or safety, flight from prosceution, destruction of evidence. intimidation of’
witnesses, or seriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A)-(E),
(b)(1)-(5). It would make no sense for Congress to purposefully authorize courts (o limit
disclosure of sensitive information while simultancously intending to allow the same
information to be publicly accessible in an unsealed court document.

Finally. the implications Lavabit attempts to draw from the mandatory sealing
requirements of 18 U.S.C. §§ 2518(8)(b) and 3123(a)(3)(B) are mistaken. While Lavabit
charucterizes those statutes us granting courts the authoriiy to seal Wiretap Act and pen-
trap orders, courts already had that authority. Those statutes have another effect: they
removed discretion from courts by requiring that courts seal Wiretap Act orders and pen-
trap orders. See 18 U.S.C. § 2518(8)(b) (“Applications made and orders granted under
this chapter shall be sealed by the judge”) (emphasis added); fd. § 3123(a)(3)(B) ("The

record maintained under subparugraph (A) shall be provided ex parte and under seal 10

2
Ja
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the count™) (emphasis added). Congress™ decision to leave that discretion in place in ED
other situations does not mean that Congress believed that only Wiretap Act and pen-trap
orders may be scaled.

C Supposed privacy concerns do not compel a common law right of access

10 the sealed documents.

Lavabit's brief ends with an argument that privacy interests require a common
law right of access. Mol. to Unseal at 10-11. Lavabit, however, offers no legal basis for
this Court to adopt such o novel argument, nor do the putative policy considerations
Lavabit references outweigh the government’s compelling interest in preserving the
secrecy of its ongoing criminal investigation. Indeed, the most compelling interest
currently before the Court is ensuring that the Court’s orders requiring that Mr. Levison
and 1.avabit comply with legitimate monitoring be implemented forthwith and without

additional delay, evasion, or resistance by Mr, Levison and Lavabit.

J
wh
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CONCLUSION ED
For the foregoing reasons, Lavabit's motions should be denied. Furthermore, the
Court should enforce the Pen-Trap Order, Compliance Order, search warrant, and grand

jury subpoena by imposing sanctions until Lavabit complies.

Respectfully Submitted,

NEIL H. MACBRIDLE
i P . sy f

By:

Assistant United States Attorney
United States Attorney's Otfice
2100 Jamieson Ave.,
Alexandria, VA 22314

703-299-3700
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CERTIFICATE OF SERVICE

| hereby certify that on July 31, 2013, | ¢-mailed a copy of the foregoing
document to Lavabit's Counsel of Record:

Jesse R, Binnall

Bronley & Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, VA 22030

Assistant United Stales Attorney
United States Attorney's Office
2100 Jamieson Ave.
Alexandria, VA 22314

703-299-3700
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MR. TRUMP: Goed morning. Jim Trump on behalf cf the

%

) THE CQURT: Good morning.

7 MR. BINNALL: Good merning, Your Honor. Jesse Binnall

8 || on behelf of Lavabit and Mr., Levison.
9 THE COURT: All righet.
io MR. BINNALL: May it please the Court. We're before

11 the Court today on two separate motions, a motion te quash the

12 || reauirement of Lavabit to produce its encryption keys and the

13 otion to unseal and lift the nondisclosure requirements <f
14 Mr. Levison
15 Your Honor, the motion to quash in this arises because

1ot
L&

the privacy of users is at -- of Lavabit's users are al staxe.
17 || we're not simply speaking of the target of this investigatcion.

18 || We're talking about over 400,000 irdividuals and entities that

15 || are users of Lavabit who use this service because they bellieve
20 || thelir communications are sszcure.

21 By handing over the keys, the encryption keys in this
22 || case, they necessarily become less secure Ir. this case it 1is

ha 1

4y

!
Lad
t
B
w
-
1

t ace of the warrant itself does limit the
24 documents or -- and communications to le viewsd and the specific
.‘.5

metadata to be viewed to the target of the case, -
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] However, there is a lack of any sort of check or
2 || balance in order to ensure that the -- cthat the encrypted dats
3 || of cther Lavabit users remain secure. The encryption in this

4 case doesn't protect only content. It protects lcgin data and

5 the other -- some of the other metadata involved in this case.
6 We believe that this is not the least restrictive mean

7 in order to provide the government the data that they are
8 || locking for. Specifically --

9 TEE COURT: You have two diffe

lad

ent encryption Coces,

10 || one for the logins and the messages thar are transmitted. You

12 have another code that encrypts the content of the messadges,

12 right?

13 MR. RINNALL: VYour Honor, I beliesve that that is true.
19 From my understanding cof the way that this works :is
15 || that chere is one SSL key. That SSL key is what is issue in

[

16 || this case, and that SSL key specifically protects the

! communication, the over -- the bresadth of the communication

[
=

itself from the user's actual computer to the server to make
19 || sure that the user is communicating with exactly who the user

20 intends to be communicating with, the scrver,

21 And that's cne of the things that SSL does, It ensure
22 || that you're talking to the right person via e-mail and there's

23 rnot a sc-called man in the middle who's there to take that

24 message away.,

25 THE COURT: Does that key also contain the ccde of the

Tracy L. Westiall OCR-USDC/EDVA

L7713
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message and interpret the message as well?

MR. BINNALL: My understandi

Qa
}-—!
=
18]
I"
w
ct
e
fu
1
]

=
(9]
4]
o}
L5}

Honor, but because that's not my technical sxpertise, I'm
going to represent to the Court anything on that one way o
another. But my understanding is there is one genera

that is at issue.

}.—J
-~
D
el
e i
9
LB 1
1]

THE COURT: Well, why would you set up such? 1 mean,
telephone, you've got telephone numbers and --

MR. BINNALL: Correct,

THE COURT: -- those can be traced vary easily without
any lock at the content of the message that's thers. You-all
ceuld have set up something the same way.

MR. BINNALL: We could have, Your Honor. Actually, if
you're to --

THE COURT: So if anybody's —-- ycu're blaming the
government for something that's overbroad, pbut it seems tc me
that your client is the one that set up the system that's
designed not tc protect that information, because you know thart
there needs to be access to calls that go back and forth to one
perscn or another, And to say you can't do that just because
you've set up a system that everybody has to -- has to be
unencrypted, if there's such a word, that doesn't seem to me Lo
be a very persuasive argument.

MR. BINNALL: I understand the Court's point, and this

is the way that I understand why it's done that way.

{'_.1
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hy

re's di

ferent security aspects involved for pecple

and there certeinly is the

nt. of the message themselves. That's certainly what

I would concede is the highest security interest.

there's also the security intesrest to make sure
communicating with who you want to be communicating

is equally of a concern for privacy issues because

the end of the day, one of the things that secures

of the message.

this case it is true that most Internet sexvice
log, is what they call it, e lot of the metadata

12 || that the government wants in this cas# without that necessarily
13 || being encrypted, things such as who something is going teo, who
14 || it's going from, the time it's being sent, the IP address from
15 || which it is being sent.

16 Lavabit code is not something that you buy ©ff the

17 shelf. It is code that was custom made. It was custom made oL
18 || order to secure privacy to the largest extent possible and to be
19 || the most secure way pessible for multiple people to communicate,
20 || and so it nhas chosen specifically not to log that information
21 New, that is actually information that my client has
22 || offered to start logging with the particular user in this case.
23 It is, hewever, something that is quite burdensome on him. I

24 is something that would be custom code that would take between
25 || 20 tec 40 hours for him to be able to praduce. UWe belisve thav

Tracy L. Westrfall OCR-

SDC/EDVA
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1| is a better alternative than turning over the encryption key
2 || which can be used to get the data for all Lavabit users.
3 I hope that addresses the Court's conce:rn kind of with
4 || regard to the metadata and why it is not more -- why Lavabit
5 || hasn't created an encryption system that may honestly be more
6 || within the mainstream, but this is a provider that specifically
7 ||l was started in order teo have to protect privacy interests more
8 || than the average Internet service provider.
S THE COURT: I can understand why the system was set up,

10 || but I think the g¢cvernment is -- government's clearly entizlend

i

11 || to the infermatvion that they're seeking, and just pecause

L

12 || you-211 have set up a system thal makaes that difficult, that
13 || doesn't in any way lessen the government's right to recelve that

14 || infermation “Sust as they would from any telephone company or any

=
on
(J
1

her e-mail source that could provide it easily. Whether

iy
[a))
Jos

it's -- in other words, the difficulty or the ease in obrtaining

17

ot
¥

@

information doesn't have anything to do with whethear or not
18 || the government's lawfully entitled to the information.
15 MR. BINNALL: It is -- and we don't disagree that the

20 || government is entitled to the information. We actual

21 THE CCURT: Well, how are we gc

he
1
[t

oing to have to deny your motion to quash. It's just not

23 overbroad. The government's asking for a very narrow, specific
24 bit of information, and it's information that they're entitled

25 To.
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Now, how are we going to viork out that they get it?
MR, BINNALL: VYour Honor, what I would still say is the

best method for them to get it is, f

b

rst of all, there be scme

3

way for rthere to bes some sort of accountability cother than jusc

2 on the government tc say we're not going to go o

-

I
'ui
0]
|

2
P

the scope of the warrant,
This is nothing that is, of course, personal against
tha government and the, you know, very professional law

enforcement officers involved in this case. But gui

rt
1]
[(}]
}J.
G
} -
L.\:

the way the Constitution is set up, i:t's set up in a W

=
w
-
ct
8]

ensure that there's some sort of checks and balances and

THE COURT: What checks and balances need to be set up?
MR, BINMNALL: Well --

THE COURT: Suggest something to me.

MR. BRINNALL: I think that the least restrictive means

nossible here is that the government essentially pay the

reasonable expenses, meaning in this case my client's extensive

=+

abor costs tc be capped at a reasonable amount.

THE COURT: HKas the government ever dene that in cne o

ey

these pen register cases?
MK. BINNALL: HNct that I've fcund, Your Honor.
THE COURT: I don't think so. I've never known of one.

MR. BINNALL: And Your Honor's certainly seen more o

{2

these than I have.

Tracy 1., Westfall QCR-USDC/EDRVA
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1 THE COURT: So would it be reasonable to start now with

o

your client?

3 MR. BINNALL: I think evaryone would zgree ti

=
v¥
rt
-t
boo ]
et
w
'J
w

4 || an unusual case. And that this case, in order to protect th

w

5 || privacy of 400,000-plus other users, some sort of relatively
¢l small manner in which to create & log system fcr this one user
7 || te give the government the metadata that they're looking Ior is

g || the least restrictive mean here, and we can do that in a way

9 || that doesn't compromise the security keys.

et
‘)
=3

his is actually a way that my client --

=
=

THE COURT: You want to do it in & way that the

12 rovernment has te trust you ==

13 MR. BINMALL: Yes, Your Heonor.

14 THE COURT: =-- to come up with the right data.

15 MR. BINNALL: That's correct, Your Henor.

16 THE COURT: And you won't trust the government, S0 why
17 | would the government trust you?

o

MR. BINNALL: Your Honor, because that's wnat the basis

-

19 | 0f Fourth Amendment law says is more acceptable, is that the

20 || government is the entity that you really need the checks ancd

22 NMeow, my --

23 THE COURT: I don't know that the Fourth Amendment says
24 that. This is a criminal investigation.

25 MR. BINMNALL:; That is absolutely correct.

]
-
[11]
a
(R’
r
-
o
i
(23
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THE COURT: A criminal invest

[+1]

=

2 |l that the Fourth Amendment says that the p
3 || investigated here is entitled toc more lee
4 || than the government is. I den't know

5 MR. BINNALL: There certainly is
G || thera. I, of course, am not here to repr

I'm here specifically looki

clata

9 THE COURT: I understand. I'm ¢
10 || working out something. I'm not sure you'
11 te me other than either you do it and the
12 || trust vou to give them whatever you want

have to trust the government that they're

14 || vour other files.

15 Is there some cother route?

16 MR. BINNALL: 1 would suggest th
17 I'm sorry —-- that the Court can craft an
15 || can -- that we should work in concert wit
16 || to come up with this coding system that g
20 || of the metadata that we can cive them thr
21 || procedure that we can install in the code
22 || as a least restrictive means to see if th
23 || goverrment the information that they're 1
24 specific acceount

25 THE COURT: How long does it tak

e 58 of 73 PagelD# 660
13 Page 10 of 16 PagelD#
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12131)}\(:fr151)

and I don't

1.
ANOow

e

rson beling

esent the int

47

ng over my clien

t

government

T e

give tnam

not going to

e

ives the government all

cugh this logging

, and then uvsing that
at can get the

ooking for on the

e to install that?

acy L. Westfzll OCR-USDC/EDVA
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MR. BINNALL: I mean, 20, 40 hours. So I wou

2 || that would probably bes a week to a wee

Y

and a helf, Yo

3 || although 1 would be willing to talk tc my client to see if

elD# 661

6 PagelD#

-
o

REDACTED

1d suaggest
ur Honhor,

L1
Vit

4 || can get that expedited.

5 THE COURT: To instell ic?

o MR. BINNALL: Well, to write the code.

7 I'HE COURT: You don't have a ccde right at the moment.
g You would have to write something?

9 MR. BINNALL: That's correct. And the portion eof the

10 || government's brief that talks about the money that he was

11 || looking for is that reasonable expense for him basically to do
12 || nething for that period of time but write code to install in

|_-l
W
o]
3
(w3
~
ct
(_\
pe
o1}
: ol

ke the data from-and put it in

13 || the covernment will see the logged metadata involved.
15 THE COURT: All right. I think I understand
16 || position. I don't think you need to argue this mection
17 unseal. This is a grand jury matter and part of an on

il

18Ficriminal investigation, and any motion to unseal will
15 MR. BIMNALL: If I could have the Court's att
20 || iust on one issue of the nondisclosure provision of th
21 || understand the Court's position on this, but there 1s

22 || orivileged communications if the Court would be so gen

23 || vo alliow me very briefly to address that issuc?
24 There's other ¥First Amendment considerations

J
tn
w

ithn not necessarily just the sealing of this, but wha

Tracy L. Westfall
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be denied.
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Mr. Levisecn can disclose and to whem he may disclose it.

The First Amendment, of course, doesn't just cover
speach and assembly, but the right to petition for a redress of
grievances. We're talking about a statute here, and, honestly,
a statute that is very much in the public eye and

issues that are cur

(b

ently pending beiore Congress.

I think the way that the order currently is written,

THE COURT: You're talking about the ssaling order?

MR. BINNALL: I'm talking about the sealing order and

che order that prohibits Mr. Levison from disclesing any

.
—aa LA A

('r

information.
Now, we don't want to disclose -- we have nc intenticn

of disclosing the target, but we would like to be able tc, for

instance, talk to members of the le gislature and thelr staffs

about rewriting this in a way that's --

THE COURT: No. This is an ongoing criminal
investigation, and there's no leeway to disclese any information

MR. BINNALL: And so at that point it will remain with

-
Y
=1
L

“-
-,]

son and his lawyers, and we'll

t at

1

keep

THE COURT: Let me hear from Mr. Trump.

H
A
C

b=

there some way we can work this out or something

chat I can do with an order that will help this or

ct
)

=
w

MR. TRUMP: I don't believe so, Yocur Honor, b&caus

1]
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1 || you've already articulated the reason why is that anything done
2 || by Mr. Levison in terms of writing code or whatever, we

have to

3 || trust Mr., Levison thart we have gotten the information that we

s
w

4 || were entitled te ge

L]

ince June 28th. He's had every

5 || cpportunity to propose soluticns to come up with ways to address

P (o

6 || his concerns and he simply hasn‘t.

We can assure the Court that the way that this wculd

3 || operaze, while the metadata stream would be captured by a

9 || device, the device does not download, does not storeg, nO One

10 || 1ooks at it. It Ffilters everything, and at the back end ¢of the

11 || filter, we get what we're required to get under the order.
12 So there's nc agents looking through the 460, 200 other

13 || bits of information, customers, whatever. MNc¢ one lcoks at thau,
14 || no ene stores it, no one has access to it. All we're going to
15 || 1ook @t and all we're going to keep 1S what is called for under

16 || the pen register order, and that's all we're asking this Court

18 THE COURT: All right. Well, I think that's

19 || reasonable. So what is this before me for this morning other

20 || than this motion to quash and unsezl which I've ruled on?

21 MR. TRUMP: The only thing is tc order the production
22 || of the encryption keys, which just --

23 THE COURT: Hasn't that already been done? There's a
24 subpeena for that.

25 MR. TRUMP: There's & search warrant for it, the motion

Tracy L. Westfall CCR-U3ILC/ELVA
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to quasn

THE COURT: Search warrant.

MR. TRUMP: Excuse me?

THE COURT: I said subpoena, but I meant search
warrant

MR. TRUMP: We issued both, Your Honor, but Your Honor

authorized the seizure of that information. And we would ask
the Court to enforce that by directing Mr. Levison to turn over

the encryption keys.

Tf counsel represents that that will occuxr, we can not
waste any more of the Court's tlime. If he repressnts that

Mr. Levison will not turn over the encryption keys, then we have
to discuss what remedial action this Court can take Lo require
cempliance with that oxrder.

THE COURT: Well, I will order the production of

those -- of those keys.

h

r
{8
(¢)
o]
L]
0
0
i
IOl
rt
b
'e)
o

Is that simply Mr. Levison or is that
es well?

MR. TRUMP:

Lor |

hat's ona and the same, Your Honor.

U

Just so the record is clear. We understand from
Mr. Levison that the encryption keys were purchased
commercially. They're not somehow custom crafted by

Mr. Levison. He buys them from & vendcr and then they're

TH® COURT: Well, I will order that.

[ =]
h
L
O
o
i~

poet
et

Tracy L. Westfall CCR-USDC/EDVA
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1 || present an order toc me, I'll enter it later on.

-3

2 MR, TRUMP: Thank you.
3 MR. BINNALL: Thank vou, Your Honor.
4 As far as time frame goes, my client did ask me 1if the

5 || Court did order this if the Court could give him approximately

o

five days 1n order to actually physically get the encryption
7 || keys here. And so it will be -- or just some sort of reasonable

8 time frame to get the encryption Keys here and in the

g || government's hands, He did ask me to ask exactly the manner
10 || that those are to be turned over.
11 MR. TRUMP: Your Honor, we understand that this can be

12 || done almost instantaneously, as soon as Mr. Levison makes
13 || contact with an agent in Dallas, and we would ask that he be

14 || givern 24 hours or less to comply. This has been going on for a

wn

month.

16 THE COURT: Yeah, I don't think 24 -- 24 hours would be

|
P
]

e n

&

. Decesn't have to do it in

fu
m

ew minutes, sDut

=
t
1

h reasonab

18 || T would think something like this, it's not anything he has Lo

19 || amass or get together. It's just a mettsr of sending sometning.
20 So T think 24 hours would be reasonable.

21 MR, BINNALL: Yes. Thank vecu, Your lionor.

22 THE COURT: All right. And you'll present me an order?
23 MR. TRUMP: We will, Your Honor. Thank you.

24 THE COURT: &ll right. Thank you-all, and we'll

25 || adjourn until -- cr stand in recess till 3 co'clock. Well,

Tracy L. Westfall CCR-USDC/EDVA
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9 o'clock tomorrow morning.

(e
¥
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LV ]

{Proceedings concluded at 10:25 a.m.)

8 CERTIFICATION

31 I certify, this 19th day of August 2013, that the
12 || foregoing is a correct transcript from the record of proceedings

13 || in the above-entitled matter to the best of my abilivy.

= \f’hxuﬁ U /65//;

16 Tracy Westfall] RPR[ *7/»/%25 CCR
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

i

|
IN THE MATTER OF THE UNDER SEAL [ u-‘ ﬁ\
APPLICATION OF THE UNITED A 1200 M
STATES OF AMERICA FOR AN ORDER No. 1:13EC297 b
AUTHORIZING THE USE OF A PEN b O TS T o
ALBGNDRIA, VIRGINIA

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:138W522

AT IS
STORED AT PREMISES CONTROLLED
BY LAVABITLLC

et M e N M N e et Mt e Ml N S WS S

In re Grand Jury No. 13-1
ORDER DENYING MOTIONS

This matter comes before the Court on the motions of Lavabit LLC and Ladar Levinson,
its owner and operator, to (1) quash the grand jury subpoena end scarch and scizurc warrant
compelling Lavabit LLC to provide the government with encryption keys to facilitate the
installation and use of a pen register and trap and trace device, and (2) unseal court records and
remove a non-disclosure order relating to these proceedings. For the reasons stated from the
bench, and as set forth in the government’s response to the mations, it is hereby

ORDERED that the motion to quash and motion to unseal are DENIED;

It is further ORDERED that, by 5 p.m. CDT on August 2, 2013, Lavabit LLC and Ladar
Ievison shall provide the govermment with the encryption keys and uny other “information,

acilities, and technical assistance necessary to accomplish the installation and use of the pen/trap
b p {
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device” as required by the July 16, 2013 seizure warrant and the June 28, 2013 pen register order,

It is further ORDERED that this Order shall remain under seal until further order of this

Court.

/s/
Claude M. Hilton
United States District Judge

Alexendria, Virginia
August _¢_, 2013
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

5

G

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

UNDER SEAL

CLERR, US. DISiRT COURT

Ne, 1:13EC297 ALEYARDRIL, VIZGINS

N THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:138W522

THAT IS
STORED AT PREMISES CONTROLLED
BY LAVABIT LLC

vuvvuuuuuuuuy-vv

In re Grand Jury No. 13-1
MOTION FOR SANCTIONS

The United States, through the undersigned counsel, pursuant to Title 18, United States
Code, Section 201, hereby moves for the issuance of an order imposing sanctions on Lavabit
LLC and Ladar Levison, its owner and operator, for Lavabit's failure to comply with this Court’s
order entered August 1, 2013, In support of this motion, the United States represents.

1. At the hearing on August 1, 2013, this Court directed Lavabit to provide the
government with the encryption keys necessary for the operation of a pen register/trap and trace
order entered June 28, 2013, Lavabit was ordered 1o provide those keys by 5 p.m. on August 2,
2013. See Order Denying Motions entered August 2, 2013,

2 At approxiniately 1:30 p.m. CDT on August 2, 2013, Mr. Levison gave the FBl a

printout of what he represented to be the encryption keys needed to operate the pen register. This



Case 1:13-ec-00297-TCB Document 25-12 Filed 02/24/16 Page 70 of 73 PagelD# 672
Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/13 Page 3 of 13 PagelD#
190 :

REDACT
ED
printout, in what appears to be 4-point type, consists of 11 pages of largely illegible characters.
Jee Auachment A. {The auachment was created by scanning the document provided by Mr.
Levison; the original document was described by the Dallas FBI agents as slightly clearer than
the scanned copy but neveriheless illegible.) Moreover, each of the five encryption keys contains
512 individual characters — or a total of 2560 characters. To make usc of these keys, the FBI
would have to manually input all 2560 characters, and one incorrect keystroke in this laborious
process would render the FBI collection system incapable of collecting decrypied data.

3. At approximately 3:30 p.m. EDT (2:30 p.m. CDT), the undersigned AUSA
contacted counsel for Lavabit LLC and Mr. Levison and informed him thai the hard copy format
for receipt of the encryption keys was unworkable and that the government would need the kevs
preduced in electronic format. Counsel responded by email m 6:30 p.m. EDT stating that Mr.
Levison “thinks™ he can have an electronic version of the keys produced by Monday, August 5,
2015,

4. On August 4, 2013, the undersigned AUSA sent an e-mail to counscl for Lavabit
LLC and Mr. Levison stating that we expect (o receive an electronic version of the encryption
keys by 10:00 a.m. CDT on Monday, August 3, 2013, The e-mail indicated that we expect the
keys to be produced in PEM format, an industry standard file formal for digitally representing
SSL keys. See Attachment B. The e-mail further stated that the preferred medium for receipt of
these keys would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.
Levison is familiar). The undersigned AUSA informed counsel for Lavabit LLC and Mr.
Levison that the govemment would seek an order imposing sanctions if we did not receive the

cnervption Keys in electronic forma: by Monday morning.

rJ
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3. The government did not receive the electronic keys as requested. The
undersigned AUSA spoke with counsel for Lavabit and Mr, Levison at approximately 10:00 am.
this morning. and he stated that Mr. Levison might be able to produce the keys in electronic
format by 3 p.n. on August 3, 2013. The undersigned AUSA told counsel that was not
acceptable given that it should take Mr. Levison 5 to 10 minutes to put the keys onto a CD in
PEM format. The undersigned AUSA told counsel that if there was some reason why it cannol
he accommplished sooner, to let him know by 11:00 a.m. this morning. The government has not
received an answer from counsel,

6. The government therclore moves the Court to impose sanctions on Lavabit LLC
and Mr. Levison in the amount of $5000 per day beginning at noon (EDT) on August 5, 2013,
and continuing each day in the same amount until Lavabit LLC and Mr. Levison comply with
this Court’s orders.
i As noted, Attachment A o this motion is a copy of the printout provided by Mr.
Levison on August 2, 2013, Attachment B is a more detailed explanation of how these
encryption keys can be given to the FBI in an electronic format. Attachment C to this motion is a

proposed order.
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8. A copy of this motion, filed under seal, was delivered by email to counscel for

Lavabit LLC on Aupust 3, 2013.

Respectfully submiticd,

Neil H. MacBride
United States Attorney

|' United States Attorney’{ Difice

’ Justin W. Williams U.S. Anorney's Building
2100 Jamieson Avenue
Alexandrig, Virginia 22314
Phone: 703-299-3700



Case 1:13-ec-00297-TCB Document 25-12 Filed 02/24/16 Page 73 of 73 P eID# 67%
Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/13 Page 6 0 3 PagelD#
193

Attachment A



Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 1 of 28 PagelD# 676

Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/13 Page 7 of 13 PagelD#
' 194

A
Y P l.-\,.
; f har e b

3 b ) : ;

' e . e

a 5
3 i v ' S 3 11T 1

." o " 1 pent b

(A T PO P T oL
At sawidh . ey .
- - Bl e
o o4 t, v -
i X 5 e
1
ey . g v LT
t LR
A H fia
. s 1
A "
U .
'
" g ,
rerl
' o %
-l .
i i
r e
i
g ’ .
Sy Wl e
- )
: "‘ '. & . H
. Vo i 2
Ll | i,
;" ] i
oV i
2 ko )
. ® !
ihe
o 4
1
"
3 vt
R
(P



Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 2 of 28 PagelD# 677

Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/13 Page 8 of 13 PagelD#
195

REDACTED

e did




Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 3 of 28 PagelD# 678
Case 1:13-ec-0

0297-TCB *SEALED* Document 11-20 Filed 09/20113 Page 9 of 13 PagelD#
196

REDACTED

(LS RTIN ERCLRS

CX S R L

Rerrtatt N,

RN

Sorand Wi ey

Bratgut te



Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 4 of 28 PagelD# 679

Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 08/20/13 Page 10 of 13 PagelD#
197

shdiant




Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 5 of 28 PagelD# 680

Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/13 Page 11 of 13 PagelD#

198
REDACTED

. [F RS P, . d 3
rA . ch .
. iy o
] . fde
bt .
! .
L it | L 1 ~ “. .
e e Ml bt Pl tidialinan o
pa e LR S ALY R t R
L B e EURE SPRRTTN I S T L PR R "
t e, ‘ - A0 :\‘_r
3 S -
' ' u
awe abadh P ST A R e
' UL A R i i & ]
o g vepartid aigh + "¢ LS9 1 Poe Py 1 £ NEL) PO S A
"3 RS Y N ) i ;| . "
f e LN = .
4 44 LTI s L Y Ml
. . b4 ¥ : I] . |
[ [ B .t el . o'

o S b

.
.
: vl
| g spddge it tek .
‘e
Fatant g
Pogmanto it
S et i
LN SRR TN .
- . h . ‘.
. B T x " .
.
" '




Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 6 of 28 PagelD# 681

Case 1:13-ec-00297-TCB *SEALED* Document 11-20 Filed 09/20/13 Page 12 of 13 PagelD#
199

REDACTED




Case 1:13-ec-00297-TCB Document 25-13 Filed 02/24/16 Page 7 of 28 PagelD# 682

Case 1:13-ec-00297-TCB *SEALED” Document 11-20 Filed 09/20/13 Page 13 of 13 PagelD=
200

ATTACHMENT B

[ avabil uses 2048-bit Securs Socker Laver (881) centiticiutes

encrypt cormmunication betweesn users and its seever. SSL enerypt jon ¢ crnple

cryptography, in which both the sender und receiver ¢ ach have two mathematic -.l!‘ finked kevs:
“public” key and a “private” key. “Public” heys are published, but “private” keys are not. In this
gircumstance, a Lavabit cust omer uses Lavabit's s published public key to intiate - anencr ypled
email session with I.k\' thit over the internet, I..l.-:l."M s servers then decrypt this traflic using thel
srivate kev, The enly way to deerypt this walfic is through the usage of this privae key. 4 SSL
1 1».-lu 15 another name lor a published public key

To obian 1 SSL :t.‘l"-.fl'iCil"‘ from GoDaddy, a user necds to {irst generate 5 2048-hit

sher compuier. Lwc wing

¢ operating system and “L. server used, there

™

e ways 1o gengrale d ;‘-"' (e key t.‘-'l -| the more popular met
ible command-line wol called Omn\ SI.. This 1_',{11» sion ulso cre

(M

1V rztes o certificale signing
reauest file. The user sends this file o e ‘wl generation authority (e.g. GoDaddy) and
GoDaddy then sends back the SSLL certificate. 'l'I private key is not sent to GoDaddy and
14 Be retained by the user. This privite key s stored on the user’s weh server 10 penmnit
talh ribed above The FBI's cuil--ui(en svstem that wilf be
also requires the private key (o ~'.c-::_l to decrypt Lavabit
ermail and imemet wraffic. This decrypted traflic will then be :'liu:.w.i for the turget etnall uddress
spacified i the PRITT order.

':'va:ndin" on how exanctly the private key was first generated by the user, it wseli may be
and protected by o ,“-‘--s-:wm;’ supplicd by the user. This a Wditional le
cxample. a backup cepy of the private key s stored on a CD. I s

wivaie hey wouid not !.'-.' ..u:npiunm:.-d because a password wor

o o seeurily is

i i 1) was lost or

itd be requured 12

weever, the eser that generated the private key would have supplicd i: ageneration
dd thus have tmowledge of it The OpenSSL ol described above is capable of

ed private keys and converting the keys 10 & non-enery pred format with a
°n'~'m:d command. The FBI's collection system and most web servers reqguires

key to be stored Ina nen-encryp <t fonnet

A 2048-bit key is compesed of 3172 characters. The standard praciice of exchanging
S between entitics is o use some electronic medium (e g., CD or secure intemet
are

e

rarely, if ever, exchanged verbally or through print medium due to their

ity of human error. Mr. Levison bas

pated it Lavebis
.|

R y -ate publie/private key paits, one for cacli iype of mail protucel used by
- i L] -4
| }-
Lovabit
e an ~“'t.‘n~ ryestandard file format for digitally representing SSLkeys  PEM
s e ereated vsing the OpenSSL ol deseribied above. The preferred median 1o
{L ¢ kevs would be on a CID
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IN THE UNITED STATES DISTRICT COURT FOR THE
STRICT OFF VIRGENLA

Slexandrin Division

22 THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE T '.1}11) )

STATES -:’1“- u \-Il UACA FDI{ AN ORI } No. 1LI3EC297
: USE OF \IL { 3
ND TRACE DEVICE J

i
C;

AAll ACCOUN

HE SEARCH AND

1530 QL LS

Wo. L 135Ws2

o ——

FHATIS )
STORED AT PREMISES CONTROLLED

BY LAVABITLLC .
i S
nore Grand Jury ) iNO.L B0l

ORDER
I his matter comes deiore the Court on the motion of the government for sanctions for
sailure 1o comply with this Court's order entered August 2, 2013, For the reasons stated in the
sovemment’s motion, and pursuant 1o Title 14, United States Code, Seation 401, 1t is hereby
ORDERED that the metion for sanctions is gramed,;

s further ORDERED that, i the encrvption keys necessary to implement the pen

register and trap and trece deviee dre not provided to the FBLin PiM or equivitent clectronic

fonmat by paon (CDT) an August 5, 2013, « fine of five thousaud dollars (3500000 shall be

unposed on Lavabit LLC and My Levisom
it is turther ORDERED that, if the encivption heys necessary o inplement the pen

register and trap and trace device are not provided 1o the FBLIn PEM or cquivaient clectroni
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Cormat by naon (CDT each dioy therealter beginmng August o, U2, 4 Line 06 Uve thousand

gl Ul bd -

dollars ($5.000.00) shal] be imposed on Lavabit LLC and My, Levison tor each day of non-
complianece, and
1

i is further ORDERED that the government's motion: Far sanctions and this Order sha

somain under seal until further order of this Court

Claude M. Hilton
United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

[N THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCII
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:13SW522

"HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit”’) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hercby appeal to the United States
Court of Appeals for the IFourth Circuil from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

LAVABIT LLC
LADAR LEVISON
/
//L77 /{/k By Counsel

/dse R. Binnall, VSB# 79292
[{l;onluy & Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, Virginia 22030

(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificale of Service

| certify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314

7

Jcsscél./ﬁmnall

)
4
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IN THE UNITED STATES

REDACTED

DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexand

In re Grand Jury

ria Division

FILED UNDER SEAL

No. 13-1

NOTICE OF APPEAL

Notice is hereby given that Lavabit LLC (“Lavabit”) and Mr. Ladar Levison

(“Mr. Levison”) in the above named case, hereby appeal to the United States

Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

THE
/Pcf/

Je jc R. Birjny zl’“vsrau 79292
nley & anall PLLC
10’387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonlinc.com
Counsel for Lavabit LLC

LAVABIT LLC
LADAR LEVISON
By Counsel
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Certificate of Service

[ certify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney's
Fastern District of Virginia
2100 Jamieson Avenue

7 &

(/"/ [‘0/—/27 i

// J(I,{f_t/R/anall

1o
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
SLECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION

ASSOCIATED WITH
I'HAT IS

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILED UNDER SEAL

No. 1:138W522

NOTICE OF APPEAL

Notice is hereby given that .

avabit LLC (“Lavabit”) and Mr. Ladar Levison

(“Mr. Levison”) in the above named case, hereby appeal to the United Stales

Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

/“//"

% d

Jeébe R. Binnal berf 79292
onley & anall PLLC
0387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com

Counsel for Lavabit LLC

LAVABIT LLC
LADAR LEVISON
By Counsel
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Certificate of Scrvice

I certify that on this 16th day of August, 2013, this Notice of Appeal was

emailed and mailed to the person al the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamicson Avenue
Alexandria, VA 22314

L]tf‘-‘sc R Binnall

o

{w]
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Lavabit Online Media Links RED4 ¢
TEp

Demaocracy Now Intervicw:

Democracy Now Interview Transcript:

Huff Post Interview:

RT Interview:

Ron Paul Interview:
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IN THE UNITED STATES DISTRICT COURT REDAC TED
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION |
ASSOCIATED WITI

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

PROPOSED ORDER

The United States has proposed partially unsealing records in this matter due to public
disclosures made by Ladar Levison and [Lavabit, LLC and for the purpose of creating @ public
record for Mr. Levison's appeal. The Court has considered the original scaling orders, the
motions in support of the original sealing orders, the government’s ex parte motion 10 unseal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the
documents sealed, and the government has proposed redacted versions of the documents that
minimizes the information under seal;

(2) the government’s interest in keeping the redacted material scaled outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect

e’

that interest; it is hereby
ORDERED that the redacted versions of certain records filed in the above captioned

matter are partially unscaled. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issucd pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, scaled Motion to Unseal and

Statemnent of Reasons will remain sealed until further Order of the Court.

The Honorable Claude M. Hilton
United States District Judge

Date:

Alexandria, VA
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IN THE UNITED STATES DISTRICT COURT -
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE NO. 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 SW 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

PROPOSED ORDER

The United States has proposed partially unsealing records in this matter due to public
disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public
record for Mr. Levison's appeal. The Court has considered the original sealing orders, the
motions in support of the original scaling orders, the government's ¢x parte motion te unseal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the
documents sealed, and the government has proposed redacted versions of the documents that

minimizes the information under seul;

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unscaled. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government's ex parfe, scaled Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

The Honorable Claude M. Hilton
United States District Judge

Date:

Alexandria, VA
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IN THE UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THLE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED |

AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

|

NO:.1:13 BC 297

NO. 1:13 SW 522

NO, 13-1

UNDER SEAL

ORDER

I L E

00T 2 2003

CLERK US DISTRICT COURT

AEYARDRIA, VIRGUA

REDACTED

The United States has proposed partially unsealing records in this matter due to public

disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public

record for Mr. Levison’s appeal. The Court has considered the original sealing orders, the

motions in support of the original sealing orders, the government's ex parte motion to unseal

certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the

documents sealed, and the government has proposed redacted versions of the documents that

minimizes the information under seal:

(2) the government’s interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

Al

The Honorable Claude M. Hilton
United States District Judge

Date: CL*:‘F 2 20)3

Alexandria, VA
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TAPUILIE S S
UNITED STATES DISTRICT COURT I M
FOR THE EASTERN DISTRICT OF VIRGINIA |4 | 8N 1020tz 0
| !
l <:|lﬁ?", b r
-J LET i '
IN RE APPLICATION OF THE ) .
UNITED STATES OF AMERICA FOR ) MISC. NO. 1:13 EC 255 RED
AN ORDER PURSUANT TO ) ACTED
18 U.S.C. § 2703(d) )
) iled Under Seal
ORDER

The United States has submitted an application pursuznt to 18 U.S.C. § 2703(d).
requesting that the Court issue an Order requiring Lavabil LLC, an clectronic communications
service provider and/or a remate computing service located in Dallas, TX, to disclose the records
and other information described in Attachment A to this Order.

The Court finds that the United States has offered specific and articulable facts showing
that there are reasonable grounds to believe that the records or other information sought are
relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to belicve that notification of the existence of
this Order will seriously jeopardize the ongoing investigation, including by giving targets an
opportunity to flee or continue flight from prosccution, destroy or lamper with evidence, change
patierns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

IT IS THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that Lavabit LLC
shall, within ten days of the date of this Order, disclose to the United States the records and other
information described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence of the
application of the United States, or the existence of this Order of the Court, to the subscribers of

the account(s) listed in Attachment A, or to any other person, unless and until otherwise
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authorized to do so by the Court, excep! that Lavabit LLC may disclose this Order to an attorney

for Lavabit LLC for the purpose of receiving legal advice.
IT IS FURTHER ORDERED that the application and this Order are sealed until
otherwise ordered by the Court.
g

John F. Anderson
United States Magistrate Judge

Quny 10,2613

Date

e
A TRUE COPY, TS TE:
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ATTACHMENT A REDA CTEp
[, The Account(s)

The Order applies to certain records and information associeted with the following email
accoumnt(s):

I1. Records and Other Information to Be Disclosed

Lavabit LLC is required to disclose the following records and other information, if available, to
the United States for each account or identifier listed in Part [ of this Attachment (“Account™),
for the time period from inception to the present:

A I'he following information about the customers or subscribers of the Account:
1. Names (including subscriber names, user names, and screen names);
2 Addresses (including mailing addresses, residential addresses, business

addresses, and c-mail addresses);

Local and long distance telephone connection records;

4. Records of session times and durations, and the temporarily assigned
network addresses (such as Internet Protocol (Y1) addresses) associated
with those sessions;

L=

S. Length of service (including start date) and types of service uiilized;

0. Telephone or instrument numbers (including MAC addresses);

7. Other subscriber numbers or identities (including the registration Internet
Protocol (“1P™) address); and

8. Means and source of payment for such service (including any credit card

or bank account number) and billing records.

B. All records and other information (not including the contents of communications)
relating to the Account, including:

L Records of user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length. and method ol
connections; data transfer volume; user names; and source and destination
Internet Protocol addresses;

2 Information about each communication sent or received by the Account,
including the date and time of the communication, the method of
communication, and the source and destination of the communication
(such as source and destination email addresses, 1P addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
PURSUANT TO FEDERAL RULFE OF EVIDENCE 302(11)

I, , attest, under penalties of perjury under the

laws of the United States of America pursuant 10 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. | am employed by Lavabit LLC, and my official

title is _ 1 am u custodian of records for Lavabit LLC. | state

that each of the records attached hereto is the original record or a true duplicate of the original -
record in the custody of Lavabit LLC, and that 1 am the custodian of the atiached records
consisting of (pages/CDs/kilobytes). | further state that:

A all records attached to this certificate were made at or near the time of the
occurrence of the matter st forth, by, or from information transmitted by, a person with
knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business
activity of Lavabit LLC; and

C. such records were made by Lavabit LLC asa regular praclice.

| further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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REDA CTE D
IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE (Under Seal)
INSTALLATION AND USE OF A PEN g
REGISTER/TRAP AND TRACE DEVICE ) 113 EC 247
ON AN ELECTRONIC MAIL ACCOUNT )
ORDER
This matter having come before the Court pursuant to an Application under 18 U.S.C.
§ 3122, by _ Assistant United States Attorney, an attorney for the Government
as defined by Fed. R, Crim. P. 1(b)(1), requesting an Order under 18 U.S.C. § 3123, authorizing ;
the installation and use of a pen register and the use of a trap and trace device or process
(*pen/trap device”) on all electronic: communications being sent from or sent to the account
associated with _thal is registered 1o subscriber _:u
Lavabit, LLC (hereinafier referred 1o as the “SUBJECT ELECTRONIC MAIL ACCOUN'F‘).
The Court finds that the applicant has certified that the information likely to be obtained by such
installation and wse is relevant to an ongoing criminal investigation into possible violation(s) of
1S U.S.C. §§ 641, 793(d)-(e), and 798(a)(3) by_

IT APPEARING that the information likely to be obtained by the pen/trap device is
celevant 1o an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant 20 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Federal Burcau of Investigation to capture all non-conicnt dialing,
rowting, zddressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
1he initiation and receipt of such transmissions, (o record the duration of the transmissions, and to

record user log-in data (date, time, ¢uration, and Internet Protocol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of
such Order or the date the monitaring equipment becomes operational, whichever occurs later;

IT 1S FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Burcau of Investigation, forthwith, all information, [acilitics, and
iechnical assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect to whom the instatlation and use is to take place;

IT IS FURTHER ORDERED that the United States take reasonable steps to ensure that
the monitoring equipment is not used (o capture any “Subject:” portion of an electronic mail
message, which could possibly contain content;

IT 1S FURTHER ORDERED that Lavebit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistance;

IT 1S FURTHER ORDERED that, in the event that the implementing investigalive
agency seeks to install and us¢ its own pen/trap device on @ packet-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (=)
any officer(s) who installed the device and any officer(s) who accessed the device to obtain
information from the network; (b) t2e date and time the device was installed, the date and time
(he device was uninstalled, and the date, time, and duration of each time the device is accessed to
obtain information; (c) the cenfiguration of the device at the time of its installation and any
subsequent modification thereof: and (d) any information which has been collected by the device.
To the extent that the pen/trap device can be set o automatically record this information
clectronically, the record shall be mai ntnined electronically throughout the installation and use of
the pen/trap device. Pursuant 1o 18 U.S.C. § 3123(a)(3)(B), as amended, such record(s) shull be
provided ex parte and under seal 1o <his Court within 30 days of the termination of this Order,
including any extensions thereof,

IT IS FURTHER ORDERED), pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, end that copies of such Order may be

2
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furnished to the Federal Bureau of Investipation, the United States Attorney's Office, and
Lavabit;

IT 1S FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap
device, or the existence of the investigation to any person, except as necessary to efiectuate this

Order, unless or until otherwise orcered by the Court.

SO ORDERED: Is/

=7 Carroll Buchanan
D gresa Carroll BI{C
ilfz .~ United States MagistralC Judge

“Hon. Theresa C. Buchanan
United States Magistrate Judge

Dalc:til .l}__
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[N THE UNITED STATES DISTRICT COURT FOR THE I
FASTERN DISTRICT OF VIRGINTA
Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIHL. ACCOUNT

(Under Seal)

113 C 297

T N

MOTION FOR ENTRY OF AN ORDER TO COMPEL

The United States, by and through its undersigned counsel, hereby requests the Court
enter an Order directing Lavabit, LLC, to comply with the Court’s June 28,2013 Pen
Register/Trap and Trace Order. In support of the motion the United States declares as follows:

b On June 28. 2013, at epproximately 4 p.m,, this Court entered an Order pursuant
ro 18 U.S.C. § 3123 authorizing the installation and usc of a pen register and the use of a trap and
ree deviee (Upen/trap deviee”) on all electronic communications being sent from or sent to the
electronic mail account _ That c-mail account is controlled by Lavabiy,
LLC.

2 In its Order, the Court found that the information to be collected by the pen/trap
device would be relevant to an ongoing criminal investigation. [n addition, the Court ordered
Iavabit *shail furnish agents from the Federal Bureau of Investigation, forthwith, all
intormation. facilities, and technical assistance necessury to accomplish the install@mion and use
of the pentrap device.”

3. The Federal Bureau of Investigation served a copy of the Order on Lavabit thit
same aflernoon, A representative of’ Lavabit stuted that it could not provide the requested

information because the user of the necount had cnabled Lavabit’s encrs ption serviees, and thus
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Lavabit would not provide the requested information. The representative ol Lavabit indicated

that Lavabit had the technical capability 1o deerypt the information but that Lavabit did not want

to “*defeat [its] own system,”

4, { he representative of Lavabit did not comply with the Order, and indicated he

first wanted 10 seek leaul advice.

A The Pen Register and Trap and ‘Trace Act gives this Court the authority to order a

provider to assist the government in the excention of a lawtul pen register or (rap and trace order,

inciuding by providing information.  Section 3122 of Title 18, United States Code, provides in

part: “An order issued under this section-- ... shall direet, upon the request of the applicant, the

furnishing of information, facilities, and technical assistance necessary to accomplish the

installation of the pen register or trap and trace device under section 3124 of this title,” Section

3124(a) provides, “Upon the request of an attomey for the Government or an ofticer ot a law

enforeement ageney authorized to install and usc a pen register under this chapter, a provider of

wire or electronic communication service... shall furnish such investigative or law enforcement

officer forthwith all information, facilities, and technical assistance necessary 10 accomplish the

installation of the pen register unobtrusively and with a minimum of interference. .. it such
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assistance is directed by a court order as provided in section 3123(b)(2) of this title.” Scetion
3124(b) contains o similar provision governing trap and trace orders,
Wherefore, the United States requests an Order directing Tavabit to comply forthwith

with the Court’s June 28, 2013 Order.

Respectfully submitied,
NEIL H. MACBRIDE
United States Allomey

By:

Assistant United States Attorney
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Scal)
REGISTER/TRAP AND TRACE DEVICE B3 EC 297

)

)

)

INSTALLATION AND USE OF A PEN )
)

)

ON AN ELECTRONIC MAIL ACCOUNT

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on Junc 28, 2013, al approximately 4:00 p.m., this Court entered an Order
pursuant to 13 U.S.C. § 3123 authorizing the installation and use of a pen register and the use of
a trap and trace device (“pen/trap device™) on all electronic communications being sent from or
sent to the electronic mail account — which is an ¢-mail account
controlled by Lavabit, LLC (“Lavabit™); and

WI’iEREAS. this Court found that the information obtained by the pen/trap device would
be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavabit “shall furnish agents {rom the
Federal Bureau of Investigation, forthwith, all information, facililics, and technical assistance
necessary to accomplish the installation and use of the pen/trap device;" and

WHEREAS, Lavabit informed the Federal Bureau of Investigation that the us;:r of the

sccount had enabled Lavabit's encryption services and thus the pen/trap device would not collect

the relevant information; and

WHEREAS, Lavabit informed the FBI that it had the technological capability to ablain

the information but did not want to “defecat [its] own system;”
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REDACTED
IT 1S HEREBY ORDERED that Lavabit LLC is dir¢cted 1o comply forthwith with the
Court's June 28, 2013 Order, and provide the Federal Bureau of Investigation with unencrypted
data pursuant to the Order. To the extent any information, facilities, or technical assistance are
under the control of Lavabit are needed to provide the FBT with the unencrypted data, Lavabit
shall provide such information, facilitics, or technical assistance forthwith.
Failure to comply with this Order shall subject Lavabit (o any penalty within the power of
the Counj I LL}J.LM “'t\‘\& IOu Fr : ‘a\ll W 92— crirmumnod er_‘

Bl T

SO ORDERED. | /,_yj /S

B 5

eresa Carroll Buchanan i

raia Judge :

Hon. Theresa C. Buchanan™ =" | e
United States Magistrate Judge Bt =
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IN THE UNITED STATES DISTRICT COURT FOR THE

FASTERN DISTRICT OF VIRGINIA U
Alexandria Division T S
N = CLESE LS. DISTIINT COURT
N THE MATTER OF THE ) FILED UNDER SEAL HLETANDRL DTN

APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. I3EC297
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE
The United States, through the undersigned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves fer the issuance of an order directing Ladar Levison, the owner
and operator of Lavabit LLC, an eletronic communications service provider, o show cause why
Lavabit LLC has failed to comply with the orders entered June 28, 2013, in this matter end, as a
result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its
disobedience and resistence to these lawful orders. The United States further requests that the
Court convene a hearing on this motion on July 16,2013, at 10:00 a.m., and issue a summons

directing Mr. Levison to appear before this Court on that date. In support of this motion, the

United States represents: !

& The United States is conducting a criminal investigation of—
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On June 10,2013, the United States obtained
an order pursuani 1o 18 U.S.C. § 2703(d) directing Lavabit LLC to provide, within ten days,
additional records and information a.boul-cmail account. Mr. Levison received that
order on June 11, 2013, Mr. Levison responded by mail, which was not received by the
government until June 27, 2013. Mz, Levison provided very little of the information sought by

the June 10, 2013 order.

3. On June 28, 2013, thz United Stales obtained a pen register/trap and (race order on
-maii account, a copy of which is attached together with the application for that
ordcer.
4. On June 28, 2013, FBI special agents met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior granc jury subpoena served on Lavabit LLC and the pen register
order entered that day. Mr. Levison did not have a copy of the order when he spake with the
agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.
Levison told the agents that he would not comply with the pen register order and wanted (o speak
to an attorney. 11 was unclear whether Mr. Levison would not comply with the order because it

was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted email service for his customers.

2
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3 On June 28, 2013, after this conversation with Mr. Levison, the United States
obtained an Order Compelling Compliance Forthwith, which directed Lavabit to comply with the
pen register order, Copies of that motion and order are attached.

6. Since June 28, 2013, the FBI has made numerous attempts, without success, 1©
speak and meet directly with Mr, Lzvison to discuss the pen register order and his failure to
provide “all information, facilities, and technical assistance necessary 10 accomplish the
installation and use of the pen/trap device™ as required by that order. As of this date, Lavabit
LLC has not complied with the order.

7. The United States requests that the Court enter the attached proposed order
directing Mr, Levison to show cause why Lavabit LLC has failed to comply with the pen register
order and why, therefore, he should not be held in contempt. The United States requests that this
show cause hearing be scheduled for July 16, 2013, at 10:00 a.m., and that a summons be issued
directing Mr. Levison to appear before this Court on that date.

8, The June 10, 2013 Section 2703(d) Order and the June 28, 2013 pen register order
remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the
existence of the governemnt's appl cations and the orders to the subscribcr-ar to any
other persons unless otherwise autherized to do so by court order, except that Lavabit LLC may
disclose the orders to an attorney fer the purpose of obtaining legal advice regarding these orders.

‘The United States requests that these documents remain under seal, that the non-disclosure
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provisions of the orders remain in ¢ffect, and that this motion and order and any subsequent

pleadings and/or praceedings regarding this motion also be sealed.

Respectfully submitted,

Neil H. MacBride
Unifed States Attomey

By,

nited States Autorney
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue
Alexandria, Virginia 223 14
Phone: 703-299-3700
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PROPOSED
ORDER TO SHOW CAUSE
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE CEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Scction 401,
good cause having been shown, IT IS HEREBY ORDERED:

}s Ladar Levison, the owner and operator of Lavabit LLC, an clectronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

2. The Clerk's Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk’s Office shall provide the Federal Burcau of Investigation
with a certified copy of the summons for service on Mr. Levison and Lavabit LL.C.

¥ The Federal Bureau of Investigation shall serve the summons on Mr. Levison
together with a copy of the Motion of the United States for an Order to Show Causc and a
certified copy of this Order to Show Cause.

4, The scaling end non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen register order shall remain in full force and effect. Mr. Levison
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and Lavabit LLC shall not disclose the existence of these applications, motions, «nd court orders,
including this Order to Show Cause, 10 the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabil LLC may disclose the orders 1o an
attorney for the purpose of obtaining legal advice regarding these orders.

3. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceedings regarding this matter shall be placed under seal until

further order of this Court.

Entered in Alexandria, Virginia, this day of July, 2013

Claude M. Hilton
United States District Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division =2 L E_.D

IN THE MATTER OF THE ) UNDER SEAL Qi - 923
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 CLERN, US. DISIPICT COUR!
AUTHORIZING THE USE OF A PEN ) REUSIRIR, GG
REGISTER/TRAP AND TRACE DEVICE )

ON AN ELECTRONIC MAIL ACCOUNT )

CGRDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18, United States Code, Section 401,
good cause having been shown, IT IS HEREBY ORDERED:

1. Ladar Levison, the owner and operator of Lavabit LLC, an electronic
communications service provider, shall appear before this Court on July 16, 2013, at 10:00 a.m.,
at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered
June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in
contempt for its disobedience and resistence to these lawful orders;

2. The Clerk’s Office shall issue a summons for the appearance of Mr. Levison on
July 16, 2013, at 10:00 a.m. The Clerk's Office shall provide the Federal Bureau of Investigation

~with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

3, The Federal Bureau of Investigation shall serve the summons on Mr, Levison
together with a copy of the Motion of the United States for an Order 1o Show Cause and
certified copy of this Order to Show Cause. ‘

4, The sealing and non-disclosure provisions of the Junc 10, 2012 Scetion 2703(d)

order and the Junz 28, 2013 pen register order shall remain in full force and effect. Mr. Levison |
\
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and Lavabit LLC shall not disclose the existence of these applications, motions, and court orders,
including this Order 10 Show Cause, to the subscriber or to any other persons unless otherwise
authorized to do so by court order, except that Lavabit LLC may disclose the orders t0 an
attorney for the purpose of obtainirg legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any
subsequent pleadings and proceediags regarding this matier shall be placed under seal until
further order of this Court.

Entered in Alexandria, Virginia, this _fﬁ/f'day of July, 2013

/_’_f"‘;""./’—’_

Claude M. Hilton
United States District Judge

ATRUE COPY, TESTE:
CLERK, U.S. DISTRICT CoLuT
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AD §3 (Rev. 0G09) Summnas in 2 Criminal Case

UNITED STATES DISTRICT COURT REDACTED

forthe
Fastern District of Virginia
UNDER SEA!
United States of America ) iu ----- -y %
Y. ) E@}““ . S|
)
. T 4 207
Ladar Levison % Case No. 1:13ec297
I . )
Defendant )

SUMMONS IN A CRIMINAL CASE

YOU ARE SUMMONED to appear before the United States district court at the time, date, and place set forth
below to answer to ene or more offcnses or violations based on the following document filed with the court:

71 Indictment O Superseding Indictment T Information (3 Superseding Information 1 Complaint

~ Probation Violation Petition (3 Supervised Relzase Violation Petition T Violatian Notice & Order of Count

Place: 401 Courthouse Square Courtroom No.: 800- Judgc Hilton

Alexandria, VA 22314 e e Y s e
=:Daic and Time: 'Hl 6/13 (@ 10:040 am

This offense is briefly described as follows:

See Anached Order

Date: 7/08:2013

sxuing officer’s Yignature

N - D:puty Clerk

Printed name and title

| declare under penalty of perjury that I have:

C Executed and returned this summons (1 Returned this summons unexecuted
A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT GO

Date:

PU l Y LaL_i'\l'\

Printed nume ond utle
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AD 110 (Krv, 01/09) Subpoena te Testdy Before s Orgad Jury P31 # 13UJ3STT L L) 248
United States District Court
for the
Eastern District of Virginia
SUBPOENA TO TESTIFY BEFORE THE GRAND JURY
TO:  Ludar Norman Levisun

Daltas, TX 75204

YO ARE COMMANDED lo sppeer and testify before the United States district couwrt ot the time, dzte, anid
plece shown bslow 1o tesify befors the court’s grend jury, When you arrive, you must ref =i &1 the court walil the
judge or & court officer allows you to leave.

Plece:  UNITED STATES DISTRICT COURT Ote and Thwe:  July 16, 2013 0:30 AN ° .
401 Courthouse Square
Alexendriz, Virginia 22314

Y ou must elsa bring with you the following documents, slestronically storcd information, o7 Objests
{nizak i not applicable):

In additinn to yuur persunal uppearance, you arc dirccred to bring to the grand jury the public ¢nd private
eneryprion heys used by lavabitcom in any SSL (Secure Socket Layer) or TLS (Transpori Securlty Luyer]
sessions, including WTTPS sessions with clients using the lavabit.com web site znd encrypted SMTP
commuaications (or Internet communications using other protocols) with mail servers;

Any otherin formation pecessary 1o wecomplish the jnstallation und use of the pen/irap device ordered by
Judze Buchanzn ou June 28, 2013, unobtrusively und with minimum interference 1o the services that arc
secorded persons with respect to whom the installation and use is to take place;

[f such Information is electronically stored or uneble to be physically trunsported to the grand jury, you
jnay provide s copy of the Information to the Federul Burenu of [nvestigution. Provision of this Information
to the FBI does not excuse your personal appearance.

Date: July L1 2013 CLERX OF CQtL

1equests this subpoena, are:

Offics ol the Lialted States Ararney

Jwstn W, Willlams United States Attorney's Building
200 Jumleson Avenue

Alexandria, Virginia 22314 (703) 2992700
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AQ 118 (Rev, 21/93) Subpesna to Testidy Before 1 Geaad lory {Fage 1)
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PROOF OF SERVICE

This subgoena for (name of Individual or organization) Loder Nofimen Lt
was recehed by me on (date) __Iakw M 29173

5/1_' persorally served the subpoena on the individual st {place)
____ﬂl o L enctsS cn (date)__Judo U 22 Tor

{3 |1eft the subposna &t the indhvidual's residence or usual p'ace of abode with (name)
o person of suitable age snd discration who tesides iners, cn

(dale) e 9:".1 mailzd a copy to the individual's last known address; of
3 | served the subpaena on (name of Inidividual)___ Lwhois
daesignated by law to accept service of process on benalf of (name of organization)
on (dale) or
C3 {retumead the subpoena unexeculed because s of

| declars under the penalty of perjury that this infcrmation is trus.

Date:__Jdake (( %2, .

_EIJJJ?_.-:,_Q."_"LI\’.-.’S_.___ T

Server's address

Additional infermation regarding attempted services, ele
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AD @3 (Rev, 12/09) Scarch and Seizure Wirant

UNDEE SEAL UNITED STATES DISTRICT COURT REDACTED

for the
Eastern District of Virginia

In the Matter of the Search of
(Briefly describe the property to be searcred
or identify the person by name and address)

INFORMATION ASSOCIATED WITH

Case No, 1:138W522

— et S N St St

=
CONTROLLED BY LAVABIT, LLC
SEARCH AND SEIZURE WARRANT

To:  Any autherized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following persen or property located in the Northem District of Texas

(identify the person or describe the property (o be searched end give (s location):
See Atachment A

The person of propery {0 be searched, deseribed above, is believed 1o conceal (tdentify tie persen or describe the
property 1o be seized).
See Attachment B

| find that the affidavii(s), or any recorded testimony, esteblish probable cause to scarch and seize the person or
nroperny.

YOU ARE COMMANDED 1o exccute this werrant on or before

(not 1o exceed 14 days)

0 in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or night as | find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a reccipt for the property
taken 1o the person from whom, or from whose premises, the property was taken, or leave the copy and receiptat the
place where the property was laken,

The officer executing this warrant, or an officer present during the execution of the wamrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to United States Magistrate Judge
The Honorable Claude M. Hilton

(name)

1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, wili be
scarched or seized (check the appropriaie box) Ofor . days (nof to exceed 30).
CJuntil, the facts justifying, the later specific date of

Date and time tssucdﬁﬂ,_ﬂ_ 1 203 . Is/

Claude M. Hilton
City and state:  Alexandria, Virginia . United States District Judge
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ATTACHMENT A

Property to Be Searched

This warrant applies to information associatel wi.lh_ that is

stored &t premises controlled by Lavabit, LLC, a company that accepts service of legal process at
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ATTACHMENT B

Particular Things to be Scized
L. Information to be disclosed by Lavabit, LLC (the “Provider”)

To the extent that the information described in Attachment A is within the possession,
custody, or control of the Provider, including any emails, records, files, logs, or information that
has been deleted but is still available to the Provider, the Provider is required to disclose the
listed in Attachment A:

following information to the government for each account or identifier

a, All information necessary 1o decrypt communications sent 10 or from the Lavabit

g-mail accoum_including encryption keys and SSL keys;

b. All information necessary to decrypt data stored in or otherwise associated with
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I1. Information to be seized by the government

All information described above in Scction I that constitutes fruits, contraband, evidence

and instrumentalities of violations of 18 U.S.C. §§_ those
violations in\.'oh*ing_including, for each account or identificr listed on

Attachment A, information pertaining to the following matters:

a. All information necessary to decrypt communications sent to or from the Lavabit
¢-mail account _ including encryption keys and SSL keys;
b. All information necessary to decrypt data stored in or otherwise associated with



Case 1:13-ec-00297-TCB Document 25-14 Filed 02/24/16 Page 40 of 83 PagelD# 743
Case 1:13-ec-00297-TCB *SEALED* Document 11-9 Filed 09/20/13 Page 6 of 6 PagelD# 87

REDACTED

CERTIFICATE OF AUTHENTICITY OF DOMESTIC
BUS]"\EESS RECORDS PURSUANT TO FEDERAL RULE
OF EVIDENCE 902(11)

I , attest, under penalties of perjury under the

laws of the United States of America pursuant t0 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. [ am employed by Lavabit, LLC, and my

official title is . 1am a custodian of records for Lavabit,

LLC. | state that each of the records attached hereto is the original record or a true duplicate of
the original record in the custody of Lavabit, LLC, and that I am the custodian of the anached

records consisting of (pages/CDs/kilobytes). | further state that:

a, all records attached to this certificate were made at or near the time of the
occurrence of the marter set forth, by, or from information transmitted by, a person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit, LLC; and
C. such records were made by Lavabit, LLC as a regular practice.

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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UNDER SE AL UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

N THE MATTER OF THE SEARCH OF ) UNDER SEAL 5T R
) (Local Rule 49(B)) e
H ) No. 1:13s5w522
)
THAT IS STORED AT PREMISES )
CONTROLLED BY LAVABIT, LLC )

ORDER TO SEAL

‘The UNITED STATES, pursuant to Local Rule 49(B) of the Local Criminal Rules for
the United States District Court for the Eastern District of Virginia, having moved to seal the
application for a search warrant, the search warrant, the affidavit in support of the search
warrant, the Motion to Seal, and proposed Order in this matter; and

The COURT, having considered the government’s submissions, including the facts
presented by the government {0 justify sealing; having found that revealing the material sought
10 be sealed would jeopardize an ongoing criminal investigation; having considered the
available alternatives that are less drastic than sealing, and finding none would sufTice to protect
the government’s legitimate interest in concluding the investigation; and having found that this
legitimate government interesl ounweighs at this time any interest in the disclosure of the
material; it is hereby

ORDERED, ADJUDGED, and DECREED that, the application for search warrant, the
search warrant, the affidavit in support of the search warrant, Motion to Seal, and this Order be
sealed until further Order by the Court, It is further ordered that law enforcement officers may

serve a copy of the warrant on the occupant of the premises as required by Rule 41 of the Fed.

R. of Crim. Proc.
/sl

<N, . Claude M. Hilton
Date: Aude Jb , 2013 i s
Etxarlaria, Viginia United States District Judge




Case 1:13-ec-00297-TCB Document 25-14 Filed 02/24/16 Page 43 of 83 PagelD# 746
Case 1:13-ec-00297-TCB *SEALED* Document 11-11 Filed 09/20/13 Page 1 of 2 PagelD# 90

REDACTED
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UNDER SEAL REDACTy,

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA,

IN RE: APPLICATION OF THE UNITED | Case No. 1:13SW522 I
STATES OF AMERICA FOR AN ORDER Filed Under Seal N
PURSUANT TO 18 U.S.C. § 2705(b) BERRE YK *_v |
;:1 = l
ORDER T

The United States has submitted an application pursuant to 18 U.S.C. § 2705(b),
requesting that the Court issue an Order commanding Lavabit, an electronic communications
service provider and/or a remote computing service, not to notify any person (including the

_ subscribers or customers of the account(s) listed in the search warrant) of the existence of the
attached search warrant until further order of the Court.

The Court determines that there is reason 1o believe that notification of the existence of
the zttached warrant will seriously jeopardize the inv estigation, including by giving target
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates, See 18 U.S.C. § 2705(b)(2), (3), (5).

IT 1S THEREFORE ORDERED under 18 U.S.C. § 2705(b) that Lavabit shall not
disclose the existence of the attached search warrant, or this Order of the Court, to the listed
subscriber or to any other person, unless and until otherwise authorized to do so by the Court,
except that Lavabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose of receiving legal advice,

IT IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Court.

Claude M. Hilton
United States District Judge
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[N THE UNITED STATES DISTRICT COURT FOR 1

EASTERN DISTRICT OF VIRGINIA P

P

Cord

(g
Lid

Al

Alexandria Division

CLERY, L3, DUSTRICY CRURT
AtEgaprpes e o

IN THE MATTER OF THE ) FILED UNDER SEAL " T
APPLICATION OF THE UNITED )

STATES OF AMERICA FOR AN ORDER )

AUTHORIZING THE USE OF A PEN ) RED A
REGISTER/TRAP AND TRACE DEVICE ) CTEp
ON AN ELECTRONIC MAIL ACCOUNT )

No. 1113EC297

SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, submits the following additionul
information in support of its show cause motion filed July 9, 2013:

e Following the issuance of the Court's Order to Show Cause, the government had a
meeting/conference call with Mr, Levison and his then counsel. Mr, Levison was in Dallas,
Texas, at the FBI field office, at the time, and his counsel from San F rancisco, California, and
prosecutors and FBI agents {rom the Washington, D.C. field office participated by telephone. The
conference call was convened to discuss Mr. Levison’s questions and concerns about the
installation and operation of & pen register on the targeied email account. Mr. Levison’s
concerns focused primarily on how the pen register device would be installed on the Lavabit LL.C
system, what data would be captured by the device, what data would be viewed and preserved by
the government. The parties also discussed whether Mr. Levison would be able to provide
“keys" for encrypted information.

2. During the conference call, the FBI explained to Mr. Levison that the pen register

conld be installed with minimal impact to the Lavabit LLC system, and the agents told Mr.
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Levison that they would meet with him when they were ready 10 install the device and go over
with him any of the technical details regarding the installetion and use of the pen register. As for
the data collected by the device, the agents assured Mr. Levison that the only data that the agents
would review is that which is stated in the order and nothing more (7.e., user log-in information
and the date, time, and duration of the transmissions for the target account).

3. Lavubit LLC provides encryption service to paid users _ Basec
on the conference call with Mr. Levison, the FI31 is reasonebly confident that with the encryplion
keys, which Mr, Levison can access, it would be able view in an un-encrypted formet any
encrypted information required to be produced through the use of the pen register.

4. Mr. Levison and his attorney did not commit to the installation and usc of the pen
register at the conclusion of the July 10 conference call. On July 11,2013, counsel who
participated in the conference call informed the government that she no longer represented Mr.
Levicon or Lavabit LLC. In addition, Mr. Levison indicated that he would not come to court
unless the government paid for his travel.

5. On July 11, 2013, FBI agents served Mr. Levison with a grand jury subpoena
directing him 1o appear before the grand jury in this district on July 16, 2013. Asa grand jury
witness, the government was responsible for making Mr. Levison’s travel arrangements.

6. On July 11, 2013, the undersigned counsel sent Mr. Levison an email indicating
that he has been served with a show cause order from this Court requiring his appearance on July
16,2013, and a subpoena requiring his appearance on the same date before a federal grand jury.

The email further advised Mr. Levison that he should contact the United States Attorney’s Office

as soon as possible to make his travel arrangements.
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7. On July 13,2013, Mr. Levison, who was no longer represented by counsel. sent
govemment prosecutors an email indicating that he would be able to collect the data required by
the pen register and provide that data to the government after 60 days (the peried of the pen
register order). For this service, Mr. Levison indicated that the government would have to pay
him $2000 for *developmental ime and equipment” plus an additional $1500 if the government
wanted the data “more frequently” than after 60 days.

3. On July 13, 2013, the government responded (o Mr. Levison's proposal. The
prosecutors informed Mr. Levison that the pen register is a devise used to monitor ongoing email
wraffic on a real-time basis and providing the FBI with data after 60 diys was not su fficient.
Furthermore, prosecutors informed him that the statute authorizes the government (0 compensale
a service provider for “reasonable u.ﬁpenscs," and the amount he quoted did not appear to be
reasonable. Mr. Levison responded by email stating that the pen register order, in his opinien,
does not require real-lime access (although this fact was discussed at length during the July 10
conference call). Moreover, he indicated that the cost of reissuing the “SSL certificate” (for
encryption service) would be $2000. It was unelear in his cmail if this $2000 was an additional
expense 1o be added to the $3500 previously claimed. Mr. Levison indicated that he would try to
contact the person responsible for making his travel arrangements at the United States Attorney’s
ofTice on Sunday afternoon.

% On July 15, 2013, M. Levison spoke with the person responsible for making his
travel arrangements. He was told that he was booked on a flight from Dallas, Texus, to Reagan
National Airport departing that same evening. He also had a hotel reservation, Mr. Levison

]
- ) -
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10, The proceeding before the Court today is to determine whether Lavabit LLC and
Mr. Levison shoﬁld be held in civil contempt. Civil contempt, as compared (o criminal contempt
under rule 42 of the Federal Rules of Criminal Procedure, is intended to coerce compliance with
a court order. There are four elements to civil contempt: (1) the existence of valid order of which
Lavabit L1.C and Mr, Levison had actual or constructive knowledge; (2) the order was in the
government’s “favor”; (3) Lavabit LLC and Mr. Levison violated the terms of the order and had
knowledge, or constructive knowledge, of such violation; and (4) the government suffered harm
as aresult. /n re Grand Jury Subpoena (T-112), 597 F.3d 189, 202 (4th Cir. 2012).

ks Here, cach of these elements has been met. Lavabit LLC, through direct
communication between the government and Mr. Levison, its owner and operator, has had actual
knowledge of the pen register order and the subsequent June 28 order of the magistrate judge
compelling compliance with that order. This Court’s show cause order, which was personally
served on Mr. Lavison, provided further notice of the violation of those orders by Lavabit LLC.
‘I'he government clearly has suffered harm in that it has lost 20 days of information as a result of
non-compliance.

12, Lavabit LLC may comply with the pen register order by simply allowing the FBI
to install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC
informs the Court it will comply with the order, the government will not scek sanctions. If,
however, Mr. Levison informs the Court that Lavabit LLC will not comply, the government
requests that the Court impose a (ine of $1000 per day, commencing July 17, 2013, until Lavabit

LLC fully complies with the pen register order.

1
]

13, To the extent that Lavabit LLC takes the position that the pen register does not

il
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authorize the production of the encryption keys, the government has asked the Court to authorize
the seizure of that information pursuant to a warrant under Title 18, United States Code, Section
2703, thus rendering this argument moot,

14. The Court has sealed this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy of this pleading to Mr. Levison at today’s hearing.

Respectiully submitted,

Neil H. MacBride

United States Attorney’ fice
[/ Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700
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1 UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
2 ALEXANDRIA DIVISION
)
4 IN THE MATTER OF THE ) () {Cﬂ
APPLICATION OF THE UNITED ) 1:13 EC 297 t—/
5 STATES OF AMERICA FOR AN )
ORDER AUTHORIZING THE ) . UNDER SEAL
6 INSTALLATION AND USE OF 2 )
PEN REGISTER/TRAP AND TRACE ) Alexandria, Virginia
1 DEVICE ON AN RLECTRONIC ) July 16, 2013
MAIL ACCOUNT ) 10:41 a.m.
8
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10
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11
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i2
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13
14
i3
16
17
18
19 || APPEARRNCES:
20 || For the United States: James Trump, Esq.
Andrew Peterscn, Esq.
21 Brandon Van Grack, Esqg.
Mi.chael Ben'Ary, Esq.
22
Yor the Respondent: Ladar Levison, Respondent
23
Court Reporter: Tracy L. Westfall, RPR, CMRS, CCR
24
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Tyracy L. Westfall
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UNDER SEAL e

PROCEEDIN & 8
THE CLERK: In Re: Case No., 1:13 EC 297
MR. TRUMP: Good morning, Judge. Jim Trump on behali

of the United States. With me is 2Andy Peterson, Brandon

Van Grack from the United States Department of Justice,

1
=y
fed]

Mr. Ben'Ary behind me, and Matt Braverman, special agent Lor

(5]

BI.

THE COURT: All right.

MR. LEVISON:‘ Ladar Levison, the subject of the
sSQMmMons .

THE COURT: All right. Mr. Trump.

MR. TRUMP: Your Honer, we submitted our supplemental
paper this morning describing the communication we've had with
Lavabit, LLC, through Mr. Levison. And I think, very simply, ve
would like this Court to inquire of Mr. Levison whether he
intends to comply with the pen register order which would
require him to allow the FBT access to his server to install a
device which will extract data, filter that data, and provide
that data to the FBI, and to provide the FBI with the encryption
keys to the extent there is encrypted information, included
among within the body of information called for by the pen
register order.

As the Court is aware, and as we will provide with
Mr. Levison, we obtained a search warrant this morning from Your

Honor for the same encryption keys. Thus, to the extent thare's

Tracy L. WeslLfall OCR~-iJ5ET/EDVA
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1 || any question as to whether Mr. Levison would be required to

2 || provide these keys, it's now subject both to the pen register

3 || order and the search warrant, the seizure warrant.

4 That's where we stand, Your Honor. 1If Mr. Levison

5 || agrees to comply with the order, we would not seek any

6 || sanctions. We would ask that he be directed to forthwith make
7 ‘nisl servers available so the FBI can install that device and to
s || extract the encryption keys.

9 1f, however, he informs the Court he is not willing to
10 || compiy with the order, we would ask the Court to impose

11 || sanctions. We suggested in our pleading a thousand dollars a
12 || day tc be paid to the United States government until he

13 || complies. If he doesn't comply with that sanction, then we

14 || would be back in courtc seeking additional sanctions ot charging
15 || additional offenses.

16 THE COURT: All right. Mr. Levison.

et
-

MR. LEVISOM: Good morning, Your Honor. I'm not sure

b=
[a.]

what order I should make these in, but I would like to request &

19 || couple of things by motion.

e
L)

1'd like to move that all of the nonsensitive portions
21 || of the documents that were provided, i.e., everything except rhe
22 || account in question, Dbe unsealed. I believe it's imporIant

23 the industry and the people to understand what the government is
24 requesting by demanding that I turn over these encryption keys

25 for the entire service.

Tracy L. westfall OCUR-UEDI/EDVA
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1 THE COURT: All right. What do you say to that,
o || ¥r. Trump? Deal with the motions pefore I --

3 MR. TRUMP: What Mr. Levison is trying to do, Your

4 || Honor, is invite industry to come in and litigate as a surrcgate
5 || for him the issue of whether the encryption keys are part and
6 || parcel of the pen register order. And that's one of the reasons
7 || we sought the sesarch warrant, (O make it clear, whether through
3 || the searchn warrant or pen register order, he is required tTo
9 || provide these keys.
i0 We know he's been in contact with attorneys who also
11 || represent industry groups and others who have litigated issues
12 |l 1ike this in the WikiLeaks context and others. But we would
13 || object to unsealing this matter because it's just Mr. --
14 THE COURT: And they've done that in connection with

15 || the issuance of a pen register?

16 MR. TRUMP: They have litigated privacy-related issues
17 || in the context of process under 2703. I'm not sure -- 010U 2 DEDN

18 || register, but with respect to 2703.

19 But we discussed this issue with Mr. Levison and his
20 || counsel by conference call. We indicated that the only date
21 || that the government seeks {s that which is required by the pen
22 || register crdexr. That it's just the basic header tc e-mail

23 traffic, sender, racipient, time, duration, that sort of thing.
24 TF Mr. Levison wants to object to providing the keys

!

25 || he can certainly object to doing that and then we can proceed

Tracy L. Westfall OCR-USDC/EDVA
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from there, hut I don't think he's entitled to try to make this

8]

a public proceeding to invite others in to litigate those issues

3 || on his behalf.

4 THE COURT: All right. well, I believe that to be
5 || correct. I mean, this is a criminal investigatien. & pen
6 || register has been ordered and is here at issue, and any motion

7 ro unseal that will be denied.

g you said you had another motion, I believe?
g MR, LEVISCON: Yeah. My issue is only with the SEL

10 || keys. So if that is litigated separately and that portion of
525 1 the proceeding is unsealed, I'm comfortable with that.

12 THE COURT: I don't understand what you're saying

L

13 || separate proceedings.

14 MR. LEVISON: Sorry. I have always agreed to the
15 || installation of the pen register device. I have only ever
16 || objected to rurning over the SSL keys because that would

17 || compromise all of the secure communications in and cut of my

x6 netwerk, including my.own administrative traffic.

19 THE COURT: Well, didn't my order already include that?
20 MR. LEVISON: I do not believe so, sir.

21 THE COURT: Did my initial order -- I don't recall at
22 || the moment. Did my initial order recall the encrypted devices

23 || with the installation of a pen register?
24 MR. TRUMP: The pen register, &s issued, just required

25 || all assistance, technical assistance, facilities, and

Tracy L. Westfall LCR-USDL/EOVA
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1 || information, to facilitate the pen register.

-~

e
1

This morning the search warrant reqguired --—

3 THE COURT:; Yeah, but the search warrant's a differsnt
4 || matter now. That's not before me this morning. The only thin

s || that's before me this morning 1is the pen register.

9 MR. TRUMP: Correct.

7 THE COURT: So as I understand it, my initial order

g | ordered nothing but that the pen register be put in-place.

g MR. TRUMP: And all technical assistance, information,

10 || and facilities necessary to implement the pen register. And

11 || it's our position that without the encryptiocn keys,

1

na d

v
e
41]

[§H

12 || from the pen register will be meaningless. S0 TO facilitat

1
i
P

13 || actual monitoring required by the pen register, the FBI also

14 || requires the encryption keys.

i5 THE COURT: Well, that could be, but I don't know that
16 || T need -- I don't know that I need to reach that because I've
17 issued a search warrant for that.

18 MR. TRUMP: Correct, Your Honor. That the -- to avoid

il

19xxliuigating this issue, we asked the Court to enter the seizur
20 || warrant.

z1 THE COURT: Well, what 1'm saying is if he agrees that
22 || the pen register be established, and that the only thing he

23 doesn't want to do in connection with the pen register 1is

Lo
24 give up the encryption device or code —-

25 MR, LEVISON: I've always maintalned that.

Tracy L. Westfall OCR-USLLY BRVA
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THE COURT: -- so we've got no issue here. You're

ready to do that?

MR. LEVISON: I've been ready to do that since Agent
Howard spoke to me the first time.

THE COURT: All right. So that ends our --

MR. TRUMP: Well, then we have Lo inquire of
Mr. Levison whether he will produce the encryption keys pursuant
to the search warrant that Your Honor just signed.

THE COURT: But I can't deal with that this morning,
can I?

MR. TRUMP: Well, it's the same issue. You could ask
him, Your Honor. We can serve him with the warrant and ask him
if he's going to comply rather than --

MR. LEVISON: Your Honor, I've also been issued a
subpoena demanding those same keys, which I brought with me in
the event that we would have to address that subpoena.

THE COURT: I don't know, Mr. Trump. I don't think 1
want to get involved in asking him. You can talk with him and
see whether he's going to produce them Or not and let him tell
you, But I don't think I ought to go asking what he's going :0
do and what he's not going to do because I can't take any action
about it anyway.

If he does not comply with the subpoena, there are

remedies for that cne way or another.

MR. TRUMP: Well, the original pen register order was

]

a
=

Tracy L. Westiall CLA=USLT/ELVA
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followed by a compulsion order from Judge Buchanan. Th

(4]

compulsion order required the encryption keys to be produced.
So, ves, part of the show cause order is to require
compliance both with the pen register order and the compulsion
order issued by Judge Buchanan.
And that order, which was attached te the show causs

order, states, "To the extent any information, facilitie o

'

|-l
U.I
n

technical assistance are under the control of Lavabit are needed
to provide the FBI with the encrypted data, Lavabit snall

provide such information, facilities, or technical assistance

MR. LEVISON: I would object to that statement. I
don't know if I'm wording this correctly, but what was in that
order to compel was a statement that was incorrect.

Agent Howard seemed to believe that I nad the abil:-t!

Ly

to encrypt the e-mail content stored on our servers, whicn is
not the case. I only have the keys that govern communications

used TO s=curs

a

into and out of the nestwork, and those keys ar

the traffic for all users, not just the user

-
a

0
o
(D
n
()
(=
o
o

So the statement in that ordexr compelling me to decrypt

stuff and Rgent Howard stating that I have the ability to do

e

that is technically false or incorrect. There was nav

r an
explicit demand that I turn over these keys.
THE COURT: I don't know what bearing that would have,

would it? I mean, I don't have a problem -- Judge Buchanan

Tracy L. Westiall OCR-ULSDC/EOVA
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1 || issued an order in addition to mine, and I'm not sure I ought to
2 || be enforcing Judge Buchanan's order.
3 My order, if he says that he will produce or sllow the

4 || installation of the pen register, and in addition I have issued

wn

s search warrant for the codes that you want, which I did this

[eh}

morning, that's been entered, it seems that this issue is aver
7 as far as I'm concerned except I need -o see that he allows the

8 || pen register and complies with the subpoena.

9 MR. TRUMP: Correct. ;
10 THE COURT: If he doesn't comply -- if he doesn't

11 || comply with the subpoena, then that has -- I have to address
12 || chat.

13 MR, TRUMP: Right.

14 THE COURT: But right now there's nothing for me Lo

15 || address here unless he is not telling me correctly about the pen

17 vR. TRUMP: Well, we can -- Your Honor, if we can talk
18 || to Mr. Levison for five minutes, we can ask him whether he will

19 || honor the warrant that you just issued.

20 MR. LEVISON: Before we do that, can I ==

21 THE COURT: Well, what can I do about it if he doesn't,
22 || if he tells you he's not going to? You've got the right to go
23 out and scarch and get it.

24 MR. TRUMP: Well, we can't get the information without
25 || his assistance. He's the only who knows and has possession of

Tracy L, Westfall OCR-USDC/EDVA
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it. We can't take it from him inveluntarily.

MR. LEVISCON: If I may,

sir,

my other --

THE COURT: Wait just a second.

You're trying to get me ahead. You're tryin

ta)

Lo get mE
to deal with a contempt before there's any contempt, and I have
z oroblem with that.
MR. TRUMP: I'm trying to avoid contempt altogether,
Your Honor.
THE COURT:

I know you are. And I'd love for you-all

to get together and do that. I don't want to deal with it

either. But I don't think we can sit around and agree that

there's going to be a default and T will address it before it

OCCuUrs.

MR. TRUMP: I'm just trying to figure out whether

there's going to be a default. We'll take cere oL that, Judge.

THE COURT: You can. I think the way wa've got to do

chis -- and I'll listen to you. I'm cutting you off, I xnow,
but I'1ll listen to you in 2 minute.

The way we have to do this, the hearing that's before

me this morning on this issue of the pen register, that's been

resolved, or so he's told me. I don't know whether you wWant

continue this one week and see if he complies with that, which I

guess would be grudent to do, or a few days for nim to comply

with the pen register. Then we will wait and see what happens

wirth the subpoena.

Tracy L. Wescfall

OCR-USLC/ELVA
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Because as far as my pen register order is concerned,
he says he's going to comply with it. Sco that issue's over
done with. The next issue will be whether or not he complies
with the subpoena. And I don't Xxnow and I don't want to
presume, and I don't want him to represent to me what he intends
to do when he can very well go home and decide he's going to do
something dirferent.

when that warrant is served, we'll know what he's going
to do. I think we've got -- I don't see another way to do it.

MR, TRUMP: That's fine, Your Honor. We will serve rhe
warrant on him as soon as we conclude this hearing, and we'll
find out whether he will provide the keys or not.

THE COURT: Okay. Now, did you want to say anything

MR. LEVISON: Well, I mean, I've always mainceined that
all the government needs to do is contact me and set up an
appointment to install that pen register. S5O 1 @on‘t know Why
thare has never been any confusion apbout my willingness to
install it, I've only ever objected to the oroviding of thosz

kevs which secure any sensitive informetion going back and

But my motion, and I'm not sure if it's relevant or not
hecause it deals more with the issue of the subpoena demanding

the keys and for what will be the forthcoming search warrant,

would he a continuance soO that I can retain counsel to address

Tracy L. Wescfall OCR-USDC/EDVA
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1 || that particular issue.
2 THE COURT: Well, I mean, there's nothing bhefore me
3 || with that. 1I've issusd the subpoena. Whatever happens with

4 || that, that's ~-- you're trying Lo get me to do what Mr. Trump

Ln

wanted to do and to arrange this beforehand.

o
Lk

6 R, LEVISON: W®Well, I don't know if I have to appe
7 || before that grand jury right now and give the keys over or face
g |l arrest. I'm not a lawyer so I don't understand the procedure,
9 THE COURT: I don't know either. You need to have --

10 || it would he wise to have a lawyer.

11 MR. LEVISON: Okay.
12 rri COURT: I don't know what's going Lo happen, I
13 || don't know. They haven't served the warrant yet. I have no

14 || idea. Don't know what's going to happen with it. You'll just

15 || have to figure that out, and it be wise to have a lawyer to do

16 || it, I would think.
17 MR. LEVISON: I guess while I'm here in regards t¢ the

16 || pen register, would it be possible to request some sort of

19 || externzl audit to ensure that your orders are followed to the

20 || 1ewcer in terms of the information collected and preserved?
21 THE COURT: No. The law provides for those things, and

22 || any other additional or extra monitoring you might want Or tThink
23 || is appropriate will be denied, if that's what you're requesting.
24 MR. LEVISON: Okay. I mean, it requests that the

25 government return toO the Court records --

Tracy L. Westrall OCR-USLT/EDVE
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THE COURT: You need to talk to a lawyer about what the

2 || 1aw reguires for the issuance of a pen register.

3 MR. LEVISON: They can handle that separately. That's
4 || £fine.

5 THE COURT: The law sets out what is done in that

6 || regard. Your lawyer can £ill you in if you want To Xnow.

7 MR. LEVISON: I've always been willing to accept the

8 || devicze. I just have some concern apout ensuring that it's used

10 THE COURT: Should we continue this to some specific
11 || date to see that he complies with the pen reglister?
12 MR, TRUMB: ®e can, Your Honor. It's a moot issue

13 || without the encryption keys.

14 THE COURT: Well, that is a practical matter --
15 MR. TRUMP: That's a practical —-
16 PHE COURT: =-- but I don't think it is a moot issue. I

17 || mean, ycu-all have got rhe right to go in and put on that ren

18 || register. He says that he will do it. That's all that I've

20 Now, the other business about ordering that, Judge

21 || Buchanan made an oxder that he's going to have to supply what

22 || yvou say is the encryption codes te make the information useful.

23 T don't know. I didn't enter that order. I have trcuble raxing
24 || that connection.

25 If you're going to -- I don't know whether you want LO

rracy L. Wesuiall CCR-USDC/EDVA
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do something in front of Judge Buchanan or not.

MR. LEVISON: You see, Judge, though that I've always
peen willing. They just didn't feel the need to set up an
appointment.

THE COURT: What do you want me to do with this case?
You want me to continue it? You want me to say it's moot rignht
now and just end it?

MR. TRUMP: No. I think we can continue it. I don't
kxnow Mr. Levison's schedule. It can be done within hours of his
return to Dallas.

THE COURT: Of course he can. You want to continue it
till a week from Friday?

MR. TRUMP: Or a week from today.

MR. LEVISON: I'm not available within hours of my
return, but I can meet with you on Thursday.

THE COURT: Let's continue it a week from Friday.

MR. TRUMP: A week from Friday.

THE COURT: What date's that? The -~

THE CLERK: 26th.

3

HE COURT: The 26th?

MR. LEVI

9]

ON: Acceptable to me.
THE COURT: We'll continue it to the 26th, and that's
for determining whether or not that pen registar has been

installed as you request.

We can make it 10 o'clock.

Tracy L. Wostfall OCR-USDC/EDVA
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MR. LEVISON: 1I'll remember 10:00 instead of 10:30 this
time.

THE COURT: All right. Thank you.

all right. Thank you-all. We'll adjourn till tomorIow

rorning at 9:30.

o= -

(Proceedings concluded at 11:02 a.m.)

racy L. Westfell OCR-USDC/EZDVA
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] CERTIFICATION

J

3 I certify, this 17th day of September 2013, that the

4 foregoing is a correct transcript from the record of proceedings
e — . = .- |+

5 || in the above-sntitled matter to the best of my ability.

v/,buw'f bt/

8 Tracy Westtall, RPR, 0;'&‘3 CCR

Tracy L. Westfell OCR=-USCC/ZDVA
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TN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
RCCOUNT

Criminal No. 1:13EC297

P S

ORDER

This matter comes before the Court on the Government's Motion
that Ladar Levinson, the owner and operator of Lavabit, LLC show cause
as to why Lavabit, LLC has failed to comply with the Court’'s Order
of June 28, 2013 and why this Court should not hold Mr. Levinson and
Lavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal.
For the reasons stated from the bench, it is hereby

ORDERED that Ladar Levinson's Motion To Unseal is DENIED and
1

rcey is continued te Fricday, July 26, 2013 at 10:00 a.m. for

chi

n

i

A1l

further proceedings.

/sf
_ Claude M. Hilton
United States District Judge

Alexandria, Virx
July ¢ . 2013



Case 1:13-ec-00297-TCB Document 25-14 Filed 02/24/16 Page 70 of 83 PagelD# 773

Case 1:13-ec-00297-TCB *SEALED* Document 11-15 Filed 09/20/13 Page 1 of 11 PagelD#
' 117

REDACTED

EXHIBIT 15
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL | -L: B
APPLICATION OF THIE UNITED =
STATES AUTHORIZING THE USE ST
OF A PEN REGISTER/TRAP No. 1:18EC297 - WAE
AND TRACE DEVICE ON AN — |
ELECTRONIC MAIL ACCOUNT i,

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:138W522

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No. 13-1

MOTION TO QUASH SUBPOENA AVD SEARCH WARRANT AND
MEMORANDUM OF LAW IV SUPPORT OF MOTION

Lavabit LLC (“Lavabit’) and Mr. Ladar Levingon (“Mr. Levinson”) move
this Court to quash the grand jury subpoena and scarch and seizure warrant
served on them by the IFederal Bureau of Investigation and the Office of the
United States Attormey (cc}lcc;tivcly “Government”).

BACKGROUND

Lavabit is an encrypted email service provider. As guch, Lavabit’s
business model focuses on providing private and secure cmail accounts to its
customers, Lavabit uses various encryption methods, including secured socket

..
layers (“SSL?), to protect its users’ privacy. Lavabit maintains an encryption
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key, which may be used by authorized users deerypt data and communications
from its server ("Master Key”): The Government has commanded Lavabit, by a
subpoena! and & scarch and seizure warrant, to procuce the encryption keys
and SSL keys used by lavabir.com in order to access and decrypt
communications and data stored in orne specific email address
_["Lavabit Subpoena and Warraht“).
ARGUMENT
If the Government gains access 10 Lavabit’s Master Key, it will have
unlimited accéss to not oniy—(“Ema_il Account’), but
all of the communications and datg stored in each of Lavabit's 400,000 emnail
accounts. Nore of these other users’ email accounts are at issue in this
matter. However, production of the Master Key will compromise the security of
these users. While Lavabit is willing to cooperate with the Government
regarding the Email Account, Lavabit has a duty to maintain the security for
the rest of its customers’ accounts. The Lavabit Subpocna and Warrant arc
not narrowly tailored to seek only data and communications relating to the
Email Account in question. As a result, the Lavabit Subpoena and Warrant are
unreasonable under the Fourth Amendment.

a. The Lavabit Subpoena and Warrant Essentially Amounts to a
- General Warrant,

i The grand jury subpoena not only commantled Mr, Levinson to appear before this Court on
July 16, 2013, but also Lo bring Lavabit's encryption keys. Mr. Levinson's subpocna fo appear
before the grand jury was withdrugn, but the government continues to seck the encryption
keys. Luvabit is only secking to quash the Court’s com mand that Mr. Levinzon provide the
encryption keys,
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Though the Lavabit Subpoena and Warrant superficially appears to be
narrowly tailored, in reality, it operates as & general warrant by giving the
Government access to every Lavabit user’s communications and data.

IL is not what the Lavabit Subpocna and Warrant defines as the bouﬁdaries for
the search, but the method of providing access for the search w‘hich amounts to
a general warrant.

It is axiomnatic that the Fourth Amendment prohibits general warrants.

. Andresen v. Maryland, 427 U.S. 463, 480 (1976). Indeed “it is familiar history
that indiscriminate searches and seizures conducted under the authority of
‘gencral warrants’ were the immediate evils that motivated the framing and
adoption of the Fourth Amendment.” Payton v. New York, 445 U.8. 573, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that “the place to be searched” and “the persons or things to be seized”
be described with particularity. United States v, Moore, 775 . Supp. 2d 882,
898 (E.D. Va. 2011) (quoting United States v. Grubbs, 547 U.S. 90, 97 (2006}).

The Fourth Amendment’s particularity requirement is meant to “prevent(]
the seizure of one thing under a warrant describing another.” Andresen; 427
U.S. at 480, This is precisely the concern with the Lavabit Subpoena and
Warrant and, in this circumstance, the particularity requirement. will not
protect Lavabit. By turning over the Master Key, the Government will have the
ability to search cach and every “place,” “person [and] thing” on Lavabit's

networls,
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The Lavabit Subpoena and Warrant allows the Government-to do a
“general, exploratory rummaging’ through any Lavabit user account. See id.
(quoting Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971)) (describing the
issue with gencral warrants “is not that of intrusion per s¢, but of a general,
exploratory rummaging in a person’s belongings”). Though the Lavabit

- Subpocena and Warrant is facially limited to the Email Address, the
Government would be able to scize comrunications, data and information from
any account once it is given the Master Key.

‘There is nothing other than the “discretion of the officer executing the
warrant” to prevent an invasiorr of other Lavabit user's accounts and private
emails. See id. at 492 (quoting Stanford v. Texas, 379 U.S. 476, 485 (1965))
(explaining that the purposc of the particularity requirement of the Fourth
Amendment is to ensure, with regards to what is taken that, “nothing is left to
the discretion of the officer executing the warrant.”) (internal citation omitted).
Lavabit has no assurance thal any scarches conducted utilizing the Master Key
will be limited solely to the Email Account, See Groh v. Ramirez, 540 U.S. 551,
561-62 (2004) (citing Camara v. Municipal Court of City ancl County of San
Francisco, 387 U.S. 523, 532 (1967)) (noting that a particulaf warrant is to
provide individuals with assurance “of the lawful authority of the executing
officer, his need to search, and the limits of his power to search) {emphasis-
added). Lavabit has a duty to its customers to protect their accounts irom the
possibility of unlawful intrusions by third parties, including government

enfities.
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As the Lavabit Subpocna and Warrant 81.‘0 currcntly framed they arc
invalid as they operale as a general warrant, allowing the Government to
search individual users not subjection to this suit, without limit.

b, The Lavabit Subpoena and Warrant Seefcs Information thatIs

Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Gow..rr:mment will be
given access to data and communications that are wholly unrelated to the suit.
The Government, by commanding Lavabit's encryption keys, is acquiring
access to 400,000 user's private accounts in order to gain information about
one individual. 18 U.S.C: § 2703(d) states that a court order may be issued for
information “relevant and material to an ongoing criminal investigation.”
However, the Government will be given unlimited access, through the Master
Key, to several hundred thousand user’s information, all of who are not
smaterial” to the investigation, Jd.

Additionally, the Government has no probable causc to gain access to the
other users accounts. “The Fourth Amendment...requires that a warrant be no
broader than the probable cause on which it is based.” Moore, 775 F, Supp. 2d
at 897 (quoting United States v. Hurwitz, 459 F.3d 463, 473 (4th Cir. 20086)).
Probable cause here is based on the activities. of the individual linked to the
Email Address. Other Lavabit users would be scvercly impacted by the
Government’s aceess to the Master Key and have not been accused of
wrongdoing or criminal activity in relation to this suit., Their privacy intleresls

should not suffer because of the alleged misdeeds of another Lavabit user.

(&2}
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c. Compliané¢e with Lavablt Subpoena and Warrant Would Cause t
an Undue Burden,

As a non-party and unwilling participant to this suit, Lavabit has already
incurred legal fees and other costs in order to comply with the Court's orders.
Further compliance, by turning o\}er the Master Key and granting the =
Government access to its entire networl, would be unduly burdensome. See
18 U.S.C. § 2703(d) (stating that “the service provider may [move to] quash or
madify [an) order, il the information or records requested are unusually
voluminous in nature or compliance with such order otherwise would cause an
undue burden on such provider.”) (ecmphasis added).

The recent case of In re Application of the U.S. for an Order Pursuant to 18
U.S.C. 2703(d) (*Twitter’) addresses similar issues. 830 F. Supp. 2d 114 (E.D.
Va. 2011). In that case, the Pctitioneré failed to allege “a personal injury
cognizable by the Fourth Amendment.” Id. at 138. However, Lavabil’s
circumstances arc distinguishable. The Government, in pursuit of information
date and communications related to the Email Address, has caused and will
continue to cause injury to Lavabit. Not only has Lavabit expended a great
deal of time and money in attempting to cooperate with the Government thus |
far, but, Lavabit will pay the ultimate price—the loss of its customers’ trust and
business—should the Court require that the Master I{cly be turncd over.

Lavabit’s busincss, which is founded on the preservation of electronic privacy, ]

could be déstroyed if it is required to produce its Master Key.

[#3)
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" Lavabit:is also a fundamentally different entity than Twitter, the business
at issue in Twitter. The Twitter Terms of Service specifically allowed user
iaformation to be disseminated, /d. at 139, Indeed, the very purpose of Twitter
ig for users to publically post their musings and belicfs on the Internet. In
contrast, Lavabit is dedicated to keeping its user’s information private and
securc. Additionally, the order in Twitter did not seek “content information”
from Twitter users, as is being sought here, Id, The Government’s request for
Lavabit’s Master I{eI}r gives it access to data and commuriications from 400,000
e.rﬁaii secure accounts, which is rnuc!; more sensifive information that at issue
in the Twitter.

The Government is attempting, in complete disregard ol the Fourth

Amendment, to penetrate a system that was founded for the sole purpose of

. privacy. See Katz v, United States, 389 U.S. 347, 360 (1967) (stating that “the
touchstone of Fourth Amendment analysis is whether a person has a
constitutionally protected reasonable expectation of privacy”) (internal citations
omitted). For Lavabit. to grant the Government unlimited access (o every one of
its user's accounts would be to disavow its duty to its users and the principals
upon which it was founded. Lavabit’s service will be rendercd devoid of
cconomic value if the Government is granted access to its secure network. The
Government does not have any proper basis to request that Lavabit blindly

produce its Master Key and subject all of its users 10 invasion ol privacy.
‘Moreover, the Master Key itself is an encryption developed and owned by

Lavabit, As such it is valuable proprictary information and Lavabit has a
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reasonable expectation in protecting it. Because La avabit has a reasonable
expectation of privacy fDr its Master Key, the Lavabit Subpoena and Warrant
viclate the Fourth Amendment. See Twilter, 830 F. Supp. 2d at 141 (citing
United States v. Calandra, 414 U.8. 338, 346 (1974)) (noting “The grand jury
is...without power- to invade a legitimate privacy interest protected by the
Fourth Amendment” and that “a grand jury's subpoena...will be disallowed if it
is far too sweeping in its terms 10 be...reasonable under the Fourth
Amendment.”).
CONCLUSION

For the foregoing reasons, Lavabit and Mr. Levinson regpectfully move
this Court to quash the search and seizurc warrant and grand jury subpocna.
Further, Lavabit and Mr. Levinson request that this Courl direct. i;:hat Lavabit
does not have to produce its Master Key. Alternatively, Lavabit and Mr.
Levinson request that they be given an opportunity to revoke the.current
encryption key and reissuc a new encryption key at the Qovernment’s expense.
Lastly, Lavabit and Mr. Levinson request that, if they is required to produce the
Master Key, that they be reimbursed for its costs which were directly incurred

in producing the Master Key, pursuant o 18 U.S.C. § 2706.

%

J’/“\
Jussc E Bm 411, VSB#79292
Bron cy & B an alVPLLC
10387 Main Str cet Suite 201
I"alrm.x, Virginia 22030

LAVABIT LLC
By Counsel
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Counsel for Lavabit LLC
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[ certify that on L'hisz_.i day of July, 2013, this Mation to Quash
Subpoena and Search Warrant and Memorandum of Law in Support was hand
delivered to the person at the addresses listed below:

United States Attorney's Office
Eastern District of Virginia
7100 Jamicson Avenue
Alexandria, VA 22314
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)
Jesge R. (‘ﬁnnay//
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

s e oo
IN THE MATTER OF THE FILED UNDER SEAL . N
APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE
OF A PEN REQISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN

ELECTRONIC MAIL ACCOUNT

[N THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH : No. 1:138W522
THAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury No, 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT
' OF MOTION
Javabit, LLC (“Lavabit”) and Mr. Ladar Levinson (“Mr, Levinson”)
(collectively “Novants”) move this Court to unseal the court records concerning
the United States government’s attempt to obtain certain encryption keys and
lift the non-disclosure order igsued to Mr. lLevinson. Specifically, Movants

request the unsealing of all orders and documents filed in this matter before

the Court’s issuance of the July 16, 2013 Sealing Order (“Sealing Order”); (2)

all orders and documents filed in this matter after the issuance of the Sealing

Order; (3) all grand jury subpoenas and search and seizure warrants issued

before or after issuance of the Sealing Order; and (4) all documents filed in

1
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connection with such orders or requests for such orders (collectively, the
“sealed documents”). The Sealing Order is attached as Exhibit A. Movants
request that all of the sealed documents be unsealed and made publlic as
quickly as possible, with only those redactions necessary to secure information
that the Court deems, after review, to be properly withheld.

BACKGROUND

Lavabit was formed in 2004 as a secure and encrypted email service
provider. ‘To ensure security, Lavabit employs multiple encryption schemes
using complex access keys. "Today, it provides email service to roughly 400,000
users worldwide. Lavabit’s corporate philosophy is user anonymity and
privacy. Lavabit employs sccure soclket layers (“SSLY) to ensure the privacy of
Lavabit’s subscribers through encryption, Tavabit possesscs a master
encryption key to facilitate the private communications of its users.

On July 16,2013, this Court entered an Order pursuant to 18 U.S.C.
2705(b)}, directing Movants 10 disclose all information necessary to decrypt
communications sent to or from and data stored or otherwise associated with
the Lavabit e-mail account_, including SSL keys (the
4] avabit Order”). The Lavabit Order is attached as Exhibit B. The Lavabit
Order precludes the Movants from notifying any person of the search and
seizure warrant, or the Court’s Order in issuance thereof, except that Lavabit

was permitted to disclose the search warrant to an attorney for legal advice.

ARGUMENT

o
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‘In criminal trials there is a comnion law presumplion of access to judicial
records; like the sealed documents in the present case. Despite the
government’s legitimate interests, it cannot micet its burden and oyercome this
presumption because it has not explored reasonable alternatives,
Furthermore, the government’s notice preclusion order constitutes a content-
based resiriction on free speech by prohibiting public discussion of an entire
topic based on its subject mafter.

1, THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act (“SCA”) authorizes notice preclusion to
any person of a § 2705(b) order’s existence, but only if the Court has reason (o
helieve that natification will result in (1) endangering the life or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence; (4) intimidating of potential witnesses; or (5) otherwise seriously

~ jeopardizing an investigation or unduly delaying a trial. § 2705(b)(1)-(8).
‘Despite this statutory authority, the § 2705(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law.

The most searching form of review, “strict scrutiny”, is implicated when
there is a content-based restriction on [ree spcech. R.A.V. v. City of St, Paul,
Minn., 505 U.8. 377, 403 (1992). Such a restriction must be necessary Lo serve
a compelling state interest and narrowly drawn to achieve that end. Id. The
Lavabit Order’s non-disclosure provision is a content-based restriction that is

nol narrowly tailored to achieve a compelling state interest.
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a,” The Lavabit Order Regulates Mr, Levingon's Free Speech

The notice preclusion order at issue here limits Mr, Levinson's speech in
that he is not allowed to disclose the existence of the § 2705(b) arder, or the
underlying investigation to any other person including any other Lavabit
subscriber, This naked prohibition against disclosure can fairly be
cﬁaracten’zed as a regulation of pure gpeech, Bc{rtm‘ckf v. Vopper, 532 U.S.
514, 526 (2001). A regulation that limits the time, place, or manner of speech
is permissible if it serves a significant governmental interest and provides
ample alternative channels for communication. See Cox v. New Hampshire,
312 U.S, 569, 578 (1941) (explaining that requiring a permit for parades was
aimed at policing the streets rather than restraining peaceful picketing).
However, a valid time, placc; and manner restriction cannot be based on the
content or subject matter of the speech. Consol. Edison Co. of New York v. Pub.
Sery. Comm'n of New S-r’ork; 447 U.S. 530, 536 (1980).

. The gag order in the present casc is content-hased because it precludes
speech on an entire topie, namely the scarch and seizure warrant and the
undcrlying criminal investigation, See id. at 537 (“The First Amendment's
hostility to content-based regulation extends...to prohibition of public
discussion of an entire topic”). While the nondisclosurce provision may be
viewpoint neutral on its face, it nevertheless functions as a content-bascd
restriction because it closes off an “entire topic” [rom public discourse,

i It is true that the government has & compelling interest in maintaining
the integrity of its criminal investigation _ However, Mr.

4
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. Levinson has been unjustly restrained from contacting Lavabit subscribers who
could be subjected to government surveillance if Mr, Levinson were forced to
comply the Lavabit Order. Lavabit's value is embodied in its complex
encryption keys, which provide its subscribers with privacy and security. M.

. Levinson has been uawilling to turn over these valuable keys because they
grant access to his entire network. In order lo protect Lavabit, which caters to
thousands of international clients, Mr: Levinson needs some ability to voice his
concerns, garner support for his cause, and take precautionary steps to cnsure
that Lavabit remains a truly secure network.

b. The Lavabit Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b) non-disclosure order forces a
prior restraint on specch. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent upon the uncontrolled will
of an official, is a prior restraint of those freedoms. Shuitlesworth v.
Birmingham, 394 U.S. 147, 150-151 (1969); Staub v. City of Baxley, 355 U.S,
313, 322:(1958). By definition, a prior restraint is an immediate and
irréversiblr: sanction because it “freezes” speech. Nebraska Press Assn v,
Stuart, 427 U.8. 539, 559 (1976). In the present casc, the Lavabit Order,
cnjoins Mr. Levinson from discussing these proceedings with any other person.

The effect is an immediate {reeze on speech.
The Suprenic Court of the United States has interpreted the First

Amendment as providing greater protection from prior restraints. Alexander v.

United States, 509 U.S, 544 (1998). Prior restraints carry a heavy burden for
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justilication, with a presumption against constitutional validity. Capital Cities
Medica, Inc. v. Toole, 463 U:S. 1303, 1305 (1983); Cairoll v. Prinicess Anne, 393
U.S. 175, 181 (1968); Bantam Books, inc. v. Sullivan, 372 US 58, 70 (1963).
Here, the government and the Court helieve that notification of the search
warrant’s existence will seriously jeopardize the investigation, by giving targets
an opportunity to flec or continue flight from prosecution, will destroy or
tamper with evidence, change patterns of behavior, or notify conlederates, See
Lavabit Order. However, the government’s intergst in the integrity of its
investigation does not automatically supersede First Amendment rights. See
Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holding
the confidentiality of judicial review in sufficient to justify encroachmenton the
frcedomn of speech).

fn the present case, the government has a legitimate interest in tracking
the account However, if Lavabit were forced to
surrender its master encryption key, the government would have access not
only to this account, but also every Lavabit account. Without the ability to
disclose government access (o users’ encrypted data, public debate about the
scope and justification for this secret investigatory tool will be stifled.
Morcover, innocent Lavabit subscribers will not: know that Lavabit’s sccurity
devices have been compromised. Thercfore the § 2705(b) non-disclosure order
should be lifted to pravide Mr. Levinson the ability to ensure the value and

integrity of Lavabit for his other subscribers.
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T, THELAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUMENTS

Despite any statutory authority, the Lavabit Order and all 1'c3a£cd
documents were filed under seal. The sealing of judicial records imposes a
limit.on the public’s right of access, which derives fror;l tv;ro sources, the First
Amendment and the common law. Va. Dep't of State Police v. Wash. Post, 386
F.3d 567, 575 (4th Cir. 2004); See Richmond Newspapers, Inc. v, Virginia, 448
U.S. 555, 580 (press and_ public have a First Amendment right of attend a
criminal trial); Press—EntezprfselCo. v, Superior Court, 478 U.S. 1, 2 (1986) (right
of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order

For a right of access to a document to exist under either the First
Amendment or the common law, the documnent must be “udicial record.”
Baltimore Sun Co. v, Goetz, 886 F.2d 60, 63-64 (4th Cir. 1989). Although the
Fourth Circuit Court of Appeals has never formﬂll}f defined “judicial record”, it
held that § 2703(d) orders and subsequent orders issued by tim court are
judicial records because they are judicially created. Inre U.S. for an Order
Pursuant to 18 U.S.C. Section 2703(d), 707 ¥.3d 283, 290 (4th Cir. 2013}
(“Twitter"). The § 2705(b) order in the present case was issued pursuant to §
2703(d) and can properly bbe defined as a judicial record. Although the Fourth
Circuit has held there is no First Amendment right to aceess § 2703(d) orders,
it held that the common law presumption of access atlaches to such

documents. Twitter, 707 F.3d at 291,
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“The underlying investigation in Twitter, imvolved a § 2703(d) order, which
directed Twitter to provide personal information, account information, records,
financial data, direct messages to and from email addresses, and Internet
Protocol addresses for eight of its subscriberé. Inre: § 2703(d) Order, 787 .

" Supp. 2d 430, 435 (E.D. Va. 2011). Citing thc‘ importance of investigatory
secrecy and integrity, the court in that case denied the petitior.xers Motion to
Unseal, finding no First Amendment or commorn lafv right to access. Id. at 443,

Unlike Twitter, whose users publish comments on & public forum,
subscribers use Lavabit for its encrypted features, which énsure security and

~ privacy. In Twitter there was no threat that any user would be subject to
surveillance other than the cight users of interest to the government. However,
a primary conccrn in this case is that the Lavabit Order provides the
government with access to every Lavabit account.

Although the secrecy of Séﬁ investigations is & compelling government
intercst, the hundreds of thousands of Lavabit subscribers that would be
compromised by the Lavabit Order are not the subjects of any justified
government investigation, Therefore access to these private accounts shauld
aot be treated as a simple corollary to an order reqﬁcsting information on onc
criminal subject. The public should have access to these orders because their
effect constitutes a seriously concerning expansion.of grand jury subpoensa

power.

To overcome the common law presumption of access, a court must find

that there is a “significant countervailingiiinu:rest” in support of scaling that
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‘qutweighs the public's interest in openness. Twitter, 707 F.3d at 293. Under
fne common law, the decision to seal or grant access to warrant papers is

© within Lhc. discretion of the judicial officer who issued the warrant, Media
General Operations, Inc. v. Buchanan, 417 F.3d 424, 429 (4th Cir. 2005). ifa
judicial officer determines that full public access is not appropriate, shc must
consider alternatives to sealing, which may include granting some public
access or releasing a redacted version of the documents. Id.

In Twitter the court explained that because the magistrate judge
individually considered the documents, and redacted and unsealed certain
documents, he satisfied the procedural rcquiremems for sealing. Twitter, 707
F.3d at 294. However, in the present case, there is no evidence that
alternatives were considered, that documents were redacted, or that any
documents were unsealed. Once the presumption or access attaches, a court
cannot seal documents or records indefinitely unless the government
demonstrates that some significant interest heavily outweighs the public
interest in openness, Wash. Post, 386 F.3d at §75. Despite the government’s .
concerns, there arc reasonable alternatives to an absolute seal that must be
explored in order to ensure the integrity of this investigation. |

b. There Is No Statutory Authority To Scal The § 2705(d)
Documents

There are no provisions in the SCA that mention the sealing of orders or
other documents. In contrast, the Pen/Trap Statute authorizes electronic

surveillance and directs that pen/trap orders be scaled “until otherwisc
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ordercd by the court”. 18 U.S.C, 8§ 3121-27, Similarly, the Wiretap Act,

. another surveillance statute, expressly directs that applications and orders
granted under its provisions be scaled, 18 U.S.C. § 2518(8)(b). The SCA’s
failure to provide for sealing is not a congressional oversight. Rather, Congress
has specifically provided for scaling provisions when it desired, Where
Congress includes particular language in onc section of a statute but omits it
in another, it is generally assumed that Congress acts intentionally., Keene
C:oxp. v. United States, 508 U.S. 200, 208 (1993). Thereflore, there is no
statutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

o. Privacy Coneerns Demand A Common Law Public Right Of Access
To The Sealed Documents '

- =N,

The ’and

the ensuing mass surveillance scandal have sparked an intense national and

{nternational debate about government surveillance, privacy rights and other
traditional freedoms, Itis concerning that suppressing Mr. Levinson's speech
and pushing its subpoena power to the limits, the government’s actions may be
viewed as accomplishing another unfounded secret infringement on personal
privacy. A major concern is that this could cause people worldwide i:o abandon
American service providers in favor of foreign businesses becuuse the United

States cannot be trusted to regard privacy.! It isin the best interests of the

Movant’s and the government that the documents in this matter not be

! See Dun Roberts, ¥SA Snogping: Obama Under Pressure as Senator Denounces ‘Act of
Treason’, The Guardian, June 10, 2013, http:[,Iwww.guardian.co.u‘lc/v.rorld/QO13/jun
flO/ob&mn-prcnsured-cxplnin-naa-survnillaucc.

10
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shrouded in secrecy and used to further unjustified surveillance activities and
to suppress public debate.
CONCLUSION
For the foregoing reasons, Lavabit respectiully moves this Court to
unseal the court records concerning the United States government’s attempt to
obtain certain encryption keys and lilt the non-disclosure order issued on Mr.
. Levinson. Alternatively, Lavabit requests that all of the scaled documents be
redacted to secure only the information that the Court decms, after review, (o
be properly withheld.

LAVABIT LLC
By Counsel

y [/
Jesgl/R. Binnhll] VSBit 79292
Brdrfley & Binnail LLC
106487 Main Street, Suite 201
Fdrlax, Virginia 22030

(703) 228-0335 Teléphone
(703) 537-0780- Facsimile
jbinnall@bblawonlinc.com
Counsel for Lavabit LLC
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Certificate of Service

"  Jee N |
| certify that on this jda}f of July, 2013, this Motion For Unsealing Of
Sealed Court Records And Removal Of Non-Disclosure Order And
Memorandum Of Law In Support was hand delivered to the person at the
addresscs listed below:

nited States Attorney's
Eastern District of Virginia
2100 Jamicson Avenue
Alexandria, VA 22314
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IN THE UNITED STATES DISTRICT COURT ACTE D
EASTERN DISTRICT OF VIRGINIA ~ _,

ALEXANDRIA DIVISION . ... -+~

IN THE MATTER OF THE NO, 1:13 EC 297
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH NO. 1:13 8W 522
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABITLLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

RESPONSE OF THE UNITED STATES IN OPPOSITION
TO LAVABIT’S MOTION TO OUASH SUBPOENA AND
MOTION TO FOR UNSRALING OF SEALED COURT RECORDS

INTRODUCTION
This Court has ordered Lavabit, LLC to provide the gavernment with the
technical assistance necessary to implement and use a pen register and trap and trace
device (“pen-trap device”). A full month after that order, and afier an order to compel
compliance, a grand jury subpoena, and a search warrant for that technical assistance,
Lavabit has still not complied. Repeated efforts to seck that technical assistance from
Lavabit’s owner have failed. While the government continues to work toward a mutually

acceptable solution, at present there does not appear 10 be a way to implement this
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Court's order, as well as to comply with the subpoena and scarch warrant, without CTED
requiring Lavabit to disclose an encryption key 1o the government. This Court's orders,
search warrant, and the grand jury subpoena all compel that result, and they are all
lawful. Accordingly, Lavabit’s motion to quash the search warrant ancl subpoena should
be denicd.

|.avabit and its owner have also moved to unseal all records in this matter and lift
the order issued by the Court prcvcnliné them from disclosing a search .warram issued in
this case. Because public discussion of these records would alert the target and
jeopardize an active criminal investigation, the government’s compelling interest in
maintaining the secrecy and integrity of that investigation outweighs any public right of
aceess (0, or interest in publicly discussing, those records, and this motion should also be
denied.

TECHNICAL BACKGROUND
Pen registers and trap and trace devices

To investigate Internet communications, Congress has permitted law cnforcement
to employ twa surveillance techniques—the pen register and the trap and trace device—
that permit law enforcement to learn information about an individual’s communications.
See 18 U.S.C. §§ 312127 (“Pen-Trap Act”). These techniques, collectively knownasa
“pen-trap,” pcrmit law enforcement to learn facts about e-mails and other
communications ag they are sent—but not 10 obtain their content. See, e.g., United States
v Forrester. 512 1.3d 500, 509-13 (9th Cir. 2008) (upholding government's use of a pen-

trap that “enabled the government (0 leamn the to/from addresses of Alba's e-mail

[~
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messages, the IP addresses of the websites that Alba visited and the total volume of

information sent {o or from his account”).

The Pen-Trap Act “unambiguously authorize[s] the use ol pen registers and trap
and trace devices on e-mail accounts.” In Marwer of Application of U.S. For an Order '
Authorizing the Installation & Use of a Pen Register & a Trap & Trace Device on £-Muil
Account, 416 F. Supp. 2d 13, 14 (D.D.C. 2006) (Hogan, J.) (*/Hogan Order™). It
authorizes both the installation of a “device,” meaning, a separate computer attached to
the provider’s network, and also a “process,” meaning, a software program run on the
provider, /d. at 16; 18 US.C. § 3127,

Secure Socker Layer (SSL) or Transport Layer Securify (TLS) Encryption

Encrypting communications sent across the Internet is a way to ensure that only
the sender and receiver of a communication can read it. Among the most common
methods of encrypting Web and ¢-mail traffic is Secure Socket Layer (SSL). which is
also called Transport Layer Security (TLS) encryption. “The Secure Socket Layer
(*SSL') is one method for providing some security for Internet communications. SSL
provides security by establishing a secure channel for communications befween a web
browser and the web server; that is, SSL ensures that the messages passed between the
client web browser and the web server are encrypted,” Disney E.‘I!L’;‘;Jl'l'.‘s‘&'& Inc. v. Rea,
No. 1:12-CV-687, 2013 WL 1619686 *9 (E.D. Va. Apr. 11, 2013); see also Stambler v
RSA Sec., Inc., 2003 WL 22749855 *2-3 (D. Del. 2003) (describing SSL’s technical
operation).

As with most forms of encryption, SSL relies on the use of large numbers known

as “keys." Keys are parameters used to encrypt or deerypt data. Specitically, SSL
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eneryption ecmploys public-key cryptography, in which both the sender and receiver cach
have two mathematically linked keys: a “public” key and a “private” key. “Public” keys
are published, but “privaic” keys are not. Sending an encrypied message (o someong
requires knowing his or her public key; decrypting that message requires knowing his or
her private key.

When Internet tratfic is encrypted with SSL, capturing non-content information
on ¢c-mail communication from a pen-trap device is possible only after the wraffic is
decrypted. Because Internet communications closely intermingle content with non-
conlent, pen-trap devices by necessity scan network trafTic but exclude from any report to
law enforcement officers all information relating to the subject line and body of the
communication. See 18 U.S.C. § 3127; Hogan Order, 416 F. Supp. 2d at 17-18. A pen-
trap device, by definition, cannot aéxpose to law enforcement officers the content of any
communication, See id.

FACTS

The information at issue before the court is relevant to an ongoing criminal

investigation 0 “or violations of numerous federal slmutcs-

4
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A. Section 2703(d) Order

The criminal investigation has revealed t'nat_-has utilized and continues

to utilize an e-mail account-,_ obtained through Lavabit, an

electronic communications service provider.

On June 10, 2013, the
United States obtained an order pursuant (o 18 U.S.C. § 2703(d) dirccting Lavabil to
provide, within ten days, additional records and information aboul-c-mai]
account. Lavabit's owner and operator, M. Ladar Levison, provided very little of the
information sought by the June 10, 2013 order,

B. Pen-Trap Ovder

On.June 28, 2013, the Honorable Theresa C. Buchanan entered an Order pursuant
to 18 U.S.C. § 3123 authorizing the installation and use of pen-frap device on all
electronic communications being sent from or sent to the electronic mail account

—(;‘PCH_T‘_RP Order™). The Pen-Trap Order authorized the

government Lo capture all (i) “non-content™ dialing, routing, addressing, and signaling

information sent 10 or from—and (ii) to record the date and

time of the initiation and receipt of such {ransmissions, to record the duration of the
transmissions, and o record user log-in daia on lhc—ﬂll fora
period of sixty days. Judge Buchanan further ordered Lavabit to furnish agents of the
Federal Bureau ol Investigation (“FBI™), “forthwith, all information, {acilities, and

techmical assistance necessary to accomplish the installation and use of the pen-trap

Lh
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device.” Pen-Trap Orderat 2, The government was elso ordered to “take reasonable
steps to ensure that the monitoring equipment is not used to capture any” content-related
information, /d. Pursuant to 18 U.S.C. § 3123(d), Judge Buchanan ordered that the Pen-
Trap Order and accompanying application be sealed. /d. |

Later on June 28, 2013, two FBI Special Agents served a copy ol the Pen-Trap
Order on Mr. Levison, Mr. Levison informed the FBI Special Agents thal .emails were
encrypted as they were transmitted 10 and from the Lavabit server as well as when they
were stored on the Lavabit server, In addition, decryption keys would be necessary (0
access any e-mails, Mr. Levison did not provide the keys to the Agents in that meeling.
In an email to Mr. Levison on July 6,2013,a FBI Special Agent re-affirmed the nature of
the information requested in the pen-trap order. In a responsc on the same day, Levison
claimed “we don't record this data”.

C. Compliance Order

M. Levison did not comply with the Pen-Trap Order. Accordingly, inthe
evening of June 28, 2013, the government obtained an Order Compelling Compliance
Forthwith from U.S. Magistrate Judge Theresa C. Buchanan (“*Compliance Order™). The
Compliance Order directed Lavabit to comply with the Pen-Trap Order and to “provide
the Federal Bureau of Investigation with unencrypled data pursuant to the Order.”
Lavabit was further ordered to provide “any information, facilitics, or technical assistance
are under the control of Lavabit [that] are needed to provide the FBI with the unencrypied
data.” Compliance Order at 2. The Compliance Order indicated that failing to comply

would subject Lavabit to any penalty in the power of the court, “including the possibility

of criminal contempt of Court.” Jd.
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D. Order (o Show Cause REDACTED

Mr. Levison did not comply with the Compliance Order.  On July 9, 2013, this
Court ordered Mr. Levison to appear on July 16,2013, to show cause why Lavabit has
failed to comply with the Pen-Trap Order and Compliance Order.

The following day, on July 10, 2013, the United States Attorney's Office arranged
a conference call involving the United States Attorney’s Office, the FBI, Mr. Levison and
Mr. Levison's attorney at the time, Marcia Hofmann, During this call, the parties
discussed implementing the pen-trap device in light of the encryption in place on the
target e-mail account. The FBI explained, and Mr, Levison appeared 10 agree, that to
install the pen-trap device and to obtain the unencrypted data stream necessary for the
device's operation the FBI would require (i) access to Lavabit’s scrver and (ii) encryption
keys.

E. Grand Jury Subpoena

On July 11, 2013, the United States Altomey's Office issued a grand jury
subpoena for Mr. Levison to testify in front of the grand jury on July 10, 2013, The
subpoena instructed Mr. Levison to bring to the grand jury his encryption keys and any
other information necessary to accomplish the installation and use of the pen-trap device
pursuant to the Pen-Trap Order.' The FBI atiempted to serve the 'subpoena on Mr.
Levison at his residence. Afier knocking on his door, the FBI Special Agents witnessed
Mr, Levison exit his aparument from & hack door, get in his car, and drive away. lLater in

the evening, the FBI successfully served Mr. Levison with the subpoena.

' The grand jury subpoena was subsequently sealed on July 16,2013,

1
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On July 13, 2013, My, Levison sent an e-mail to Assistant United States Attorney
_slming, in part:

In light of the conference call on July 10th and after subsequently reviewing the
requirements of the June 28th order I now believe it would be possible o capture
the required data ourselves and provide it to the FBL Specifically the information
we'd collect is the login and subsequent logout dare and lime, the [P address used
10 connegt to the subject email account and the following non-content headers (if
present) from any future emails sent or received using the subject account. The
headers [ currently plan to collect are: To, Ce, From, Date, Reply-To, Sender,
Received, Remum-Path, Apparently-To and Alternate-Recipient. Note that
additional header fields could be captured if provided in advance of my
implementation effort.

$2,000 in compensation would be required to cover the cost of the development
time and equipment necessary to implement my solution. The data would then be
collected manually and provided at the conclusion of the 60 day period required
by the Order. T may be able to provide the collected data intermitiently during the
collection period but only as my schedule allows, If the FBI would like to receive
the collected information more frequently [ would require an additional $1,500 in
compensation. The additional money would be needed to cover the costs
associated with automating the log collection from different servers and uploading
it 10 an an FBI server via "sep" on a daily basis. The money would also cover the
cost of adding the process Lo our automated monitoring system so that [ would
notified automatically if uny problems appeared.

The c-nail again confirmed that Lavabit is capable of providing the means for the FBI to

install the pen-trap device and obtain the requested information in an unencrypted form.
AUS:\-rcpiied {0 Mr. Levison's e-mail that same day, explaining that the
proposal was inadequate because, among other things, it did not provide for real-time
transmission of results, and it was not clear that Mr. Levison's request for money
Cc.mslituu:d the “reasonable expenses™ authorized by the statute.

F. Search Warrant & 2705(b) Non-Disclosurve Order

On July 16, 2013, this Court issued a search warrant to Lavabit for (i) “[a)ll

information necessary to decrypt communications sent 1o or from the Lavabit e-mail

accoum_ including encryption keys and SSL keys™ and (ii)
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“[a]ll information necessary 10 decrypt data stored in or otherwise associated with the
Lavabit accounl_" Pursuant to 18 U.S.C. § 2705(b), the Court
ordered Lavabit to not disclose the existence of the search warrant upon determining that
“there is reason 1o believe that notification of the existence of the . ., warrant will
seriously jeopardize the investigation, including by giving target an opportunity to flec or
continue flight from prosecution, destroy or tamper with evidence, change patterns of
behavior, or notify confederates.” July 16, 2013 Order (“Non-Disclosure Order”) at 1.

G. Rule 49 Sealing Order

The search warrant and accompanying materials were further scaled by the Court
on July 16,2013, pursuant {0 & Local Rule 49(B) (“Rule 49 Order”). Inthe Rule 49
Order, the Court found that “revealing the material sought to be sealed would jeopardize
an ongoing criminal investigation.” The sealing order was further justified by the Court’s
consideration of “available alternatives that are less drastic than sealing, and finding none
would suffice to protect the government’s legitimate interest in concluding the
investigation; and having found that this legitimate government interest outweighs at this
time any interest in the disclosure of the material.” Rule 49 Order at 1.

H. Show Cause Hearing

At the Show Cause Hearing on July 16, 2013, Mr. Levison made an oral motion
10 unseal the proceedings and related filings. The government abjected since unsealing
the proceedings would jeopardize the ongoing criminal investigation oi- The
Court denied Mr. Levison’s motion. Mr, Levison subsequently indicated to the Court
that he would permit the FB1 to place a pen-trap device on his server. The government

requested that the Court further order Mr. Levison to provide his SSL keys since placing
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a pen-trap device on Lavabit's server would only provide encrypted information Gaat
would not yield the information required under the Pen-Trap Order. The government
noted that Lavabit was also required to provide the SSL keys pursuant to the search
warrant and grand jury subpoena. The Court determined that the government’s request
for the SSL keys was premature given that Mr, Levison had offered 0 place the pen-trap
device on his server and the Court’s order for a show cause hearing was only based on
the failure to comply with the Pen-Trap Order. Accordingly, the Court scheduled a
hearing for July 26, 2013, to determine whether Lavabit was in compliance with the Pen-
Trap Order after a pen-trap device was installed,

I Motion to Unsenl und Lift Non-Disclosure Order

On July 25,2013, Mr. Levison filed two motions—a Mation for Unsealing of
Sealed Court Records (*"Motion to Unseal”) and a Motion to Quash Subpoena and Search
Warrant (“Mation o Quﬁsh“). [n.the motions, Mr, Levison confirms that providing the
SSI. keys to the government would provide the data required under the Pen-Trap Order in
an unencrypted form. Nevertheless, he refuses to provide the SSL keys. Inorderto
provide the government with sufficient time to respond, the hearing was rescheduled for
August 1, 2013.

On a later date, and after discussions with Mr. Levigon, the FBI installed & pen-
trap device on Lavabit's Internet service provider, which would capture the same
information as if a pen-trap device was installed on Lavabit's server. Based on the
government’s ongoing investigation, it is clear that duc to Lavabit’s encryption services
the pen-trap device is failing to capture dota related 10 all of the e-mails sent to and from

the account as well as other information required under the Pen-Trap Order. During
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Ripy, o

Lavebit's over une menth of noncompliance with this Court’s Pen-Trap Ordcr,- D

ARGUMENT

I, THE SEARCH WARRANT AND THE GRAND JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO PRODUCE THE SSL KEYS

A. The search warrant and grand jury subpoena are valid because they
merely re-state Lavabir's pre-existing legal dury, imposed by the Pen-Trap
Order, ta produce information necessary (o accomplish installation of the
pen-trap device.

‘I'he motion of Lavabit and Mr. Levison (collectively “Lavabit”) to quash both the
grand jury subpoena and the search warrant should be denied because the subpoena and
warrant merely re-state and clarily Lavabit’s obligation under the Pen-Trap Act 1o
provide that same information. In total, four separate legal obligations currently campel
L.avabit to produce the SSL keys:

1. The Pen-Trap Order pursuant to the Pen Register and Trap and Trace

Device Act (18 U.S.C. §§ 3121-27);

i~

. The Compliance Order compelling compliance forthwith with the Pen-

Trap Order;

Ll

The July 16, 2013, grand jury subpoena; and
4. 'The July 16, 2013, search warrant, issued by this Court under the
Electronic Communications Privacy Act ("ECPA").
The Pen-Trap Act authorizes courts to order providers such as Lavabit to disclose
winformation™ that is “necessary” to accomplish the implementation or use of a pen-trap.
See 18 U.S.C. §§ 3123(b)(2); 3124(a); 3124(b). Judge Buchanan, acting under that

authority, specifically required in the Pen-Trap Order that: “IT IS FURTHER

1l
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ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall furnish agents from
the Federal Bureau of Investigation, forthwiily, all information, facilities, and technical
assistance necessary (o accomplish the installation and use of ihe pen/trap device
unobirusively and with minimum interference.” Pen-Trap Order at 2.

In this case, the SSL keys are “information... necessary (o accomplish the
installation and use of the [pen-trap]" because all other options for installing the pen-trap
have failed. In a typical case, a pravider is capable of implementing a pen-trap by using
its own software or device, or by using a technical solution provided by the investigating
agency; when such a solution is possible, a provider need not disclose its key. E.g., Inre
Application of the U.S. for an Qrder Authorizing the Use of a Pen Register and Trap On
[XXX] Internet Serv. Aceount/User Name [xxxxxxxx@yxx.com], 396 F. Supp. 2d 45, 49
(D. Mass. 2005) (suggesting language in a pen-trap order “to impose upon the internet
service providers the necessity of making sure that they configure their software in such a
manner as to disclose only that which has beeﬁ authorized™).  In this case, given
Lavabit's usc of SSL encryption and Lavabit’s lack of a softyvare solution to implement
the pen-trap on behalf the government, neither the government nor Mr. Levison have
been able to identify such a solution.

Because the search warrant and grand jury subpoena require nothing that the Pen-
Trap Act docs not already require, they are not unreasonably burdensome. Morcover, a
court's constitutional authority to require a telecommunications provider to assist the
govemment in implementing a pen-trap device is well-cstablished, See United Staies v.
New York Tel. Co., 434 U.S. 159, 168-69 (1977) (in a pre-Pen-Trap Act case, hd!ding that

district court had the authority to order a phone company to assist in the installation of a
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pen-trap, and “'no claim is made that it was in any way inconsistent with the Fourth

Amendment.”).

B. Lavabit 's motion fo quash the search warrent must be denied because

there is no statutory authority for such motions, and the sear¢h warrant s
leneful in any event.

L Lavabit lacks authority to move to suppress a search
warrant.

Lavabit lacks authority to ask this Court to “quash” a search warrant belore it is
executed. The search warrant was issued under Title IT of ECPA, 18 US.C. §§ 2701-
2712. ECPA allows providers such as Lavabit to move (o quash cowrt orders; but does
not create an equivalent procedure to move to quash search warrants. 18 u.s.C.

§ 2703(d). The lack of a corresponding motion to quash or modify a search warrant
means that there is no statutory authority for such motions, See 18 U.S.C. § 2708 (“[t]he
remedics and sanctions described in this chapter are the only judicial remedies and
sanctions for nonconstitutional violations of this chapter.”); cf. In re Application of the
U.S. for an Order Pursuant (o 18 US.C. §2703(d), 830 F. Supp. 2d 114, 128-29 (E.D.
Va. 2011) (holding that the lack of a specific provision in ECPA permitting users 1o move

to quash court orders requires “the Count [to] infer that Congress deliberately declined to
permit {such] challenges.™). |
2. The search warrant complies with the Fourth Amendment
and isnot general.
The Fourth Amendment requires (hat a search warrant “particularly describe[e]
the place to be séarched, and the persons or things to be seized.” U.S. Const. Am. [V.
This “particularity requirement is fulfilled when the warrant identifies the items to be

seized by their relation to designaied crimes and when the description of the itenjs leaves

13
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nothing 1o the discretion of the officer executing the warrant.” United States v. Williams,
592 F.3d 511, 519 (4th Cir. 2010).
The July 16, 2013, search warrant’s specification casily meets this siandard, and
therefore is not impermissibly general, It calls for only:
a. All information necessary to deerypt communications

sent to or from the Lavabit e-mail account
including encryption keys and

SSL keys;

b. All information necessary to decrypt data stored in or
otherwise associated with the Lavabit account

That specification leaves nothing to diseretion; it calls for encryption and SSL keys and
nothing clse.

Acknowledging this specificity, Lavabit nonetheless argues that the warrant
“operates s a general warrant by giving the Government access 1o every Lavabit user’s
communications and data.” Mot. 10 Quash at 3. To the contrary, the warrant does not
grant the government the legal authority to access any Lavabit user’s communications or
data. After Lavabit produces its keys to the government, Federal statutes, such as the
Wiretap Act and the Pen-Trap Act, will continue to limit sharply the government’s
authority to collect any data on any Lavabil user—except for the one Lavabit user whose
account is currently the subject of the Pen-Trap Order. See 18 U.S.C. §2511(1)
(punishing as a felony the unauthorized iinterception of communications); § 3121
(criminalizing the use of pen-trap devices without a court order). It cannot be that a
search warrant is “general” merely because it gives the government a tool that, if abused
contrary to law, could constitute a general search. Compelling the owner of an apartment

building to unlock the building’s front door so that agents can search one apartment is not

14
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a “general search™ of the entire apartiment building—even if the building owner imagines
that undisciplined agents will illegally kick down the doors to apartments not described in
the warrant.
C. Lavabit ‘s motion to quash the subpoena must be denied because
compliance would not be unreasonable or oppressive

A grand jury subpoena “may order the witness to produce any books, papers,
documents, data, or other abjecis the subpoena designates,” but the courl “may quash or
modify the subpoena if compliance would be wnreasonable or oppressive.” Fed, R. Crim.

54 17(6)(1) & (2); see In re Grand Jury, John Doe No. G.J.2005-2, 478 F.3d 581, 385
(4th Cir. 2007) (recognizing courts may quash subpocnas that are *abusive or
harassing™).”

Lavabit argues the subpoena should be quashed because it “granifs] the
Government unlimited access (o every onc of its user's accounts.” Mal. to Quash at 7.
As explained above, the subpoena does no such thing: 1t merely reaffirms Lavubit’s
existing obligation to provide iniﬁnnation'.ncccssary to implement this Court’s Pen-Trap
Order on & single Lavabit customer’s e-mail account. The Pen-Trap Order further
restricts the government's access by preventing the government from collecting the
content of that Lavabit customer’s e-muil communications.

Lavabit also argues that it will lose customers” trust and business if it they leam
that Lavabit provided the SSL keys to the government. But Lavabit finds itself in the
position of having to produce those keys only because, more than a month after the Pen-

Trap Order, Lavabit has failed to assist the government to implement the pen-trap devicee.

Y| avabit cites 18 U.S.C. § 2703(d) =5 zuthority for its motion to quash. but that section by its terms only
permits motions to quash court erders issued under (hat same section,
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Any resulting loss of customer “trust™ is not an “unreasonable” burden if Lavabit's ED
customers trusted that Lavabit would refuise to comply with lawful cour( orders. All
praviders are staiutorily required to assist the government irrthe implementation of pen-
traps, see 18 U.S.C. § 3124(a), (b), and requiring providers to comply with that statute is
neither “unreasomable” nor “oppressive.” Inany eveny, Lavabit’s privacy policy tells its

customers that *Lavabit will not release any information related to an individual user

unless legally compelled to do so."" See hitp://lavabit.com/privacy_policy.html (emphasis

added).
Finally, once court-ordered surveillance is complete, Lavabit will be free to
change its SSL keys. Vendors sell new SSL certificates for approximately $100, See,

e.g., GoDaddy LLC, SSL Certificates, htips://www.godaddy.com/ssl/ssl-certificates . aspx.

Moreover, Lavabit is entitled to compensation “for such reasonable expenses incurred in

providing” assistance in implementing a pen-trap device. 18 U.S.C. § 3124(c).

11 THE NON-DISCLOSURE ORDER IS CQNSIST ENT WITH THE FIRST
AMENDMENT BECAUSEIT IS NARROWLY TAILORED TO SERVE
WHAT ALL PARTIES AGREE IS A COMPELLING GOYERNMENT
INTEREST
Lavabit has asked the Court to unseal all of the records sealed by this Court’s

Order to Seul, and 1o lift the Court’s Order dated July 16, 2013, directing Lavabit not to

disclose the existence of the scarch warrant the Court signed that day (“Non-Disclosure

Order”). Motion for Unsealing of Sealed Court Records and Removal of Non-

Disclosure Order (“Mot. 10 Unseal™) at 1-2, Lavabit, however, has not identified (and

ca:mol.I) any compelling reason sufficient 10 overcome what even Lavabit concedes is the

government's compelling interest in maintaining the secrecy and integrity of its active

itwesligulicm- Morcover, the restrictions are narrowly tailored to restrict

16
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Lavabit from discussing only a limited set of information disclosed to them as part of this
investigation. Because there is no reason 1o jeopardize the eriminal investigation, this
motion must be denicd.

A. The Non-Disclosure Order survives even strict scrutiny review by
imposing necessary but limited secrecy obligations on Lavabit

The United States does not concede that strict serutiny must be applied in
reviewing the Non-Disclosure Order. There is no need to decide this issue, however,
because the Non-Disclosure Order is narrowly tailored 10 édvancc a compelling
govermnment interest, and therefore easily satisfies strict scrutiny.,

The Government has a compelling interest in protecting the integrity of on-going
criminal investigations. Virginia Dep't of Stare Police v. Wash. Post, 386 F.3d 367, 579
(4th Cir. 2004) (“*We note initially our complete agreement with the general prineiple that
a compelling governmental interest exists in protecting the integrity of an ongoing law
enforcement investigation";, Branzburg v. Hayes, 408 U.S, 665, 700 (1972)
(“requirements ... that a.State’s interest must be ‘compelling’ ...are also met here. As we
have indicated, the investigation of crime by the grand jury implements a fundamental
governmental role of securing the safety of the person and property of the citizen ....").
Indeed, it is “obvious and unarguable that no government interest is more compelling
than the security of the Nation.” Haig v. Agee, 453 U.S. 280, 307 (1981) (internal
quotation murks omitied); see alsa Dep't of the Navy v. Egan, 484 U.S. 518, 527 (i 988)
(~This Court has recognized the Government's ‘compelling interest’ in withholding
national sceurity information from unnuii;mizcd ITCI‘SOHS in the course of executive
business™). Likewise, here, the United States ¢learly has a compelling interest in.

ensuring that the target of lawful surveillance is not aware that he is being monitored.

17
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United States v. Aguilar, 515 U.S, 593, 606 (1995) (holding that a statuie prohibiting
disclosure of a wiretap was permissible under the First Amendment, in part because
“[wle think the Government's interest is quite sufficient to justify the construction of the
slatxﬁe as written, without any artificial narrowing because of First Amendment
concerns”). As the Non-Disclosure Order makes clear, publicizing “the existence of the
[search] warrant will scriously jeopardize the investigation, including by giving targets an
opportunity te flee or continue flight from proscculion,ldcstroy or tamper with evidence,

change paiterns of behavior, or notify confederates.”

Lavabit acknowledges that “the government has a compelling intercst in
maintaining the integrity of its criminal investigation of - Mot. to Unseal
at 4: id. at 6 (“the government has a legitimate interest in tracking” _
account); fd. at 8 (“the secrecy of [Stored Communications Act] investigations is a
compelling government interest™). In spite of this recognition, Lavabit States itintends to
disclose the search warrant and order should the Court grant the Motion to Unseal. Jd. at
5 (“Mr. Levinson needs somo ability to voice his concerns [and] garner support for his
cause"); id. at 6. ﬁisclosmrre of electronic surveillance process before the electronic
surveillance has finished, would be unprecedented and defeat the very purpose of the
surveillance. Such disclosure would ensure thm- along with the public,
would leam of the monitoring of-c-muii account and take action to frustrate the
legitimate monitoring of that account.

The Non-Disclosure Order is narrowly tailored to serve the governmcnt’é
compelling interest of protecting the integrity of its investigation. The scope of

information that Lavabit may not disclose could hardly be more narrowly drawn: “the

18
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_cxislcnce of the attached scarch warrant” and the Non-Disclosure Order itself.
Restrictions on a parly’s disclosure of information obtained through participation in
confidential proceedings stand on a different and firmer constitutional footing from
restrictions on the disclosure of information obtained by independent means, Searile
Times Co. v. Rhinehart, 467 U.S. 20, 33 (1984) (order prohibiting disclosure of
information learned through judicial proceeding “is not the kind of classic prior restraint
that requires exacting First Amendment scrutiny”); Buttenworth v. Smith, 494 U.S. 624,
632 (1990) (dislingni.shing between a witness' “right to divulge information of which he
was in possession before he testified before the grand jury™ with “information which he
may have oblained as a result of his participation in the proceedings of the grand jury”);
see also Hoffman-Pugh v. Keenan, 333 F.3d }_136, 1140 (10th Cir. 2003) (finding
prohibition on disclosing information learned through grar;d jury process, as opposed (o
information person already knew, does not violate First Amendment), In Rhinehart, the
Court found that “control over [disclosure of] the discovered information does not raise
the same specter of government censorship that such control might suggest in other
situations,” 467 U.S, a1 32.

Further, the Non-Disclosure Order is temporary. The nondisclosure obligation
will last only so-lung as necessary to protect the government’s ongoing investigation.

B. The Order neither forecloses discussion of an “entire topic™ nor

constitutes an unconstitutional prior restraint on speech

The limitation imposed here does not close off from discussion an “‘entire topic,”
as articulated in Consolidared Edison. Mot. 1o Unseal ut 4. At issue in that case was the
constitutionality of a state commission’s order prohibiting a regulated utlity from

including inserts in monthly bills that discussed any controversial issue of public palicy,

19
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such as nuclear power. Consolidated Edison Co. of New York v. Pub. Serv. Comm'n of
New York, 447 U.S. 530, 532 (1980). The Non-Disclosure Order, by contrasi, precludes
a sinale individual, Mr, Levison, from discussing a narrow sct of information he did not
know before this proceeding commenced, in order (o protect the integrity ofan ongoing
criminal investigation. Cff Doe v. Mukasey, 549 F.3d 861, 876 (2d Cir. 2009) (“although
Ithc nondisclosure requirement is triggered by the content of a category of information,
that category, consisting of the fact of receipt of [a National Sccuﬁ{y Letter] and some
related de{ails, is far more limited than the broad categories of information that have been
at issue with respect to typical content-based restrictions.”). Mr. Levison may still
discuss everything he could discuss before the Non-Disclosure 'Ordcr was issuc'd.
Lavabit's argument that the Non-Disclosure Order, and by cxtension all § 2705(b)
orders, are unconstitutional prior restraints is likewise unavailing. Mot. To Unseal at 5-6.
As argued above, the Non-Disclosure Order is narrowly tailored to serve compelling
government interests, and satisfies strict scrutiny. See supra, Part 11.A. Regardless, the
Non-Disclosure Order does not fit within the two general categories of prior restraint that
can run afoul of the First Amendment: licensing regimes in which an individual’s right to
speak is conditioned upon prior approval from the government, see Ci!}? of Lakewood v.
Plain Dealer Publishing Co., 486 U.8. 750, 757 (1988), and injunctions restraining
certuin speeeht and related activities, such as publishing defamatory or seandalous
articles. showing obscenc movies, and distributing leaflets, see Alexander v. United

Srares, 509 U.S. 344, 550 (1993). A prior restraint denies a person the ability to express
viewpoints ar ideas they could have possessed without any government involvement.

Scction 2705(b) orders, by contrast, restrict a recipient’s ability to disclose limited
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information that the recipient only learned from the government's need to effectuate a
legitimate, judicially sanctioned form of monitoring. Such a narrow limitation on
information acquired only by virtue of an official investigation does not raise the sume
concerns as other injunctions on speech, Cf. Rhineharr, 467 U.S. at 32, Doe v. Mukasey,
549 F.3¢ at 877 ( “[t]he non-disclosure requirement” imposed by the national security
letter statute “is not a typical prior restraint or a typical content-based restriction
warranting the most rigorous First Amendment scrutiny™).
[II.  NO VALID BASTS EXISTS TO UNSEAL DOCUMENTS THAT, IF MADE
PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

A Any common law right of access is ounweighed by the need (o protect the
integrity of the investigation.

Lavabit asserts that the common law right of access necessitates reversing this
Court's decision to seal the search warrant and supporting documents. Mot. to Unseal at
7.10. The presumption of public access to judicial records, hawever, is “qualified,” Balr.
Sun Co. v. Goerz, 886 F.2d 60, 65 (4th Cir. 1989), and rebuttable upon a showing that the
“public’s fght of access is outweighed by competing interests,” /n re Application of the
U.S. for an Order Pursuant (o 18 U.S.C. Section 2703(ci), 707 F.3d 283, 290 (4th Cir,
2013) (“Twirrer”). In addition to congidering substantive interests, a judge must also
consider procedural alternatives 1o sealing judicial records. Twilter, 707 F.3d at 294,

“ Adherence 1o this procedure serves to ensure that the decision 1o seal materials will not
be made lightly and that it will be subject to meaningful appellate review.” Va Dep'tof

Stare Police v. Wash. Post, 386 F.3d 567, 576 (4th Cir. 2004). This standard is met easily

'
nere.
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“[T]he common law does not afford as much substantive protection to the
interests of the press and the public as does the First Amendment.” Twitrer, 707 I.3d at
290 (internal quotation marks omitied). With respect to the substantive equitics at stake,
the United States’ interest in maintaining the secrecy of a criminal investigation to |
prevent the target of the surveillance from being alerted and altcrilig behavior to thwart
the surveillance clearly outweighs any public interest in leamning about specific acts of
surveillance. Id, at 294 (rejecting common law right of access because, inter alia, the
sealed documents “set forth sensitive non-public facts, including the identity of targets
and wilnesses in an ongoing criminal investigation™). “Because seerecy is necessary for
the proper functioning of the criminal invcs{igaﬁon“ prior to indictment, “openness will
frustrate the government's operations.” /d. at 292, Lavabit concedes that cnsuring “the
seerecy of [Stored Communications Act] investigations,” like this, “is a compelling
government interest.” Mot to Unseal at 8 (emphasis added). Lavabit does not, however,

identify any compelling interests 10 {he contrary. Far from presenting “a seriously

concerning expansion of grand jury subpoena power,” as Lavabit's contents, id., a judge

issued the Pen-Trap Order, which did not authorize monitoring of any Lavabit e-mail

account other than _

~In addition, the Court satisfied the procedural prong. It “considered the available
alternatives that are less drastic than scaling, and [found] none wopld suffice to protect
the government's legitimate interest in concluding the investigation.” Rule 49 Order.
The Fourth Circuit's decision in Nwitrer is instructive. That case arose from the
Wikileaks investigation of Army Pfc. Bradley Manning. Specifically, the government

obtained an order pursuant to 18 U.S,C. § 2703(d) directing Twitter to diselose electronic

108
2
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communications and ﬁccoun[ and usage information pertaining to three subscribers.
When apprised of this, the subscribers asserted that a common law right ol access
required unsealing records related to the § 2703(d) order, The Fourth Circuit rejected this
claim, finding that the public’s interest in the Wikileaks investigation and the
government’s electronic surveillance of internet activities did not outweigh “the
Government's interests in maintaining the secrecy of its investigation, preventing
potential suspects from being tipped off, or altering behavior to thwart the Government's
ongoing investigation.” 707 F.3d at 293. “The mere fact that a case is high profile in
nature,” the Fourth Circuit observed, “does not necessarily justify public access.” Id. at
294. Though Twitrer involved a § 2703(d) order, vather than a § 2705(b) order, the Court
indicated this is a distinction without a difference. Jd. at 294 (acknowledging that the
concerns about unsealing records “accor " with § 2705(b)). Given the similarities
between Thwirier and the instant case—most notubly the compelling need to protect
otherwise confidential information from public disclosure and the national atiention (0
the matter—there is no compelling rationale currenily before the Courl necessitating

finding that a common law right of access exists here.

B. Courts have inherent authority 1o seal ECPA process

Lavabit asserts that this Court must unseal the Non-Disclosure Order because 18
U.S.C. § 2705(b) does not explicitly reference the sealing of non-disclosure orders issued
pursuant to that section. Mot. o Unseal at 9-10. As en initial matter, the Court has
inherent authority to scal documents before it Inre Knight Pub. Co., 743 F.2d 231,235
(4th Cir. 1984) (“*[t]he trial court has supervisory power over its own records and may, in

its discretion, seal documents if the public’s right of access is outweighed by competing
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interests™); see also Media Gesneral Operations, Inc. v. Buchanan, 417 F3d, 424, 430 (4th
Cir. 2005); United Srates v. U.S. Dist. Court, 407 U.S. 297, 321 (1972) (“*a warrant
application involves no public or adversary proceedings: it is an ex parte request before a
magistrate or judge.”). In addition, the Court here exercised iis authority to seal pursuant
to Local Rule 49(B), the validity of which Lavabit docs not contest.

Even if the Court did not have this authority, Lavabit’s reading of § 2705(b) must
be rejected, because it would gut the essential function of non-disclosure orders and
thereby disregard Congress’ clear intent in passing § 2705.. The Section allows courts to
delay nolification pursuant to § 2705(a) or issue a non-disclosure order pursuant (0
§ 2705(b) upon finding that disclosure would risk enumerated harms, namely danger 10 a
person's life or safety, flight from prosceution, destruetion of evidence, intimidation of
witnesses, or seriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A}-(E),
(H)(1)-(5). It would make no sense for Congress ta purposefully authorize courts to limit
disclosure of sensitive information while simultancously intending to allow the same
information to be publicly accessible in an unsealed court document.

Finally, the implications Lavabit attempts (o draw from the mandatory sealing
requirements of 18 U.S.C. §§ 2518(8)(b) and 3123(a)(3)(B) are mistaken. While Lavabit
characterizes those statutes as granting courts the authority to seal Wiretap Act and pen-
trap orders, courts already had that authority. Those statutes have another effect: they
removed discretion from courts by requiring that courts seal Wiretap Act orders and pen-

trap orders. See 18 U.S.C. § 2518(8)(b) (“Applications made and orders granted under
this chapter shall be sealed by the judge™) (emphasis udded); id. § 3123¢a)(3)(B) "The

record maintained under subparagraph (A) shall be provided ex parte and under seal 10

i
H
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the court™) (emphasis added). Congress’ decision o leave that discretion in place in

other situations does not mean that Congress believed that only Wiretap Act and pen-trap

orders may be sealed.

e Supposed privacy concerns do not compel a common law right of access

10 the sealed docunients. '

Lavabit’s brief ends with an argument that privacy interests require a common
law right of access. Mot. to Unseal at 10-11. Lavabit, however, offers no legal basis for
this Court to adopt such a novel argument, nor do the putative policy considerations
Lavabit references outweigh the govemnment’s compelling interest in preserving the
secrecy of its ongoing criminal investigation. Indeed, the most compelling interest
currently before the Court is cnsuﬁng that the Court’s orders requiring that Mr. Levison
and Lavabit comply with legitimate monitoring be implemented forthwith and without

additional delay, evasion, or resistance by Mr, Levison and Lavabit.

1
e
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CONCLUSION
For the foregoing reasons, Lavabit’s motions should be denied. Furthermore, the
Court should enforce the Pen-Trap Order, Compliance Order, search warrant, and grand

jury subpoena by imposing sanctions until Lavabit complies.

Respectfully Submitted,

NEIL H. MACBRIDE

By:

Assistant United States Attorney
United States Attorney’s Office
2100 Jamieson Ave.

Alexandria, VA 22314

703-299-3700
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CERTIFICATE OF SERVICE

| hereby ceriify that on July 31,2013, 1 e-mailed & copy of the foregoing
document to Lavabit's Counsel of Record:

Jesse R, Binnall

Bronley & Binnall, PLLC
10387 Viain Street, Suite 201
Fairfax, VA 22030

Assistant United Stales Attormney
United States Attorney's Office
2100 Jamieson Ave,
Alexandria, VA 22314

703-299-3700
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

) |
IN THE MATTER OF THE ) NO. 1:13 EC 297
APPLICATION OF THE UNITED )
STATES AUTHORIZING THE USE )
OF A PEN REGISTER/TRAP AND ) @@ 5
TRACE DEVICE ON AN ) PY
ELECTRONIC MAIL ACCOUNT )
)
IN THE MATTER OF THE SEARCH ) NO. 1:13 8% 522
AND SEIZURE OF INFORMATION )
LeQONCTATED MIT )
THAT )
15 STORED AND CONTROLLED AT )
PREMISES CONTROLLED BY )
LAVABIT, LLC )
)
TN RE GRAND JURY SUBPOENA ) WO. 13-1
)
j UNDER SEARL
y T
)y Alexandrisa, Virginia
) Rugust 1, 2013
y 10:00 a.m.

TRANSCRIPT OF HEARING
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UNITED STATES DISTRICT JUDG
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APPERRANCES:

For the United States: James Trump, Esq.
Michael Ben'Ary, Esq,
Josh Goldfoot, Esg.
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Respondent: Jesse R. Binnall, Esg.
Court Reporter: Tracy L. Westfall, RPR, CMRS, CCR

Proceedings reported by machine shorthand, transcript produced
by computer-aided transcription.

Tracy L. West¥all CIR-USDC/EDVA
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PROCEEDINGS
THE CLERK: In re: Case Nos. 1:13 EC 297, 1:13 sw 522,

and Grand Jury No. 13-1.

MR. TRUMP: Good morning. Jim Trump on behalf of the
United States.

THE COURT} Good morning.

MR. BINMALL: Good merning, Your Honor. dJesse Binnall
on behalf of Lavabit and tr. Levison.

THE COURT: All right.

MR. BINNALL: May it please the Court. We're before
the Court today on two separate motions, a motion to quash the

requirement of Lavabit to produce its encryption keys and the

=

motion to unseal and lift the nondisclosure requirements o
Mr. Levison.

Your Honor, the motion to quash in this arises because
the privacy of users is at -- of Lavabit's users are at stake,
We'yre not simply speaking of the target of this investigation.
We're talking about over 100,000 individuals and entities that
are users of Lavabit who use this service because they believe
their communications are secure.

By handing over the xeys, the encryption keys in this
casa, they necessarily bscome less secure. In this case it 1is

true tnat the

L]

ace of the warrant itself dees limit the

documents or -- and communications to be viewsd and the specific

metadata to be viewed to the target of the case, _

Tracy L. Westfall QUn~5DC, EIVA
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However, there is a lack of any sort of check or
balance in order to ensure that the --

rhat the encrypted data

of other Lavabit users remain secure. The encryption in chis

0

ase doesn't protect only content. It protects lcgin data ang
the other -- some of the other metadata involved in this case.
We believe that this is not the least restrictive means
in order to provide the government the data that they are
looking for. Specifically --
THE COURT: You have two different encryption codes,
one for the logins and the messages thav are transmitted. You

have another code that encrypts the content of the massades,
right?

MR. RINNALL: Your Honor, I pelieve that that is true.

From my understanding of the way that this works is
that there is one $SL key. That gsL key is what is issue in
this case, and that SSL key specifically protects the
communication, the over -- the preadth of the communication
itself from the usexr's actual computer to the server to make
sure-that the user is communicatinq with exactly who the user
intends to be communicating with, the server.

and that's one of the things that SSL does, It ensures
that you're talking to the xight person via e—méil and there's

not a so-called man in cthe middle who's there to take that

message away.

THE COURT: Does that key also contain the ccde of the

Tracy L. destfall OCR-USDC/EDVA
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message and interpret the message as well?

MR. BINNALL: My understanding is that it dces, Your
Honor, but because that's not my technical =xzpertise, I'm not
going to r;present to the Court anything on that one way oOr
another. But my understanding is there is one general key here
that is at issue.

THE COURT: Well, why would you set up such? I meaﬁ, a
tzlephone, you've got telephone numbers and --

MR, BINNALL: Correct.

THE COURT: -- those can be traced very easily without
any locok at the content of the message that's thers. You-all
counld have set up something the same way.

MR. BINNALL: We could have, Your Honor. Actually, if
you'e Lo - |

THE COURT: So if anybody's —-- you're blaming the
government for something that's overbroad, put it seems Lo me
ghat your client 1s the one that set up the system that's
designed not to protect that information, bescause you know that
there needs to be access LO calls thar go back and forth to one
perscn Or another. BAnd to say you can't do that just because
you've set up a system that everybody has to —-- has to be
unencrypted, if there's such a word, that doesn't seem to me Lo
be a very persuasive argument.

MR, BINNALL: I understand the Court's point, and this

is the way that I understand why it's done that way.
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here's different security aspects involved for people
who want to protect their privacy, and there certainly is the
actual content of the message themselves.

That's certainly what
I would concede is the highest security interest,

But there's also the security interest to make sure
thaz they're communicating with who you want to be communicating
with. That is equally of a concern for privacy issues bzcause
that is, at the end of the day, one of the things that secures
the content of the message.

In this case it is true that most Internet service
providers do log, is what they call it, a lot of the metadata

that the government wants in this casa without that necessarily

being encrypted, things such as who something is going to. who

it's going from, the time it's being sent, the IP address from
which it is being sent.

Lavabit code is not something that you buy off the
shelf. It is code that was custom made. It was custom made irn
order to secure privacy to the largest extent possible and to be
the most secure Way possible for multiple people to communicate,
and so it has chosen specifically not to log that information.

Now, that is actually information that my client has
offerad to start logging with the particular user in this case.
It is, however, something that is quite burdensome on him. It

is something that would be custom code that would take between

20 to 40 hours for him to be able to produce. We beliasve tnat

Tracy L. Westfall OCR-USDC/EDVA
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is a4 better alternative than turning over the encryption key

2 || which can be used to get the data for all Lavabit users,

4 || regard to the metadata and why it is not more -- why Lavabit

5 Il hasn't created an encryption sysctem that may honestly be more

6 Il within the mainstream, but this is a provider that specifically

g || than the average Internet service provider.

7| was started in order to have to protect privacy interests more

g THE COURT: I can understand why the system was set up,

10 || but I think the gevernment ig -- government's

—_——-

y entizled

11 || to the information that they're seeking, and just because

12 || you-all have set up a system that makaes that difficult, that

13 || doesn't in any way lessen the government's right to receive that

14 || information just as they would from any telephone company or any

15 || other e-mall source that could provide it easily.

Whether

16 || it's -- in other words, the difficulty oxr the ease in obtaining

17 || the information doesn't have anything to do with whether or not

18 || the government's lawfully entitled to the information.

19 MR. BINNALL: It is -- and we don't disagree that the

21 : THE COURT: Well, how are ve going to get it?

20 || government is entitled to the information. We actually --

I'm

22 || going to have to deny your motion to guash. It's just not

id.. &
23 || overbread. The government's asking For a very narrowW,

specific

24 || bit of information, and it's information that they're entitled

25 £0.

CCR-USDC/EDVA
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Now, how are we going to work out that they get it?
MR. BINNALL: - Your Honor, what I would still say is the

best method for them to get it is,

L5 1)

irst of all, there he some
way for there to bs some sort of accountability other than just
relyirg on the government to say we're not going to go outside
the scope of the warrant,

This is nothing that is, of course, personal against
the government and the, you know, very professional law
enforcement officers involved in this case. But quite simply,
the way the Constitution is set up, it's set up in a way teo
gnsure thatlthere‘s some sort of checks and balances and
accountability.

THE COURT: What checks and balances need to be set up?

MR. BINNALL: Well --

THE COURT: Suggest something To me.

MR. BINMALL: I think that the least restrictive means
possible here is that the government essentially pay the
reasonable expenses, meaning in this case ny client's extensive
labor costs tc be capped at a reasonable amount.

THE COURT: Has the government ever done that in cne of
these pen register cases?

MR. BINHALL: Not that I've found, Your Honorx.

THE COURT: I don't think so. I've never known of one.

MR. BINNALL: And Your Honor's certainly seen more of
_ Y

these than I have.

Tracy L. Westfall CCR-USDC/EDVA
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THE COURT: So would it be reasonable to start now with
your client?

MR. BINNALL: I think everyone would agree that this is
an unusual case. And that this case, in order to protect the
privacy of 400,000-plus other users, some sort of relatively
small manner in which to create a log system fcxr this one user
to give the government the metadata that they're looking for is
the least restrictive mean here, and we can do that in a way
that doesn't compromise the security keys.

This is actually a way that my_client s

THE COURT: You want to do it in a way that the
government has LO trust you --

MR. RINMALL: Yes, Your Honor.

THE COURT: =-- to come up with the right data.

MR. BINNALL: That's correct, Your Honor.

THE COURT: And you won't trust the government. So why
would the government trust you?

MR, BINNALL: Your Honor, because that's what the basis
of Fourth Amendment law says is more acceptable, is that the
government is the entity that you rea}ly need the checks and
balances on.

Now, my --

THE COURT: I don't know that the Fourth Amendment says
that. This is & criminal investigation.

MR, BINNALL: That 1is absolutely correct.

Pracy L. Westfall OCR-USCC/EZDVA
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THE COURT: A criminal investigation, and I don't know
that the Fourth Amendment says that the person being
investigated here is entitled to more leeway and more rights
than the government is. I don't know.

MR. BINNALL: There certainly is a balance of power

there. I, of couxrse, am not here to represent the interest of

_ T'm here specifically looking over my clisnt who

has Sensitive data -~

THE COURT: I understand. I'm trying to think of
working out something. T'm not sure you're suggesting anything
to me other than either you do it and the government. has to
trust you to give them whatever you want to give them or ycu
have to trust the government that they're not going to go into
your other files.

Is there some other route?

MR. BINNALL: 1 would suggest that the government --
{'m sorry —- that the Court can craft an order Lo say that we
czn -— that we should work in concert with each other in order
to come up with this coding system that gives the government all
of the metadata that we can give them through this logging
procedure that we can install in the code, and then using that
as a least restrictive maans.to see if that can get the
government the information that they're looking for on the

specific acceunt.

THE COURT: How long does it take to install that?

Tracy L. Westfall OCR-USDC/EDVA
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MR. BINNALL: I mean, 20, 40 hours. So I would suggest

that would probably be a week to a week and a half, Your Honor,

although I would be willing to talk to my client to see if

1L Ve

can get that expedited.

-]

THE COURT: To install it?

MR. BINMALL: Well, to write the code.

THE COURT: You don't have a cocde right at the moment.
You would have-to write something?

MR. BINNRLL:_TThaC’S corract. And the portion of the
government's brief that talks about the money that he was
looking for is that reasonable expenseé for him basically to do

nothing for that period of time but write code to instzall in

P=

order to take the data from-and put it in a way that

the government will see the logged metadata involved.

THE COURT: AlL right. I think I understand your

position. I don't think you need to argue this meotion to
unseal. This is a grand jury matter and part of an ongoing

criminal investigation, and any mmotion to unseal will be denied.
MR, BINNALL: If I could have the Court's actention
just on one issue of the nondisclosure provision of this. and I
understand the Couxt's position an this, but there is other
privileged communications if the Court would be so generous as
to all;:aw me very, briefly to address that issuc?
There's other First amendment considerations at issug

with not necessarily just the sealing of this, but what

Tracy L. Westfall OCR-USDC/ELVA
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Mr., Levison can disclose and to whem he may disclose it.

The First Amendment, of course, doesn't just cover

speach and assembly, but the right to petition for a redress of
grievances. We're talking about a statute here, and, honestly,
a statute that is very much in the public eye and invelving
issues that are currently pending beiore Congress.

T think the way that the order currently is written,
besides being -- |

THE COURT: You're talking about the sealing order?

MR. BINNALL: I'm talking about the sealing order and
the order that prohibits Mr. Levison from disclosing any
information.

Now, we don't want to disclose -- we have no intenticn

of disclosing the target, but we would like to be able to, for

instance, talk to members of the legislature and their staffs
about rewriting this in a way that's -
THE COURT: MNo. This 1s an ongoing criminal

investigation, and there's no leeway to disclose any information

about ic.

MR. BINNALL: And so at that point it will remain with
only Mr. Levison and his lawyers, and we'll keep it at that,

THE COURT: Let me hear from Mr. Trump.

Is there some way we can work this out or something
that I can do with an order that will help this or what?

MR. TRUMP: I don't believe so, Your Honor, bacause

Tracy L. Westrfoll CCR-USSC/EDVA
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you've already articulated the reason why is that anything done
by Mr. Levison in terms of writing code or whatever, we have to
3 || trust Mr. Levison that we have gotten the information that wve

4 || were entitled to get since June 28th. He's had every

5 || opportunity Lo propose solutions to come up with ways to address
6 Il his concerns and he simply hasn't.
7 We can assure the Court that the way that this weculd

8 || operate, while the metadata stream would be captured by a

9 || gevice, the device does not download, does not store, no one
10 || 1ooks at it. It filters everything, and at the back end of .the
11 || filter, we get what wa're required to get under the order,

12 So there's no agents looking through the 400,000 other
13 || bits of information, customers, whatever. MNo one leoks at that,
13- || no one stores it, no one has access to it, All we're gqinq to
15 || Lookx at and all we're going to keep is what is called for under
16 || che pen resgister order, and that's all_we're asking this Court
17 || to de.

18 THE COURT: All right. Well, I think that's

19 || reasonable. So what is this before me for this morning other

20 || than this motion to quash and unseal which I've ruled on?

21 MR. TRUMP: The only thing is to order the production
22 || of the encryption keys, which just --

23 THE COURT: Hasn't that already besen done? There's a
24 || subvcena for that.

25 MR. TRUMP: Thera's a gearch warrant for it, the motion

Tracy L. Westfall CCR-USDC/EEVA
Y
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THE COURT: Search warrant.

MR. TRUMP: Excuse me?

THE COURT: I said subpoena, but I meant search
warrant.

H%. TRUMP: We issued both, Your Honor, but Your Honor
authorized the seizure of that information. And we would ask
the Court to enforce that by directing Mr. Levison to turn over
the encryption keys.

Tf counsel represents that that will occur, we can not
waste any more of the Court's time. I1f he represents that
Mr. Levison will not turn over rthe encryption keys, then we have
to discuss what remedial action this Court can take to require
compliance with that order.

THE COURT: Well, I will order the production of
those -- of those keys.

Is that simply Mr. Levison or is @hat the corporation
as well?

MR. TRUMP: That's one and the same, Your HONOI.

Just so the record is clear. vle understand from
Mr. Levison that the encryption kxeys were purchased
commercially. They're not somehow custom crafted by
Mr. Levison. He Dbuys them from a vendor and then they're

installed.

-l

THE COURT: Well, I will order that.

[}
L]

you will

=

Tracy L. Wuestfall CCR-USDC/EDVA
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present an order to me, I'll enter it later on.

MR, TRUMP: Thank you.

MR. BINNALL: Thank you, Your Honor.

As far as time frame goes, my client did ask me if the
Court did order this if the Court could give him approximately
five days in order to actually physically get the encryption
keys here. And so it will be -- or just some sort of reasonable
time frame to get the encryption keys here and in the
government's hands. He did ask me to ask exactly the manner
that those are to be turned over.

MR, TRUMP: Your Honor, we understand that this can be
done almost instantaneously, as soon as Mr. Levison makes
contact with an agent in Dallas, and we would ask that he be
given 24 hours or less to comply. This has been going on for a
month.

THE COURT: Yeah, I don't think 24 -- 24 hours would be
reagsonable, Doesn't have to do it in the next few minutes, out
I would think something like this, it's not anything he has O
amass or get together. It's just a matter of sending something,

So I think 24 hours would be reasonable.

MR, BINNALL: Yes. Thank you, Your Honor.

THE COQURT: All right. And you'll present me an order?

MR. TRUMP: We will, Your Honox. Thank yeu.

P

THE COURT: All right. Thank you-all, and we'll

[

adjourn until --"or stand in recess till 3 o'clock. Well,

Tracy L. Westfall CCR-USDC/EDVA
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recess t£ill 9 o'clock tomorrow morning.

kK *

(Procesedings concluded at 10:25 a.m.)

CERTIFICATION

I certify, this 19th day of August 2013, that the
foregoing is a correct transcript from the record of proceedings

in the above-entitled matter to the best of my ability.

Sy i

Tracy Westfall] RPR/ c@'ﬁs, CCR

Tracy L. Westfall OCTR-JSDC/EOVA
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N THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) UNDER SEAL

APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:13BC297
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )
)
IN THE MATTER OF THE SEARCH AND )
SEIZURE OF INFORMATION )
ASSQCIATED WITH ) No. 1:138W522
1AT IS )
STORED AT PREMISES CONTROLLED )
BY LAVABIT LLC )
)
In re Grand Jury ) No. 13-1
ORDER DENYING MOTIONS

e

L E

AUg 12010

%o CLERK, LS DISTRICT COURT

ALEXAKDRIA, VIRGINEA

|

This matter comes before the Court on the motions of Lavabit LLC and Ladar Levinson,

its owner and operator; fo (1) quash the grand jury subpoena and search and scizurc warram

compelling Lavabit LLC to provide the government with encryption keys to facilitate the

installation and use of a pen register and trap and trace device, and (2) unseal court records and

remove a non-disclosure order relating to these proceedings. For the reasons stated from the

bench, and as set forth in the government’s response {o the motions, it is hereby

ORDERED that the motion to quash and motion to unseal are DENIED;

[t is further ORDERED that, by 5 p.m. CDT on August 2, 2013, Lavabit LLC and Ladar

T.evison shall provide the government with the encryption keys and any other “information,

facilities, and technical assistance necessary (o accomplish the installation and use of the pen/trap
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device™ as required by the July 16, 2013 seizure warcant and the June 23, 2013 pen register order.

It is further ORDERED that this Order shall remain wader seal until further order of this

Court.

/sl
Claude M. Hilton
United States District Judge

Alexandria, Virginia
August _/_,2013

o
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

o | L E
Alexandria Division D

P

IN THE MATTER OF THE ) UNDER SEAL e
APPLICATION OF THE UNITED ) T
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 ALBGRA, GG
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

)

)

)

N THE MATTER OF THE SEARCHAND )

SEIZURE OF INFORMATION )
ASSOCIATED WITH ) No. 1:138W522

THAT IS )

STORED AT PREMISES CONTROLLED )

BY LAVABIT LLC )

)

)

In re Grand Jury

MOTION FOR SANCTIONS

The United States, through the undersi aned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves for the issuance of an order imposing sanctions on Lavabit
LLC and Ladar Levison, its owner and operator, for Lavabit's failure to comply with this Court’s
order entered August 1, 2013, In support of this motion, the United States represents:

1. At the hearing on August 1, 2013, this Count directed Lavabit to provide the
government with the encryption keys necessary for the operation of a pen register/trap and trace
order enterad June 28, 2013. Lavabit was ordered to provide those keys by 5 p.m. on August 2,
2013. See Order Denying Motions entered August 2, 2013.

2 At approximately 1:30 p.m. CDT on August 2, 2013, Mr. Levison gave the FBI a

printout of what he represented 10 be the encryption keys needed to operate the pen register. This
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printout, in what appears to be 4-point type, consists of 11 pages of largely illegible characters,
See Attachment A. {The attachment was created by scanning the document provided by Mr.
Levison; the original document wes described by the Dallas FBI agents as slightly clearer than
the scanned copy but neveriheless illegible.) Moreover, each of the five encryption keys contains
512 individual characters — or a total of 2360 characters. To make use of these keys, the FBI
would have to manually input all 2560 characters, and one incorrect keystroke in this laborious
process would render the FBI collection systern incapable of collecting decrypted data,

i At approximately 3:3Q p.m. EDT (2:30 5::m. CDT), the undersigned AUSA
contacted counsel for Lavabit LLC and Mr. Levison and informed him that the hard copy format
for receipt of the encryption keys was unworkable and that the government would need the keys
produced in electronic format. Counsel responded by email at 6:50 p.m. EDT stating that Mr.
L;:vizon “thinks™ he can have an electronic version of the keys produced by Monday, August 3,
2013.

4, On August 4, 2013, the undersigned AUSA sent an e-mail to counsel for Lavabit
LLC and Mr. Levison stating that we expect to receive an electronic version of the encryption
keys by 10:00 a.m. CDT on Monday, August 5, 2013. The e-mail indicatcdllluu we expect the
keys 1o be produced in PEM format, an industry standard [ile format for digitally representing
SSL keys. See Attachment B. The e-mail further stated that the preferred medium for receipt of
these keys would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.
Levison is familiar). The undersigned AUSA informed counsel for Lavuilyil LLC and Mr.

Levison that the government would seek an order imposing sanctions if we did not receive the

encryption keys in electronic format by Monday mormning.
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3, The government did not receive the clectronic keys as requested, The
undersigned AUSA spoke with counsel for Lavabit and Mr, Levison al approximately 10:00 a.m.
this morning, and he stated that Mr. Levison might be able to produce the keys in electronic
format by 3 p.n. on August 3, 2013. The undersigned AUSA told counsel that was not
acceplable given that it should take Mr. Levison 5 to 10 minutes to put the keys onto a CD in
PEM format. The undersigned AUSA told counsel that if there was some reason why it cannot
be accomplished sooner, to let him know by 11:00 a.m. this morning. The government has not

received an answer from counscl, ‘

6. The government there(ore moves the Court to impose sanctions on Lavabit LLC
and Mr. Levison in the amount of $5000 per day beginning at noon (EDT) on August 5,2013,
and continuing each day in the same amount until Lavabit LLC and Mr. Levison comply with
this Court’s orders.

T As noted, Attlachment A to this motion is.a copy of the printout provided by Mr.
Levison on August 2, 2013. Attachment B is a more detailed explanation of how these

encryption keys can be given (o the FBI in an electronic format. Attachment C 1o this motion isa

proposed order.
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8. A copy of this mation, filed under seal, was delivered by email to counscl for

Lavabit LLC on August 3, 2013,

Respectfully submiticd,

Neil H. MacBride
Uniled States Attorne

By:

United States Attorney'¢Q1fice
Justin W. Williams U.S. Attorney’s Building
2100 Jamieson Avenue

Alexandrig, Virginia 22314

Phone: 703-299-3700
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ATTACHMENT B

Lavabit uses 2048-bit Secura Socket Layer (SSL) certificates purchased from GoDaddy to
encrypt communication between users and its server. SSL encryption employs public-key
cryptography, in which both the sender and receiver each have two mathematically linked keys: a
“publie” key and a “private” key. “Public” keys are published, but “private” keys are not. In this
circumstance, a Lavabit customer uses Lavabit’s published public key to initiate an encrypted
email session with Lavabit over the internet. Lavabit's servers thien decrypt this traffic using their
private key. The only way to decrypt this traffic is through the usage of this private key. A SSL
certificate is another name for a published public key.

To obtain a SSL certificate from GoDaddy, a user needs to first generate a 2048-bit
private key on his/her computer. Depending on the operating system and web server used, there
are multiple ways to generate a private key. One of the more popular methods is to use a freely
available command-line tool called OpenSSL. This gencration also creates a certificate signing
request file. The user sends this file to the SSL generation authority (e.g. GoDaddy) and
GoDaddy then sends back the SSL certificate. The private key is not sent to GoDaddy and
should be retained by the user. This private key is stored on the user’s web server (0 permit
decryption of internet traffic, as described above. The FBI's collection system that will be
installed to implement the PR/TT also requires the private key (o be stored to decrypt Lavabit
email and internet watfic. This decrypted traffic will then be filtered for the target email address
specified in the PR/TT order. -

Depending on how exactly the private key was first gencrated by the user, it itsel{ may be
encrypted and protected by a password supplied by the user, This additional level of security is
useful if, for example, a backup copy of the private key is stored on a CD. If that CD was lost or
stolen, the private key would not be compromised because a password would be required (0
access it. However, the user that generated the private key would have supplied it at generation
rime and would thus have knowledge of it. The OpenSSL tool described above is capable of
decrypting encrypted private keys and converting the keys to a non-encrypted format with a
simple, well-documented command. The FBI's collection system and most web servers requires
the key 1o be stored in a non-encrypted format.

A 2048-bit key is composed of 512 characters. The standard practice of exchanging
private SSL keys between entities is (o use some glesironic medium (e.g., CD or secure intcrnet
exchange). SSL keys are rarely, if ever, exchanged verbally or through print medium due to their
long length and possibility of human error. Mr. Levison has previously stated that Lavabil
actually uses five separate public/private key pairs, one for each type of mail protocol used by
Lavabit.

PEM format is an industry-standard file format for digitally representing SSL keys. PEM
files can casily be created using the OpenSSL tool described above. The preferred medium for
receiving these keys would be on a CD.
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N THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) UNDER SEAL
APPLICATION OF THE UNITED ) LR, 1S, BRTRCT 2Ty
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297 YRR, RGN
AUTHORIZING THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

)
IN THE MATTER OF THE SEARCH AND )
SEIZURE OF INFORMATION )
ASSOCIATED WITH ) No. 1:}38W522

HAT IS )

STORED AT PREMISES CONTROLLED )
BY LAVABITLLC )

)
In re Grand Jury )y No. 13-1

ORDER

This matter comes before the Court on the motion of the government for sanctions for
failure o comply with this Court’s order entered August 2, 2013, For the reasons stated in the
aovernment’s motion, and pursuant to Tiilp 18, United States Code, Section 401, it is hereby

ORDERED that the motion for sanctions is granted;

Itis further ORDERED that, if the encryption keys necessary (o implement the pen
register and trap and trece device are not provided to the FBI in PEM or equivalent electronic
format by noon (CDT) on August 5, 2013, a fine of five thousand dollars (35,000.00) shall be
imposed on Lavabit LLC and Mr. Levison;

 Itis further ORDERED that, if the encryption keys necessary to implement the pen

register and trap and trace device are not provided to the FBI in PEM or equivalent electronic

#,

Pty
s
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format by noon (CDT) each day thereafter beginning August 6, 2013, a fine of five thousand
dollars ($5,000.00) shall be imposed on Lavabit LLC and Mr. Levison for cach day of non-
compliance; and

It is further ORDERED that the government's motion for sanctions and this Order shatl

remain under seal until further order of this Court.

Is/
Claude M. Hilton
United States District Judge

Alexandria, Virginia
August 5~ , 2013
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REDACTE),

IN THEB UNITED STATES DISTRICT COURT FOR THE
BEASTERN DISTRICT OF VIRGINIA
Alexandria Division

[N THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP No. 1:13EC297
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH No, 1:135W522

————
STORED AND CONTROLLED AT
PREMISES CO NTROLLED BY
LAVABIT LLC

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (‘Lavabit’) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered
on August 1, 2013 and August 5, 2018.
LAVABIT LLC

LADAR LEVISON
By Counsel

.

Jddsc R. Binhall, VSB# 79292
onley & Binnall, PLLC
16387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificale of Service

I certify that on this 15th dey of Augnst, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue

| Alcxanirial VA 22314

7
// JesseMinnﬂl
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IN THE UNITED STATES DISTRICT COURT FOR THE
FASTERN DISTRICT OF VIRGINIA
Alexendria Divigion

FILED UNDER. SEAL

tn re Grand Jury | No. 13-1

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (‘Lavabit’) and Mr. Ladar Levison
(“Mr, Levison”) in the above named case,_hcreby appeal to the United States
Court of Appeals for the Fourth Circuit {from the Orders of this Court entered
on August 1, 2013 and August 5, 2013.
| LAVABIT LLC

LADAR LEVISON
By Counsel

:]?E R. Birn 1. VSB# 79292

Bidnley & Bifinall, PLLC
10387 Main Street, Suite 201
Fairfax, Virginia 22030

(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificate of Service

[ certify that on this 15th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue

/ / Jé:{g._e/R./ Binnall
rd
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DAcTgy
IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE FILED UNDER SEAL
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT No. 1:1.38W522

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSQCIATED WITH

HAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC '

|

NOTICE OF APPEAL
Notice is hereby given that Lavabit LLC (“Lavabit’) and Mr. Ladar Levison
(“Mr. Levison”) in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered
on August 1, 2013 and. August 5, 2013,
LAVABIT LLC

LADAR LEVISON
By Counsel

4L X

Jodbe R. Binnall, VSB# 79292
onley & Binrall, PLLC
0387 Main Street, Suite 201

Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com i
Counsel for Lavabit LLC \
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Certificate of Service

his 16th day of August, 2018, this Notice of Appeal was

I cerify thaton i
emeiled and mailed to the person at the addresses listed below:

United States Attorney’s Office

Eastern District of Virginia

2100 Jamieson Avenue
exandria, VA 22314

A
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IN THE UNITED STATES DISTRICT COURT

| L E_

1 p 7 NT2
EASTERN DISTRICT OF VIRGINIA OCT 2 2013

ALEXANDRIA DIVISION

N THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

CLERK, U.S. DISTRICT COURT
ALEXANDRIA, VIRGINIA

NO. 1:13 BC 297

REDA CTay,

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

_ORDER

‘The United States has proposed partially unsealing records in this matier due to public

disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public

record for Mr. Levison’s appeal. The Court has considered the original scaling orders, the

motions in support of the original sealing orders, the government’s ¢x parte motion to unseal

certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the

documents sealed, and the government has proposed redacted versions of the documents that

minimizes the information under seal;

(2) the government’s interest in keeping the redacied material scaled outweighs any

public interest in disclosure; and



Case 1:13-ec-00297-TCB Document 25-17 Filed 02/24/16 Page 2 of 2 PagelD# 869
REDACTED

(3) having considered alternatives to the proposed redactions none will adequately protect
that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached to this Order, as well as the unredacted copies of any record filed
in the above-captioned matter, including the government’s ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

\

‘l
The Honorable Claude M. Hilton
United States District Judge

Date: Q‘.’{ 2. 203

Alexandria, VA
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FILED
IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division NMSOEC 11 P 3 30

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP

AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury

LERK US DISTRICT COURT
FILED UNDER SEA?-’ALEXAHDRIA, VIRGIMIA

No. 1:13EC297

No. 1:13SW522

No. 13-1

MOTION TO UNSEAL RECORDS AND VACATED NON-DISCLOSURE
ORDERS AND MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit, LLC (“Lavabit”) and Mr. Ladar Levison (“Mr. Levison”)

(collectively “Movants”) move this Court to fully unseal records and vacate non-

disclosure orders that are over two years old. While these records have been

partially unsealed, Mr. Levison is still prevented from disclosing the target of

the subpoenas, specifically the named individual and the email address(es)

searched, and the non-disclosure orders are still in effect. The account holder
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The Facts
Mr. Levison, a resident of Texas, formed Lavabit in 2004 as a secure and
encrypted email service provider. At its peak, Lavabit provided email service to
approximately 410,000 users worldwide.
In the spring of 2013, the United States launched a criminal

investigation into the activities of - As part of this investigation, the

federal government (1) subpoenaed Lavabit for billing and subscriber
information related to-email account with Lavabit, (2) obtained an
order requiring Lavabit to install a pen-trap device to intercept all electronic

communications involving_account, and (3) issued a search warrant

to Lavabit for all information necessary to access their encrypted data, Exhibit
A through C. The latter involved a request for Lavabit’s private encryption keys!
which would allow the government to access the plain-text for all the traffic
traversing the Lavabit network, including emails and customer passwords.
After exhausting its options in court, and subsequently finding itself the
subject of a contempt charge, Lavabit surrendered its private encryption key.

Concurrently Mr. Levison chose to suspend the operation of Lavabit’s email

service.

! Lavabit employed an industry standard to provide transport layer security
(“TLS”), sometimes called a secure socket layer (“SSL”), to ensure the privacy
and security of communications between Lavabit and its users. TLS makes use
of two “keys”, one public, and the other private, which work together to verify
the identity of Lavabit’s servers and setup an encrypted network connection.
This encryption protects the data sent between the server and a user’s email
client, or web browser.
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REDACTED

- the subject of the investigation, which led to the government

demanding unfettered access to the private communications for all of Lavabit’s

customers,

foreseeable future.

On _thc United States filed a criminal complaint against

- in the District Court for the Eastern District of Virginia, charging him

Act. Though initially filed under seal, the United States unsealed the complaint

Lavabit and Mr. Levison challenged the validity and constitutionality of
the search warrant and orders. This Court denied Lavabit’s request to quash
the search warrant and grand jury subpoena, and twice denied the movants’

motion to unseal court records. Lavabit appealed the decision to the Fourth
Circuit Court of Appeals, and while the appeal was pending, this Court
partially unsealed portions of the record, Exhibit D. The Court continued to

redact the target’s name and email addresses.
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Two years later, a lifetime, in today’s media cycle, the search warrant,
grand jury subpoena, and other pleadings and orders remain partially sealed,
and Mr. Levison is still subject to the non-disclosure orders of June 10, 28 and

July 16, 2013 (“the non-disclosure orders”). As such, he may never disclose

-mail accounts are what spawned the government’s request

and led to the subsequent legal proceedings.

I. THE NON-DISCLOSURE ORDERS ARE INVALID BECAUSE THEY
VIOLATE MR. LEVISON’S FIRST AMENDMENT RIGHT TO FREE
SPEECH

All three non-disclosure orders were issued by the Court pursuant to the
Stored Communications Act (“SCA”) at 18 U.S.C. § 2705(b). These orders
constitute notice preclusion authorized by the SCA. Such an order is “a type of
gag order.” In re Sealing & Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F.
Supp. 2d 876, 879-80 (S.D. Tex. 2008). A restriction on speech survives
Judicial scrutiny only “if it ‘is necessary to serve a compelling state interest and
is narrowly drawn to achieve that end.’” IOTA XI Chapter of Sigma Chi
Fraternity v. George Mason Univ., 993 F.2d 386, 394 (4th Cir. 1993)
(Murnaghan, J., concurring) (quoting Simon & Schuster, Inc. v. New York Crime
Victims Board, 502 U.S. 105, 118 (1991)).

By requesting a gag order, the government’s purpose is to preclude Mr.
Levison from speaking about an entire topic, namely, the object of the search
and seizure warrants to Lavabit and the underlying criminal investigation of

- See Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989) (opining
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that “the government's purpose is the controlling consideration. A regulation
that serves purposes unrelated to the content of expression is deemed
neutral...”). In fact, the non-disclosure orders prohibit Mr. Levison from
disclosing the link between the federal government’s, now public, investigation
of - and his email accounts with Lavabit. Such restrictions qualify as
content-based regulation of speech.2 See Bartnicki v. Vopper, 532 U.S. 514,
526 (2001). The Supreme Court has held that content-based regulation of
speech is “presumptively invalid.” R.A.V. v. City of St. Paul, 505 U.S. 377, 381-
82 (1992) (noting that the “First Amendment generally prevents government
from proscribing speech, or even expressive conduct, because of disapproval of
the ideas expressed.”).

Within First Amendment jurisprudence, government action in the form of
an administrative or judicial order forbidding certain speech has been
described as a “prior restraint.” Alexander v. United States, 509 U.S. 544, 550
(1993) (quoting M. Nimmer, Nimmer on Freedom of Speech § 4.03, p. 4-14
(1984)) (“The term ‘prior restraint’ is used ‘to describe administrative and
judicial orders forbidding certain communications when issued in advance of

the time that such communications are to occur.”). “Temporary restraining

2 Although the government action at issue in this case does not involve a law in
the ordinary sense, the Supreme Court has held that a government
investigation is nonetheless subject to First Amendment scrutiny. Watkins v.
United States, 354 U.S. 178, 197 (1957) (“While it is true that there is no
statute to be reviewed, and that an investigation is not a law, nevertheless an
investigation is part of law-making. It is justified solely as an adjunct to the
legislative process. The First Amendment may be invoked against infringement
of the protected freedoms by law or by lawmaking”).

S
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orders and permanent injunctions—i.e., court orders that actually forbid
speech activities—are classic examples of prior restraints.” Nimmer, at 4-16.
See, e.g., New York Times Co. v. United States, 403 U.S. 713, 714 (1971) (per
curiam) (striking down injunctions barring the New York Times and
Washington Post from publishing excerpts from the “Pentagon Papers”). The
gag order issued in this case is also a speech restrictive injunction and, thus,
an example of prior restraint that is “constitutionally disfavored in this nation
nearly to the point of extinction.” In re Sealing & Non-Disclosure of
Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 882 (S.D. Tex. 2008) (quoting
United States v. Brown, 250 F.3d 907, 915 (Sth Cir. 2001)).

Moreover, “[a|ny prior restraint on expression [arrives in court| with a
'heavy presumption' against its constitutional validity,” with the government
having the burden of proving that such a restriction is justified. See Nebraska
Press Ass'n v. Stuart, 427 U.S. 539, 558-59 (1976) (quoting Organization for a
Better Austin v. Keefe, 402 U.S. 415, 418-20 (1971). In Nebraska Press, the
Supreme Court noted that a prior restraint is an immediate and irreversible
sanction because it “freezes” speech, which is “the most serious and the least
tolerable infringement on First Amendment rights.” Id. at 559. Applying this
reasoning, other courts have held that the Stored Communications Act and

federal pen/trap statute do not permit gag orders of indefinite duration. See,
e.g. In re Sealing & Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp.

2d 876, 895 (S.D. Tex. 2008) (holding that a 180-day period is “most

reasonable as a default setting for sealing and non-disclosure” orders); Matter
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of Grand Jury Subpoena for: [Redacted]@yahoo.com, No. 5:15-CR-90096-PSG,
2015 WL 604267, at *1 (N.D. Cal. Feb. 5, 2015) (denying government's motion
to gag Yahoo!, pursuant to 18 U.S.C. 2705(b), “until further order of the
court”)).

In this case, the federal government has prohibited Mr. Levison from
disclosing the target in the Lavabit proceedings, and freely discussing the
underlying investigation concerning - This specific prohibition of an
entire topic is a content-based restriction of Mr. Levison’s speech under the
First Amendment. For such a gag order to be constitutional, it must be
narrowly tailored to serve a compelling government interest. JOTA XI, 993 F.2d
at 394. In addition, the gag order in this case applies to Mr. Levison “until
otherwise authorized” by the Court. Indeed, even in the very serious context of
national security, the Supreme Court has found that a prior restraint is
permissible only if the speech will “surely result in direct, immediate, and
irreparable harm to our Nation or its people.” New York Times v. United States
(Pentagon Papers), 403 U.S. 713, 730 (1971) (per curium) (Stewart & White,

JJ., concurring).3

3 The Stewart-White concurrence is the holding of the case because, of the six
Justices who concurred in the judgment, Justices Stewart and White
concurred on the narrowest grounds. See Marks v. United States, 430 U.S.
188, 193 (1977) ("[w]hen a fragmented Court decides a case and no single
rationale explaining the result enjoys the assent of five Justices, the holding of
the Court may be viewed as that position taken by those Members who
concurred in the judgment on the narrowest grounds") (internal quotation
omitted); accord, City of Lakewood v. Plain Dealer Publ’g Co., 486 U.S. 750, 764
n. 9 (1988). In New York Times v. United States, Justices Black and Douglas
would clearly have refused to enjoin publication even if the Government had

7
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18 U.S.C. § 2705(b) authorizes notice preclusion, but only if the court
has reason to believe that notification will result in:

(1) endangering the life or physical safety of an individual;

(2) flight from prosecution;

(3) destruction or tampering with evidence;

(4) intimidating of potential witnesses; or

(5) otherwise seriously jeopardizing an investigation or unduly delaying a

trial. § 2705(b)(1)-(5).

First, there is no evidence or insinuation in the government’s filings to
suggest that a disclosure by Mr. Levison or Lavabit of the sealed information
would somehow endanger somebody’s life or safety. Second, there is no risk
that will flee from prosecution, as a result of such disclosure,
because he has already fled from prosecution. Third, there is no risk that
-will tamper with his Lavabit accounts or otherwise alter his behavior

if Mr. Levison were to disclose the information under seal because Lavabit is no

met Stewart’s test. See, e.g., New York Times, 403 U.S. at 730 (Black, J.,
concurring) (Black & Douglas, JJ., concurring) (no evidence that disclosure
would cause “direct, immediate, and irreparable damage...”) Justice Brennan
also would likely have held more broadly. “[T]he First Amendment tolerates
absolutely no prior judicial restraints of the press predicated upon surmise or
conjecture that untoward consequences may result. . . . [O]nly governmental . .
. proof that publication must inevitably, directly, and immediately cause the
occurrence of an event kindred to imperiling the safety of a transport already at
sea can support even the issuance of an interim restraining order. In no event
may mere conclusions be sufficient: for if the Executive Branch seeks judicial
aid in preventing publication, it must inevitably submit the basis upon which
that aid is sought to scrutiny by the judiciary.” Id. at 725-27 (Brennan, J.,
concurring).
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longer operating its email service. This makes it impossible for- to

access, let alone tamper with his accounts. The investigation is already two
years old, so any compelling interest the government may have had, as defined
in 18 U.S.C. § 2705(b), has long since expired. Without a compelling
government interest, the continued suppression of Mr. Levison’s speech cannot
pass constitutional muster. See United States v. O’Brien, 391 U.S. 367, 376-77
(1968).4

“[The Government] must demonstrate that the recited harms are real, not
merely conjectural, and that the regulation will in fact alleviate these harms in
a direct and material way.” Turmer Broad. Sys., Inc. v. FCC, 512 U.S. 622, 664
(1994) (internal quotation marks and citations omitted). The government
cannot meet this burden here because it cannot demonstrate that any actual
harm will occur as a result of fully unsealing these documents. Indeed, its
recited harms are now two years old, and any urgency to their claims, if it
existed, has vanished with the passage of time. Even if the government had a
compelling interest when the gag order was issued, the passage of time has
tipped the scales and now favors the movant’s First Amendment right to free
speech. The Southern District of Texas recognized as much when it held that a

180-day period is “reasonable as a default setting for sealing and non-

% In United States v. O’Brien, the Supreme Court held that the government may
regulate speech if: (1) the regulation is within the government’s constitutional
power; (2) the regulation furthers an important or substantial government
interest; (3) the governmental interest is unrelated to the suppression of free
expression; and (4) the incidental restriction on alleged First Amendment
freedoms is no greater than is essential to the furtherance of that interest.

9
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disclosure” orders. In re Sealing & Non-Disclosure of Pen/Trap/2703(d) Orders,
562 F. Supp. 2d 876, 895 (S.D. Tex. 2008). The gag order in this case, which
prohibits Mr. Levison from speaking freely, has already eclipsed this
“reasonable” period, as cited in In re Sealing & Non-Disclosure, by a factor of
five.

Fourth, the gag order does not relate to other witnesses; it simply
prohibits Mr. Levison from confirming that the -investigation led to the
Lavabit proceedings, and discussing the investigation in its proper context.
Despite _was the target, Mr.
Levison has been required to tread carefully, and discuss them separately; an
act of verbal contortion. He is perpetually in fear that a misstep will result in
this Court holding him in contempt for violating its gag orders.

Fifth, there is no risk that a disclosure would jeopardize the investigation

because the government’s investigation of _is public
knowledge. The _ that the government actually

sought to search Lavabit for evidence related to [} The government’s
prohibitions on speech do not protect the secrecy of, or otherwise imperil a
government investigation, but rather prevent Mr. Levison from fully engaging in
the public discourse involving- and the subsequent government

investigation. See In re A 18 U.S.C. § 2703 Order Issued to Google on June 10,

2011, 2012 U.S. Dist. LEXIS 25770, at *2 (E.D. Va. 2012) (Jones, Jr., J.)
(stating that the government’s concern of confidentiality is moot, because the

use of the government’s tools in this matter have been widely publicized). See,

10
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The gag orders preventing the release of information that this motion seeks

to unseal are not narrowly tailored or designed to achieve a specific and
important purpose. Instead, they are a prior restraint on Mr. Levison’s speech,
of unlimited duration, which have greatly affected Mr. Levison and Lavabit,
while doing nothing to further the government investigation. As such, the gag
orders represent a violation of the movants First Amendment’s right to free

speech.

II. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUMENTS

Despite the lack of statutory authority, the 2703(d) search warrant and
other related documents, along with the 2705(b) Order, remain partially under
seal and the subject of non-disclosure, or “gag” orders. The sealing of judicial
records imposes a limit on the public’s right of access, which derives from two
sources, the First Amendment and the common law. Va. Dep't of State Police v.
Wash. Post, 386 F.3d 567, 575 (4th Cir. 2004) (citing Stone v. University of Md.
Med. Sys. Corp., 855 F.2d 178, 180 (4th Cir. 1988)); see Richmond Newspapers,

Inc. v. Virginia, 448 U.S. 555, 580 (1980) (the press and public have a First

Amendment right to attend a criminal trial); Press-Enterprise Co. v. Superior

5The title of this article was chosen by not Mr. Levison.

1]
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Court, 478 U.S. 1, 2 (1986) (the public has a First Amendment right of access

to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Search
Warrant

“For a right of access to exist under the First Amendment or common
law, the document must be a §udicial record.” United States v. Applebaum, 707
F.3d 283, 290 (4th Cir. 2013) (citing Baltimore Sun Co. v. Goetz, 886 F.2d 60,
63-64 (4th Cir. 1989)). In Applebaum, the Fourth Circuit held that § 2703(d)
orders and subsequent orders issued by the court are judicial records because
they are judicially created. Id. at 290. The Court also held that the common law
presumption of access attaches to such documents. Id. at 291. In this case, the
2705(b) Order was issued pursuant to 18 U.S.C. § 2703(d), therefore it is a
judicial record and a presumption of access attaches to it.

To overcome the common law presumption of access, a court must find
that there is a “significant countervailiﬁg interest” in support of sealing that
outweighs the public's interest in openness. Id. at 293. Under the common law,
the decision to seal or grant access to warrant papers lies within the discretion
of the judicial officer who issued the warrant. Media Gen. Operations, Inc. v.
Buchanan, 417 F.3d 424, 429 (4th Cir. 2005). If a judicial officer determines
that full public access is not appropriate, he or she “must consider alternatives
to sealing the documents,” including granting some public access or releasing a
redacted version of the documents. Id. (quoting Baltimore Sun, 886 F.2d at 66).

In the present case, now, two years later, there is no longer a need for such

12
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partial redactions because the government’s investigation o-is well

known and widely publicized.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documents

There are no provisions in the SCA to seal orders or other documents. By
contrast, the Pen/Trap Statute authorizes electronic surveillance and directs
that pen/trap orders be sealed “until otherwise ordered by the court”. 18
U.S.C. 8§ 3123. Similarly, the Wiretap Act, another surveillance statute,
expressly directs that applications and orders granted under its provisions be
sealed. 18 U.S.C. § 2518(8)(b). Thus, Congress has specifically provided for
sealing provisions when it has so desired. Additionally, where Congress
includes particular language in one section of a statute but omits it in another,
it is assumed that Congress acted intentionally. Keene Corp. v. United States,
508 U.S. 200, 208 (1993). Therefore, Congress has provided no statutory basis
for sealing an application or order under the SCA that would overcome the
common law right to access.

c. The First Amendment Right To Petition The Government For
Redress Of Grievances Demands Public Access

The Petition Clause of the First Amendment protects the public’s right to
petition the government for redress of grievances. Borough of Duryea, Pa. v.

Guarnieri, 131 S.Ct. 2488, 2494 (2011). “It was not by accident or coincidence
that the rights to freedom in speech and press were coupled in a single
guaranty with the rights... to petition for redress of grievances.” Id. at 2495

(quoting Thomas v. Collins, 323 U.S. 516, 530 (1945)). Free speech allows the

13
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public to state its grievances and the right to petition ensures that it can
communicate those grievances to the government. Id. The non-disclosure
orders in this case deny Mr. Levison these fundamental rights and forbid him
from discussing portions of his experience with the world freely and without
fear.

The non-disclosure orders prohibit Mr. Levison from disclosing any
information regarding the target of the underlying investigation. A
representative democracy depends upon the people being afforded the
opportunity to air their grievances to their representatives. Mr. Levison has
been and continues to be denied the ability to petition the government for
redress. These orders are the hallmark of an extremely unsettling expansion of
government power that jeopardizes the privacy of thousands to aid the
investigation of an individual. Even a partial concealment of these proceedings
undermines Mr. Levison right to voice his political opinions and threatens the
free formation of opinions on a matter of public import.

Conclusion
For the foregoing reasons, Lavabit and Ladar Levison respectfully move

this Court to lift fully the non-disclosure orders issued to Mr. Levison.

/

Jésde R. Bipinalll, ¥SB# 79292
ise T. Qitch€va, VSB# 86200
ey & Rirfnall, PLLC

17 King Street, Suite 300

LAVABIT LLC
By Counsel
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Alexandria, Virginia 22314
(703) 888-1943 Telephone
(703) 888-1930~ Facsimile
jbinnall@harveybinnall.com
lgitcheva@harveybinnall.com
Counsel for Lavabit LLC
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Certificate of Service

[ certify that on this 11th day of December, 2015, this Motion to Unseal
Records and Vacate Non-Disclosure Orders and Memorandum of Law in
Support of Motion was hand delivered to the person at the addresses listed
below:

James L. Trump

Senior Litigation Counsel
United States Attorney’s Office
Eastern District of Virginia
2100 Jamieson Avenue
Alexandria, VA 22314
jim.trump@usdoj.gov

ﬁeR.W
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

FILED UNDER SEAL

No. 1:13EC297

SEIZURE OF INFORMATION

ASSOCIATED No. 1:13SW522

THATIS
STORED AT PREMISES CONTROLLED

)

)

)

)

)

)

)

IN THE MATTER OF THE SEARCH AND )
)

)

)

)

BY LAVABIT LLC )
)

)

[n re Grand Jury No. 13-1
SEALING ORDER
Upon the motion of the United States, good cause having been shown, it is hereby
ORDERED that:
The grand jury subpoena issued to Ladar Norman Levison for an appearance on July 16,
2013, shall be placed under seal until further order of this Court;
[tis further ORDERED that the government shall serve Mr. Levison with a copy of this
Order along with a copy of its motion to seal; and
It is further ORDERED that the government’s motion to seal the grand jury subpoena and
this Order shall be placed under seal.

.-\iexap_dria, Virginia Claude M. Hilton
July /¢, 2013 . United States District Judge

EXHIBIT
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division REDA CTED

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE ) (Under Seal)
INSTALLATION AND USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE ) 1:13 EC 28"
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER

This matter having come before the Court pursuant to an Application under 18 U.S.C.
§ 3122, by Andrew Peterson, Assistant United States Attorney, an attorney for the Government
as defined by Fed. R. Crim. P. 1(b)(1), requesting an Order under 18 U.S.C. § 3123, authorizing
the installation and use of a pen register and the use of a trap and trace device or process
(“pen/trap device™) on all electronic communications being sent from or sent to the account

associated with that is registered to subscribe_ at

Lavabit, LLC (hereinafter referred to as the “SUBJECT ELECTRONIC MAIL ACCOUNT™).

The Court finds that the applicant has certified that the information likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation into possible violation(s) of
suse. s R [

IT APPEARING that the information likely to be obtained by the pen/trap device is
relevant to an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant to 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Federal Bureau of Investigation to capture all non-content dialing,
routing, addressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of

the initiation and receipt of such transmissions, to record the duration of the transmissions, and to

record user log-in data (date, time, duration, and Internet Protocol address of all log-ins) on the

EXHIBIT
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of
such Order or the date the monitoring equipment becomes operational, whichever occurs later;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Bureau of Investigation, forthwith, all information, facilities, and
technical assistance necessary to accomplish the installation and use of the per/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect to whom the installation and use is to take place;

IT IS FURTHER ORDERED that the United States take reasonable steps to ensure that
the monitoring equipment is not used to capture any “Subject:” portion of an electronic mail
message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistance;

[T IS FURTHER ORDERED that, in the event that the implementing investigative
agency seeks to install and use its own pen/trap device on a packet-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (a)
any officer(s) who installed the device and any officer(s) who accessed the device to obtain
information from the network; (b) the date and time the device was installed, the date and time
the device was uninstalled, and the date, time, and duration of each time the device is accessed to
obtain information; (¢) the configuration of the device at the time of its installation and any
subsequent modification thereof; and (d) any information which has been collected by the device.
To the extent that the pen/trap device can be set to automatically record this information
electronically, the record shall be maintained electronically throughout the installation and use of
the pen/trap device. Pursuant to 18 U.S.C. § 3123(a)(3)(B), as amended, such record(s) shall be
provided ex parte and under seal to this Court within 30 days of the termination of this Order,

including any extensions thereof;
IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such Order may be

2



Case 1:13-ec-00297-TCB Document 25-18 Filed 02/24/16 Page 20 ofRiP gelD# 889
DA CTED
furnished to the Federal Bureau of Investigation, the United States Attorney’s Office, and
Lavabit;
IT IS FURTHER ORDERED that Lavabit shall not disclose the existence of the per/trap
device, or the existence of the investigation to any person, except as necessary to effectuate this

Order, unless or until otherwise ordered by the Court.

SO ORDERED:

! T .
=' United States Magistrate Judge

.\Tlon. Theresa C, Buchanan

United States Magistrate Judge
Date:b&ﬁ l k

e
M esa Carroll Buchatet
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UNITED STATES DISTRICT COURT EF! B
FOR THE EASTERN DISTRICT OF VIRGINIA |¢ | SN 1020°
L I
(] r—l‘l'\'_—[: 3 -- = RR

)
IN RE APPLICATION OF THE )
UNITED STATES OF AMERICAFOR )  MISC. NO. I:13 EC 254 RED
AN ORDER PURSUANT TO ) ACTED
)
)

18 U.S.C. § 2703(d)
Filed Under Seal

ORDER

The United States has submitted an application pursuant to 18 U.S.C. § 2703(d),
requesting that the Court issue an Order requiring Lavabit LLC, an electronic communications
service provider and/or a remote computing service located in Dallas, TX, to disclose the records
and other information described in Attachment A to this Order.

The Court finds that the United States has offered specific and articulable facts showing
that there are reasonable grounds to believe that the records or other information sought are
relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to believe that notification of the existence of
this Order will seriously jeopardize the ongoing investigation, including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence, change
patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (3).

[T [S THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d), that Lavabit LLC
shall, within ten days of the date of this Order, disclose to the United States the records and other
information described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the existence of the
application of the United States, or the existence of this Order of the Court, to the subscribers of

the account(s) listed in Attachment A, or to any other person, unless and until otherwise

EXHIBIT
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authorized to do so by the Court, except that Lavabit LLC may disclose this Order to an attorney
for Lavabit LLC for the purpose of receiving legal advice.
[T IS FURTHER ORDERED that the application and this Order are sealed until

otherwise ordered by the Court,

R N, ) P

United States Magistrate Judge

Jua 10, 20(3

Date

138 ]



Case 1:13-ec-00297-TCB Document 25-18 Filed 02/24/16 Page 23 of 26 PagelD# 892

ATTACHMENT A REDACTED

1 ¢ The Account(s)

The Order applies to certain records and information associated with the following email

ot N

I1. Records and Other Information to Be Disclosed

Lavabit LLC is required to disclose the following records and other information, if available, to
the United States for each account or identifier listed in Part [ of this Attachment (“Account™),
for the time period from inception to the present:

A. The following information about the customers or subscribers of the Account:

[
2

S ]

N o v

Names (including subscriber names, user names, and screen names);

Addresses (including mailing addresses, residential addresses, business
addresses, and e-mail addresses);

Local and long distance telephone connection records;

Records of session times and durations, and the temporarily assigned
network addresses (such as Internet Protocol (“[P”") addresses) associated
with those sessions;

Length of service (including start date) and types of service utilized;
Telephone or instrument numbers (including MAC addresses);

Other subscriber numbers or identities (including the registration Internet
Protocol (*“IP") address); and

Means and source of payment for such service (including any credit card
or bank account number) and billing records.

B. All records and other information (not including the contents of communications)
relating to the Account, including;:

L

2

Records of user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method of
connections; data transfer volume; user names; and source and destination
Internet Protocol addresses;

Information about each communication sent or received by the Account,
including the date and time of the communication, the method of
communication, and the source and destination of the communication
(such as source and destination email addresses, [P addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
PURSUANT TO FEDERAL RULE OF EVIDENCE 902(11)

i , attest, under penalties of perjury under the

laws of the United States of America pursuant to 28 U.S.C. § 1746, that the information
contained in this declaration is true and correct. I am employed by Lavabit LLC, and my official

title is . I am a custodian of records for Lavabit LLC. I state

that each of the records attached hereto is the original record or a true duplicate of the original
record in the custody of Lavabit LLC, and that [ am the custodian of the attached records
consisting of (pages/CDs/kilobytes). I further state that:

a. all records attached to this certificate were made at or near the time of the
occurrence of the matter set forth, by, or from information transmitted by, a person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business
activity of Lavabit LLC; and

c. such records were made by Lavabit LLC as a regular practice.

[ further state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules of Evidence.

Date Signature
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[N THE UNITED STATES DISTRICT COURT -
EASTERN DISTRICT OF VIRGINIA )
ALEXANDRIA DIVISION 0CT - 22013

CLERF, US DISTRICT COURI
ALEYALDRIA, VIRGINIA

l
IN THE MATTER OF THE 1 NO. 1:13 EC 297
APPLICATION OF THE UNITED |
STATES AUTHORIZING THE USE OF |
A PEN REGISTER/TRAP AND TRACE 1
DEVICE ON AN ELECTRONIC MAIL |

ACCOUNT

REDACTED

[N THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

NO. 1:13 SW 3522

THAT IS STORED AND CONTROLLED l
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA l NO. 13-1
i
l

UNDER SEAL

_ORDER

The United States has proposed partially unsealing records in this matter due to public
disclosures made by Ladar Levison and Lavabit, LLC and for the purpose of creating a public
record for Mr. Levison's appeal. The Court has considered the original sealing orders, the
motions in support of the original sealing orders, the government’s ex parte motion to unseal
certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest in keeping certain information in the
documents scaled, and the government has proposed redacted versions of the documents that
minimizes the information under seal:

(2) the government's interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and

EXHIBIT
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(3) having considered alternatives to the proposed redactions none will adequately protect

that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned
matter are partially unsealed. The unsealed records are attached to this Order. To the extent any
such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the
non-disclosure obligation does not apply to the unsealed, redacted version of the document. The
Clerk of the Court may publicly release the redacted version of any of the records attached to this
Order. Any record not attached (o this Order, as well as the unredacted copies of any record filed

in the above-captioned matter, including the government's ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

Py
The Honorable Claude M. Hilton
United States District Judge

Date: QM 2, 20)3

Alexandria, VA
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. IN THE UNITED STATES DISTRICT COURT ] L ———
FOR THE EASTERN DISTRICT OF VIRGINIA E
Alexandria Division
DEC 1 2015
CLERK, US. DISTRICT COURT
IN THE MATTER OF THE -__M__mﬂ

APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

UNDER SEAL

Criminal No. 1:13EC297

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH Criminal No. 1:13SW522
THAT
IS STORED AND CONTROLLED AT
PREMISES CONTROLLED BY

LAVABIT, LLC.

IN RE: GRAND JURY Criminal No. 1:13-1

Tt Tt o St Tt Tt Tt Tt Tt Tt Tt et Nt Tt Tt St

ORDER
This matter comes before the Court on Lavabit, LLC and Mr. Ladar
Levinson’s (“"Movants”) Motion to Unseal Records and Vacate
Non-Disclosure Orders. It is hereby
ORDERED that the Government shall have until January 6, 2016

to file a response to the Movants’ Motion.

(Bl > ~fhbts,

CLAUDE M. HILTON
UNITED STATES DISTRCT JUDGE

Alexandria, Virginia

. December /¢ , 2015
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EASTERN DISTRICT OF VIRGINIA
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Alexandria Division
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IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
USE OF A PEN REGISTER/TRAP AND
TRACE DEVICE ON AN ELECTRONIC
MAIL ACCOUNT

No. 1:13EC297
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IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH [REDACTED)]

No. 1:13SW522

CONTROLLED BY LAVABIT LLC

)
)
)
)
)
)
)
)
)
)
)
)
)
) No. 13-]

In re Grand Jury

RESPONSE OF THE UNITED STATES TO MOTION
TO UNSEAL RECORDS AND VACATE NON-DISCLOSURE ORDERS

Lavabit LLC and Ladar Levison have moved this Court for an order authorizing the
public disclosure of all information currently under seal in the referenced dockets. The United
States opposes Lavabit’s motion and asks that the Court instead enter the attached Protective
Order.

The history of these proceedings is well-documented.  See /n re Under Seal, 749 F.3d
276, 279 (4th Cir. 2014).  And while this Court’s sealing and non-disclosure orders remain in
effect, the only information not publicly disclosed is the identity of the target of the investigation
and that person’s email address.  See In re Under Seal, Fourth Circuit Appeal 13-4625, Joint

Appendix Volume I, Docket Entry 27, filed October 10, 10, 2013.  The government opposes the
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public disclosure of the identity of the target of the investigation and the target’s email address,
as such disclosure would reveal a matter occurring before the grand jury, which is prohibited
under Rule 6(e)(2) of the Federal Rules of Criminal Procedure. Lavabit, on the other hand,
secks an order requiring the government to reveal that information so that Ladar Levison can
“freely discuss the underlying investigation” involving this one subscriber.

The question before this Court is whether the information at issue, the identity of a target
of a grand jury investigation, which is contained in pleadings and orders under both the Pen/Trap
Statute, 18 U.S.C. §§ 3123-27, and the Stored Communications Act, 18 U.S.C. §§ 270112, is
subject to a public right of access under the First Amendment and/or common law. The First
Amendment analysis is frequently called the “experience and logic™ test. Courts ask (1) whether
the place and process have historically been open to the press and general public, and (2) whether
public access plays a significant positive role in the functioning of the particular process in
question. See Baltimore Sun v. Goerz, 886 F.2d 60, 64 (4th Cir. 1989), quoting Press Enterprises
Co. v. Superior Court, 478 U.S. 1, 8-1- )1988). The common law right of access, on the other
hand, involves a balancing of interests whereby a court must consider whether the public’s right to
access is outweighed by a significant countervailing interest in continued sealing.  See Under Seal
v. Under Seal, 326 F.3d 479, 486 (4th Cir. 2003).

The information Lavabit wants to unseal (Lavabit’s subscriber and the subscriber’s email
address) is revealed in the un-redacted pleadings and orders that are a part of the pre-indictment
investigation of the case. See Application of the United States of America for an Order Pursuant
to 18 US.C. Section 2703(d), 707 F.3d 283, 292 and 295 (4th Cir. 2013) (finding that §2703(d)

orders, pen registers, and wiretaps are pre-indictment investigative matters akin to grand jury
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investigations). As noted above, the government is barred by Rule 6(e)(2) of the Federal Rules
of Criminal Procedure from disclosing publicly the identity of a target of a grand jury
investigation, an investigation that is not closed but ongoing.

In this context, the Fourth Circuit has said that public access does not play a significant
role in the functioning of investigations involving §2703(d) orders, and there is, accordingly, no
First Amendment right to access them. /d. at 292, quoting In re Sealed Case, 199 FF.3d 522, 526
(D.C.Cir. 2000). The Fourth Circuit reasoned:

Section 2703(d) procecdings can be likened to grand jury proceedings. In

fact, they are a step removed from grand jury proceedings, and are perhaps even

more sacrosanct. Proceedings for the issuance of § 2703(d) orders are also like

proceedings for the issuance of search warrants, which we have noted are not open.

See Goetz, 886 F.2d at 64 (observing that the Supreme Court has twice “recognized

that proceedings for the issuance of search warrants are not open”). Because

secrecy is necessary for the proper functioning of the criminal investigations at this

§ 2703(d) phase, openness will frustrate the government’s operations. Because §

2703(d) orders and proceedings fail the logic prong, we hold that there is no First

Amendment right to access them.

707 F.3d at 292 (footnote omitted).

As to whether there is a common law right of access to the identity of Lavabit’s
subscriber, Lavabit explains very little about the public’s interest in this matter other than to say
that Lavabit has been precluded from “freely discussing the underlying investigation.” To the
contrary, Lavabit can — and has — discussed the underlying investigation publicly in the context
of its appeal to Fourth Circuit, resulting in a lengthy published opinion. In addition, a cursory
internet search reveals that Ladar Levison has spoken out publicly on numerous other occasions
about the case, his appeal, and internet privacy and encrypted email topics generally.  Whether
the government should be able to compel Lavabit — or any other service provider — to turn over

unencrypted email account information for users of encrypted email service is certainly an issue

a
2
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ED
that can be debated and discussed in public forums without identifying a specific subscriber.
Indeed, if Ladar Levison is to be believed (based on what he has said in a number of articles and
videotaped interviews), he fought the government’s demands on principle for all of his encrypted
email customers. Revealing the name of the particular subscriber at issue in this case does not
change the nature of the dialogue in which Levison plans to engage. Moreover, whether or not
this is a high-profile investigation does not justify public access to the target’s identity and
should play no role in the Court’s analysis. /d. at 293-94,

The government concedes that Lavabit should be able to notify its subscriber of the
existence of the proposed orders and underlying pleadings in this case. The subscriber, of
course, much like the grand jury witness, is under no obligation of secrecy with regard to any of
the underlying sealed information.

The United States proposes that the Court enter the attached Protective Order.  The
protective order would allow Lavabit to notify its subscriber and would give the public access to
all of the pleadings and orders in these several dockets with only the identity of the target and the

target’s email account information redacted from the public record.  The proposed order would
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also require the government to move to unseal the protected information promptly once the grand

. jury investigation is completed.

By:

Respectfully submitted,

Dana J. Boente
United States Attorney

/s/

James L. Trump

Assistant United States Attorney
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: 703-299-3700

Email: jim.trump@usdoj.gov
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REDACTE)

. CERTIFICATE OF SERVICE

[ hereby certify that on the 6™ day of January, 2016, I electronically filed the foregoing

Response of the United States to Motion to Unseal Records and Vacate Non-Disclosure Orders

with the Clerk of Court using the CM/ECF system, which will send a notification of such filing

(NEF) to the following:

Jesse R. Binnall

Harvey & Binnall, PLLC
717 King street, suite 300
Alexandria, Virginia 22314
ibinnall@harveybinnall.com

By:

/s/

James L. Trump

Assistant United States Attorney
2100 Jamieson Avenue
Alexandria, Virginia 22314
(703) 299-3726
jim.trump@usdoj.gov
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Rep
. IN THE UNITED STATES DISTRICT COURT FOR THE ACTED

EASTERN DISTRICT OF VIRGINIA

Alexandria Division ) ﬂ ) E

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
USE OF A PEN REGISTER/TRAP AND
TRACE DEVICE ON AN ELECTRONIC
MAIL ACCOUNT

No, 1:13EC297 JANG 7

CLERK, U.S. DISTRICT COURT
LEXANGRIA, VI

SEIZURE OF INFORMATION
ASSOCIATED WITH [REDACTED]
THAT IS STORED AT PREMISES

)
)
)
)
)
)
)
IN THE MATTER OF THE SEARCH AND ) No. 1:13SW522
)
)
)
CONTROLLED BY LAVABIT LLC )
)
)

In re Grand Jury No. 13-1

PROTECTIVE ORDER
. Lavabit LI.C and Ladar Levison have moved this Court for an order directing the
unsealing of all information in these proceedings. The United States opposes this motion.
Based on the reasons set forth in the government’s response, good cause having been shown,

It is hereby ORDERED that the Motion to Unseal Records and Vacate Non-Disclosure
Orders is denied;

It is further ORDERED that Lavabit LLC or Ladar Levison may disclose to its subscriber
the nature of these proceedings and the underlying un-redacted pleadings and orders;

It is further ORDERED that the United States shall file on the public docket copies of all
ol the previously filed pleadings, transcripts, and orders with redactions for only the identity of

the subscriber and the subscriber’s email address; and
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. It is further ORDERED that the United States shall, upon completion of the grand jury
investigation, promptly move to unseal any information remaining under seal in these matters.

Entered in Alexandria, Virginia, this ﬁday of January, 2016.

t
Claude M. Hilton
Senior United States District Judge
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U.S. District Court REDACTED

Eastern District of Virginia - (Alexandria)
CRIMINAL DOCKET FOR CASE #: 1:13-ec-00297-TCB-1 *SEALED*
Internal Use Only

Case title: USA v. In Re: Pen Register Date Filed: 07/09/2013
Date Terminated: 07/09/2013

Assigned to: Magistrate Judge Theresa
Carroll Buchanan

Defendant (1)

In Re: Pen Register
TERMINATED: 07/09/2013

Pending Counts Disposition

None

Highest Offense Level (Opening)

None
Terminated Counts Disposition
None

Highest Offense Level (Terminated)

None

Complaints Disposition
None

Plaintiff

USA represented by James L. Trump

United States Attorney's Office
2100 Jamieson Ave
Alexandria, VA 22314
(703)299-3700

Email: jim.trump@usdoj.gov
LEAD ATTORNEY
ATTORNEY TO BE NOTICED

https://ecf.vaed.circ4.den/cgi-bin/DktRpt.pl?411460990483392-L_1_0-1 01/12/2016
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Date Filed

REDACTED

Docket Text

07/09/2013

I—

MOTION for Order to Show Cause by USA as to In Re: Pen Register.
(krob, ) (Entered: 07/09/2013)

07/09/2013

(138]

ORDER granting | Motion for Order to Show Cause and that the Clerk's
Office shall issue a summons for the appearance of Mr. Levison on July
16,2013, at 10:00 a.m. The Clerk's Office shall provide the Federal
Bureau of Investigation with a certified copy ofthe summons for service
on Mr. Levison and Lavabit LLC as to In Re: Pen Register (1). Signed by
District Judge Claude M. Hilton on 7/9/13. (krob) (Entered: 07/09/2013)

07/09/2013

(s

Summons Issued in case as to In Re: Pen Register (Ladar Levison). (krob)
(Entered: 07/09/2013)

07/09/2013

Set Hearings as to In Re: Pen Register: Show Cause Hearing set for
7/16/2013 10:00 AM in Alexandria Courtroom 800 before District Judge
Claude M. Hilton. (krob) (Entered: 07/09/2013)

07/09/2013

(Court only) ***Terminated defendant In Re: Pen Register, pending
deadlines, and motions. (rban, ) (Entered: 02/18/2014)

07/16/2013

| 4=

Supplement re 1 MOTION for Order to Show Cause by USA as to In Re:
Pen Register. (krob ) (Entered: 07/16/2013)

07/16/2013

[wn

Minute Entry for proceedings held before District Judge Claude M.
Hilton: Docket Call In Re: Pen Register held on 7/16/2013. Appearance of
counsel for Govt. and respondent, Ladar Levison. Respondent's motion to
unseal Denied. Matter re: pen register resolved at this time; UNDER
SEAL HEARING set for 7/26/2013 at 10:00 AM in Alexandria
Courtroom 800 before District Judge Claude M. Hilton. (Court Reporter:
Westfall)(tarm) (Entered: 07/16/2013)

07/16/2013

I

ORDER that Ladar Levinson's Motion to Unseal is DENIED and this
matter is continued to Friday, July 26, 2013 at 10:00 a.m. for further
proceedings. Signed by District Judge Claude M. Hilton on 7/16/13.
(tarm) (Entered: 07/16/2013)

07/16/2013

MOTION to Seal the grand jury subpoena served onLadar Levison, the
owner and operator ofLLavabit LLC by USA as to In Re: Pen Register.
(krob, ) (Entered: 07/17/2013)

07/16/2013

f=e]

ORDER granting 7 Motion to Seal the grand jury subpoena served
onLadar Levison as to In Re: Pen Register (1). Signed by District Judge
Claude M. Hilton on 7/16/13. (krob, ) (Entered: 07/17/2013)

07/26/2013

Reset Deadlines re Motion or Report and Recommendation in case as to
In Re: Pen Register Motion Hearing set for 8/1/2013 at 10:00 AM in
Alexandria Courtroom 800 before District Judge Claude M. Hilton.
(clar, ) (Entered: 07/26/2013)

08/01/2013

https://ecf.vaed.circ4.den/cgi-bin/DktRpt.pl?411460990483392-L_1 0-1

"o

Minute Entry for proceedings held before District Judge Claude M.
Hilton: Docket Call In Re: Pen Register held on 8/1/2013. Lavabit's

01/12/2016
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REDACTED

Motion to Quash - Denied, Mr. Levison Ordered to turn over the
encryption keys. Respondent's request for 5 days to do so Denied,
Respondant given 24 hours.Lavabit's Motion to Unseal - Denied. (Court
Reporter: Westfall)(tarm) (Entered: 08/02/2013)

09/18/2013 10 | Sealed Transcript of Proceedings on 7/16/2013 before District Judge
Claude M. Hilton. (rban, ) (Entered: 09/18/2013)
09/20/2013 11 | UNDER SEAL EX PARTE MOTION by USA as to In Re: Pen Register.

(Attachments: # 1 Exhibit 1, # 2 Exhibit 2, # 3 Exhibit 3, # 4 Exhibit 4, #
5 Exhibit 5, # 6 Exhibit 6, # 7 Exhibit 7, # 8 Exhibit 8, # 9 Exhibit 9, # 10
Exhibit 10, # 11 Exhibit 11, # 12 Exhibit 12, # 13 Exhibit 13, # 14 Exhibit
14, # 15 Exhibit 15, # 16 Exhibit 16, # 17 Exhibit 17, # 18 Exhibit 18, #
19 Exhibit 19, # 20 Exhibit 20, # 21 Exhibit 21, # 22 Exhibit 22, # 23
Exhibit 23, # 24 Exhibit 24, # 25 Exhibit 25, # 26 Exhibit 26)(rban, )
(Entered: 10/02/2013)

10/02/2013 12 | Sealed Order re 11 UNDER SEAL EX PARTE MOTION by USA as to
In Re: Pen Register. Signed by District Judge Claude M. Hilton on
10/2/2013. (Attachments: # 1 Exhibit 1, # 2 Exhibit 2, # 3 Exhibit 3, # 4
Exhibit 4, # 5 Exhibit 5, # 6 Exhibit 6, # 7 Exhibit 7, # 8 Exhibit 8, # 9
Exhibit 9, # 10 Exhibit 10, # 11 Exhibit 11, # 12 Exhibit 12, # 13 Exhibit
13, # 14 Exhibit 14, # 15 Exhibit 15, # 16 Exhibit 16, # 17 Exhibit 17, #
18 Exhibit 18, # 19 Exhibit 19, # 20 Exhibit 20, # 21 Exhibit 21, # 22
Exhibit 22, # 23 Exhibit 23) (rban, ) (Entered: 10/02/2013)

10/02/2013 13 | Redacted version of 12 Sealed Order.(rban, ) (Entered: 10/02/2013)

10/02/2013 (Court only) ***Motions terminated as to In Re: Pen Register: 11
MOTION filed by USA. (rban, ) (Entered: 10/02/2013)

09/16/2014 (Court only) ***Staff notes: Exhibits to the 12 Order dated 10/02/2013

are the redacted public versions that can be provided to the public.
(jlan) (Entered: 09/16/2014)

12/14/2015 -X

=

MOTION to Unseal Case by Lavabit, LLC and Mr Ladar Levinson In Re:
Pen Register. (krob, ) (Entered: 12/15/2015)

12/16/2015 1

o

ORDER to Respond re 14 MOTION to Unseal Case filed by In Re: Pen
Register. ORDERED that the Government shall have until January 6,
2016to file a response to the Movants' Motion as to In Re: Pen Register.
Signed by District Judge Claude M. Hilton on 12/16/2015. (lbru, )
(Entered: 12/17/2015)

01/07/2016 16 | RESPONSE to Motion by USA as to In Re: Pen Register re 14 MOTION
to Unseal Case (krob, ) (Entered: 01/07/2016)

01/07/2016 17 | Protective Order as to In Re: Pen Register. Signed by District Judge
Claude M. Hilton on 1/7/16. (c/s) (krob, ) (Entered: 01/07/2016)

https://ecf.vaed.circ4.den/cgi-bin/DktRpt.pl?411460990483392-L. 1 0-1 01/12/2016
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