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Filed:  February 22, 2016 
  
  

UNITED STATES COURT OF APPEALS 
FOR THE FOURTH CIRCUIT  

________________________________ 
 

BRIEFING ORDER - CRIMINAL/GRAND JURY 
_________________________________ 

  
No. 16-4052 (L), In re: Information Associated 

 
 1:13-sw-00522-CMH-1  

 
Briefing shall proceed on the following schedule: 

 
Appendix due: 03/28/2016 
  
Opening brief due: 03/28/2016 
  
Response brief due: 04/21/2016 
  
Reply brief permitted within 10 days of service of response brief.  

 
Effective October 1, 2015, the court requires only one paper copy of briefs and 
appendices unless the case is to be argued, in which event four paper copies are 
required. (Local Rules 30(b)(4) & 31(d)). The notice tentatively assigning a case 
for argument requires counsel to file three additional paper copies of their 
previously filed briefs and appendices. 
  
The briefs and appendix must conform to the Fourth Circuit Brief & Appendix 
Requirements (available as a link from this order and at www.ca4.uscourts.gov). 
All parties to a side must join in a single brief, even in consolidated cases, unless 
the court has granted a motion for leave to file separate briefs pursuant to Local 
Rules 28(a) and 28(d). 
  
Failure to file an opening brief within the scheduled time may lead to imposition of 
sanctions against court-appointed counsel or dismissal of the case pursuant to 
Local Rule 45 for failure to prosecute; failure to file a response brief will result in 
loss of the right to be heard at oral argument. The court discourages motions for 
extension of time and grants extensions of the briefing schedule only in 
extraordinary circumstances upon a showing of good cause. Local Rule 31(c). If a 
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brief is filed after its due date, the time for filing subsequent briefs will be 
extended by the number of days the brief was late. 
  
Pursuant to Local Rule 34(a), the court may, on its own initiative and without prior 
notice, screen an appeal for decision on the parties' briefs without oral argument. If 
a case is selected for the oral argument calendar, counsel will receive notice that 
the case has been tentatively calendared for a specific court session approximately 
two months in advance of the session. 
  
Anders Procedures: If defendant's counsel finds no appealable issue and therefore 
intends to file a brief under Anders v. California, 386 U.S. 738 (1967), the 
following procedures apply:  
  
 (1) If the Anders brief is being filed in a consolidated case in which co-
defendants are not proceeding under Anders, counsel must prepare a separate 
opening brief and move to deconsolidate the Anders appeal.  
 (2) An Anders brief that simply states there are no appealable issues is 
insufficient--rather, counsel's opening brief must identify any arguable issues with 
appropriate record citations and state, in a brief discussion with case citation, why 
such issues lack merit. 
 (3) Because counsel must review the entire record in an Anders appeal, 
counsel must order all transcript in the case, including pre-trial, trial, guilty plea, 
and sentencing proceedings. It is not necessary to order arraignments, bail 
hearings, voir dire, or opening and closing arguments unless those portions of the 
record might support an arguable issue on appeal. Since the court must review the 
entire record, an appendix is unnecessary, and copying expenses for an Anders 
appendix are not recoverable under the Criminal Justice Act unless the court has 
directed the filing of an appendix. The costs for providing transcripts to the 
defendant are reimbursable.  
 (4) Counsel must file a certificate of service of Anders brief on defendant, 
stating that the defendant has been provided with a copy of the Anders brief and 
advised of his right to file a supplemental pro se brief within 30 days. If the 
defendant is not English-speaking, the certificate must also state that the substance 
of the Anders brief and the right to file a supplemental pro se brief have been 
communicated to the defendant in a language the defendant understands. CJA 
counsel must obtain court authorization based upon the estimated costs of 
necessary interpreter or translator services before securing such services under the 
Criminal Justice Act. 
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The Anders procedures do not apply to hybrid briefs in which counsel raises 
meritorious issues as well as Anders issues, and counsel filing a hybrid brief 
should not advise his client that he has a right to file a pro se supplemental brief. 
  
     /s/ PATRICIA S. CONNOR, CLERK 
     By: T. Fischer, Deputy Clerk 
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UNITED STATES COURT OF APPEALS 
FOR THE FOURTH CIRCUIT  

1100 East Main Street, Suite 501, Richmond, Virginia 23219  

February 22, 2016  

____________________________ 
 

DOCKETING FORMS  
FOLLOW-UP NOTICE 

____________________________ 
  

No. 16-4052 (L), In re: Information Associated     

 
 1:13-sw-00522-CMH-1  

TO: Jesse Ryan Binnall 
Louise Tavey Gitcheva 

 
REQUESTED FORM(S) DUE:  February 25, 2016    
 
The form(s) identified below must be filed in the clerk's office electronically by the 
due date shown. The forms are available for completion as links from this notice 
and at the court's Web site. Noncompliance with the court's filing requirements will 
lead to initiation of disciplinary proceedings pursuant to Local Rule 46(g) and will 
result in dismissal as to appellant pursuant to Local Rule 45. 
  
[ x ] Disclosure of corporate affiliations on behalf of Ladar Levison 
 

 
T. Fischer, Deputy Clerk  
804-916-2704 
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FILED:  February 5, 2016 
 

UNITED STATES COURT OF APPEALS 
FOR THE FOURTH CIRCUIT  

___________________ 

No. 16-4052 (L) 
(1:13-sw-00522-CMH-1) 
___________________ 

In re: INFORMATION ASSOCIATED with [redacted] 
 
------------------------------ 
 
UNITED STATES OF AMERICA 
 
                     Plaintiff - Appellee 
 
v. 
 
LAVABIT LLC; LADAR LEVISON 
 
                     Movants - Appellants 

 
___________________ 

 
No. 16-4053 

(1:13-ec-00297-TCB)  
___________________ 

 
In re: PEN REGISTER 
 
------------------------------ 
 
UNITED STATES OF AMERICA 
 
                     Plaintiff - Appellee 
 
v. 
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LAVABIT LLC; LADAR LEVISON 
 
                     Movants - Appellants 

___________________ 
 

O R D E R 
___________________ 

 The court consolidates Case No. 16-4052 and Case No. 16-4053.  Entry of 

appearance forms and disclosure statements filed by counsel and parties to the lead 

case are deemed filed in the secondary case.  

      For the Court--By Direction 

      /s/ Patricia S. Connor, Clerk 
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UNITED STATES COURT OF APPEALS 
FOR THE FOURTH CIRCUIT  

1100 East Main Street, Suite 501, Richmond, Virginia 23219  
www.ca4.uscourts.gov 

February 5, 2016  

___________________ 

No. 16-4052 (L) 
(1:13-sw-00522-CMH-1) 
___________________ 

 

In re: INFORMATION ASSOCIATED with [redacted] 
 
------------------------------ 
 
UNITED STATES OF AMERICA 
 
                     Plaintiff - Appellee 
 
v. 
 
LAVABIT LLC; LADAR LEVISON 
 
                     Movants - Appellants 

___________________________________________ 
 

DOCKETING NOTICE--CRIMINAL CASE 
___________________________________________ 

  
TO: Counsel 
  
ATTACHMENT(S): Memorandum on Sealed and Confidential Information 
  
DUE DATE: 14 days from this notice 

• This case has been placed on the court's docket under the above-referenced 
number, which should be used on all documents filed in this case.  

• Counsel should review the above caption and promptly bring any necessary 
corrections to the case manager's attention. 
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• In consolidated cases, filings should be made using all case numbers to which 
the filing applies, beginning with the lead case number. 

• Electronic filing is mandatory for counsel in all Fourth Circuit cases. 
Information on obtaining an electronic filing account is available on the 
court's Internet site. 

• In cases in which more than one attorney represents a party, future notices 
will be sent only to attorneys who have entered an appearance as counsel of 
record; other attorneys will be removed from the case. 

• Counsel must remove from documents filed with this court any social 
security numbers, juvenile names, dates of birth, financial account numbers, 
home addresses in criminal cases, and protected information regarding 
unexecuted summonses, jurors, presentence investigations, statements of 
reasons in criminal judgments, and substantial assistance agreements. Any 
sealed material must be filed in accordance with the enclosed Memorandum 
on Sealed and Confidential Material. The court does not seal its docket; 
therefore, counsel must use sealed entries for all sealed filings.  

• Initial forms must be filed as directed in the following table of forms. The 
forms, available through the links below or on the court's Internet site, can be 
completed online and saved for filing in electronic form.  

 
Form: 

 
Required From: 

 
Due: 

 
Appearance of 
Counsel 

 
Counsel of record for any party to the appeal (If not 
admitted to this court, counsel must complete and 
submit an application for admission.)  

 
Within 14 days of this 
notice 

 
Disclosure 
Statement 

 
All parties to a civil or bankruptcy case and all 
corporate defendants in a criminal case (not required 
from the United States, from indigent parties, or from 
state or local governments in pro se cases) 

 
Within 14 days of this 
notice 

 
Docketing 
Statement 

 
Appellant's counsel  

 
Within 14 days of this 
notice 

 
Transcript 
Order 

 
Appellant, only if ordering transcript 

 
Attach to docketing 
statement and submit to 
court reporter and district 
court clerk 

 
CJA 24  

 
Appellant, only if transcript is at court expense under 
Criminal Justice Act  

 
Attach to docketing 
statement and submit to 
court reporter and district 
court clerk. If required by 
district court, also submit 
"Auth-24" request 
through district court's 
CJA eVoucher system. 
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I will be the case manager for this case. Please contact me at the number listed 
below if you have any questions regarding your case. 
  
T. Fischer, Deputy Clerk  
804-916-2704 
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SEALED & CONFIDENTIAL MATERIALS 

Internet Availability of Docket & Documents  
 
Fourth Circuit case dockets and documents are available on the Internet via the 
Judiciary's PACER system (Public Access to Court Electronic Records). The Fourth 
Circuit docket is available on the Internet even if the district court docket was 
sealed. If a party's name was sealed in the district court, it should be replaced by 
"Under Seal" or a pseudonym on appeal.  
 
Due to the electronic availability of court documents, the federal rules prohibit 
including certain personal data identifiers in court filings. In addition, parties should 
not include any data in their filings that they would not want on the Internet. 
Counsel should advise their clients on this subject so that an informed decision can 
be made. Responsibility rests with counsel and the parties, not with the clerk.  
 
Documents filed by the parties in immigration and social security cases are not 
accessible over the Internet to the public. In immigration and social security cases, 
public Internet access is limited to the court's docket, orders, and opinions.  
 
Federal Rules of Procedure 
 
The federal rules of procedure require filers to redact any of the following personal 
data identifiers (PDIs) if included in court filings: (1) social security and tax ID 
numbers must be limited to last four digits; (2) minor children must be identified by 
their initials only; (3) dates of birth must show the year only; (4) financial account 
numbers must be limited to the last four digits only; and (5) home addresses in 
criminal cases must be limited to city and state only. The federal rules establish 
limited exceptions to these redaction requirements. See Fed. R. App. P. 25(a)(5); 
Fed. R. Civ. P. 5.2; Fed. R. Crim. P. 49.1; Fed. R. Bankr. P. 9037  
 
Judicial Conference Privacy Policy 
 
In addition, the judiciary's regulation on Privacy Policy for Electronic Case Files 
prohibits filers from including any of the following criminal documents in the 
public file: (1) unexecuted summonses or warrants; (2) bail or presentence reports; 
(3) statement of reasons in judgment of conviction; (4) juvenile records; (5) 
identifying information about jurors or potential jurors; (6) CJA financial affidavits; 
(7) ex parte requests to authorize CJA services and (8) any sealed documents, such 
as  motions for downward departure for substantial assistance, plea agreements 
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indicating cooperation, or victim statements. 
 
Local Rule 25(c) 
 
Local Rule 25(c) limits the sealing of documents by requiring that sealed record 
material be separated from unsealed material and placed in a sealed volume of the 
appendix and by requiring the filing of both sealed, highlighted versions and public, 
redacted versions of briefs and other documents.  
 
Documents that were not sealed before the agency or district court will not be 
sealed in this court unless a motion to seal is filed and granted in this court.  
 
Since the ECF events for sealed filings make the documents accessible only to the 
court, counsel must serve sealed documents on the other parties in paper form. 
 
Sealed Volume of Appendix 
 
If sealed record material needs to be included in the appendix, it must be placed in a 
separate, sealed volume of the appendix and filed with a certificate of 
confidentiality. In consolidated criminal cases in which presentence reports are 
being filed for multiple defendants, each presentence report must be placed in a 
separate, sealed volume served only on Government counsel and counsel for the 
defendant who is the subject of the report. 
 

• Use ECF event-SEALED APPENDIX to file sealed electronic appendix 
volume(s). One sealed paper volume must be sent to the court. If the case is 
tentatively calendared for oral argument, 3 additional paper copies of the 
sealed appendix must be filed, with additional copies being ordered by the 
court if otherwise needed. Cover of sealed appendix volume must be marked 
SEALED, and paper copies must be placed in envelopes marked SEALED. 
Sealed volume must be served on other parties in paper form. 

• Use ECF event-Certificate of confidentiality to identify authority for 
treating material as sealed and to identify who may have access to sealed 
material. A paper copy of the certificate of confidentiality must accompany 
the paper copy of the sealed appendix filed with the court.  

• Use ECF event-APPENDIX to file public electronic appendix volumes(s). 
One public paper volume must be sent to the court. If the case is tentatively 
calendared for oral argument, 3 additional paper copies of the appendix must 
be filed, with additional copies being ordered by the court if otherwise 
needed. Paper copies of public volumes of appendix do not need to be served 
on other parties if they were served with public appendix in electronic form. 
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Sealed Version of Brief  
 
If sealed material needs to be referenced in a brief, counsel must file both a sealed, 
highlighted version of the brief and a public, redacted version of the brief, as 
well as a certificate of confidentiality.   
 

• Use ECF event-SEALED BRIEF to file sealed electronic version of brief in 
which sealed material has been highlighted. One sealed paper copy must be 
sent to the court. If the case is tentatively calendared for oral argument, 3 
additional paper copies of the sealedbrief must be filed, with additional 
copies being ordered by the court if otherwise needed. Cover of sealed brief 
must be marked SEALED, and paper copies must be placed in envelopes 
marked SEALED. Sealed version must be served on other parties in paper 
form.  

• Use ECF event-Certificate of confidentiality to identify authority for 
treating material as sealed and to identify who may have access to sealed 
material. A paper copy of certificate of confidentiality must accompany the 
paper copy of the sealed brief filed with the court.  

• Use ECF event-BRIEF to file public electronic version of brief from which 
sealed material has been redacted. One paper copy must be sent to the court. 
If the case is tentatively calendared for oral argument, 3 additional paper 
copies of the brief must be filed, with additional copies being ordered by the 
court if otherwise needed. Paper copies of public brief do not need to be 
served on other parties. 

 
Sealed Version of Motions and Other Documents 
 
If sealed material needs to be referenced in a motion or other document, counsel 
must file both a sealed, highlighted version and a public, redacted version, as 
well as a certificate of confidentiality.   
 

• Use ECF event-SEALED DOCUMENT to file sealed electronic version of 
document in which sealed material has been highlighted. First page of 
document must be marked SEALED. No paper copies need be filed, but 
other parties must be served in paper form. 

• Use ECF event-Certificate of confidentiality to identify authority for 
treating material as sealed and to identify who may have access to sealed 
material.  

• Use the appropriate ECF event (e.g., MOTION or RESPONSE/ANSWER) 
to file public electronic version of document from which sealed material has 
been redacted. No paper copies of public document are needed for filing or 

Appeal: 16-4053      Doc: 4            Filed: 02/05/2016      Pg: 6 of 7



service. 
 
Motions to Seal 
 
Counsel should file a motion to seal if the material was not previously sealed by 
virtue of the Privacy Policy for Electronic Case Files, or by statute, rule, regulation, 
or order.  Counsel should also file a motion to seal if it is necessary to seal the 
entire brief or motion and not possible to create a public, redacted version.  
 
The motion to seal must appear on the public docket for five days; therefore, 
counsel must file both a sealed, highlighted version of the motion to seal (along 
with a certificate of confidentiality) and a public, redacted version of the motion 
to seal.  The motion to seal must identify the document or portions thereof for 
which sealing is requested, the reasons why sealing is necessary, the reasons a less 
drastic alternative will not afford adequate protection, and the period of time for 
which sealing is required. 
 
For further information on redacting information from filings, please see No. 19, 
How do I redact items from pleadings? 
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FILED:  February 17, 2016 
 

UNITED STATES COURT OF APPEALS 
FOR THE FOURTH CIRCUIT  

___________________ 

No. 16-4052 (L) 
(1:13-sw-00522-CMH-1) 
___________________ 

 

In re: INFORMATION ASSOCIATED with [redacted] 
 
------------------------------ 
 
UNITED STATES OF AMERICA 
 
                     Plaintiff - Appellee 
 
v. 
 
LAVABIT LLC; LADAR LEVISON 
 
                     Movants - Appellants 

___________________ 
 

O R D E R 
___________________ 

 Upon consideration of the district court's initial sealed transmission of 

documents, the court places under seal in this court the documents so transmitted by 

the district court.  

 The parties are advised that all cases in this court are available on the public 

docket. If sealed information must be included in a document filed on appeal, 

counsel must file both a sealed, highlighted version of the document using a 
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SEALED entry and a public, redacted version of the document using the 

appropriate public entry. Copies of sealed documents included in the appendix must 

be placed in a separate, sealed volume of the appendix. If counsel wishes to file 

appellate documents entirely under seal, counsel must file a motion to seal. A 

redacted version of the motion to seal must be available on the public docket for 

five days prior to ruling by the court. Any motion to argue the case under seal 

should be filed only after notice that the case has been scheduled for argument. See 

Memorandum on Sealed and Confidential Materials for additional information.  

      For the Court--By Direction 

      /s/ Patricia S. Connor, Clerk 
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FILED:  February 5, 2016 
 

UNITED STATES COURT OF APPEALS 
FOR THE FOURTH CIRCUIT  

___________________ 

No. 16-4053 
(1:13-ec-00297-TCB) 

___________________ 
 

In re: PEN REGISTER 
 
------------------------------ 
 
UNITED STATES OF AMERICA 
 
                     Plaintiff - Appellee 
 
v. 
 
LAVABIT LLC; LADAR LEVISON 
 
                     Movants - Appellants 

 
 
This case has been opened on appeal.  

Originating Court  United States District Court for the 
Eastern District of Virginia at 
Alexandria 

Originating Case Number  1:13-ec-00297-TCB 
Date notice of appeal filed in 
originating court:  

02/03/2016 

Appellant (s)  Lavabit, Levison 

Appellate Case Number  16-4053 
Case Manager  T. Fischer 

804-916-2704 
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Attachment 11 Part 3, # 14 Attachment 12 Part 1, # 15 Attachment 12 Part 2, # 16
Attachment 12 Part 3, # 17 Attachment 13, # 18 Attachment 14, # 19 Attachment 15, # 20
Attachment 16, # 21 Attachment 17) (rban, ) (Additional attachment(s) added on
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IN Ti-ilE UNITED S'CATES DIS'l'RICT COURT I-OR THE

EASTERN DISTRICr OF VIRGINIA

Alexandria Division

IN THI- MA'ITER OF TME

APPLICATION OF THE UNITED

STATES 01- AMERICA FOR AN ORDER

AUTMORIZING THE USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH AND

SEIZURE OF INFORMATION

ASSOCIATED WITH fREDACTni)]
THAT IS S rORED AT PREMISES

CONTROLLED BY LAVABIT LLC

In re Grand Jury

No. 1;13EC297

No. I:13SW522

No. 13-1

ORDER

WHEREAS, on January 7, 2016, the Court denied the Motion to Unseal Records and

Vacate Non-Disclosure Orders respecting case numbers 1:13EC297, 1;13SW522, and No. 13-1

and ordered the United States to file on the public docket copies of all the previously filed

pleadings, transcripts, and orders with redactions for only the identity of the subscriberand the

subscriber's email address;

WHEREAS, on February 24, 2016, the United Stales moved to publicly file exparte

documents redacted of sensitive, nonpublic facts the disclosure of which could damage the

ongoing investigation;

WHEREAS, on I'cbruary 24, 2016, the United Slates moved to redact publicly filed

documenis of (a) infonnation specific to the grand jury target thai would disclose, in effect, the

target's identityor would be protected from disclosure under Fed.R.Crim.P. 6(e), such as the
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criminal statutes under investigation by the grand jurj'; and (b) infonnation, such as the home

address ofMr. Lcvison that should be redacted pursuant to Fed.R.Crim.P. 49.1 and EDVA Local

Rule 49;

The court hereby finds that the government has a compelling interest in keeping under

seal certain fads, the disclosure of which could damage the ongoing investigation or is protected

by Fed.R.Crim.P. 6(e) and 49.1; the government's interest in keeping the redacted material

sealed outweighs any public interest in disclosure; and having considered alternatives to the

proposed redactions none will adequately protect those interests; it is hereby

ORDERED that the above-captioned cases are unsealed to allow the Clerk's office to file

on the public docket and make electronically available through the CM/ECF system the

following pleadings, transcripts, and orders as redacted in accordance with the Attachments to

this Order:

I. Case Number 1:13EC297

Redacted Docket Sheet 1:13EC297

Redacted Motion for Order to Show Cause as to In Re: Pen Register (Dkt. #1)
Redacted ORDER Granting Motion for Order to Show Cause (Dkt. #2)
Redacted Summons Issued in case as to In Re: Pen Register (Dkl.. #3)
Redacted Supplement re Motion for Order to Show Cause (Dkt. #4)
Redacted Minute Entry for proceedings (Dkt. #5)
Redacted Order Denying Motion to Unseal (Dkl. #6)
Redacted Motion to Seal the grand jury subpoena (Dkt. #7)
Redacted Order Granting Motion to Seal the grand jury subpoena (Dkt. #8)
Redacted Minute Entry for Proceedings (Dkt. U9)
Redaclcd Scaled Transcript of Proceedings (Dkt. #10)
Redacted Under Seal Ex Parte Motion (Dkt. #11)
Redacted Scaled Order re UNDER SEAL EX PARTE MOTION (Dkt. #12)
Redacted version of Sealed Order (Dkt. #13)

Redacted Motion to Unseal Case (Dkt. #14)

Redacted Order to Respond to Motion to Unseal Case (Dkt. #15)
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Rcdacicd Response by US to In Re: Pen Register (Dkt. #16)
Redacted Protective Order as to In Re: Pen Register (Dkt. #17)

Case Number 1:13SW522

1. Redacted Docket Sheet 1: 13SW522

2. Redacted Search Warrant Application and Afildavit (Dkt. #1)
3. Redacted Search Warrant Issued (Dkl. U2)
4. Redacted Motion to Seal Search Warrant (Dkl. #3)

5. Redacted Order to Seal (Dkl. #4)

6. Redacted Appliealion for Non-Disclosure (Dkl. U5)
7. Redacted Nondisclosure Order (Dkt. 116)
8. Redacted Waiver of Personal Appearance (Dkl. #7)
9. Redacted Motion to Unseal Court Records (Dkl. #8)
10. Redacted Motion to Quash Subpoena (Dkt. #9)
11. Redacted Order denying Molion to Unseal and Motion to Quash (Dkt. #10)
12. Redacted Minute Entry (Dkt. #11)
13. Redacted Motion for Sanctions (Dkt. U\2)
14. Redacted Order Granting Motion for Sanctions (Dkt. #13)
15. Redacted Notice of Appeal (Dkt. # 14)
16. Redacted Transmission of Notice of Appeal (Dkt. #15)
17. Redacted Transcript of Proceedings (Dkt. #16)
18. Redacted USCA Case Number 13-4626 (Dkt. #17)
19. Redacted Order of USCA Consolidating Case No. 13-4625 and 4626 (Dkt. #18)
20. Redacted Under Seal Ex Parle Motion (Dkt. # 19)
21. Redacted Sealed Order re Under Seal Ex Pane Motion (Dkt. #20)
22. Redacted version of Sealed Order (Dkl. #21)
23. Redacted Published Opinion of USCA (Dkl. #22)
24. Redacted Judgment of USCA (Dkt. #23)
25. Redacted USCA Mandate re Notice of Appeal (Dkt. #24)
26. Redacted Motion to Unseal Case (Dkt. #25)
27. Redacted Order to Respond lo Motion to Unseal Case (Dkt. #26)
28. Redacted Response by US (Dkt. #27)
29. Redacted Protective Order (Dkt. #28)
30. Redacted Response of the United States in Opposition to Motion to Quash Subpoena

and Unseal Court Records (Filed July 31, 2013) (Dkt. #TBD)

It is further ORDERED that the originally filed, unredacted pleadings, transcripts, and

orders in matters 1:I3EC297, I:I3SW522, and No. 13-1 remain under seal, and that no part of
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ihem may be disclosed without Court order exccpt lo the extent provided above and in the

Court's January 7, 2016 Order.

It is so ORDERED.

ENTERED this-^<^^ of February 2016, at Alexandria, Virginia.

Claude M, Hilton

Senior United States District Judge
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IN THE UNITED STA TES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN <DRDER

AU'niORIZING THE USE OF A FEN

REGISTER/TRAP AND TR.ACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

FILED UNDER SEAL

No. 1;I3EC297

REDACTED

'•I '/'.f'

acBK.iis rtifinr cniiRi

MOTION OF TITE UNITED STATES

FOR AN ORDER TO SHOW CAUSE

The United States, through ine undersigned counsel, pursuant to Title ]8, United Stales

Code, Section 401, hereby moves fcr the issuance of an order directing Ladar Levison, the owner

and operator of Lavabit LLC, an electronic communications ser\'ice provider, to show causc why

Lavabit LLC has failed to comply with the orders entered June 28, 2013, in this matter and, as a

result, why this Court should not hold Mr. Levison and Lavabit LLC in contempt for its

disobedience and resistence to these lawful orders. The United States further requests that the

Court convene a hearing on this moaon on July 16, 2013, at 10:00 a.m., and issue a summons

directing Mr. Levison to appear before this Court on that date. In support of this motion, the

United Stales represents;

1. The United States is conducting a criminal investigationoffor

violations of a number of federal statutes, including 18 U.S.C.

and 18 U.S.C. §

I, a criminal complaint was filed charging|
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J^DACTED

with these offenses. Iremainsa fugitive.

2. Tlie investigation haj. revealed thai Ihas uliiized and continues to utilize

an entail account obtained through Lavabit LLC, an eicclronic communications servicc provider

{see http://lavabit.com/). On or abo Jt June 8, 2013, a grand jury subpoena was served on Lavabit

LLC through Ladar Levison for billing and subscriber information for ll.avabit email

account, Mr. Levison provided that information. OnJunc 10, 2013, the United States obtained

an order pursuant to 18 U.S.C. § 27()3(d) directing Lavabit LLC to provide, within ten days,

additional records and information about jmail account. Mr. Levison received that

order on June 11, 2013, Mr. Levison responded by mail, which was not received by the

government until June 27, 2013. Mr. Levison provided very liftle of the information sought by

the June 10,2013 order.

3. On June 28, 2013, th; United States obtained a pen regisier/irap and trace order on

email account, a copy of which is attached together with the application for that

order.

4. On June 28, 2013, FBI special agenis met Mr. Levison at his residence in Dallas,

Texas, and discussed the prior grand jury subpoena served on Lavabit LLC and the pen register

order entered that day. Mr. Levison did not have a copy of the order when he spoke with the

agents, but he received a copy from the FBI within a few minutes of their conversation. Mr.

Levison told the agenis that he would not comply with the pen register order and wanted to speak

to an attorney, It was unclear whether Mr, Levison would not comply wilh the order because it

was technically not feasible or difficult or because it was not consistent with his business practice

of providing secure, encrypted emai.i service for his customers.
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REDACTED

5. On June 28,2013, after this conversation with Mr. Levison, the United States

obtained an Order Compelling Compliance Forthwith, which directed Lavabit to comply with the

pen register order. Copies of that motion and order are attached.

6. Sincc June 28, 2013, the FBI has made numerous attempts, without success, to

speak and meet directly with Mr. Lavison to discuss the pen register order and his failure to

provide "all information, facilities, and technical assistance necessary to accomplish the

installation and use of the pen/trap ievice" as required by that order. As of this date, Lavabit

LLC has not complied with the ordsr.

7. The United States requests that the Court enter the attached proposed order

directing Mr. Levison to show cause why Lavabit LLC has failed to comply with thepen register

order and why, therefore, he should not be held in contempt. The United States requests that this

show cause hearing be scheduled for July 16, 2013, at 10:00 a.m., and that a summons be issued

directing Mr. Levison to appear belbre this Court on that date.

8. The June 10, 2013 Section 2703(d) Order and the June 28. 2013 pen register order

remain under seal. In addition, these orders provide that Lavabit LLC shall not disclose the

e.xistence of the govememnt's applications and the orders lo the subscriber' or to any

other persons unless otherwise authorized to do so by court order, except thai Lavabit LLC may

disclose the orders to an attorney fcr the purpose of obtaining legal advice regarding these orders.

The United Stales requests that these documents remain under sea!, that the non-disclosure

Case 1:13-ec-00297-TCB   Document 25-1   Filed 02/24/16   Page 3 of 22 PageID# 467



redacted

provisions of the orders remain in effect, and that this motion and order and any subsequent

pleadings and/or proceedings regarding this motion also be scaled.

Respectfully submitted,

Neil H. MacBride

United Stales Attorney

^^es L. Trump / /J
United Stales Anorney'̂ ^J^ce
Justin W. Williams U.S. Attomey's Building
2100 Jamieson Avenue

Alexandria. Virginia 22314
Phone; 703-299-3700
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PROPOSED

ORDER TO SHOW CAUSE
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IN THE UNlTEr) STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

AUTi lORIZING THE USE OF A PEN

REGISTER/TRAP ANDTR-^CE E'EVICE

ON AN ELECTRONIC MAIL ACCOUNT

UNDER SEAL

No. 1:13EC297

REDACTED

ORDER TO SHOW CAUSE

Upon moiion of the United States pursuant to Title 18, United Stales Code, Section 401,

good cause having been shown, IT IS HEREBY ORDERED:

1. Ladar Levison. the o-^ner and operator of Lavabit LLC, an electronic

communications service provider, sliali appear before this Court on July 16, 2013, at 10:00 a.m.,

at which lime he shall show cause why Lavabit LLC has failed lo comply with the orders entered

June 28, 2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in

contempt for its disobedience and resistcnce to these lawful orders;

2. The Clerk's Office shall issue a summons for the appcarance ofMr. Levison on

July 16, 2013, at 10:00 a.m. The Clerk's Office shall provide the Federal Bureau olTnvestigation

with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

3. Tlic Federal Bureau of Investigation shall ser\'e the summons on Mr. Levison

together with a copy of the Motion of the United States for an Order lo Show Cause and a

certified copy of this Order to Show Cause.

4. The sealing and non-disclosure provisions of ihe June !0, 2013 Scction 2703(d)

order and the June 28. 2013 pen reg ster order shall remain in full force and effcct. Mr. Levison
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REDACTED

and Lavabit LLC shall not disclose the existence of these applications, motions, and coun orders,

including this Order to Show Cause, to the subscriber or to any other persons unless otherwise

authorized to do so by court order, except that Lavabit LLC may disclose the orders to an

attorney for the purpose of obtaining legal advice regarding these orders.

5. This Order, the Motion of the United Stales for an Order to Show Cause, and any

subsequent pleadings and proceedings regarding this matter shall be placed under seal until

further order of this Court.

Entered in Alexandria. Virginia, this day of July, 2013

Claude M. Hilton

United States District Judge
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PEN REGISTER

APPLICATION AND ORDER
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IN THE UNITED STATES DISTRICT COURT FOR

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

REDACTED

0 L E ^
r

CLSni'., U -i. !j:ST;^ICTCOURT
/\i nxA.'inRiA, v;r"jiMiA

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OF PEN
REGISTERn^RAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

CLInder SeaH

!:!3 EC <^"^1

APPLICATION

Andrew Peterson, Assistant United States Attorney for the Eastern District of Virginia,

applies to the Court pursuant to 18 U.S.C. § 3122 for an Order authorizing the installationand

use of a pen regisier/trap and trace device or process ("pen'trap device") on all electronic

communications beins sent from or sent to the account associated with

that is I'egistered to subscriber at Lavabit. LLC

("Lavabit"), (hereinafter referred to as the "SUBJECT ELECTRONIC MAIL ACCOUNT").

In support of this Application, s/he states the following;

1. Applicant is an "attorney for the Government" as defined in Rule 1(b)(1) of the

Federal Rules of Criminal Procedure, and therefore, pursuant to 18 U.S.C. §§ 3122(a)(1) and

3123(a)(1), may apply for an ex pate order authorizing the installation and use of pen register

and irap and trace devices and processes anywhere within the United Stales.

2. I certify that this request is made in conncction with the criminal investigation by

Federal Bureau of Investigation into possible violations of 18 U.S.C. §§ , and

.

3. in support of this Ajjplication, I proffer that I have discussed this investigation

with an agent of the Federal Bureau of Investigation, who has informed me that he is involved in

the criminal investigation ofj evidence of possible violations of 18 U.S.C.

Through my discussions with this agent, i have learned that

information likely lo be transmittec to or from the SUBJECT ELECTRONIC MAIL ACCOUNT
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is relevant to the ongoing criminal investigation:

redacted

has admitted to

I A resume belonging to

identified the SUBJECT ELFXTRONIC MAIL ACCOUNT as belonging to •••.

A subpoena to Lavabit, LLC indicated that the SUBJECT ELECTRONIC MAIL ACCOUNT is

registered to an individual named

the account sent an e-mail that stated:

|." On June 27, 2013, an individual using

4. Based on the foregoing information, I certify thai the information likely to be

obtained from the pen/trap devlcc c^n the SUBJECT ELECTRONIC MAIL ACCOUNT is

relevant to an ongoing criminal investigation in that this information will concern the

aforementioned offenses and will aid in the investigation.

5. The term "pen rcgis';er," as defined at 18 U.S.C. § 3127(3), as amended, is "'a

device or process which records or decodes dialing, routing, addressing, or signaling information

transmitted by an instrument or facility from which a wire or electronic communication is

transmitted." A "trap and trace device," defined at 18 U.S.C. § 3127(4), as amended, is "a device

or process which captures the incoming electronic or other impulses which identify the

originating number or other dialing, routing, addressing, and signaling information reasonably

likely to identify the source of a wi:-e or electronic communication."

6. In the traditional teUiphonc context, a pen/trap device collects origin and

destination information such as the telephone numbers dialed for a telephone cail. The same

principles apply in the context of Irtemet electronic mail; a pen/trap device collects addressing

information contained in mail headers. Mail headers are portions of Internet communications
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REDACTED

thai contain addressing informatio:i analogous to "To:" and "From:" addresses for traditional

letters and to origin and destination teiephone numbers for telephone calls. Importantly, mail

headers (except the subject lines of e-mails, which may themselves include content) do not

contain the contents of electronic communications. Accordingly, this Application does not seek

authority to intercept the contents of any electronic communications, and, in particular, does not

seek the subject lines of electronic mails.

7. In the instant investigation, the pen/trap device sought by this Application will

intercept electronic mail headers. According to Federal Bureau of Investigation agents, the

device will only retrieve ail non-content dialing, routing, addressing, and signaling information

(including Internet Protocol addresses, port number assignments, and electronic mail addresses).

Specifically, the "To:" portion of the mail header will be the destination electronic mail address

in the mail headers; while the "From:" portion of the mail header will be the sender's electronic

mail address (in this case, the user of the SUBJECT ELECTRONIC MAIL ACCOUNT). The

device will not capture any "Subject:" portion, which could possibly contain content. The system

will also record the date and time of the initiation and receipt of such transmissions, and record

their duration. This system also records user log-in data (date, time, duration, and Internet

Protocol address of all log-ins lo the SUBJECT ELECTRONIC MAIL ACCOUNT).

8. Based upon the above certification, and pursuant to 18 U.S.C. §§ 3122 and 3123,1

hereby request that the Court issue an Order authorizing the installation and use of a pen/trap

device to capture all non-content dialing, routing, addressing, and signaling information

(including Internet Protocol addres:;es, port number assignments, and electronic mail addresses),

sent to or from the SUBJECT ELECTRONIC MAIL ACCOUNT, lo record the dale and time of

the initiation and receipt of such transmissions, lo record the duration of the transmissions, and to

record user log-in data (date, time, duration, and Internet Protocol address of all log-ins) on the

SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of

such Order or the date the monitoring equipment becomes operational, whichever occurs later.
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REDACTED

9. Pursuam to 18 U.S.C. § 3123(b)(2), I further request thai the Court order the

Lavabit to furnish information, facilities, and technical assistance necessary to accomplish the

installation of the pen/trap device v.nobtrusively, with reasonable compensation to be paid by the

Federal Bureau of Investigation for reasonable expenses incurred in providing such facilities and

assistance.

10. Lavabit is a provider of electronic communication service to the public. The

United States (including but not limited to the Federal Bureau of Investigation) may find il

necessary to install and use its own pen/trap device on a packet-switched data network of the

public provider. In that event, as required by 18 U.S.C. § 3123(a)(3), the United States shall

ensure that a record is maintained that will identily; (a) any officer(s) who installed the device

and any ofrjcer(s) vv'ho accessed the device to obtain information from the network; (b) the date

and time the device was installed, the date and time the device was uninstalled, and the date,

time, and duration of each lime the device is accessed to obtain informaiion; (c) the configuration

of the device at the lime of its installation and any subsequent modification thereof; and (d) any

information which has been collected by the device. To the extent that the pen/trap device can be

set to automatically record this information electronically, the record shall be maintained

electronically throughout the installation and use of the pen/trap device. Pursuant to 18 U.S.C. §

3123(a)(3)(B), as amended, such record(s) shall be provided ex oarte and under seal to this Court

within 30 days of the termination of the Order (including any extensions thereoQ-

11. 1also respectftilly request pursuant to 18 U.S.C. § 3123(d) that this Application

and Order be filed under seal until unsealed by the Court, and that Lavabit be directed not to

disclose the existence of this investigation and Order. Based on the information provided in this

application, 1 believe that disclosure of the requested Order may seriously jeopardize the

investigation in that the parties cuncntly using the SUBJECT ELECTRONIC MAIL ACCOUNT

win cease to use the account to conduct their illegal activities and may destroy evidence of past

activities. Notwithstanding this request, I would ask that copies of the Order be fumished to the

Federal Bureau of Investigation, tht; United States Artomey's Office, and Lavabit.
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12. WHEiy-FORE, it ii respectfully requested that ihe Court grant an Order (1) that

authorizes the installation and use of a pen/trap device to capture all non-content dialing, routing,

addressing, and signaling information (including fntemei Protocol addresses, port number

assignments, and electronic mail addresses) sent lo or from the SUBJECT ELECTRONIC MAIL

ACCOUNT, to record the date and time of the initiation and receipt of such transmissions, to

record the duration of the transmissions, and to record user log-in data (date, time, duration, and

Internet Protocol address of all log-ins) on the SUBJECT ELECTRONIC MAIL ACCOUNT, all

for a period of sixty (60) days from the dale of such Order or the dale ihe monitoring equipmeni

becomes operational, whichever occurs later; (2) that directs Lavabii to furnish the United States

(including bui not limited lo the Federal Bureau of Invesligaiion) forthwith, all infonnation,

laciiities, and technical assistance nccessary to accomplish the installation and use of ihe device

unobtrusively and with a minimum of interference to the service presently accorded persons

whose transmissions are the subject of the pen/trap device; (3) that requires lhai Lavabii be

compensated bythe Federal Bureau of Investigation for reasonable expenses incurred in

providing technical assistance; (4) •:hat places this Application and Order under seal until

otherwise ordered by the Court; (5) that allows copies of such Order to be furnished to the

Federal Bureau of Investigation, the Uniled Slates Attorney's Office, and Lavabii; and (6) that

directs that Lavabit and its agenis and em.ployees, not disclose to the listed subscriber, or to any

other person, the existence of the psn/trap device or of this investigation unless or until otherwise

ordered by the Court.

The foregoing is based on information provided to me in my official capacity by agents of

the Federal Bureau of Investigation.

I declare under penalty of perjury that the foregoing is true and correci to the best of my

knowledge and bclicl", and that this declaration was executed on Ihis 28"^ day of June, 2013.

Andrew Peicrson
Assistant United States .Attorney
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IN THE UNITEEi STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION Am USE OF A PEN
REGISTERTTRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

(Under Seall

1:13 EC

redacted

ORDER

This matter having come before the Court pursuant to an Application under 18 U.S.C.

§ 3122, by Andrew Peterson, Assistant United States Attorney, an attorney for the Government

as defined by Fed. R. Crim. P. l(bX!), requesting an Order under 18 U.S.C. § 3123, authorizing

the installation and use of a pen register and the use of a trap and trace device or process

("pen/trap device") on all electronic communications being sent from or sent to the account

associated with that registered to subscriberassociated with that registered to subscriber

Lavabit. LLC (hereinafter referred tc as the "SUBJECT ELECTRONIC MAIL ACCOUNT').

TTie Court finds thai the applicant has certified tliat the information likely to be obtained by such

installation and use is relevant to an ongoing criminal investigation into possible violation(s) of

§§ and y
IT APPEARING that the information likely to be obtained by the pen/trap device is

relevant to an ongoing criminal inveiuigation of the specified offense;

IT IS ORDERED, pursuant to 18 U.S.C. § 3123, that a pen/trap device may be installed

and used by Lavabit and the Federal Bureau of Investigation to capture all non-content dialing,

routing, addressing, and signaling information (as described and limited in the .Application), sent

from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of

the initiation and receipt of such transmissions, to record the duration of the transmissions, and to

record user log-in data (date, time, duration, and Internet Protocol address of all log-insj on the
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SUBJECT ELECTRONIC MAIL A(XOUNT, all for a period of sixty (60) days from the date of

such Order or the date the monitorin gequipment becomes operational, whichever occurs later;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3]23Cb)C2), that Lavabit shat!

{iimish agents from the Federal Bureau of Investigation, forthwith, all information, facilities, and

technical assistance necessary to accomplish the installation and use of the pen/trap dcvice

unobtrusively and with minimum interference to the services that are accorded persons with

respect to whom the installation and use is to take place;

IT IS FURTHER ORDERED thai the United States take reasonable steps to ensure that

the monitoring equipment is not used to capture any "Subject;" portion of an electronic mail

message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of

Investigation for reasonable expenses incurred in providing technical assistance;

IT IS FURTHER ORDERED that, in the event that the implementing investigative

agency seeks to install and use its own pen/trap device on a packet-switched data network of a

public provider, the United States shall ensure that a record is maintained which will ideniify: (a)

any ofiicer(s) who installed the dcvice and any ofricer(s) who accessed the device to obtain

information from the net\vork; (b) the date and time the device was installed, the date and time

the dcvice was uninslalled, and the date, lime, and duration of each lime the device is accessed to

obtain information; (c) the configuration of the device at the time of its installation and any

subsequent modification thereof; anc (d) any infomiation which has been collected by the device.

To the extent that the pen/trap device can be set lo automatically record this information

electronically, the record shall be maintained electronically throughout the installation and use of

the pen/trap device. Pursuant to 18 U.S.C. § 3123(a)(3)CB), as amended, such record(s) shall be

provided cx narte and under seal to this Court within 30 days of the termination of this Order,

including any extensions thereof;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123Cd), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such Order may be
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furnished to the Federal Bureau oflnvestigaiion, ihe United States AUomcy's OlTlce, and

Lavabit;

IT IS FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap

device, or the existence of the investigation lo any fjerson, except as necessary to efTcctuatc this

Order, unless or until otherwise ordered by the Court.

SO ORDERED;

%X^iled States Magistrate Judge
Hon. Theresa C. Buchanan
United States Magistrate Judge
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COMPULSION

MOTION AND ORDER
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IN THE UNITED STATES DISTRICT COURT 1-OR THE Ij Jj-'i 2 8 •

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN T!-1E MAITER OF Tl IE APPLICATION

OF THE UNITED STATES 01- AMERICA

FOR AN ORDER AUTHORIZING THE

INSTALLATION AND USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

(Under Seal)

1:13 EC 297

CLEBK U.S.DISTFICI t^UUftT
nicVANPmA.ViRGlt-ilA _

MOXrON FOR ENTRY OF AN ORDER TO COMPEL

'ITie United Slates, by and through its undersigned counsel, hereby requests the Court

enter an Order directing Lavabit, LLC, to comply with the Court's June 28, 2013 Pen

Register/Trap and Trace Order. In :>upport of the motion the United Stales declares as follows:

1, On June 28, 2013, at approximately 4 p.m., this Coun entered an Order pursuant

10 18 U.S.C. § 3123 authorizing the installation and use of a pen regisler and the use of a trap and

trace device ("pen/trap device") on all electronic communications being sent from or sent to the

electronic mail account 1. That e-mail account is controlled by Lavabit.

LLC.

2. In its Order, the Court found that the information to be collected by the pen/trap

device would be relevant to an ongoing criminal investigation. In addition, the Court ordered

Lavabit "shall funiish agents from the Federal Bureau of Investigation, forthwith, all

information, facilities, and technical assistance necessary to accomplish the installation and use

of the pen/trap device,"

3. The Federal Bureau of Investigation served a copy of the Order on Lavabit that

same afternoon. A representative of Lavabit stated thai it could nol provide the requested

information because the user of the account had enabled l.avabit's encryption services, and thus
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Lavabit would not provide the requested information. The representative of Lavabit indicated

that Lavabit had the technical capability to decrypl the information but that Lavabit did not want

to ''defeat [its] own system."

4. The representative ol'Lavabit did not comply with the Order, and indicated he

first wanted to seek legal advice.

5. The Pen Register anc Trap and Tracc Act gives this Court the authority to order a

provider to assist the government in the executionof a lawful pen register or trap and trace order,

including by providing information. Section 3122 ofTitle 18. United States Code, provides in

part: "An order issued under this section— ... shall direct, upon the request of the applicant, the

furnishing of information, facilities, and technical assistance necessary to accomplish the

installation of the pen register or IraD and trace device under section 3124 of this title." Section

3124(a) provides, "Upon the request of an attorney for the Government or an oi'ficer of a law

enforcement agency authorized to install and use a pen register under this chapter, a provider of

wire or electronic communication service... shall furnish such investigative or law enforcement

officer forthwith all information, facilities, and technical assistance nccessary to accomplish the

installation of the pen register unobtrusively and with a minimum of interference... if such
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assistance is directed by a court order as provided in section 3123(b)(2) of this title." Section

3124(b) contains a similar provision governing trap and trace orders.

Wherelbre, the United Slates requests an Order directing Lavabit to comply forthwiih

with the Court's June 28. 2013 Ordur.

Respectfully submitted,
NEIL H. MACBRIDE

United States Attorney

(J
Andrew Peterson

Assistant United States Attorney
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATrER OF THE APPLICATION

OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE

INSTALLATION AND USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

(Under Seall

1:13 EC 297

LLi

CLtl^K, U.S pr;ip-~
ALf-XAfino .

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on June 28,2013, at approximaiely 4:00 p.m., this Court entered an Order

pursuant to 18 U.S.C. § 3123 authoiizing ihe installation and use of a pen register and the use of

a trap and tracedevice ("pen/trapdcvice") on all electronic communications beingsent from or

sent to (he electronic mail account! which is an e-mail account

controlled by Lavabit, LLC ("Lavabit"); and

WHEREAS, this Court found that the information obtained by the pen/trap device would

be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavabit ''shall fijmish agents from the

Federal Bureau of Investigation, foiihwith, all information, facilities, and technical assistance

necessary to accomplish the installation and use of the pen/trap device;" and

WHEREAS, Lavabit informed the Federal Bureau of Investigation that the user of the

account had enabled Lavabii's encryption services and thus the pen/trap device would not collect

the relevant information; and

WHEREAS, Lavabit informed the FBI that it had the technological capability lo obtain

the information but did nol want to "defeat [its] ov-n system;"
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IT IS HEREBY ORDERED thai Lavabil LLC is directed to comply forthwith with the

Court's June 28,2013 Order, and provide the Federal Bureau of Invesligalion wilh unencrypted

data pursuant lo ihe Order. To ihe extent any information, facililies, or technical assistanceare

under the control of Lavabit are needed to provide the FBI with the unencrypted data, Lavabil

shall provide such information, facilities, or technical assistance forthwith.

Failure to comply with this Order shall subject Lavabil to any penalty within the power of

EheCourtj,^JU^(iU> '̂~tyJL jOu ^

SO ORDERED. , 3

"^^^^^lereaa Carroll Buchanan "

Hon. Theresa C. Buchan^ '

United States Magistrate Judge
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNDER SEAL

REDACTED

V) i'Ji.-:IN THE MATFER OF THE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

AUTHORIZING THE USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE

ON AN ELECTRONIC NIAH- ACCOUNT

No. 1:13EC297 CLERK, U.S DISIBiCI COI'H'

ORDER TO SHOW CAUSE

Upon motion of the United States pursuant to Title 18,United Slates Code, Section 401,

good cause having been shown, IT IS HEREBY ORDERED:

1. 1aHar Levison, the owner and operatorof Lavabit LLC, an electronic

communications sen'ice provider, shall appear before this Court on Juiy 16,2013, at 10:00 a.m.,

at which timehe shall show cause why Lavabit LLC has failed to comply with the orders entered

June 28,2013, in this matter and whythis Court should not hold Mr. Levison andLavabit LLC in

contcmpt for its disobedience and resistence to these lawful orders;

2. The Clerk's Office jihall issue a summons for the appearance ofMr. Levison on

July 16,2013, at 10:00 a.m. The Clerk's Office shall provide the Federal Bureau oflnvestigation

with a cenified copy of the summo::is for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau oflnvestigation shall serve the summons on Mr. Levison

together with a copy of the Motion of the United States for an Order to Show Cause and a

certified copy of this Order to Shov/ Cause.

4. The sealing and non-disclosure provisions of the June 10, 2013 Section 2703(d)

order and the June 28, 2013 pen repster order shall remain in full force and effect. Mr. Levison
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and Lavabii LLC shall not disclose the existence of these applications, motions, and court orders,

including this Order to Show Cause, to the subscriber or to any other persons unless othenvise

authorized to do so by cotirt order, except that Lavabit LLC may disclose the orders to an

attorney for the purpose of obtaining legal ad\'ice regarding these orders.

5. This Order, the Motion of the United Slates for an Order to Show Cause, and any

subsequent pleadings and proceedLigs regarding this matter shall be placed under seal until

further order of this Court.

Entered in .A.lcxandria, Virg;inia, this _$j^day ofJuly, 2013

Claude M. Hilton

United Stales District Judge

ATHUE COPY,TESTE:
CLERK, US. DISTRICT COITT

y • • ^
DEPUlYCLti-iK
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AO 8? (Rev, 06A)9) Summons in a Criminal Case

United StatMs District Court
for the

EasJern District of Virginia

REDACTED

United States of America

Ladar Levison
Case No. I:13ec297

Defendant

SUMMONS IN A CRIMINAL CASE

YOU ARE SUMMONED to appear before the United States district court at the tinae, date, and placc set forth
below to answer to one or more offenses or violations based on the following document filed with the court;

• Indictment G SupersedingIndictment • Information • Superseding Information • Compiaini

• Probation Violation Petition • Supervised Release Violation Petition • Violation Notice S Order of Court

Place: 401 Courthouse Square
, Alexandria, VA 22314

This offense is briefly described as follows:

See Attached Order

07/09/2013

' declare under penalty of perjury that I have;

• Executed and returned this summons

Courtroom No.: 800- Judge Hilton

Date and Time: 7/16/13 (aj 10:00 am

Issuing officer'sBignalvre

Kathy Roberts - Deputy Clerk
I'rinutd name and lille

• Reiurned this summons unexecuted

A TRUE COPY.TESTH:
CLERK, U.S. niSTRlCT OOViTT

• j. j • -

Printed name and title
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VRGINIA

Alexandria Division l?_
UNDER SEAL

REDACTED

9 20i:<IN THE MATTER OF THE

APPLICATION OF THE UNITEEi

STATES OF A.N'IERICA FOR AN ORDER

AUTHORIZING THE USE OF A PEN

REGISTERyTRAP AND TRACE IDEVICE

ON AN ELECTRONIC MAIL ACCOUNT

No. 1:13EC297 CLERK. ll.S OlSISiCi Kil'fit

ORDER TO SHOW CAUSE

Upon molion of the United States pursuant to Title 18, United States Code, Section 401,

good cause having been shown, IT IS HEREBY ORDERED:

1. Ladar Levison, the owner and operator ofLavabit LLC, an electronic

communications service pro\'ider, shall appear before this Court on July 36, 2013, at 10:00 a.m.,

at which time he shall show cause why Lavabit LLC has failed to comply with the orders entered

June 28, 2013, in this matter and why this Coiirt should not hold Mr. Levison and Lavabit LLC in

contempt for its disobedience and resistence to these lawful orders;

2. The Clerk's Oflice £;hall issue a summons for the appearance of Mr. Levison on

July 16, 2013, at 10:00 a.m. The Clerk's Office shall provide the Federal Bureau of Investigation

with a certified copy of the summons for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau of Investigation shall serve the summons on .Mr. Levison

together with a copy of the Motion of the United States for an Order to Show Cause and a

certified copy of this Order to Shov/ Cause.

4. The sealing and non-disclosure provisions of die June 10, 2013 Section 2703(d)

order and the June 28,2013 pen reg,ister order shall remain in full force and effect. Mr. Levison
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and Lavabil LLC shall not disclose the existence of these applications, motions, and court orders,

including this Order to Show Causu, to the subscriber or to any other persons unless otherwise

authorized to do so by court order, except that Lavabit LLC may disclose the orders to an

attorney for the purpose of obtaimr.g legal advice regarding these orders.

5. This Order, the Motion of the UnitedStates for an Order to Show Cause, and any

subsequent pleadings and proceedrigs regarding this matter shall be placed under seal until

further order of this Court.

Entered in .Alexandria, Vir£;inia, this _^j^day ofJuly, 2013

Claude M. Hilton

United States District Judge

A TRUE COPY,TESTE
CLERK, U.S. DISTRICT COVr.T

LiEPUJYCLti-iK
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IN THE UNITED STATES DISTRICT COURT FOR

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

AUTHORIZING THE USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

FILED UNDER SEAL

No. !:13EC297

REDACTED

CLfRK.^ys^ni'jiiiq cmmr

SUPPLEMENT TO THE MOTION OF THE UNITED STATES

FOR AN ORDER TO SHOW CAUSE

The United States, through the undersigned counsel, submits the Ibllowing additional

information in support of its show causc motion filed July 9, 2013:

1. Following ihe issuance of the Court's Order to Show Cause, the government had a

meeting/conference call with Mr. Levison and his then counsel. Mr. Levison was in Dallas,

Texas, at the FBI field office, at the time, and his counsel from San Francisco, California, and

prosecutors and FBI agents from the Washington, D.C. field ofTice participated by telephone. The

conference call Vv'as convened to discuss Mr. Levison's questions and concerns about the

installation and operation of a pen register on the targeted email account. Mr. Levison's

concerns focused primarily on how the pen register device would be installed on the Lavabit LLC

system, what data would be captured by the device, what data would be viewed and preserved by

the government. The parties also discussed whetherMr. Levison would be able to provide

"keys" for encrs'pted information.

2. During the confcrencc call, ihe FBI explained to Mr. Levison that the pen register

could be installed with minimal impact to the Lavabit LLC system, and the agents told Mr.
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Levison thai they would meei with him when they were ready to install the device and go over

with him any of the technical details regarding the insiallation and use of the pen register. As for

the data coliected by the device, the agents assured Mr. Levison that the only data that the agents

would review is that which is stated in the order and nothing more {i.e., user log-in information

and the dale, time, and duration of the transmissions for the target account).

3. Lavabit LLC provides encryption service to paid users (such as \. Based

on the conference call vriih Mr. Levison, the FBI is reasonably confident that with the encr>'ption

keys, which Mr. Levison can access, it would be able view in an un-encrypied formal any

encrypted information required to be produced through the use of the pen register,

4. Mr. Levison and his attorney did not commit to ihe installation and use of the pen

register at the conclusion of the July 10 conference call. On July 11, 2013, counsel who

participated in the conference call informed the government that she no longer represented Mr.

Levison or Lavabii LLC. In addition, Mr. Levison indicated that he would nol come to court

unless the govemmem paid for his travel.

5. On July 11,2013, FBI agents served Mr. Levison with a grand jury subpoena

directing him to appear before the grand jury in this district on July 16, 2013. As a grand jury

witness, the govenmient was responsible for making Mr. Levison's travel arrangemenis.

6. On July 11, 2013, the undersigned counsel sent Mr, Levison an email indicating

that he has been served with a show cause order from this Court requiring his appcarance on July

16, 2013, and a subpoena requiring his appearance on the same date before a federal grand jury.

The email further advised Mr. Levison that he should contact the United States Attorney's Office

as soon as possible to inake his travel an'angements.
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7. On July 13,2013, Mr. Levison, who wasno longer represented bycounsel, sent

government prosecutors an email indicating that he would beable to collect the data required by

the pen register and provide that data to the government after 60 days (the period of the pen

register order). For this service, Mr. Levison indicated that the government would have to pay

him $2000 for "developmental time and equipment" plus an additional $1500 if the government

wanted the data "more frequently" than after 60 days.

8. On July 13, 2013, the government responded lo Mr. Levison's proposal. The

prosecutors informed Mr. Levison that the pen register is a devise used to monitor ongoing email

traffic on a real-time basis and providing the FBI with data after 60 days was not sufficient.

Furthermore, prosecutors informed him that the statute authorizes the government tocompensate

a service provider for "reasonable expenses," and the amount he quoted did not appear to be

reasonable. Mr, Levison responded by email stating that the pen register order, in his opinion,

does not require real-time access (although this fact was discussed at length during theJuly 10

conference call). Moreover, he indicated that the cost of reissuing the "SSL certificate" (for

encryption service) would be $2000. It was unclear in his email if this $2000 was an additional

expense to beadded to the $3500 previously claimed. Mr. Levison indicated that he would try to

contact the person responsible for making his travel arrangements at the United States Attorney's

office on Sunday af\emoon.

9. On July 15, 2013, Mr. Levison spoke with the person responsible for making his

travel arrangements. He was told that he was booked on a flight from Dallas, Texas, to Reagan

Nalional Airport departing lhat same evening. He also had a hotel reservation. Mr. Levison

indicated that he needed a doctor's approval before traveling.
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10. The proceeding before the Court today is to determine whether Lavabit LLC and

Mr. Levison should be held incivil contempt. Civil contempt, as compared to criminal contempt

under rule 42 of the Federal Rules ofCriminal Procedure, is intended to coerce compliance with

a coun order. There are four elements to civil contempt: (1) the existence of valid order of which

Lavabit LLC and Mr. Levison had actual or constructive knowledge; (2) the order was in the

government's "favor"; (3) Lavabit LLC and Mr, Levison violated the terms of the order and had

knowledge, or constructive knowledge, of such violation; and (4) the government suffered harm

as a result. In re GrandJurySubpoena (T-112), 597 P.Sd 189, 202 (4thCir. 2012).

11. Here, cach of these elements has been met. Lavabit LLC, through direct

communication between the government and Mr. Levison, its ownerand operator, has had actual

knowledge ofthe pen register order and the subsequent June 28 order of the magistrate judge

compelling compliance with that order, 'I'his Court's show causc order, which was personally

served on Mr. Levison, provided further notice of the violation of those orders by Lavabit LLC.

The government clearly has suffered harm in that it has lost 20 days of information as a result of

non-compliance.

12. Lavabit LLC may comply with the pen register order by simply allowing the FBI

to install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC

informs the Court it will comply with the order, the government will not seek sanctions. If,

however, Mr. Levison informs the Court that Lavabit LLC will not comply, the government

requests that the Court impose a fine of $1000 perday, commencing July 17,2013, until Lavabit

I.LC fully complies with the pen register order,

13. To the extent that Lavabit LLC takes the position that ihe pen register docs not
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authorize theproduction of the encryption keys, thegovernment has asked the Court to authorize

the seizure of that information pursuant to a warrant under Title 18, United States Code, Section

2703, thus rendering this argument moot.

14. The Court has scaled this proceeding. This pleading has also been filed under seal.

The United States will hand deliver a copy ofthis pleading to Mr. Levison at today's hearing.

Respectfully submitted,

Neil H. MacBride

United States Attorney

^ y—/ 7//uf/s
y^mes L. Trump '
United States Attomey'g;>>nice
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue

Alexandria, Virginia 22314
Phone: 703-299-3700
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Date: 7/16/13

Time: 10:40-11:00

Judge; Hillon

**UNDER SEAL HEARING^

Case Number: 1:13EC00297-001

IN THE MATI ER OF THE
APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN

REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

(-nunsel Tor Government:

James Trump
Andrew Peterson

Brandon Van Grack

Matthew Braverman

Michael Ben'Ary

Respondent:
Ladar Levison, pro se

REDACTED

Reporter: Westfall
interpreter:
Language:

Appearances ofCounsel for (^) Government (>^) Respondent Pro Se
Respondent's motion to unseal - Denied.

Matter re: pen register resolved at this time; hearing set for July 26,2013 @10:00.
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

redacted

f.

Cltf', 'I.' PI'Vim ^.,7,
IN THE MATTER OF THE )
APPLICATION OF THE UNITED )

STATES AUTHORIZING THE USE OF )
A PEN REGISTER/TRAP AND TRACE )
DEVICE ON AN ELECTRONIC MAIL )
ACCOUNT )

Criminal No. 1:13EC297

ORDER

This matter comes before the Court on the Government's Motion

that Ladar Levinson, the owner and operator of Lavabit, LLC show cause

as to why Lavabit, LLC has failed to comply with the Court's Order

of June 28, 2013 and why this Court should not hold Mr. Levinson and

Lavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal.

For the reasons stated from the bench, it is hereby

ORDERED that Ladar Levinson's Motion To Unseal is DENIED and

this matter is continued to Friday, July 26, 2013 at 10:00 a.m. for

further proceedings.

Alexandria, Virginia
July JC • 2013

CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE
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IN THE UNITED STATES DISTRICT COURT FOR THl

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE ) FILED UNDER SEAL
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTMORIZING THE USE OF A PEN )
REGISTHIVTRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

[N THE MAHER OF THE SEARCH AND )
SEIZURE OF INFORMATION )
ASSOCIATED WITH )

THAT

) No. 1:13SW522

)
STORED AT PREMISES CONTROLLED )
BY LAVABIT LLC )

In rc Grand Jury ) No. 13-1

MOTION OF THE UNITED STATES TO PLACE

GRAND JURY SUBPOENA UNDER SEAL

IT

The Uniied Slates, through the undersigned counsel, moves to place under seal ihe grand

jury subpoena served on Ladar Levison, the owner and operator of Lavabit LLC. In support of

this motion, the government submits:

L. The captioned proceedings have been placed under seal. The underlying

investigation to which these matters relate is ongoing, and the public disclosure of the pen

register order and the search warrant would undermine that investigation.

2. Mr. I-cvison was sen'cd with a grand jury subpoena for an appearance related to

the matters under seal, namely the implementation of the pen register order issued in No.

1:13EC297 and the warrant to seize certain information from (.avabit LLC to implement the pen

register in No. 1:13SW522. A copy of thai subpoena is altached.
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3. The same issues raised by ihe subpoena were discussed al the under seal hearing

held today before this Court. At the hearing, Mr. Levison moved to unseal certain aspects of

these proceedings so that the issues could be litigated publicly. That motion was denied.

4. The grand jury subpoena specifically refers to Lavabit LLC and the pen register

order. Hence, public disclosure of the subpoena would alert the target of the investigation that

the government has sought a pen register order and search warrant to obtain information about

his email communications, thus defeating the purpose ofutilizing those investigative methods.

5. The government and the Court are under an obligation to maintain the secrecy of

the grand jury, and an order compelling the government to place the grand jury subpoena under

seal is unnecessary. Mr. Levison, however, is under no such obligation. Accordingly, consistent

with the Court's denial of Mr. Levison's motion to unseal the pen register proceedings, the

United States asi^s the Court to enter an order placing the grand jury subpoena under seal.

Respectfully submitted,

Neil H. MacBride

.•Ohited States Attorney

'James L. Trump ^
United States Attorney's Office
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue

Alexandria, Virginia 22314
Phone: 703-299-3700
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AO no (Rsv, 01/09) Subpoena to Temfy Befbre t Grand Jury tM / I30J3537 /

United States District Court
forths

Eastern District ofVirginia
SUBPOENA TO TESTtFY BEFORE THE GRAND JURY

TO: Liidar Norm;iii Lcvison

Dallas, TX 75^

YOU ARE COMMANDED lo appear end testify beforeUnited States district court et time, date, and
place shownbelow lo lesifybefore thecourt'sgraodjury. V/hen youarrive, you must remainat thecoun until the
judge or a court officer allows you to leave.

LfNTTED STATES DISTRICT COURT

401 Counhoose Square
AlExandrfa, Virgfnia Z2314

SaieandTlme: July 16,20)3 9;M AM

You mustalsobringwith you the following documents, eiectronically siorcdinfoniarion. or objects
(blaaV: If n« applicable);

In aildirioii to your pmon»t appcaruncc, you are directed to bring to thcgrund jury the public und private
encryption kej's used by lavabii.com in any SSL (Secure Sockci Layer) or TLS (Transport Sccuriiy Layer)
sessions, including IITrPS sessions wiiii clients using the Isvabit.com web site and encrypted SMTP
eommunications (or Internet coniniunicarions using olher protocols) with mail servers;

Any other information ncccssary to accomplish iho installation and use or the pen/trap device ordered by
Judge Buchanan on June 28,2013, unobtrusively and with minimum interference to the services that are
accorded persons with respect to whom the installation and use is to t^ke pUce;

If such Information is dcctronically stored or unable to be physically transported to the grand jury, you
may provide a copy uf the information to the Federal Bureau of Investigation. Provision of this information
to the FBI docs not excuse your personal appearance.

Dats: July II.51113 CLERK OF COURT

Stgnaldri of lha Clerk or Deputy Clerk

Ths nme, address, email, and lelephone number of (he United Stares auon^ey, oraraistani United Stau»anoin«y, who
requests this subpoena, are:

V
Amireiv I'tiersoii, AUSA

of thf United Stntes Attorney

Justin \V. Williami United Stnces Attorney's Duildin;
2100 Jamieson Avonue

Ali'XHticlriii, Virginlii 22314 (7U3j 29S-3700
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AO 110(Rev,01/09)SubpotnawTesit^'Beftre i Gnnd JuiyfPeae^)

PROOF OF SERVICE

This subpoena for (name of individual or organizat'on),
was received by me on (date) JiaA.'- U

a 1personally served the subpoena on Ihe Individual at(place) J
n.. kL^ V on (dale).

redacted

o Ileft the subpoena at the individual's residence or usual place of atwde with (natne)
, a person of suitable age ar^d discretion who resides there, on

(date) , and mailed a copyto the individual's last knownaddress; or

• I served the subpoena on (name of inidlvidual) , who is
designated by law to accept service of process on behalf of (name of organization)

on (date) ; or

• 1relunied the subpoena unexecuted because_

O Other (specify):

Ideclare under the penalty of petjufy that this information is true.

Server's signature

Printed name and Stle

Server's address

AddiOonal information regarding attempted services, etc:
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA.

Alexandria Division

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER

AUTHORIZING THE USE OF A PEN

REGISTERTTRAP AND TRACE DEVICE

ON .AN ELECTRONIC MAIL ACCOUTstT

IN THE MATTER OF THE SEARCH AND

SEIZURE 01- INFOR-MATiON

ASSOCLA.TED WITH

THAT IS

STORED AT PREMISES CONTROLLED

BY LAVABIT LLC

In re Grand Jury

FILED UNDER SEAL

No. 1:13EC297

No. 1:I3SW522

No. 13-1

SEALING ORDER

Upon the motion of the United Slates, good cause having been shown, it is hereby

ORDERED that:

The grandjury subpoena issued to Ladar Norman Levison for an appearance on July 16,

2013, shall be placed under seal until fmther order of tliis Court;

It is further ORDERED that the government shall serve Mr. Levison with a copy of this

Order along wth a copy of its motion to seal; and

It is further ORDERED that the government's motion to seal the grand jur>' subpoena and

this Order shall be placed under seal.

Alexandria, Virginia
July iQ .2013

Claude M. Hilton

United States District Judge
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Date: 8/1/13

Time: lOiQO- 10:2C

Judge: Hilton

redacted

Reporter: Westfall
Interprcicr:
Language:

**UNDER SEAL HEARING**

Case Numbers: 1:13ECQQ297. 1:13SW522. GJ I3-I

Counsel for Govetnmcnl:

James Trump
Brandon Van Grack

Michael Ben'Ary
Josh Goldfoot

Ben Fitzpairick

Resi^ondent:

Jesse Binnall for Ladar Levison
(Levison's appearancc waived)

Appearances ofCounsel for (• ) Government (;.) Respondent

Lavabit's Motion loQuash - Denied, Mr. Levison Ordered to turn over the encryption
keys. Respondent's request for 5days to do so - Denied, Respondant given 24 hours.
Lavabit's Motion to Unseal - Denied.
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UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN

ORDER AUTHORIZING THE

INSTALLATION AND USE OF A

PEN REGISTER/TRAP AND TRACE

DEVICE ON AN ELECTRONIC

MAIL ACCOUNT

1:13 EC 297

UKDER SEAL

Alexandria, Virginia
July 16, 2013
10:41 a.m.

TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

APPEARANCES:

For the United States: James Trump, Esq.
Andrew Peterson, Esq.

For the Respondent:

Court Reporter:

Brandon Van Grack, Esq.
Michael Ben'Ary, Esq.

Ladar Levison, Respondent

Tracy L. Westfall, RPR, CMRS, CCR

Proceedings reported by machine shorthand, transcript produced
by computer-aided transcription.

Tracy L. Westfall OCR-USOC/EDVA
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UNDER SEAL

redacted

a PROCEEDINGS

2 THE CLERK: In Re: Case No. 1:13 EC 297.

3 MR. TRUMP: Good morning, Judge. Jim Trump on behalf

4 of the United States. With me is Andy Peterson, Brandon

5 Van Grack from the United States Department of Justice,

6 Mr. Ben'Ary behind me, and Matt Braverman, special agent for the

7 FBI.

8 THE COURT: All right.

9 MR. LEVISON: Ladar Levison, the subject of the

10 summons.

11 THE COURT: All right. Mr. Trump.

12 MR. TRUMP: Your Honor, we submitted our supplemental

13 paper this morning describing the communication we've had with

14 Lavabit, LLC, through Mr. Levison. And I think, very simply, we

15 would like this Court to inquire of Mr. Levison whether he

16 intends to comply with the pen register order which would

17 require him to allow the FBI access to his server to install a

18 device which will extract data, filter that data, and provide

19 that data to the FBI, and to provide the FBI with the encryption

20 keys to the extent there is encrypted information, included

21 among within the body of information called for by the pen

22 register order.

23 As the Court is aware, and as we will provide with

24 Mr. Levison, we obtained a search warrant this morning from Your

25 Honor for the same encryption keys. Thus, to the extent there's

Tracy L. Westfall OCR-OSDC/EDVA
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1 any question as to whether Mr. Levison would be required to

2 provide these keys, it's now subject both to the pen register

3 order and the search warrant, the seizure warrant.

4 That's where we stand, Your Honor. If Mr. Levison

5 agrees to comply with the order, we would not seek any

6 sanctions. We would ask that he be directed to forthwith make

7 his servers available so the FBI can install that device and to

8 extract the encryption keys.

9 If, however, he informs the Court he is not willing to

10 comply with the order, we would ask the Court to impose

11 sanctions. We suggested in our pleading a thousand dollars a

12 day to be paid to the United States government until he

13 complies. If he doesn't comply with that sanction, then we

14 would be back in court seeking additional sanctions or charging

15 additional offenses.

16 THE COURT: All right. Mr. Levison.

17 MR. LEVISON: Good morning. Your Honor. I'm not sure

18 what order I should make these in, but I would like to request a

19 couple of things by motion.

20 I'd like to move that all of the nonsensitive portions

21 of the documents that were provided, i.e., everything except the

22 account in question, be unsealed. I believe it's important for

23 the industry and the people to understand what the government is

24 requesting by demanding that I turn over these encryption keys

Tracy L. Westfail OCR-USDC/EDVA
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1 THE COURT: All right. What do you say to that,

2 Mr. Trump? Deal with the motions before I —

3 MR. TRUMP: What Mr. Levison is trying to do, Your

4 Honor, is invite industry to come in and litigate as a surrogate

5 for him the issue of whether the encryption keys are part and

6 parcel of the pen register order. And that's one of the reasons

7 we sought the search warrant, to make it clear, whether through

8 the search warrant or pen register order, he is required to

9 provide these keys.

10 We know he's been in contact with attorneys who also

11 represent industry groups and others who have litigated issues

12 like this in the WikiLeaks context and others. But we would

13 object to unsealing this matter because it's just Mr. —

14 THE COURT: And they've done that in connection with

15 the issuance of a pen register?

16 MR. TRUMP: They have litigated privacy-related issues

17 in the context of process under 2703. I'm not sure -- not a pen

18 register, but with respect to 2703.

19 But we discussed this issue with Mr. Levison and his

20 counsel by conference call. We indicated that the only data

21 that the government seeks is that which is required by the pen

22 register order. That it's just the basic header to e-mail

23 traffic, sender, recipient, time, duration, that sort of thing.

24 If Mr. Levison wants to object to providing the keys,

25 he can certainly object to doing that and then we can proceed

Tracy h. Westfall OCR-USDC/EDVA
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1 from there, but I don't think he's entitled to try to make this

2 a public proceeding to invite others in to litigate those issues

3 on his behalf.

4 THE COURT; All right. Well, I believe that to be

5 correct. I mean, this is a criminal investigation. A pen

6 register has been ordered and is here at issue, and any motion

7 to unseal that will be denied.

8 You said you had another motion, I believe?

9 MR. LEVISON: Yeah. My issue is only with the SSL

10 keys. So if that is litigated separately and that portion of

11 the proceeding is unsealed, I'm comfortable with that.

12 THE COURT: I don't understand what you're saying,

13 separate proceedings.

14 MR. LEVISON: Sorry. I have always agreed to the

15 installation of the pen register device. I have only ever

16 objected to turning over the SSL keys because that would

17 compromise all of the secure communications in and out of my

18 network, including my own administrative traffic.

19 THE COURT: Well, didn't my order already include that?

20 MR. LEVISON: I do not believe so, sir.

21 THE COURT: Did my initial order — I don't recall at

22 the moment. Did my initial order recall the encrypted devices

23 with the installation of a pen register?

24 MR. TRUMP: The pen register, as issued, just required

25 all assistance, technical assistance, facilities, and

Tracy L. Wescfall OCR-USDC/EDVA
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1 information, to facilitate the pen register.

2 This morning the search warrant required —

3 THE COURT: Yeah, but the search warrant's a different

4 matter now. That's not before me this morning. The only thing

5 that's before me this morning is the pen register.

6 MR. TRUMP: Correct.

7 THE COURT: So as I understand it, my initial order

8 ordered nothing but that the pen register be put in place.

9 MR. TRUMP: And all technical assistance, information,

10 and facilities necessary to implement the pen register. And

11 it's our position that without the encryption keys, the data

12 from the pen register will be meaningless. So to facilitate the

13 actual monitoring required by the pen register, the FBI also

14 requires the encryption keys.

15 THE COURT: Well, that could be, but I don't know that

16 I need — I don't know that I need to reach that because I've

17 issued a search warrant for that.

18 MR. TRUMP; Correct, Your Honor. That the — to avoid

19 litigating this issue, we asked the Court to enter the seizure

20 warrant.

THE COURT: Well, what I'm saying is if he agrees that

22 the pen register be established, and that the only thing he

23 doesn't want to do in connection with the pen register is to

24 give up the encryption device or code —

25 MR. LEVISON: I've always maintained that.

Tracy L. Westfall OCR-USDC/EDVA
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1 THE COURT: — so we've got no issue here. You're

2 ready to do that?

3 MR. LEVISON: I've been ready to do that since Agent

4 Howard spoke to rae the first time.

5 THE COURT: All right. So that ends our —

6 MR. TRUMP: Well, then we have to inquire of

7 Mr. Levison whether he will produce the encryption keys pursuant

8 to the search warrant that Your Honor just signed.

THE COURT: But I can't deal with that this morning,

can I?

MR. TRUMP: Well, it's the same issue. You could ask

him, Your Honor. We can serve him with the warrant and ask him

if he's going to comply rather than —

MR. LEVISON: Your Honor, I've also been issued a

subpoena demanding those same keys, which I brought with me in

the event that we would have to address that subpoena.

THE COURT: I don't know, Mr. Trump. I don't think I

want to get involved in asking him. You can talk with him and

sefe whether he's going to produce them or not and let him tell

you. But I don't think I ought to go asking what he's going to

do and what he's not going to do because I can't take any action

about it anyway.

If he does not comply with the subpoena, there are

remedies for that one way or another.

MR. TRUMP: Well, the original pen register order was

Tracy L. Westfall OCR-USDC/EDVA
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1 followed by a compulsion order from Judge Buchanan. The

2 compulsion order required the encryption keys to be produced.

3 So, yes, part of the show cause order is to require

A compliance both with the pen register order and the compulsion

5 order issued by Judge Buchanan.

6 And that order, which was attached to the show cause

7 order, states, "To the extent any information, facilities, or

8 technical assistance are under the control of Lavabit are needed

9 to provide the FBI with the encrypted data, Lavabit shall

10 provide such information, facilities, or technical assistance

11 forthwith."

12 MR. LEVISON: I would object to that statement. I

13 don't know if I'm wording this correctly, but what was in that

14 order to compel was a statement that was incorrect.

15 Agent Howard seemed to believe that I had the ability

16 to encrypt the e-mail content stored on our servers, which is

17 not the case. I only have the keys that govern communications

18 into and out of the network, and those keys are used to secure

19 the traffic for all users, not just the user in question.

20 So the statement in that order compelling me to decrypt

21 stuff and Agent Howard stating that I have the ability to do

22 that is technically false or incorrect. There was never an

23 explicit demand that I turn over these keys.

24 THE COURT: I don't know what bearing that would have,

25 would it? I mean, I don't have a problem — Judge Buchanan

Tracy L. Westfall OCR-OSDC/EDVA
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1 issued an order in addition to mine, and I'm not sure I ought to

2 be enforcing Judge Buchanan's order.

3 My order, if he says that he will produce or allow the

4 installation of the pen register, and in addition I have issued

5 a search warrant for the codes that you want, which I did this

6 morning, that's been entered, it seems that this issue is over

7 as far as I'm concerned except I need to see that he allows the

8 pen register and complies with the subpoena.

9 MR. TRUMP: Correct.

10 THE COURT: If he doesn't comply — if he doesn't

11 comply with the subpoena, then that has — I have to address

12 that.

13 MR. TRUMP: Right.

14 THE COURT: But right now there's nothing for me to

15 address here unless he is not telling me correctly about the pen

16 register.

17 MR. TRUMP: Well, we can — Your Honor, if we can talk

18 to Mr. Levison for five minutes, we can ask him whether he will

19 honor the warrant that you just issued.

20 MR. LEVISON: Before we do that, can I —

21 THE COURT: Well, what can I do about it if he doesn't,

22 if he tells you he's not going to? You've got the right to go

23 out and search and get it.

24 MR. TRUMP: Well, we can't get the information without

25 his assistance. He's the only who knows and has possession of

Tracy L. Westfall OCR-USDC/EDVA
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1 it. We can't take it from him involuntarily.

2 MR. LEVISON: If I may, sir, my other —

3 THE COURT: Wait just a second.

4 You're trying to get me ahead. You're trying to get me

5 to deal with a contempt before there's any contempt, and I have

6 a problem with that.

7 MR. TRUMP: I'm trying to avoid contempt altogether,

8 Your Honor.

9 THE COURT: I know you are. And I'd love for you-all

10 to get together and do that. I don't want to deal with it

11 either. But I don't think we can sit around and agree that

12 there's going to be a default and I will address it before it

13 occurs.

MR. TRUMP: I'm just trying to figure out whether

15 there's going to be a default. We'll take care of that. Judge.

16 THE COURT: You can. I think the way we've got to do

17 this — and I'll listen to you. I'm cutting you off, I know,

18 but I'll listen to you in a minute.

19 The way we have to do this, the hearing that's before

20 me this morning on this issue of the pen register, that's been

21 resolved, or so he's told me. I don't know whether you want to

22 continue this one week and see if he complies with that, which I

23 guess would be prudent to do, or a few days for him to comply

24 with the pen register. Then we will wait and see what happens

25 with the subpoena.

Tracy L. westfall OCR-USDC/EDVA
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Because as far as my pen register order is concerned,

he says he's going to comply with it. So that issue's over and

done with. The next issue will be whether or not he complies

with the subpoena. And I don't know and I don't want to

presume, and I don't want him to represent to roe what he intends

to do when he can very well go home and decide he's going to do

something different.

When that warrant is served, we'll know what he's going

to do. I think we've got — I don't see another way to do it.

MR. TRUMP: That's fine, Your Honor. We will serve the

warrant on him as soon as we conclude this hearing, and we'll

find out whether he will provide the keys or not.

THE COURT: Okay. Now, did you want to say anything

else?

MR. LEVISON: Well, I mean, I've always maintained that

all the government needs to do is contact me and set up an

appointment to install that pen register. So I don't know why

there has never been any confusion about my willingness to

install it. I've only ever objected to the providing of those

keys which secure any sensitive information going back and

forth.

But my motion, and I'm not sure if it's relevant or not

because it deals more with the issue of the subpoena demanding

the keys and for what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy L. Westfall OCR-USDC/EDVA
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1 that particular issue.

2 THE COURT: Well, I mean, there's nothing before me

3 with that. I've issued the subpoena. Whatever happens with

4 that, that's — you're trying to get me to do what Mr. Trump

5 wanted to do and to arrange this beforehand.

6 MR. LEVISON: Well, I don't know if I have to appear

7 before that grand jury right now and give the keys over or face

B arrest. I'm not a lawyer so I don't understand the procedure.

9 THE COURT: I don't know either. You need to have —

10 it would be wise to have a lawyer.

11 MR. LEVISON: Okay.

12 THE COURT: I don't know what's going to happen. I

13 don't know. They haven't served the warrant yet. I have no

14 idea. Don't know what's going to happen with it. You'll just

15 have to figure that out, and it be wise to have a lawyer to do

16 it, I would think.

17 MR. LEVISON: I guess while I'm here in regards to the

18 pen register, would it be possible to request some sort of

19 external audit to ensure that your orders are followed to the

20 letter in terms of the information collected and preserved?

21 THE COURT: No. The law provides for those things, and

22 any other additional or extra monitoring you might want or think

23 is appropriate will be denied, if that's what you're requesting.

24 MR. LEVISON: Okay. I mean, it requests that the

25 government return to the Court records —

Tracy L. Westfall OCR-USDC/EDVA
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THE COURT: You need to talk to a lawyer about what the

law requires for the issuance of a pen register.

MR. LEVISON: They can handle that separately. That's

fine.

THE COURT: The law sets out what is done in that

regard. Your lawyer can fill you in if you want to know.

MR. LEVISON: I've always been willing to accept the

device. I just have some concern about ensuring that it's used

properly.

THE COURT: Should we continue this to some specific

date to see that he complies with the pen register?

MR. TRUMP: We can, Your Honor. It's a moot issue

without the encryption keys.

THE COURT: Well, that is a practical matter —

MR. TRUMP: That's a practical —

THE COURT: — but I don't think it is a moot issue. I

mean, you-all have got the right to go in and put on that pen

register. He says that he will do it. That's all that I've

ordered.

Now, the other business about ordering that, Judge

Buchanan made an order that he's going to have to supply what

you say is the encryption codes to make the information useful.

I don't know. I didn't enter that order. I have trouble making

that connection.

If you're going to — I don't know whether you want to

Tracy L. Wescfall OCR-USDC/EDVA
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do something in front of Judge Buchanan or not.

MR. LEVISON: You see, Judge, though that I've always

been willing. They just didn't feel the need to set up an

appointment.

THE COURT: What do you want me to do with this case?

You want me to continue it? You want me to say it's moot right

now and just end it?

MR. TRUMP: No. I think we can continue it. I don't

know Mr. Levison's schedule. It can be done within hours of his

return to Dallas.

THE COURT: Of course he can. You want to continue it

till a week from Friday?

MR. TRUMP: Or a week from today.

MR. LEVISON: I'm not available within hours of my

return, but I can meet with you on Thursday.

THE COURT

MR. TRUMP

THE COURT

THE CLERK

THE COURT

Let's continue it a week from Friday.

A week from Friday.

What date's that? The —

26th.

The 26th?

MR. LEVISON: Acceptable to me.

THE COURT: We'll continue it to the 26th, and that's

for determining whether or not that pen register has been

installed as you request.

We can make it 10 o'clock.

Tracy L. Wescfall OCR-USDC/EDVA
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MR. LEVISON: I'll remember 10:00 instead of 10:30 this

THE COURT; All right. Thank you.

Thank you-all. We'll adjourn till tomorrowAll right. Thank you

morning at 9:30.

Proceedings concluded at 11:02 a.m.

Tracy L. Westfall OCR-USDC/EDVA
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CERTIFICATION

I certify, this 17th day of September 2013, that the

foregoing is a correct transcript from the record of proceedings

in the above-entitled matter to the best of my ability.

Tracy WestfalJL, eMRS, OCR

Tracy L. Mestfall OCR-USDC/EDVA
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IN THE UN'ITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN THE MATTER OF THE

APPLICATION OF THE LTNITED

STATES AUTHORIZING THE USE OF

A PEN REGlSTERyTRAP AND TR.^CE

DEN'ICE ON AN ELECTRONIC MAIL

ACCOUNT

IN THE MATTER OF THE SEARCH

AND SEIZURE OF INF0R.MAT10N

ASSOCIATED WITH

THAT IS STORED AND CONTROLLED

AT PREMISES CONTROLLED BY

LAVABIT LLC

IN RE GRAND JUT^Y SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW522

NO. I3-I

SfP 2 0 2013

cifRK, t;.s.nismici cousr
_ AtFtravDRtA. VI3GIf;iA

EX PARTE AND UNDER SEAL

MOTION OF THE UNITED STATES TO UNSEAL CERTAIN DOCUMENTS

RELATED TO LITIGATION WITH LAVABIT, LLC, AND SEALED STATEMENT OF
REASONS THAT OTHER INFORMATION SHOULD REMAIN UNDER SEAL

The United Slaies. by and through its undersigned attorneys, hereby requests that the

Court partially unseal certain pleadings and orders that were filed in the above-capiioned matters.

The government originally requested the Coun seal these documents because their public release

would damage an ongoing criminal investigation, Since that time, La\'abii, LLC. and its

proprietor, Ladar Levison, shut down iis e-mail service. In addition, Mr. Levison made

numerous public staiemcnt.s ihal his decision to .shut down was in response to government

attempts to obtain data related to a user or users of his scr\'ice (a statement which, as discussed

further below, Lavabit had previously represented it was prohibited from making due to the

Court's sealing orders). The shutdown, and the attendant publicity generated by Mr. Levison

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 1 of 82 PageID# 521



redacted

and hiscounsel's numerous media appearances, ended the government's ability to obtain

evidence from any e-mail account hosted by Lavabit, LLC and alerted the target of the

government's ongoing investigative actions. Thus, a substantial amount ofthe damage the

government cited in its earlier sealing requests has been done. As such, the government hereby

requests the Court partially unseal certain pleadings, as explained in more detail below.

BACKGROUND

The United States is conducting a criminal investigation of

violations of numerous criminal statutes. On I, a criminal complaint was filing

charging with violations of 18 U.S.C. iremains a

fugitive. As part of the investigation, Ihe United States discovered a number ofe-mail accounts

believed to be used by that were hosted at the domain lavabit.com. That domain

belongs to Lavabit, LLC, which, prior to August 8, 2013, offered e-mail services to the general

public.

As part ofthe investigation into the United States began to investigate the e-

mail accounts believed to belong to him that were provided by Lavabit. On June 8,2013, a

grand jury subpoena was issued to Lavabit requesting billing and subscriber information for one

Lavabit e-mail account! Lavabit provided the information requested

in the subpoena, via e-mail, on June 8. On June )0,2013, the United States obtained an order

pursuant to 18 U.S.C. § 2703(d) directing Lavabit to provide, within ten days, additional records

and infomiation about the same Lavabit e-mail account. The Application and Order were sealed,

and Mr. Levison was directed not to disclose the Order to any other person other than his

attomey, Mr. Levison received the Order on June 11,2013. He responded, bymail,on June 27,
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2013. Mr. Levison provided very little of the information sought bythe June 10, 2013 Order.

For example, Mr. Levison provided no transactional records for the account.

On June 28,2013, the United States obtained a pen register/lrap and trace order for this

Lavabit e-mail account (Dkt. No. 1:13 EC 297), The pen register application and Order were

sealed. Thatsameday, agents of the Federal Bureau of Investigation met with Mr. Levison to

discuss the grand jury subpoena, the June 27,2013 § 2703(d) Order, and pen register Order. Mr.

Levison told theagents he would not comply with the pen registerorder and that he wanted to

speak withan attorney. Later that same day, the United Statesobtained an Order from

Magistrate Judge Theresa C. Buchanan directing Lavabit to comply with the pen register Order

forthwith. Lavabitstill did not comply with the pen register order.

On July 9,2013, the United States requested that this Court enter an Order to Show

Cause why Lavabit and Mr. Levison should not be held in contempt for failing to comply with

thepen register order. A hearing on the United States motion was held on July 16,2013.

On July 11,2013, the United States issued a grand jury subpoena requiring Mr. Levison

to appear before the grand jury on July 16, 2013. Mr. Levison was directed to bring copies of

Lavabit's encryption keys, and any other information necessary to accomplish the installation

and use of a penregister/trap and trace device pursuant to the June 28,2013 pen register Order.

On July 16, 2013, prior to the hearingon the United States' request for an Order to Show

Cause, this Court authorized a search warrant, issued pursuant to 18 U.S.C, § 2703, commanding

Lavabit to produce any information necessaryto decrypt communications sent to and from the

Lavabit e-mail accounl listed in the pen register Order (Dkt. No. 1:13 SW 522). The search

warrant, application, and affidavit in support were sealed, and Lavabit was ordered not to

disclose the search warrant.
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Al the July 16, 2013, hearing, Mr. Levison appeared pro se. Mr. Levison agreed to allow

the United States to install a pen register/trap and tracedevice on his system. He did not provide

any decryption assistance, nor did he provide copies of Lavabit's encryption keys. The United

Stateswithdrewthe grandjury subpoena and Mr. Levison did not appear before the grandjury.

After thehearing, this Courtplaced the grand jury subpoena that Mr. Levison had received under

OnJuly 25,2013, Lavabit and Mr. Levison, through counsel, moved to quash the

withdrawn subpoena and search warrant 1:13 SW 522. He also moved to unseal four categories

of documents, which Mr. Levison described as "records concerning the United States

government's attempt to obtain certain encryption keys": (1) all orders and documents filed in

this matter' before theCourt's issuance of theJuly 16,2013 Sealing Order; (2) ail orders and

documents filed in this matter after the issuance of the July 16,2013 Sealing Order; (3) all grand

jurysubpoenas and search and seizure warrants issued before or after issuance of the Sealing

Order; and (4) all documents filed in connection with such orders or requests for suchorders. As

a basis for unsealing, Mr. Levison argued thai the sealing order "unjustly restrained [him] from

contactingLavabitsubscriberswho could be subjected to government surveillance...." Mot.

for Unsealing of Sealed Court Records and Removal of Non-Disclosure Order and Mem. of Law

in Supp. of Mot. 1-2,5 ("Lavabit Mot. to Unseal").

On August 1, 2013, this Court held a hearing on Lavabit's motions. The motions were

denied by writtenOrder. The Court also ordered Mr. Levison and Lavabit to provide Lavabit's

' Mr. Levison's pleading did not define the "matter" at issue. However, the document was filed
with a caption that included docket numbers 1:13 EC 297, 1:13 SW 522, and Grand Jury No. 13-
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encryption keys andany other information necessary to accomplish the use of the pen

register/trap and trace deviceto the government no later than 5 p.m. on August 2,2013.

Mr. Levison did not provide the keys in a usable format by the Court's deadline.^ On

August 5,2013, the United States moved for sanctions against Mr. Levison and Lavabit. Thai

same day, the Court ordered that if Lavabit and Mr. Levison did notcomply with the Court's

directive by noon on August 5,2013, the Court would impose a fine of $5,000 each day until

Lavabit complied.

On August 7, Mr. Levison provided a usable version of Lavabit's encryption keys to the

United States. On August 8,2013, Mr. Levison ceased operating Lavabit, LLC. He posted a

message to the website "lavabit.com" which stated, in part: "I have been forced to make a

difficult decision: to become complicit in crimes against the American people or walk away from

nearly ten years ofhard work by shutting down Lavabit. After significant soul searching, I have

decided to suspend operations." Mr. Levison's statement on the website concluded with a

request for donations.

Mr. Levison's decision to shut down Lavabitdrew significant media attention, and Mr.

Levison and hisattorney subsequently gave numerous media interviews relating to his decision.

A list of some of those interviews is attached to this pleading as Exhibit 24. Within a day of Mr.

Levison's public announcement, The Guardian published a statement, purported to be from

lauding decision.

^Mr. Levison had provided an illegible, printed version ofthe encryption keys, which was
useless.
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On August 15, 2013, Lavabit llled two notices of appeal. Boih noiiccs of appeal

indicated that Lavabit and Mr. Levison would appeal the Court's August ! and August 5 Orders.

One notice of appeal was captioncd with docket numbers 1:13 EC 297 and 1:13 SW 522. The

other noticeof appeal was captioncd with Grand Jur>' No. 13-1. The Fourth Circuit has

consolidated the appeals.

.^l present, the United States seeks to partially unseal the following documents;

Document

18U.S,C. §-2703(d) Order

Pen Register Order

Motion for Entry of an Order to
Compei •

Order Compelling Compliance
rorihwiil:

Motion of the United States for

an Order to Sfadw Cause

Order to Show Cause

Summons • • -

Case Number

. 1:13 EC-254.

i:13EC 297

- 1:13EG297

1:13 EC 297

1;13HC 297

1:13 EC 297

. l:]3EC297

Grand Jur\'Subpoena dated .luly 13-1: 13 GJ 2527; 13-245:
11.2013 '
Search Warrant.- 1:13 SW 522,.

Exhibit No.

Order to Seal 1:13 S\V522 10

IS U.S.C. §.2705(b)-Order " 1:13 SW 522:

US/\ Supplement to Motion for
Order to Show Cause

1:13 EC 297 12

Hearing Tr^script 13
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Order Denying Motion to Unseal 1:13 EC 297

M6Ubh'.tb;.Qui|sh;^Bpipeiia^d^^^^
Se^cli;W^ant ;

REDACTED

Mem6rahdum'ofI.aw in^Suppbrt,-'.'•• "'i • ,

Motion for Unsealing of Sealed 1:13 EC297; 1:13 SW522; No. 13-1 16
Court Records and Removal of
Non-Disclosure Order and

Memorandum of Law in Support
ofMotion

RecofdV--;/> .: 'V.'!' •

Hearing Transcript 18

O^erBen^g'iljip^ m'

Motion for Sanctions 1:13 EC 297; 1:13 SW 522; No. 13-1 20

'Or'der[-Iinposiri^ m
&

Notices of Appeal 1:13EC297; 1:13 SW 522; No. 13-1 22

>Iotic6 of Appeal^^AjrK^^ SW^522." /

Redacted versions of each document are attached to this pleading as exhibits 1•23.

ARGUMENT

Lavabit no longer provides e-mail services to the target of the government's

investigation, Moreover, Lavabit has notified the target of the government's investigation

regarding the government's interest in the target's Lavabit accounts. Lavabit's failure to provide

e-mail service means that the target's Lavabit e-mail accounts are no longer viable sources of

information or evidence in the government's investigation, Lavabit's notification of the user
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means that the damage from user notification, such as the destruction of electronic evidence by

the target, has likely already occurred. Thus, some of the reasons for sealing certain sealed

pleadings no longer apply. The United States therefore requests that certain documents be

partially unsealed.

the criminal

mm^^^^^^remains ongoing, and Lavabit's violations of the sealing order have not

entirely eliminated the reasons for sealing documents that are at issue in this matter. The

justifications for sealing outlined in the government's original motion still apply to certain

categories of information, and such information should remain sealed. The United States hereby

reasserts (and incorporates by reference) those justifications as to the following categories of

information:

1) Investigative Facts. Including Applications for Legal Process and Affidavits inSupport

of Those Applications. The above-captioned matters, which relate to a pen register, search

warrant, and grand jurysubpoena, include pleadings outlining the government's ongoing

criminal investigation into Though the

target of the investigation has beencharged with certain offenses, the government's investigation

into his criminal conduct is ongoing. The government continues to investigate the scope of

j^^^^^unlawiul activity, as well as whether he conspired with others. As such, the

documents in this category, which contain recitations of the basis for obtaining the orders sought

and their relevance to the investigation, contain "sensitive nonpublic facts," the disclosure of

which could damage the ongoing investigation. This is sufficient justification for sealing. See In

re Application ofthe United States ofAmericafor an Order Pursuant to 18 U.S.C. Section

2703(d), 707 F.3d 283, 293-94 (4th Cir. 2013); see also ACLUv. Holder, 673 F.3d 245, 253 (4th
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Cir. 2011) (noting government has compelling interest in protecting the integrity of ongoing

investigations).

The United Stateshas also redacted the specificaccounts targeted by the government.

Though these accounts, due to Mr. Levison's actions, areno longer operational, knowledge of

the specific accounts known to the government could alert the target as to what information the

government has, or does not have, about his activities. This could allow htm to alter or destroy

electronic evidence stored in otherplaces. Suchaction would damage the investigation and thus

this information should remain sealed. SeeIn re Application^ 707 F.3d at 293-94.

2) The Identities ofLaw Enforcement Personnel Involved in the Ongoing Investigation.

The United States has redacted the identities of court and law enforcement personnel. Law

enforcement personnel areredacted because, inother investigations

ividuals who did not support the investigation attempted to harass

individuals working on the case by publishing their home addre^ss^work telephone numbers,
and work e-mail addresses, and encouraged others to directly contact them, Some individuals

also researched court personnel and placed personal information about such personnel on the

internet. As such, this informationhas been redacted to minimize disruption to the investigation

and to theoperation of the courts. This is a valid justification for sealing. See, e.g.. United

States V. Ramey, 791 F.2d 317,318-20 (4th Cir. 1986) (noting that a case may be sealed for

legitimate prosecutorial needs and that protection of witness identities is a valid justification for

sealing an indictment).

3) Information Required to be Sealed by Law. Some information contained in the

records should be sealed by operation of law. For instance, some ofthe facts contained in

various applications is derived from the returns of grand jury subpoenas, which should be sealed
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pursuant to Federal Rule of Criminal Procedure 6(e). Other documents contain the address of

Mr. Levison's personal residence, which is where his business is headquartered. This is personal

information which must be redacted pursuant to the E-Govemment Act of 2002. See E.D. Va.

Local R, 49.

One document specifically bears mention in thiscategory: the grandjury subpoena

issued to Mr. Levison. This subpoena was issued to Mr. Levison but later withdrawn after the

government obtained a search warrant for the same information. Mr. Levison never appeared

before the grand jury, and the government's interest in the information sought by the subpoena

will be revealed by the unsealing of the govermnent's search warrant. Thus, the government

does not believe that the grand jury subpoena needs to remain sealed at this time. To the extent

the court believes the release of the subpoena woulddisclose a "matter before the grandjury,"

the government seeks permission from the Court to disclose the subpoena as part of the record, if

necessary, in the Court of Appeals.
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CONCLUSION

For the foregoing reasons, the United States requests that the Court sign the proposed

order (Exhibit 25) partially unsealing the documents described in this motion, and authorize the

releaseof the redacted versions attached to this pleading as Exhibits 1-23. A redacted version of

the proposed order suitable for public release is attached as Exhibit 26.

Respectfully submitted,

KathleenM^ahoe
Actijfi?I^^ed States Attorney

Andrew Peterson

Assistant United States Attorney
United States Attorney's Office
Eastern District of Virginia
Alexandria, VA 22314
703-299-3700

Andy.peterson@usdoj .gov
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EXHIBIT 1
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UNITED STATES DISTRICT COURT fi
FOR THE EASTERN DISTRICT or VIRGINIA lil ^10 201,-.

(II i 'll'l i .

)

IN R1-: APPLICATION or THE )
UNITED STATES OF AMERICA FOR ) MISC. NO. 1:13 LC
UNORDER PURSUANT TO )
lSU.S.C.§2703{ci) )

) Filed Under Seal

ORDER

Tht United Slaies has siibmined an application pursuant to IS U.S.C. §2703(d),

requesting ilmt Uic Coun issue an Order requiring Lavabit LLC, an electronic conimunicsitions

scrviec provider and/or aremote computing Hcrvice lociUed in Dallas, TX, to disclose tni; records

atid oiher inl'omiation described in Attachment Ato this Order.

The Court finds Itiai the United Slates has offered specific and articulable lacis showmc

thai there arc reasonable grounds to believe that the records or aihcr inrormation sought are

relevant and material to anongoing criminal invcsligalion.

The Coun delennines that there is reason to believe that notification ol the existence ot

this Order will seriously jeopardize the ongoing investigation, including by giving targets an

opportunity to lice or continue night from prosecution, destroy or tamper with evidence, change

palicrns ofbehavior, or notify confederates. Sec 18 U.S.C. §2705(b)(2), (3), (5),

IT IS TMEREl-ORE ORDERED, pursuant to 18 U.S.C. §2703(d), that Lavabit LLC

shall, within ten days of ihc date ofllii-s Order, disclose to the United Stales the records and other

infonnation described in Attachment A to this Order.

IT IS FURTHHR Oi^DERHD that Lavabit LLC shall not disclose the existence ol'ihc

application ofUie United States, or the existence ofthis Order ofthe Coun, to the subscribers of

the account(s) listed in .-Kftachmeni A, or to any other person, unless and until othcr\visc
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lo do so by ihe Couri. ihai Lavubii i.LC may diiclosc this Order to an atiornc:,

for Lavabil LLC for the purpose of receiving luya) adviw.

IT IS FURTHBR ORDERED that the applicaiion and this Order arc sealed uini!

otherwise ordered by ilw Court.

JohnF. Anderson
United Sillies Mngisiraic Judge

A TPUL- u.ypy. ;;i't;:
•i-U-T.i':. 'J v.. ::.-.Tn:CT cc-
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attachment A

The Accoiini(s)

'Hie Order applies to ccnain rccorciH and infonnalion nssociciecl m\\\ ihc ibUowmg email

IJ. Rccortls and Other hifornnition to He Disclosed

IQviibit LLC is required \o disclosc ihc following records nnJ olher infonTiniion. if available, to
tlK- United Stales for c«ch accouni or identifier listed in Pan Iofthis Auacltmcm ("Accoun!').
for the lime period from inccplion to the present:

A. The following informittion about Iho customers or subscribers of the Account:

1. Names (inctmlinij subscriber names, user names, ruid scrccn names);
2. Addresses (incltiding mailing addresses, resideniial addresses, business

addresses, uiid c-nuiil ad<iresses);
3. Local end long distance telephone connection rccords;
4 Records ofsession times and durations, imd the temporarily assiijned

network addresses (such as Inlemet Protocol ("IP") addresses) associated
with those sessions;

5. Length of servicc (including start dale) and types of ser.'ice utilized;
6. Telephone or instrument numbers (including MAC addresses);
7. Other subscriber numbers or idcniiiics (including the registration Imomet

Protocol ("IP") address); and

8. Means and source ofpayment for such scrvice (including any credit card
or bank account luimber) and billing records.

B. All records nnd other information (not includinii ihc contcnls ofcommunications)
relating to the Account, including:

1. Records ol"user activity for each conncction made toor from the Account,
including log files; messaging logs; Ihe date, lime, length, and method ol
connections; data transfer vofuine; user names; and sourcc and destination
hilemet Protocol addresses;

2. hilbrniaiion about each communication sent or rcceivcd by the Account,
including the date and lime of the communication, the meihod of
communication, and the source and desiination of the communication
(such as sourcc nnd dcstinaiion email luldresses, IP addresses, nnd
telephone numbers).
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CERTIFICATE OF AUTHFINTICITY OF DOMESTIC BUSINESS RECORDS
PUl^SUANT TO FEDERAL RULE OF EVIDENCE 902(11)

[ , aiiesl, under penalues of perjury under iho

laws of ihc United Stales of Amcrica pursiianl lo 28 U.S.C. §1746, ihiil the information

coniained in. Ihis dechiraiion is true and correct. 1am employed by Lavabil LLC, ana my oflicial

title is . I am 11 ciistodiftn of rocords for Lavabii LLC. I siaic

that cach of the records atrachcd hereio is the original record or ninw duplicaio uf tlie original

record in tlic cusiudy of Lavabic LLC, and ihai I;un the custodian of ilic atiached ret:ord.s

consisting of (pagcs/CDs/kilobytes). Ifbnhor siatc that:

all rccords aluichcd lo ihis certificiiic were made at or iicur the lime ofthe

occurrencc nfthc mailer scl tbnh. by, or from information transmitted by, aperson wth

knowledyc of those matters;

b. such rccords were kepi in the ordinary course ofti regutariy conducted business

aeliviiy of Lavabii LLC; and

c. such records were made by Lnvabil LLC as a regular practice.

1lurther stale that this ccrtificiUioii is intended to satisfy Rule 902(11) ui the I-cderal

Rules of Evidence.

Signaiiire
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EXHIBIT 2
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m THE UNITED STATES DISTIUCT COURT FOR Tl-fE

EASTEIW DISTINCT OF VIRGINIA

Atcxandrin Division

FN 'n-m MATTER OF THE API'UCATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OP A PEN
REGISTEIVTRAP ANDTRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER

(Under ScaU

l:!3ECSl'^1

This mailer havin«come before ihe Court pursuant to an Application under 18 U.S.C.
g3122. by Assisuinl United Siaius Attorney, nn auomcy for the Govummcni
as defined by Pud. R. Crim. P. Ub)( 1). rcciucsting an Order under 18 U.S.C. §3123. uuihonzing
the iuswllotion and use of apen register and ihc use ofa trap and trace device or process

C-pcn/trap devicc") on all electronic communicationa being sent from or semiothea^^
is 'o subscriber•••»<

Uvab1^ LLC (l,crcir.»ncr .0 as the "SUBJECT ELECTRONIC MAIL ACCOUNT').
The Coun finds ihai Ihe applicanl has cenified thai the information likely lo be obtained by such
itisiallation and use is relcvani to an ongoing criniin=d investigation into possible violation(s) of
IS U.S.C. §§ 641, 793(dHe), and 793(aX3)

IT APPE.-^R]>1G thm the inibrmaiion likely to be obtained by tiie penArap device is
relevant 1Q an ongoing criminal investigation ot the specified ofTensc,

IT IS OIWERED. pursuant "o 18 U.S.C. §3123, that apen/trap deviee may be installed
and used by Lavabit and the Federn! Bureau of Investigation to capture all non-conient dmling,
routing, addressing, and signaling information (as described and limited in tlie .\pplication). sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiiuion and rcci:ipi of^stich transmissions, to record the durtilioii of the irEinsmissions, and to
record user log-in data (date, liine. durailon. and Inlemet Protocol addrc.ss of all log-in.s) on the
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SUBJECT ELECTRONIC MAIL /iCCOUNT, all for u period of sixty (60) days from ihe date of

such Order or ihc dale tlie monitoring equipment bccomes operalional, whichever occurs later;

!T IS FUimiER ORDERED, pursuant lo 18 U.S.C. §3123(b)(2), thaiLavabit sliall

furnish agciMs from the Federal Buiuqu oflnvcsiigation, fonhwiili, all informntion, facilities, and

technical assistance necessary to accomplish ilie installation and use ofthe pen/trap devicc

unobtrusively and witli minimum interference to ihe services that are Hccorded persons with

respcct to whom the installation and use is to take place;

IT IS FURTHER ORDEllED that the United States talx reasonable steps to ensure that

the moniloring equipment is not used \o capUire tuiy "Subjeel:" portion of an electroruc moil
message, which could possibly comain contcnt;

IT IS FURTHER ORDERED tlmt Luvubil shall be compensated by the Federal Bureau of
Invesligaiion for rcasonublc expen;;cs incurred in providing teciinical assistance;

IT IS FURTHER ORDERED thai, in the event thai the implementing investigaiive
agency seeks to install and use ils o^vn pen/trap device on apaekci-switched data neuvork ofa
public pro\'idcr. the United States shall ensure that arceord is maimained which will idcmify: (a)
any otV.cer(sj who installed (he devxe and any onicer(H) who accessed the device to obiain
information from the network; (b) tie date and lime the device was installed, Ihc dale and time
the device was uninstalled, and the date, time, and duration of each lime the device is accessed to
Obiain information; (c) the configurition of the device at the ilmc of its installation and :uiy
subsequent modilicaiion thereof; and (d) any information which has been eollecied by the device.
To the extent that the pen/trap device cmi be sel to automaticnlly rccord this information
electronically, the record shall be nMintiiincd electronically iliroughout the installation and use of
Ihc per/trap device. Pursuant to 18 U.S.C, §3123(a)C3)(B). us amended, such record(s) shall be
provided ex narte and under seal lo ^his Court within 30 days of the termination of this Order.
including any extensions thereof:

IT IS FURTHER ORDERED, purjuani lo 18 U.S.C. S 3123Cd). tlial this Order and the
Appliciuion be scaled uniil otherwise ordered by ihe Conn, end ihcit copies of such Order miiy bi;
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lumislicd to ihe Todcral Bureau of Invesiiyation, ihu United Slates Aiiomev's Office, and

Lavabit;

!T IS FURTHEil ORDEIUED that Uvabit shall not disclose the cxistuncc of the pca/inip

device, or ihc exisicncc of the investigation to any person, except as nccessary to en'ecluaic this

Order, unless or until otherwise orccrcd by the Court.

SO OKDI-RED:

Datc:^5\lJ

fhSSIcS^dlBuchaaan
{)mtedSW«Mag>sliaKMB<=

Tlon. Ther«5H C. Buchanan
United States Magistrate Judge
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EXHIBIT 3
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INTliF.UNITCOSTAniSDISTRICTCOUKTFORTHI-

l-'ASTCRNDISTRICTOFVIRGINIA

AloximdriaDivision

INri-iRMArri'Roi-thi-;application
OFTIIHIWITIEDSTATi-:SOFAMKRICA

l-ORANORDERAl;TIiORIZlNGTill':

INSTALLATIONANDUSF01-APGN

REGISTHRA'RAFANDVRaCF'DFAMCl;
OSAM1-LECTRONlCMAILACCOUNT

)(UnderSeal)
)
)I;!31:0297
)

...

MOTIONFPUKNTKYOKANORDKUTOCOMt'F.l.

TheUnitedh^laics.byiindihravighiisundcrsiiini-'dcounscl.herebyrcqiioslstheCoiirl

cnicranOrderdirectingLiivabii,l.LC.uicumi)ly^villiilicCoun'sJune28.20i:iIV-ii

Rcuistcr/'TrapandTraceOrder.InsupporloTthemotionilieUnitedSuiesdccliircsasToUous;

1.OnJune28,2013,ulupprDxiiniucly-!p.m..thisCotirienteredmOrderpursnunl

1018U.S.C.il3123authorizingtheinsUillalionanduseofapenrci;isiorandtheuseofiitriipand

ti-.iecdevice("pea'trapdcvicc")onalleleetroniceoninuinicationsbeingsentlimnorsentlothe

cicctronicmailaccoiini."Thate-niiiilaccoimiiscontrolledbyl.avabii.

InitsCirdcr,theCourtfoundliiattliciiilbmiiuiontoboeollcciedbythepcn/irap

dcviecwouldborelevanttoanongoingcriminalinve.stip.ution.Iniiddition,llioCourtordered

Lavabit-sii-iiliumisliagentsfromthel-ederalBureauuTlnvo.stiuation.forthwith,all

information,fneilitics,andtechnicalassistanceiieccssarstoaccomplishtheinstallationanduse

ofthepsivimpdevice."

3.TheFederalBuretiuofInvc-Stiijatioji.servedacopyofthet)rderonLavubittli.;t

NameaAcmoon..Arepresentativeol"Laviibitslatedthatitcouldnotprovidetherequested

informationbecausetheuseroftheaccounthadenabledLnval)i'.'scnci;.plion.ser\!ccs.andthus
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Lavabil would not piovido the vequesiud inlbmimiuii. Tlic rcprcsoiitiuive oi'I.tivubii indicawd

\liat Luvabii had ihe wchnical capiibiliiy \o Jccrypi ilie infonumion bm llini Lavabii tlid aoi vrant

'.0 '̂ Iclcat [its! ossn sysicm,"

4. !•icrcproscniciiivc ofl-civabii did iiol comply wiih ilio Order, and indicated I'.c

tirsl WT.ntvd lo seek legal advicc.

5. 'die Pen Register and 'iVap and Trace Aci uives iliis Court the auihoriiy lo order a

provider to tissist the govcnimcnl in ihc execution ofnlawfit! pen register or Imp and trace order,

ineiuding by prnvidinsj intormntion. Section 3122 ol Tills 1S. IJniled States Code, provides i:i

p.w. "An order issued under this section.-... shall direct, upon the request ol'the applicant, the

liirnishiny; ol" iiilbrmatiiin. iVciliiies. and technical assistance n.?cessary to aceyinplish the

insinuation of the pen register or trap and iracc dev ice under .section j 124 ot this title. Scction

3124(a) prnvidc.s, "Upon the request nf an aitomcy for the Govemmoni or an oniccr ofn law

enforcement agcncy authorized to install and use apen register under this chapter, apiovidci of

wire or electronic communication service... shall furnish such invcstigaiive or law cnfurcenieiu

officer ibnhwiih all infomiatiou. facilitic.s, and teelinicnl assistance necessary to atconiplisli the

inMaiiaiion ol' the pen reyisicr unobtrusively and with aniinimum ol interference,., il such
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iissisiancc is liircL-ioJ by a coiirl order us provide^l in section 31'23(b)(2) of tliis liilc." Scciion

3)24(b) conlains it similarprovision governing imp and traco orders.

Wlierofoiv. Uie United Si:ilcs requests ;in Order directing i.;iv;ibii to comply ibrlhwitli

with the Court's June 28, 2013 Order.

RcspccHully .submitiod,
NlilL 11, MACBRIDR

Up.itL-d Slates Atttinu-y

Assisuint United States Atiomcv

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 24 of 82 PageID# 544



Case l:13-ec-00297-TCB "SEALED* Document 11-4 Filed 09/20/13 Page 1 of 3 PagelD# 63

^i)

EXHIBIT 4
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IN THE UNITED STATES DISTRICT COUilT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

JUN 2 8 ?0i3

CLEfiK, U S
Al.Px/.r;rr"'

IN T1 IE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )

AN ORDER AUTHORIZING THE ) gJndcrScal)
INSTALLATION AND USE OF A PEN )
REOlSTERyTRAP AND TRACE DEVICE ) 1; 13 EC 297
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on June 28,2013, atapproximalely 4:00 p.m., ihis Court entered an Order

pursuant lo 18 U.S.C. §3123 autliorizinB ihe installation and use of apen register and the iise of

atrap and tracc dcvice ("pen/trap device") on ull electronic communications being sent from or

«/>nt ir> mnil accomtt which is an e-mail accountsent to the cicctronic account which is an e-mail

controlled by Lnvabit, LLC ("Lavnbit"); and

WHEREAS, this Coun found that the information obtained by ihe penytrap devicc would

be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order directed that Lavnbit "shiill furnish agents from the

I'cderjl Bureau of Investigation, forthwith, all information, facilities, and technical assistance

ncccssnry to accomplish the installation and use ofthe pen/trap dcvicc;" and

WHEREAS, Lnvabit informed the Federal Bureau of Investigation that the user of the

account had enabled Lavabii's encryption ser\'ices and thus the pen/trap dcvicc would not collcci

the relevant infomioiion; and

WHEREAS, Lavabil informed the FBI that it had the technological capability to obtain

the informaiion but did not want to "defeat Lilsj own system;"
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IT IS HEREBY ORDERED iliot I.nvnbii LLC is dircclcd to comply rortlnviih wiili ihe

Court's June 28,2013 Order, nn(i provide Ihc Fedeml Bureau of invcsiigaiion with unencrypicd

dala pursuant to ilie Order. To the extent any information, facilities, or lechnicQl assisiancc are

under the conirol of Lavabit arc needed to provide Ihe FBI with the unencrypicd dala, Lavabit

shall provide such information, fnciliiies, or tcehnicnl cssisianee fonhwiih.

I'ailurc to comply with this Ordershall subject Lavnbil lo any penally within the power of

ih= Counj •, " I>=>^
^CaaA~.

SO OllDERED.

Hon. Theresa C. Buchanan'
United States Magistrate Jviil'̂ e
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^Dacted

EXHIBIT 5
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIROiNIA

Alexaiuiria Division

IN THE MArrGROFTHE
APPLICATION OF TITE UNITED

ST.ATES OF /VMERJCA FOR AN ORDER
AU'n-IORIZING THE USE OF A PEN
REGISTElin"RAP AND TRACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

) FILED UNDER SEAL

)
) No. 1:131-:C297
)

)
)

MOTION OF THE UNITED STA TES
FOR AN ORDER TO SHOW CAUSE

•••

CUfiK. II.S. D)T"iC!r£:i"0

The United States, through trie undersigned counsel, pursuiint to Title 18. United States

Code, Section 40), lisreby moves fcr the issuance ofan order directing Ladar Lcvisun, the owner

and operator orLavabii LLC. an ele:tronic communications service provider, lo show catisc why

l.avabii LLC ha."? failed to comply with the orders entered June 28. 201 3. in this matter and. as a

result, why this Court should not hold Mr. Lcvison and Lavabit LLC in c{MUcmpt for its

disobcdicnec and rcsistence to these lawful orders. The United States further requests that the

Court convene a Irarinj^ on this movion on July 16,2013, at 10:00 a.m., nnd issue a summons

directing Mr. Levison to appear before this Coun on that date. In support ofthis motion, the
t

United Stales represents;

The United States is :onduc(ing u criminal investigation

v,„.

•'

, i

m

"(.V

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 29 of 82 PageID# 549



Casel:13-ec-00297-TCB*SEALED* Document 11-5 Filed 09/20/13 Page 3 of 8 PagelD# 68

the Slntes

.111 Older piirsiiuiv. lo 1S U.S.C. §27()3(d} directing Lavabit LLC to provide, uithin ten days,

addiiiona! records and information abouij Icmail accourtt. Mr. Lcvison rcccivcd liiat

order on June 11,2013. Mr. Lcvison responded by inai!, which was noi rcceivcdby the

tjovcmmcnt until June 27. 2013. Mr. Uvison provided very little of the infonnaiion souglu by

the June 10, 2013 order.

3. Oil June 28. 20! 3, ihi United StiUcs obtained a pen regisxer/trap and trace order on

account, a copy ofwhich is attached together with the application for that

orotr.

4. On June 28, 2013, FBI special agents met Mr. Levison at his residcncc in Dallas.

Texas, and discussed ihe prior grand jury' subpoena ser\'cd on Lavabit LLC and the pen register

order entered that day. Mr. Lcvison did not have a copy of the order wiien he spoke with the

agents, but he received a copy irom the PB! within a few minutes oftheir conversation. Mr.

Levison lold the agents that he would not comply with the pen register order and wanted to speak

to un attorney, ll was unclear whether Mr, Levison would nol comply with the order bccause it

was technically noc feasible or difficult or bccause it was not consistent with his business practice

of providing sccure, encrypted email sen'icc for his customers.
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5. On June 28, 2013, after ihisconversation wiih Mr. Lcvison, ihe United Siaies

obiained an Order Compelling Coniplianco Forihwiih, which directed Luvabil lo comply wiUi ihc

pen register order. Copies ofthat motion and order nre attached.

6. Since June 28, 2013, the FBI has made numerous aiiempts. without success, to

speak and meet directly with Mr, L;vison to discuss the pen register order and his failure to

provide "ail infotmaiion, fiicilities, and technical assistance necessary \o accomplish the

insinuation and use ofihc pen/trap dcvice" as required by thai order. As of this date, Lavabit

LLC has noicomplied with liio ordjr.

7. The United Slates requests ihul the Coun enter liicattached proposed order

directing Mr. Lcvison to show cause why Lavabit LLC has failed to comply with the pen register

order and why, iherefore, he should not be held In contcmpt, The United States requests that this

show cause hearing be scheduled for Jtily 16. 2013. at 10:00 a.m., and that a summons be issued

directing Mr. Levison to appear before this Court on that date.

8. The June 10, 2013 Section 2703(d) Orderand the Jime28.2013 pen register order

remain under seal. In iuidition. these orders provide that Lavabit LLC shall not disclose the

existence ol'the govcmcmni's app! cations and the orders to the siJbsciibcr||||̂ ^mor to any
other persons unless other\viiic authorized lo do so by court order, except that Lavabit LLC may

disclose the orders to nn atioraey for the purpose of obtaining legal advice regarding these orders.

The United States requests that ihe;;c documents remain under seal, that the non-disclosure
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provisions ufihi; orders remain in ciyeci, and ihai (his moiion and order and iiiiy subsequent

pleadings a»d/or proceedings rcgarJing this moiion also be sealed.

Respcctftilly submitlod,

Neil H. MucBride

Unilcd Slates Atlomcy

Uniicd Stales Attorney j^nice
Jusiiii \V. Williams U.S. Ailorney's Buildinii
2100 Jamicson Avenue

Alexandria, Virginia 22314
Phone: 703-299-3700
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REDACTED

PROPOSED

ORDER TO SHOW CAUSE
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IN THE UNITED STATES DISTRICT COURT l-OR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

INTHEMATrnROrTKE

APPLICATION OF THE UNITED

STATES OF AMERICA FOR AN ORDER
AUTMORIZINO the use of A PEN
REG1STER/TR/\P AND TR-ACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

1 UNDER SEAL

)
) No. 1:I3EC297

)

)

)

ORDER TO SHOW CAUSE

Upon moiion ofilic United !>iate3 pursuant ioTiil« 18, United Siaics Code, Scciion40I,

good cuusc having been showTi, IT IS HEREBY ORDERED:

[. Liidar I-cvison, the o';\-ncrand operator of Lavabit LLC. an clccfnmic

communicaiions scrvice provider, shall appear before this Court on July IG. 2013, at 10:00 a.m.,

ai which lime he shall show causc why Lavabii LLC has failed to comply with the orders entered

June 28.2013, in this matter and why this Court should not hold Mr. Levison and Lavabit LLC in

contempt for its disobedience and rwistcnce icj these lawful orders;

2. The Clerk's Office shall issue a summons for the nppcarance of Mr. Levison on

July 16. 2013. at 10:00 a.m. 'ITie Clerk's Office shall provide the Federal Bureau ofInvestigation

with a ecrliRcd copy of the summons for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau iifInvestigation shall serve the summons on Mr. Levison

together with a copy of ilic Motion of the United States for an Order to Show Causc and a

cenllled copy of this Order lo Show Causc.

4. The sealing and non-disclosurc provisionsof the June 10, 2013 Section 2703(J)

order and the Jxinc 28, 2013 pen rec ster order shall remain in full force and effect. Mr. Levison
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and Lavabil LLC shall noi disclose Ihe cxisicnce ofihcsc applications, monons, and couri orders,

iiiuUiding lliis Order lo Show Cuusc, lo Uk subscriber or to any other persons unless otherwise

authorized to do so bvcourt order, e*;ccpt thiU Lavabii LLC ir.ny disclose the orders lo an

atiomey for the purpose ofobtaininy legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any

subsequent pleadings and proceedings regarding this matter shall be placed under seal until

lunher order uf this Courx.

Entered in Alexandria, Virgi:iiii, iliis day of July, 2013

Claude M. l-lilton

United States District Judge
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EXHIBIT 6
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

.Mexandria Division ?_

LNTHEMOTEROFTl-ffi ) UNDER SEAL
APPLICATION OF THE UNITED )
STATES OF .A.MERICA FOR AN ORDER ) No, 1:13EC297
ALTHORIZING THE USE OF A PEN ) '
REGISTERTRAP .'V.ND TRACE :DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ciERn us nisii'tncci'fi
AILWMMA.'. tio.ri-.

ORDER TO SHOW CAUSE

Upon motion ofilie Uniicd Slates pursuant to Title 18. t^niied Suites Cooe, Section 401,

good causc having been sho^vn, IT IS HEREBY ORDERED:

1. Ladar LevisoQ, the owner and operator ofLavabit LLC, an electronic

communications serv'icc provider, i;hall appear before this Court on July 16, 2013, at 10:00 a-tn..

at which lirac he shall show causc 'aIiv Uivabit LLC has failed to comply with the orders entered

June 28, 2013. in this matter and \ '̂hy tliis Court shotild noi hold Mr. Lcvison ^d LavabiiLLC in

contempt for its disobedience and lesistencc lo these Jawfiil orders;

2. The Clerk's Officc .'ihal! issue a summons for the appearance or Mr. Levison on

July 16, 2013, at10:00 a.m. The Clerk's Officc shall provide the Federal Bureau oflnvestigation

.viith a certified cooy of the summons for ser\'ice on Mr. Levison and Lavabit LLC.

3. The Federal Bureau of Investiyation shall serve the summons on Mr. Levison

together with a copy of the Motion of the United States for an Order lo Show Ca-J.-sc and js

certified copy of this Order to Shov.' Cause.

4. The sealing and non-disciosure provisions of liie Jimc 10.2013 Section 2703(d)

order and tiie June 2S. 2013 pen register order shall remain in ftill force ajid effect. Mr. Lcvison

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 37 of 82 PageID# 557



Case l:13-ec-00297-TCB *SEALED* Document 11-6 Filed 09/20/13 Page 3 of 3 PagelD#76

and Uvabit LLC shall not disclose the existence of lliese applications, raoiioQS. and coun orders,

including this Order to Show Causu, to the subscriber or lo any other persons uiJess otherv.-ise

authorized lo do so by court order, except thai Lavabit LLC may disclose the orders to an

attome}" for the purpose ofobtaining legal advice regarding these orders.

5. This Order, the Motion ofthe United Stales for an Order lo Show Cause, and any

subsequent pleadings and procecdi:ags regarding tliis matter shall be placed tinder seal until

ilitther order of this Court.

Hntcred in Alexandria, Virpnia, this ^-^day of July, 2013

United Siaies District JudgL

A TRUE COPY, TESTE-
CLERK, U.S. DISTRICT COHni

TJaWYCLHFi^
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redacted

EXHIBIT 7
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AO S.l ChVOO) Summon i:i j Ciirii.-.al Ci«

United Sta^i'HS District Court
Ibr ilic

Easicfii Distrlci of Virginia
r" r5 r*"

United Suites of America

Ladnr Lcvison
Case No. I;13cc297

nefatdant

SUMMONS IN A CRIMINAL CASI-:

YOU AllESUMMONED lo appc;ir b'lforc the United Slates district court at the lime, diiie, and places set fyriii
hi;low in answer :c» one or more offenses or viohiiions based on i!ic fullowing document filed with the court:

• Indicinicni C Superseding indicrmcnt • Iiifornuilion • Superseding Informiition • Coniplaim
- Piobalion Violation Pciition • Siiperviso-.i Uclsiiso Violation Petition • Violaiion Notice S Order (if Court

JMace: 401 Courthouse Square
Alexandria, V A 22314

This offense is briefly described ns follows:

Sec Attached Order

07/09,•'20J3

1declarc under penalty of peijury (hat 1 have:

C E.xccuicd and returned this summons

Courtroom No.: 800- Judge Hilinii

Date iindTinic; 7/16/13 (£' 10:00 am

Issuing officer's^^hcturv

Dcpuiv Cicrk
f rimed name ami liilt

Q Returned this summoius unexecuted

A TRUE COPY.THSTC:
CLERK, U.S. niSTClCT GOITT

DEPUIVO-B.K

Printed namt and uili:
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redacted

EXHIBIT 8
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IJ-l ' . i.i :'SiAO Oi-WJiuipceraic Test!?) 3!fSr: i

United States District Court
foruie

Easiern District of Virginia
SUBPOENA TO TESTin' BErORE THE GRaW JURY

TO tjJarNurmai! Lcvi»on

RatU5,T-X"'520-5

VO'J ARE COr-^NW'JDED tooppecr end iwifybefore Ac United Sts'.n district coJit it 'J-.s liire. diis,sr-i
pieec shovm l)?!r.v to icaify bcfor; iht court's grencjiry. When ytyj affivc. ycu m«st rtmili ei ifis csur: iniil ih:
jy<jvje oracoun oJTieer allows you to !eav«,

y.VITED STATES DISTRICT COURT
•SOl Cu'jiltiouje SiiUJtT

AlKindfit. Virginia 22314

OMsjndTIme; July iCiJUO O-.W.'.M

Voj tiiusi also bring with you the foilo^viiie CocumenU, ;leetroni«Jly SlorctJ informstion, of otijcaJ
if nci BjptoWi:)

InBddiiion to,uur i.rrstfm.l ..ppc^rancc, >«« arc UirccitU lo hring (o tlsc gr^nU jury ""=
(.•ncryntioii keys uicd by bvabii.com lr> any SSL (Setun-Sockci Uyvr) orTLS (Trantpon Sccuriiy \.^<y<n
iWJions, including HITPS »cs»tjns with clletits usitisltic Isvibil.cotti «cUslU' and encryplcO SMTP
.'ummuniciilioii (or liitvriKi cominunicationi using oilier protocols) wiih muil strven.;

Afiy uU:c-r information iiwtsvjry to accotnpllsli ilit iiisiallallon unU use of tUc pti./irap tlcvicc orOcrcO by
Duclunsn o>i Ju^c^8. 2013, unobtruMvely aiiJ "itl. minimum inirrfercncc to theicrvlcej tha: are

uccordcO persons >vllli rwpcti lu whom th< installation and use istolakc place;

Irsuch Informaiion is elwCronicjitty stored or unnblc to be pliyiically transported to tlic ;rniiti jury,you
may provides copy of the Inrortjjailon to tht Frderjl Bureau oflnvc-stieuiiotu I'tOvisiOM of itits Informatioi.
to ibe FBI doc> noi cveuse your personal jp|narance.

),i1. II 21115 ci-i;iu< OF ccui

\j

'Hie ntine, adertM, email, nrvd iclschcnt nianfasr oflhs Ur.iitif Su!s> atemey,or ajsis-^\ United Suim insmry, wna
icqussts this Sjbpoctii, arc:

OITjfr sf ilic l.inlln) Sliito Att3<iie>

JiKlin W. Willi.imi Ignited Unites Alt»nif}'k Uuilkliu;
: 100 JainlKun

•Muxi-nrl... Vjri'r.cH :33N fWJJ a^S-J'liU
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AO 110 <P.«v. OliVS) 5vt^-.ri 16 H:ftn i Qie-t lu^) (?srt

PROOF OF SERVICE

Thissubpoena fof (name of tnSividual or organization),
was recei'/ed by me on (C3te) JuXu W.

>TV4v^ LCv"-!

I perscpsNy ill's si.'bprjcra lite in4jvl<:i;al (place)
cn f-aiBl u cf

U 1le<t iMe suDpoere cl Die inCtviduai's resitJence or usual p'acs of aC)o<3e ssUft (nanc)
. 3 wraon of suitaWc ace artd discroiion vyTio rcsiSes ttiers, on

(ijalg> ', and mailed a copy lo the individusl's Isst i<ncv/n address; or

C 1served me subpoena on (narT\e ofinidiv!dual)_ v/tio is
doeignated by law to accept aervice ofproccss on bcnaif of (name oforganization)

(dale) : or

Ci I returned the subpoena unexeculeofcecauso i Of

O'her isseci^-)-

Ideciareunaer the pensif/ of perjur/ mis informslion is Uve.

Dali:: iii

Server's addrass

Additiotialinformation regarding mwmpicd services, etc
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EXHIBIT 9

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 44 of 82 PageID# 564



Case l:13-ec-00297-TCB *SEALED* Document11-9 Filed 09/20/13 Page 2 of 6 PagelD# 83

i\0®3 (Rev I2i'05) inii Scijbic Waiirl

United States District Coijrt
for ilie

Eastern District ofVirginia

In (lie Matter of tlic Search of
(Uricjly iitmnbe fio prcpt't)- to be wcrcwr/
c idvnii// ike person byiuime atxi address)
INFORMATIO^SSOCI^^^W^

CONTROLLED BY LAVABIT, LLC

) CascNo.1:13SW522
)

SEARCH AND SEIZURE WARRANT

REDACTED

To: Any aiHliorizccl l.nv enforcement offieer

An application by afederal law enforcement officcr or an attorney for the government rcqucsu ll.c search
ofthe following psrion or properT)'located in the Northern District of ._Le*as
{lieM'.Jy //!..' vv'son orrf«crtt« !/;;• proprr '̂ lo be ser.rclwd cnrf g/vtf Us tocaHor^-.

See Ansct-rnsnl A

The person or propcny to be searched, described al)0\T, is believed 10 conceal Mcnufy ,lw pmm or tiiscr.b, mc
jiropirr/J« be sci:fdj:
See Attacfincnt B

1Hud that ihs afndavitCs). or any recorded testitnony. csteblish probable cause to scurch nnd seize llic person or
property.

YOU \RE COMMANDED ;o executc this warrant on orbefore —;ft w w . 1* iJsys/

a in ihc daytime 6:00 a.m. to iO p.m. 2l at any lime in llic day or night as 1find re.osonablc causc hns been
established.

Unless delaycf! noticc is authorized below, yoii mtist give acopy of the warruni and areccipi for the propcn>
tnkcrj to the person from whom, or from \vho.se premisss, the property was taken, or leave the copy and receipt ;ii '.he
place where the property was laker.

The ofTicer executing this warrant, or an officer present during the execution of the warrani, mu.sl prepare nn
invcnlorv as required by law and promptly return ihis warrani and inventory to United States Magistrate Judge

The Honorable Claude M. Hiltw •
(name)

• 1find that immediate notification may have an adverse result listed in 18 U.S.C. §2705 (e.xcept for delas
of irir:l), ;inJ authorize the officor executing this warrant lo delay nolice to the person who, or whose property, wili be
jcnrchcil or suited fdwK ihe apprvpnau box) Dfor days (not mexctea 30).

nvintil, the facis justil^ ing, ti-,c later specific dale of

Date anil time issuedjC/i.^i'. /C^ O-C'l S

City and state: AI,ej<arTdrja,_Virc;inia

Claude M. Hilton
IJiiiied Slates District Judge
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^ted

ATTACHMENT A

Propcrtj' to Be Searched

This warraiu applies to infommiion associated with iliat is

stored at premises controlled by Lavabit, LLC, acompany that acccpis scrvicc ol' legal proccss at

Dallas, Texas, 75204.

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 46 of 82 PageID# 566



Case l:13-ec-00297-TCB *SEALED* Document 11-9 Filed 09/20/13 Page 4 of 6 PagelD# 85

cted
ATTACHMENT B

Particular Things to bi; Seized

I. Infortnntion to be disclosed by Luvabit, LLC (the "Provider")

To the cxtenr ilial tlic informaiion described in Anachment A is wiihin tlie possession,

cusiody, or conirol of the Provider, including any emails, rccords, files, logs, or information that

has been deleted but is still available lo Uie Provider, the Provider is required lo disclose the

following informalion to the govtmmeni for each account or identifier listed in Artficlmieni A;

a. All infonnalion necessary to decrypt communications sem lo or from Lavabit

accoiimjmi^^^^Uincluding encryption
b. All information nccessarj' lo deco'pi stored in or othenvise associated with

the Loviibit account
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II. Information to be seized by the government

All iiiibrmation described ebove in Scction I that constitutes fruits, contraband, evidence;

and insirumentaliiies ofviolations of 18 U.S.C. ^6

violations mvoivingi (including, for each account or idciuificr listed on

AtrachmeniA, information pertaining to tiie following raalters;

a. All information necessar>' to decrypt communications sent to or from the Lavabit

c-mail account including encr>'ption keys and SSL keys;

b. All infonnaiion necessary to decrypt data stored in or otherwise associated with

ilie Lavabit account
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CERTIFICATE OF AUTHENTlCrTY 01- DOMESTIC

BUSINESS RECORDS PURSUANT TO FEDERAL RULE

OFF.VIDKNCE9020n

i, , attest, under penalties of perjun- under '.he-

laws of Lhc Uniled States of America ptirsuant to 28 U.S.C. § 1746, tlia-. ibc informaiion

contained in this declaration is true and correci. I am employed by Uvabii, LLC, and my

official title is . 1 am a custodian of records for Lavabit,

LLC. 1Slate that each of the records anached hereto is Ihe original record ora tnie duplicate of

ihL' original rccord in the custody of Lavabit, LLC, and ihat Iam the custodian of the mtaciied

records consistingof _ (patjes/CDs/kilobyies). I further state that:

a. all records attached to this certificate were made ator near the time ofthe

occurrence of Uie matter set forth, by, or from information iraniimitled by, a person with

knowledge oftliose matters;

b. such records were kept in the ordinary course ofa regularly conductcJ business

activity ofLavabi:, LLC; and

c. such records were made by Lavabil, LLC asa regular practice.

I ftirther stale thai this certification is intended to satisfy Rule 902(11) of theFederal

Rules ofEvidence.

Signature
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EXHIBIT 10
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UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

Alexandria Division B 'tij'K:

IK THE MATTER OF THE SE.ARCH OF

information: a?;sociatfd with

) UNDER SEAL
) (T-ocal Ruic 49(B))
) No. I:13sw522
)
)
1

LUKK 11^ 11,

THAT IS STORED A'!" PREMISES
CONTROLLED BY LAV ABIT, LLC

ORDER TO SEAL

'^cn

The UNITED STATES, pursuant lo Local Rule 49(B) ofihe Local Criiiiinn! Kuks for

the United States District Court for ihc Eastern District ofVirginia, having moved to seal the

application for asearch warrant, the search wamint, the ulTidavii in support ot the search

warrant, the Motion to Seal, and proposed Order in this matter; and

Tlie COURT, havina considered the govemmcnrs submissions, including the facts

presumed by ihc govemmenl lo justify sealins; having found tlut revealing the material sought

to be sealed would jeopardize an ongoing criminal invesiigauon; having considered the

available alternatives tliai are less drastic than scaling, and finding none would suffice to protect

the government's legitimate interest in concluding the investigation; and having found that this

legitimate sovemroent interest outweighs at this time any interest in the disclosure of the

material; it is hereby

ORDERED, adjudged, and DECREED that, the application for search warrant, the

se<L-ch warrani, the affidavit insupport of the search wanant, Motion to Seal, and this Order be

sealed until further Order by the Court. Uisfurther ordered that law enforcement officers may

ser\'c a copy of the warrant on the occupant ofthe premises as reciuired by Rule 41 ofthe Fed.

R. of Crim. Proc.

lixandria, Virginia

/§/
Claude M. Hilton

United Slates District Judge
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^DActed

EXHIBIT 11
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[N THH UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRiCT OF VIROrNTA

INRE: APPLICATION OF THE b-NlTED CaseNo. 1:13S\V522 P| ^ ^
STATES OF AMERICA FOR AN ORDER Filed Under Senl P
PURSUANTTO 18 U.S.C. §2705(b) [J ®

ORDER
aMK.U.S. BlVPlCl Cfiijsr

The Uiiiicd Slates has submiucd an application pursiiani to 18 U.S.C. §27Q5(b),

requesting that ilii: Court issue an Order commanding Lavabit, cin electronic communicaiioits

scrv-icc provider and/or ii remote computing service, not to notify any person (nichiding the

subscriber^! or customers of the accoum(s) listed in the search warrani) ofihc e-viisienci: oi tlii:

attached se;irch warrant tinli! furtlier order ofthe Court,

'ITie Court deiermines that there is reason to believe tliat notifictitiun of ihc exislcncc of

ihe attached warrant will seriously jeopardize the investigation, including by giving largeu an

opportunity to flee or condnue flight from prosecution. desMoy or tamper with cvidcncc, ci^angc
panems of behavior, or notify confederates. See 18 U.S.C. §2705Cb)(2), (j), (5).

IT IS TtlBREFORE 01U3ERED under 18 U.S.C. §2705Cb) thai Lavabit shall not

cisclose the existence of the attached search warrant, or this Order of the Coiul, to tlie lisied

subscriber or to any other person, unless iind uniil o[hcr^vise authorized to do so by ihe Court,

exccpt thai Lavabit may disclose the attached search warrant to an attorney for Lavabit for the

purpose of receiving legal advice.

IT IS FLTITHER ORDERED that the application and Uiis Order are sealed until

othen-vise ordered by Uic Coiui.

/£
Claude M. Hilton

United Stales District Judge
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EXHIBIT 12
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fN THE LrNlTEl") STATI-S DISTRICT COURT FOR

EASTERN DISTRICT Oi- VIRGINIA

Alcxiuidria Division

IN THE WAITER OF THE ) FILED UNDER SEA -
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR .AN ORDER ) No. 1;13EC297
authorizing the use of a PEN )
RJZG1STER/TR.AP AND TR^\CE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

I%m

SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN OilDER TO SHOW CAUSE

The United Stales, Uirongh the undersigned counsel, submits the following additionul

inftirnin-.ion in support of its show cause motion filed July 9. 2013:

1. Following the issuance oi' the Court's Order to Show Cause, the govcmmcni had a

meeting/eonrercncc call with Mr. Lcvison and his then counsel. Mr. Levison was in Dalhis,

Texas, at the FBI field ofncc, ai the lime, and his counsel Troni San Francisco. Cnlifomia. ;tnd

prosecutoi-s and FBI agents from the Washington. D.C. field officc participated by telephone. The

confcronce call was coin'ened to discuss Mr, Levison's questions und concerns about the

installatiun and operation ofa pen register on tlie targeted emiiil account. .Vlr. Levison's

concerns I'oeuscd primarily on how the pen register device would be installed on the Lavabil LLC

system, wiiat data would be captured by tlie device, what data would be viewed and preser\'cd by

the government. The parties also discussed wlie-her Mr, Levison would be able to provide

"keys" for encrypted inroniiniion.

2. During the conference- call, the FBI explained to Mr. Levison thai the pen register

could be installed with minimal inipact to tiie I.avabit l-I.C system, and the aycnts told Mr.
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^DACTED
Lcvison iliHi ihey would meci witli him when they u-erc ready \o insiall ihe device and goover

%viih him any of Utc icchnical details regarding ilie iiisialliniun and use of the pen register. As for

the data collcctcd by the dcvice. the ngcius assured Mr. Levison that ihe only daia thai the agents

would review is thaiwhich is stated in Ihe order and notliiiiy more {I.e., user log-in information

und the date, time, and duration of the transmissions for the target account).

3. Lavubit LLC provides encrypiion service lo paid users Based

on the confercnce call with Mr. Lcvison. the FB! is reasonably confideni thai with the encr>'ption

keys, which Mr, Levison can acccss, it would be able view in an un-encn-pied formal any

encrypted inromialion required to be produced ihroiiy.h the use of the pen register,

4. Mr. Levison and his atlonicy did not commii to the insiuUation and use of ihe pen

retjisier a', Ihe conclusion of the July 10 conference call. On July 11, 2013, counsel who

pmlicipated in the conference call informed the eoveniment ihai she no longer represented Mr,

Levison or Lavabil LLC, In addition, Mr. Lcvison indicated that he would not come to coun

unless the government paid for his travel.

5. On July 11.2013, FBI agents ser\-cd Mr. Levison with ii grand jury subpoena

directing him to appear before the grand jur>' in this district on July 16, 2013. As agrand jur>-

witness, the uovernmenl was responsible for making Mr. Levison's travel arrangements.

6. On July 11,2013, the undersigned counsc! sent Mr. Le\-ison an email indicating

that he has been served with a show cause order from this Coun requiring his appearance on July

16, 2013, and asubpoena reqiiirino his appearunce on the same date before a federal grand jury,

The email further advised Mr, Lcvison that he should contact the Uniled States Atiorney's Ofllce

as soon as possible to make his travel arrangements.
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7. On July 13, 2053, Mr. Levison, who was no longer represented by counsel, sent

government prosecutors an email indicaiinij ihai he would be nblc to collect the data required by

Ihc pen register and provide lhat data to the govemmcni after 60 days (l)ic period ofihc pen

register order). For tliis sen'ice, Mr, Levison indicated that the [lovemmeni would have to pay

itim S2000 ror "ilevciopmental lime and equipment" phis an uUdiiional $1500 if the government

wanted the data "more frequently" than after (30 days.

8. On July 13, 2013, the goveriimcni resjjonded to Mr. Lcvison's proposal. The

prosccmors infonncd Mr. Levison thai ihe pen register is a devise used lomonitor ongoing email

tragic on a real-time basis and providing the I'BI with data after 60 days was not sufUcieni.

Fiinhcrmorc, proseciiiors informed him thn: ihc statute authorizes the government to compensate

a scp.'ice provider for "rea-sonabte expenses," and the amount he quoted did not appear to be

reasonable. Mr. Levison responded by email staling thai the pen register order, in his opinion,

does not require real-lime access (although this fact was discussed at length during the July 10

confcrcnce call), Moreover, he indicated that the cost of reis.suing the "SSL certificate" (for

encryption service) svould be S2000. It was unclear in his email if this S2000 was an additional

expense to be added to the S3500 previously claimed. Mr. Levison indicated that he would tr>' to

contaci ihe person responsible lor making his travel arrangements at the United States .Atcorney's

ofllcc on Sunday afternoon.

9. On July 15,2013, Mr. Levisonspoke with the person rc.sponsible for making his

travel arrangements. He was told that he was booked on a llight from Dallas. Texas, lo Reagan

National .Airport departing lhal same evening. He also had a holel reservation. Mr. Levison

indicated tha
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10, The proceeding bclba- the Coun loday is to dcicrinine whether Lavabit LLC and

Mr. Levisoii should be held in civil conicmpi. Civil coniempi, as con\parc(i lo crimina! conieriipi

under ruie 42 ofihe I'cdcral Rules ofCriiTiinal Procedure, is intended to coerce compliance with

a court order. There are four elements lo civil conicmpi: (1) ihe exisicncc of valid order of which

Uvabii LLC and Mr. Levison hud aciual orconsiniciive knowledge; (2) Uic order was in ihc

govcmmeni's "favor"; (3) Lavnbil LLC and Mr. Levison violaied the terms of the order and had

knowledge, or consiniclive knowledge, ofsuch violaiion; and (4) the govcmmeni siiflered harm

£15 a result. In re Graiu/Jwy Subpoena (T-112), 597 F.3d 189, 202 C4lh Cir. 2012),

11, Here, each of these elements has been met. Lavabii LLC, through direct

communication between the government and Mr. Levison, its owner and operator, has had Qctuiil

knowledge of the pen register order and the subsequeni June2S order ofthe magistrate judge

compelling compliance with ihai order. This Court's show cause order, which was personally

scr\ ed on Mr. Levison. provided funher notice ofthe violation of those orders by Lavabit LLC.

The govemmeni clearly has suffered harm in that il has lost 20 days of information as aresult of

non-compliance.

12, Lavabii LLC may comply \\itli the pen register order by simply allowing the FBI

to install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC

informs Ihe Coun il will comply with ihe order, the government will not seek sanctions, !f,

however, Mr, Levison informs the Court thai Lavabii LLC will not comply, the government

requests '.hat Ihe Court impose a fine ofSi000 per day, commencing July 17, 2013, until Lavabit

LLC fiilly complies with the pen register order

13, To thu c.'-iicnt that Lavabii L.LC lakes the position that ihc pen register Jdcs noi
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luiihorizc ihc- production of ilic encr>'ption keys, the government lias iisked the Court lo autliorizc

the seizure of that information pursuant to a warrant under Title 18,United States Code, Section

2703, thus rendering this argument moot.

14, The Coun has sealed this proceeding. This pleadinsi has also been filed under seal.

Tile United States will hand deliver a copy of this pleading to Mr. Levison at today's hearing.

Respectfuily submitted,

Neil H. MacBridc

United St:iics .A,uomey'2;^nce
Justin W. Williams U.S. Attorney's Building
2100 Jamieson .\vcnue

.Me.Nandria, Virginia 22314
Phone: 703-299-3700
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EXHIBIT 13
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT Ob" VIRGINIA

ALEXANDRIA DIVISION

IN THE HATTER OF THE
APPLICATION OF THE UNITED
ST7vTES OF AMERICA FOP. AN
ORDER authorizing THE
INSTALLATION AND USE OF A
FEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC
MAIL ACCOUNT

1:13 EC 297

UNDER SEAL

Alexandria, Virginia
July 16, 2013
10: '51 a.m.

TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

APPEARANCES:

For the United States: James Trump, Esq.
Andrew Peterson, Esq.
Brandon Van Grack, Esq.

Michael Ben'Ary, Esq.

For Che R<sspondenu:

Court Reporter;

Ladar Levison, Reapondont

Trjcy L. Westfall, RPR, OMRS, CCP.

Proceedincjs reported by machine shorchand, transcript produced
hv comouter-aidod transcription.

'I'racy L. ViastZftli OCll-UBJC/JCUW
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DNDER SEAL

^dacted
PROCEED! !-!GS

THE CLERK: In Re; Case No. 1:13 EC 297.

MR. TRUMPi Good morning, Judge. Jim Trump on behalr

of Che United States. With me is Andy Peterson, Brandon

Van Grack from Che United States Department of Justice,

Hr. Ben'Ary behind me, and Matt Braverman, special agent ior the

summons.

THE COURT; Ail right.

MR. LEVISON: Ladar Levison, the subject of the

THE COURT: All right. Mr. Tru.T.p.

MR. TRUM?: "four Honor, we submitted our supplemental

paper this morning describing the communication we've had with

Lavabit, LLC, through Hr. Levison. And I think, very simply, wir

would like this Court to inquire of t-lr. Levison whether he

intends to comply wit;; che pen register order v;hich wojIo

require him to allow the FBT access to his server to inst-jH a

device which will e>4tract data, filter that data, and provide

that data to the FBI, and to provide the TBI with the encryption

keys to the extent there is encrypted information, included

among within the body of information called for by the pen

register order.

As Cha Court is aware, and as we will provide with

Hr. Levison, we obtained a search warrant this morning from Your

Honor for the same encryption keys. Thus, to the extent there's

Tracy L. KoaUfoU OCR-UiLr'iiDVA
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1 any question as to whether Wr. Leviaon vfould be requirea to

2 provide these keys, it's now subject both to the pen register

3 order and the search warrant, the seizure warrant.

4 That's where we stand. Your Honor. If Mr. Levison

5 agrees to comply with the order, we would not seek any

6 sanctions. We would as^ that he be directed to forthwith make

7 his .servers available so the FBI can instsll that device and to

8 extract the encryption keys.

9 If, however, he informs the Court he is not willing to

10 comply V7ith the order, v>e would ask the Court to impose

11 sanctions. We suggested in our pleading a thousand dollars a

12 day to be paid to the United States government until he

13 ccnplies. If he doesn't comply with that sanction, then we

14 would be back in court seeking additional sanctions or charging

15 additional offenses.

16 THE COURT: All ricjht. Mr. Levison.

-,7 MR. leviSOM; Good morning, Your Honor. I'.m not sure

13 what order I should make these in, but I would like to request a

19 couple of things by motion.

20 I'd like to move that all of the nonsensicive portic^ns

21 of the documents that were provided, i.s., everything except the

22 account in question, oe unsealed. I believe it's i.T,por-.a:.t for

23 tho industry and the people to understand what che government is

2-1 requesting by demanding than I turn over these encryption keys

25 for the entire service.

Trasy t. Weac£all 'SDVA
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1 THE COURT: All right. What, do you say to that,

2 Mr. Tru.iip? Deal with the motions before I —

3 MR. TRUMP: What Mr. Levison is trying to do, Your

I Honor, is ir.vice industry to come in and litigate as a surrcgote

5 for him the issue of whether the encryption keys are part and

c parcel of the pen register order. And that's one of the re=3jns

we sought the search v/arrant, to make it clear, whether through

8 the search warrant or pen register order, he is required to

3 provide these keys.

IQ We know he's been in contact with attorneys who also

II represent industry groups and others who have litigated issues

12 like this in the VJikiLeaks context and other.';. But we would

13 object to unsealing this matter because it's just Mr. --

14 the COURT: And they've done that in connection with

15 Che issuance of a pen register?

16 MR. TRUMl?: They have litigated privacy-related issues

in the context of process under 2703. I'm not sure — not = pej

register, but with respect to 2'703.

But we discussed thia issue with Mr. Levison and his

counsel by coiiference call. We indicated that the only data

that the government seeks is that which Is required by the pen

register order. That it's just the basic header tc e-n-.ail

traffic, sender, recipient, time, duration, that sort of thing.

If Mr. Levison wants to object to providing the keys,

he can certainly object to doing that and then we can proceed

Tracy L. Keatfail 0CR-USDC/S;VA
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1 from there, but 1 don't thtnk he's entitled to try to make this

2 a public proceeding co invite otiiers in to litigate these issues

3 on liis behalf.

the COURT: All right. Well, I believe that r.o be

5 correct.. I mean, this is a criminal investigation, h pen

€ register has been ordered and io here at issue, and any motion

7 CO unseal that will be denied.

g You said you had another motion, I believe?

c MR, L2VIS0H: Yeah. My issue is only with the SSL

10 keys. So if that is litigated separately and that portion or

11 Li^e proceeding is unsealed, I'm comfortable w:.cn that.

j_2 THE COURT: I don't understand what you're sayinc,

13 separate proceedings.

MR. lEVISON: Sorry. I have always agreed to the

15 installation of the pen register device. I have only ever

16 objected to turning over 'che SSL keys because that would

17 co.mpromise all of the secure coiTjnur.ications in mvj oul oi i»y

18 network, including my ovin administrative traffic.

19 the COURT: Well, didn't my order already include thax:

20 MR. LEVTSOM: I do not believe so, sir.

21 THS COURT: Did lay initial order — 1 don't recall at

22 the moment. Did my initial order recall the encrypted devices

23 wich the installation of a pen register?

2J MR. TRUMP: The per. register, as issued, just required

25 ail assistance, technical assistance, facilities, and

Tracy t. W'.'Stfa!'. CCfi-UStK'w VA
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information, to facilitate the pen register,

This morning the search warrant required —

THE COURT: Yeah, but the search vjarrant's a different

matter now. That's not before me this morning. The oniy thing

that's before me this morning is the pen register.

MR. TRUMP: Correct.

THE COURT: So as I understand it, my initial order

ordered nothing but that the pen register be put in plac^.

MR. TRUHP: And ail technical assistance, information,

and facilities necessary to implement the pen register. And

it's our position that without the encryption keys, tne dats

rrom the pen refjister will be meaningless. So to facilitate the

actual monitoring required by the pen register, the FBI also

requires the encrypcicn keys.

THE COURT: Well, chat could be, but I don't know that

• need -- I don't know that I need to reach that because I've

issued a search warrant for that.

MR. TRUMP: Correct, Your Honor. That the -- to avoic

litigating this issue, we asked the Court to enter the seizure

warrant.

THE COURT: Well, what I'm saying is if he agrees tnat

•Che pen register be established, and that the only thing he

doesn't v;ant: co do in coimcction with the pen register i.s tc

give up the encryption device or code —

MR. LEVISON: I've always maintained that.

Ttttcy Kessiali ocn-usc./i:'VA
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1 THE COURT: — so we've got. no issue here. You're

2 ready "o do that?

3 MR. LEVISON: I've been ready to do that since Agent

4 Howard spoke to me the first time.

5 THE COURT: All right. So that ends our —

6 MR. TRUMP: Well, then we have to inquire of

7 Mr. Levison whether he v;ill produce the encryption keys pursuant

8 to the search warrant that Your Honor just signed.

THE COURT; But 1 can't deal with that this rcornina,

can I?

TRUMP: Well, it's the same issue. You could ask

hin, Your Honor. VJe can serve him with the v/arrant and ask him

if he's going to comply rather than —

MR. LEVISOH: Vour Honor, I've also been issued a

subpoena demanding those same keys, which I brought v.'ith ir.e in

the event that we would have to address that subpoena.

TilE COURT: I don't know. Nr. Trump. I don't think i

want to got involved in asking him. You can talk with him and

aee whether he's going to produce Lhem or not and Let him tell

you. But I don't think I ought to go asking what he's going :o

do and what he's not going to do because I can't take any action

about it anyway.

If; he does not comply wii.ii the subpoena, there are

remedies for that one way or another.

HP. TRUKP: Well, the original pen register order was

•VSA-cy L. Wosuiaii CCR-U.tSC/SDVA
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1 followed by a compulsion order from Judge Buchatirin. The

2 comoulsion order required the er.crypcion keys to be produced.

3 So, ves, part of Che shov; cause order is to require

4 compliance both v/ith the pen register order and the cor.pulaion

5 order issued by Judge Buchanan.

6 And that order, which was attached to the show cause

7 order, states, "To the extent any information, Idcilities, or

8 technical assistance are under the control of Lavabit are needed

5 to provide the TBI with the encrypted data, Lavabit shall

LO provide such information, facilities, or technical assistance

LI forthv.'ith. "

12 MR. LEVISON: I would object to that statement. I

13 don't know if I'm wording this correctly, but what was in th.^-:

14 order to compel was a statement that v;as incorrect.

^5 Agent Howard seemed to believe that : hod the ability

1€ tc encrypt the e-mail content stored on our servers, which is

17 not the case. I only have the key.s that govern communications

15 into and out of the network, and those keys are used to secure

19 the -raffle for all uiiers, not just the user in question.

20 So the statement in that order compelling me to decrypt

21 stuff and Agent Howard stating that : have the ability t:: c:o

22 that is technically false or incorrect. There was never an

23 explicii: demand that I turn over these keys.

2-1 THE COURT: I don't know what bearing that would have,

25 would it? I mean, I don't have a problem — Judge Buchi;nan

Yeacy U. Hcaciall OCfi-'JSCC/MUVA
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issued an order in addition to mine, and I'm not sure I ought to

be enforcing Judge Buchanan's order.

My order, if he says that he v?ill produce or allov; the

installation of the pen register, and in addition I have issued

a search warrant for the codes that you want, which I did this

morning, Chat's been entered, it seems that this issue is over

as far as I'ra concerned except I need to see that he allov-'s the

pen register and coinplies vjith the subpoena.

MR. TRUMP: Correct.

THE COURT: If he doesn't comply — if he doesn't

; ccnpiy with the subpoena, then that has -- T have to addr'ssa

that.

MR. TRUMP: Right.

THE COURT: But right now there's nothing for me to

address here unless he is not telling me correctly about the pen

register

MR. TRUMP; Well, we can — Your Honor, if we can

to Mr, Levison for five minutes, we can ask him whether he will

honor the warrant that you just issued.

MR. LEVISON: Before we do that, can I —

THE COURT: Well, what can I do about it if he doesn't,

if he tells you he's not going to? You've got the right to go

ouc and ccarch and get it.

MR. TRUMP: Well, we can't get the informazion without

his assistance. He's the only v;ho knows and has possession of

Tracy L. Wescfuli CCR-USt'C/i.DVA
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1 it. We can't tcike it from him involuntarily.

2 MR. LEVISOM: If I may, sir, my other —

3 THE COURT: Wait just a second.

ii You're trying to get me ahead. You're trying to gee xe

5 to deal with a contempt before there's any contempt, and 1 have

S 5 problem with that.

7 ^5R. TRUMP: I'm trying to avoid contempt altogether,

3 Your Honor.

9 THE COURT: I know you are. And I'd love for you-all

10 to get together and do that. I don't want to deal v.'iuh it

11 either. But I don't think we can sit around and agree that

12 there's going to be a default and I will address it before it

15 occurs.

MR. TRUMP: I'm just crying to figure out whether

15 there's going uo be a default. Vfe'll take care of that/ Judge.

16 THE COURT: You can. I think the way we've got to do

17 this -- and I'll listen to you. I'm cutting you off, I .<now,

18 but I'll listen Co you in a minute.

15 The way we have to do this, the hearing that's before

20 me this morning on this issue of the pen register, that's been

21 resolved, or so he's cold me. I don't know whscher you wane ::c

22 continue this one week and see if he cornpiies with chat, whicn I

22 guess would be prudent to do, ai- a few days for nim to coraply

24 with the pen register. Then we will wejit and sea v;hat. happens

25 with l;h.» subDoena.

Tracy w. Vfesciaii CCS-VJUt/KtVA
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1 Because as far as my pen register order is concerned,

2 he says he's goinc to comply v.'ith it. So that issue's over and

2 done with. The next issue v.'ill be whether or not he complies

•1 with v.he subpoena. And I don't :<now and I don't want to

5 presuTTie, and I don't v;ant him to represent to me v/hat he intends

6 to do v;hen he can s'ery well go home and decide he's going ro do

7 something different.

8 When that warrant is served, we'll know what he's goinc

9 tc do. I think we've got -- I don't see another way to do it.

10 MR. TRUHP: That's fine, Your Honor. We will serve tho

11 warrant on him as soon as v/e conclude this hearing, and we'll

12 find out whether he will provide the keys or not.

THE COURT; Okay. Now, did you want to say anything

else?

HR. LEVISON: Well, I mean, I've always maintained that

all the government needs to do is contact me and sec up an

appointment to install that pen register. So i don't hncv why

there has never been any confusion about my willingness to

install it. I've only ever objected to the providing of those

keys which secure any sensitive information going back and

Corf.h.

But my motion, and I'm not sure ir it's relevant or not

beciiui-e it deals more with the issue of che subpoena denandj.i.^j

die keys and for what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy I., wescfail ocH-USCC/EOVA
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:hat particular issue.

THE COURT: Well, I mean, there's nothing before me

v.'ith that. I've issued the subpoena. Whatever happens v/ith

that, that's — you' rs trying to get me to do what Mr. Truinp

v/anted to do and to arrange this beforeliand.

XR. LUVISOH: Well, ! don't knov; if I have to appear

before that grand jury right now and give the keys over or face

arrest. I'm not a lav/yer so I don't u.nderstand the procedure.

THE COURT: I don't know either. You need to have —

it would be wise to have a lawyer.

MR. LEVISON: Okay.

Tn-i COURT: I don't know what's going to happen. I

don't know. They haven't served the warrant yet. I have no

idea. Don't know what's going to happen with it. You'll just

have to figure that out, and it be wise to have a lawyer to do

it, I would think.

MR. LEVTSOM: I guess v/hile I'm hers in regards tc t.^.e

pen register, would It be possible to request some sore of

external audit to ensure that your orders are followed to the

ie-r.er in cerir.s of the information collected and preserved?

THE COURT: No. The law proviaes for those things, and

any other additional or extra monitoring you might want or th:.nk

is appropriate will be denied, if that's what you're requestinc.

«R. LF:VIS0N: Okay. I mean, it request.s that thc:

government return to the Court records —

Tracy L. Heatfoil OCa-'JSDC/Erv?.
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1 THE COURT: 'ifou need to talk to a lawyer abouc vjhai: the

2 law requires for the issuance of a pen register.

3 MR. LEVISON; They can handle uhat separately. That's

fine.

THE COURT: The law sets out what is done in ^hat

regard. Your lawyer can fill you in if you want to know.

MR. LEVISON: I've always been willing to accept the

device. I just have some concern about ensuring that it's used

nrocerv.

THE COURT: Should we continue this to some specific

date to see that he complies with the pen register?

hJR. TRUMr: We can, Your Honor. It's a moot issue

without the encryption keys.

THE COURT: Well, that is a practical matter --

MR. TRUMP: That's a practical —

THE COURT: -- but I don't think it is a moot issue. I

ir.ean, you-all have got rhs right to go in and put or. tha'.: ren

register. He says that he will do it. That's all that I've

ordered.

Now, the other business about ordering that. Judge

Buchanan made an order that he's going to have to supply what

vou say is the encryption codes to raake the information useful.

I don't know. I didn'c enter chat order. I have ^ircublc asking

that connection.

If you're going to — I don't know whether you want to

::dcy !.. •••les-.itil OCR-'-'SDC/SCVA
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1 do something in front of Judge Buchanan or not.

2 MR. LEVISON: You see, Judge, though that I've always

3 been willing. They just didn't feel the need to set up an

4 appointment.

5 THE COURT: What do you want me to do with this case?

6 Vou v;ant me to continue it? You v/ant me to say it's moot right

7 now and just end it?

8 • MR. TRUMP: No. I think we can continue it. I don't.

9 know Mr. Levison's schedule. It can be done v;ithin hours of his

10 return to Dallas.

11 the COURT: Of course he can. You wsnt to continue it

12 till a week from Friday?

13 MR. TRUMP: Or a week from today.

14 MR. LEVISON; I'm not available within hours of rny

15 return, but I can meet with you on Thursday.

15 THE COURT: Let's continue it a week from Friday.

17 MR. TRUMP; A week from Friday.

18 THE COURT: What date's that? The —

IS THE CLERK: 26th.

20 THE COURT: The 26th?

21 MR. LEVISON: .!\cceptable to me.

22 THE COURT: We'll continue it to the 26th, and that's

22 for determining whether or not that pen register has been

2'J instal.led as you request.

25 We can make it 10 o'clock.

Tracy I.. Wesifall OCR-USSC/EDVft
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2 tims.

IR. LEVISON: I'll remember 10:00 instead of 10:30 this

THE COURT: All right. Thank ycu.

All right. Thank you-all. We'll adjourn till toir.orrov;

5 rooming at 9:30.

(Proceedings concluded at 11:02 a.m.

Tracy L. Kescfali CVCr-.-USCC/SDVA
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3 I certify, this nth day of September 2013, that the

4 foregoing a correct, rrnnscript from the record of proceedings

5 in the above-entitled matter to the best of my ability.

Ti-flcy Westfaij?^ CCR

Tracy Wes-^ieU OCR-USCC/ilSVA
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERil DISTRICT OF VIRGINIA

nlexandria Division

^Dacted

IN THE KATTER OF THE )
APPLICATTON OF THE U1<IITED )
STATES AUTHORIZING THE USE OF )

A PEN REGISTER/TFAP AKD TRACE )
DEVICE ON AN ELECTRONIC I'lAIL )
ACCOUNT )

Criminal No. 1:13SC297

ORDER

This rnacter comes before Che Court on the Governmenc's Notion

Uhac Ladar Levinson, Che owner and operator of Lavabit, LLC show cause

as to why Lavabic, LLC has failed to comply with the Court's Order

of June 28, 2013 and why this Court should not hold Mr. Levinson and

Lavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal,

For Che reasons stated from the bench, it is hereby

ORDERED chac Ladar Levinson's Motion To Unseal, is DENIED and

this matter Is coricinued Co Friday, July 26, 2C13 at 10:00 a.m. for

zurcher proceedings.

Alexandria, Virginia
July , 2013

Claude M. Milton
United States Dislrict Judge
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EXHIBIT 15
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IN THE UNITED STATES DISTRJCT COURT i'̂ OR THE

EASTERN DISTRICT OF VIRGINIA

/Vlexanclria Division

IN THE MATTER OF TME
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MA'ITER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jurj'

FILED UNDER SEAL

No. l:i3EC297

No. !:13SW522

No. 13-1

5 'im

cu?< c.rn

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUTVl OF LAW IN SUPPORT OF MOTION

Uvabit LLC ('M.nvabil"} and Mr. Laciar Levinson ("Mr. Lcvinaon") movo

this Court to quash Che grand jury subpoena and scarcli and seizure warrant

served on them by the Federal Bureau ofInvestigation and Uie Officc ol" the

United States Attorney (collcctivcly "Government").

BACKGROUND

Lavabit is aii encrypted email acrvice provider. As uiich, Lavabit's

bu.sinesa niodcl focuscs on providing private and tiucurc: crnHil accounis t<; iis

customers. Lavabit uses various encryption methods, including secured socket

layers ("SSL"), to protect its users' privacy. Lavabit maintains an cncryplion
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key. which may be used by authorized usei-s dccrypt clala and communications

from its server ("Master Key"). The Government has commanded Lavabit, by a

subpoena* and a search and seizure warraJit, to produce the encrypdon keys

and SSL keys used by iavabir.cnm in order to access and decrj'pt

communicp-tions nnd datn stored in one specifio email address

Subpoena

ARGUMENT

If the Government gains access to Lavabit's Master Key, it will have

unlimited access to not only ("Email Accounc"), bur.

all of the commimications and data stored in each of Uwabil's 400,000 email

accounts. None of these other users' email accounts are at issue in this

matter. Hovi-evor. production of the Master Key will compromise the security of

these users. While Lavabit is willing to cooperate with the Government

reyording the Kmail Account, Uvabit has a duty to maintain the security for

the rest of its customers' accoimts. The Lavabit Subpoena and V/arrant arc

not narrowly tailored to seek only data and communications relating to the

Email Account in question. As a result, the Lavnbit Subpoena and Warrant arc

unreasonable under ihc Fourth Amendment,

a. Tho Lavabit Subpoena and Warrant Essentially Amoimta to a
General Warrant.

' The gj'and Jur.' subposna noi oniy commundcu Mr, Lcvicson lo uppcar bufon: :his Court on
Jyly i6. 2013, bul aiso lo bring Lavabit's cncfyption keys. Mr. Lnvinson's siibpocrte. to nppcnr
before Ihc grand juiy was withdruwn, but the government cotuinuea to scc-k theencryption
keys. Lavabit is only scukinc to <iun!Jli tha Court's command llml Mr. Uvinaon provide tho
encryption keys,

Case 1:13-ec-00297-TCB   Document 25-11   Filed 02/24/16   Page 81 of 82 PageID# 601



Case 113-ec-00297-TCB "SEALED* Document 11-15 Filed 09/20/13 Page 4 of 11 PagelD#
120

redacted

Though the Lavabit Subpoena and Warrant superficially appears lo be

naiTOwly tailored, in renlity, it operates U9 a general warrant by giving the

Government acccss to eveiy Lavabit user's communications and data.

IL is not what the Lavabit Subpoena and Warrant defines as the boundaries for

the search, but the method ci providing acccsa for the search which amounts to

a general warrant.

It is axiomatic that the Fourth Amendment prohibits general warrants.

Andi^sen v. Maryland. 427 U.S. 163,180 (1976). Indeed "it is familiar histoiy

that indiscriminuLi; searches and seizures conducted under the authority of

•general warrants' were the immediate evils that motivated tlie framing and

adoption of (he Fourth Amendment." Payton u. New York, 445 U.S. 573. 5So

(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment

requires rhat "the place to be searched" and "Uic persons or things to be seined"

be described particularity. United States v. Moore, 775 F. Supp. 2d 882,

898 (E.D. Va. 2011) (quoting United Slates v. Grubbs, 517 U.S. 90, 97 (2006)).

The Fourth Amendment'.s particularit>' requirement is meant to "preventi]

the seizure of one thing under a warrant describing another." Andresen, 127

U.S. at 480. This is precisely the concern with the Lavabit Subpoena and

Warrant and, in this circumstance, the particularity requirement will not

protcet Uvabit. By turning over the Master Key, the Government will have the

ability to search cach and every "pUicc," "pen-jon [and] thing" on L-avabit's

network.
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The Lavabit Subpoena and WarrnnL allows the Government to do a

"general, cxploralor)' rummaging" ihrough any Lavahit user account. See id.

(quoting Coolidge v. New Hampshire, 403 U.S. 443, 467 (1971)) (describing tlic

issue with general warrants "is not Uiat ofintrusion per sc, but of a general,

exploratory rummaging in a person's belongings'). Though tlie Lavabit

• subpoena and Wairant is facially limited to the Em.ul Address, the

Government would be able to seize commiinieations, data and information fronj

any account oncc it is given the Muster Key.

There is nothing other than the "discrerJon of the officer executing the .

warrant" to prevent an invasion of otlier Lavabit user's accounts and private

emails. See id. ai 49'.2 (quoting Stanford v. Texas, 379 U.S. 476, 485 (I9G5))

(explaining that the purpose of the particularity requirement of the Fourtli

Amendment is to ensure, with regards to whatis Inken that, "nothing is left to

the discretion of ihe officer executing ihe warrant.") (intcrnaU citation omilted).

I.avabil has no assurance that aity searclies conducted uUli^cing the Master Key

will be limited solely to Email Account, See Croh u. Raniir&z, 540 U.S, 551,

561-62 (2004) (cidng Camara v. Municipcif Court ofCity and County ofSan

Fi-ancisco, 387 U.S. 523, 532 (1967)) (nodng that a particiilar warrant is to

provide individuals with assurance "of tlie lawful autliorily of the executing

officer, his need to .search, and the limits of his power to search) (emphasis

added). Lavabit has a duty to its customers to protect llieir accounts from the

possibility of unlawful intrusions by third parties, including governmenf

cndtiea.
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As the Ixavabit Subpoena, and Warrant arc currently framed thi:y urc;

invalid as they operate as a general warrant, allowing the Government to

search ir.dividuai users not subjection to this suit, without limit.

Ij, The Lavabit Subpoena and Warrant Seeks Information that Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Government will be

given access to data and communications thai arc wholly unrelated to the suit.

The Government, by commanding I.avabit's cnciyption keys, is acquiring

acccss to 400,000 user's private accounts in order to gain information about

one individual. 18 U.S.C. § 2703(d) slates that a court order may be issued for

inibrmation "relevant: and material to an ongoing criminal investigation."

However, the Government will be given xmlimited access, through the Master

Key. 10 several hundred thousand user's information, all ofwho are not

"niateriar' Lo the investigation. Id.

Additionally, the Government has no probable causc to gain access to tlic

other users accounts. "The Fnunh Amendment...requires that a warrant be nu

broader than tlie probable cause on which it ia based." Moore, 775 F. Supp. 2d

at 897 (quoting United States v. Jlurwitz, 459 F.3d 463, 473 ('tth Cir. 2006)).

Probable cause here is based on tlic activities of Uie individual linked to Uic

Email Address, Otlicr Lavabit users would be severely impacted by the

Government's access lo ihe Maaler Key and have not been accused of

wrojigtioing or criminal activity in relation vo thia suit. Their privacy intereals

should not suffer because of the alleged misdeeds of anothei- lavabit user.
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c. Coraplianco with Luvtiblt Subpoena and Warrant Would Cause
an Undue Burden.

As a non-parly and unwilling participant to this tsuit, Lavabit has already

incurred legal fees and othercosts in order lo comply wiUi the Court's orders,

Ftirllicr compliance, by turning over the IVlastcr Key and j^ranUng the

Goveniinent access to its entire network, would be unduly burdensome. See

18 U.S.C. § 2703(d) (stating that "the service provider may [move to) quash or

modify jan) order, ifIhe information orrccords requested nre unusually

voluminous in nature or compliance with such order otherwise would cause an

undue burden on such proviiier.") (emphasisadded).

The rcccnt case of In re Applicoiion of ihe U.S. for an Order Pursuant lo 18

U.S.C. 2703(d) ["Tivittef) addresses similar issues. 830 F. Supp. 2d 114 (E.D.

Va. 2011). In tj-iat case, Uie Petitioners failed to allege "a personal injuiy

cognisable by the Kourch Amendment." Id. at 138. However, bavabit's

circumstanccs arc distinguishable. The Government, in pursuit of informtiUon

date and communicaLions related lo Che Email Address, has caused and will

continue to cause injury to T.avabit. Not only has Lavabit expended a great

deal of time and money in atlcmpting to cooperate with the Government thus

fiir, but, Lavabit will pay Uie ultimate price—the loss of its customers' trust and

business—should the Court require that the Master Key be turned over.

Lavoblt's business, which is founded on tlie preservadon of electronic privacy,

couki be destroyed if it is required to produce its Master Key.
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• Lavabitis also a fundamenlnlly different cJitiLy than Twitter, the business

at issue in Tiviiler. Tlie Twitter Terms of Sen'ice specifically allowed user

information to be disseminated. Id. at 139. Indeed, the very purpose of Twitter

is for users to pubiicnlly pnat their musings and beliefs on the Internet. In

contrast, Lavabit is dedicated to keeping its user's infonnation private and

securc. Additionally, the order in nwitferdid not seek "eoritent information"

fromTwiticr users, as is beingsought here. Id. The Government's request for

Uvabit's Master Key gives itaccess Co data and communications from 400,000

email securc accounts, which is much more sensitive information that at issue

in l]ic Tujirtar.

The Government is attempting, in complete disregard of the Fourth

Amendment, to penetrnti: nsystem that was founded for the sole purfjose of

.privacy. See Katz v. United States, 389 U.S. 347, 360 (1967) (stating U^at "the
touchstone of Fourth Amendment analysis is whetJicr a person has a

constirationally protected reasonable expectation of privacy ) (internal citations

omici:ed). For Lavabit. to {jrant the Government unlimited access to every one of

its user's accounts would be to disavow its duty to its users and the principals

upon which it was founded. Uvabit's service will be rendered devoid of

economic viiivte if the Government is yraxited access to its secure network. The

Government doc.s not have any proper basis to request that Lavabit blindly

produce its Master Key and subject all of its users lo invasion ofprivacy.

Moreover, the Master Key itself ia an encryption developed and owned by

l^avabit. As such it is valviablc proprietary information and Lavabit has a
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reasonable expectation in prolecling it. Bccause Lavabit has a reasonabtc

expectation of privacy for its Master Key, the Lavabit Subpoena and Warrant

violate the )''ourth Amendment, See Tiuitter, 830 F. Supp. 2d Eit 1.41 (citing

United Slates v. Calandra, 414 U.S. 338, 346 (1974)) (noting "The grand jurj'

is...without power-to invade a icgitlmate privacy interest protected by the

Fourth Amendment" and that "a grand juo'"s subpoena...will be disallowed if it

is far too sweeping in its terms to be,..reasonable under the Fourth

Amendment,"),

CONCLUSION

For the foregoing reasons, Lavabit and Mr, Levinson respectfully move

this Court toquash the seaich 4ind seizure warrant and grand jury subpuenu.

Further, Lavabit and Mr, Levinson request that tliis Court direct that Lavabit

docs not have to produce its Master Key, Alternatively, Lavabit and Mr.

Levinson request that they be given an opportunity to revoke the current

cnciyption key and reissue a nnw encrj'ption key at the Governments expense.

Lastly, lavabit and Mr. Levinson request that, if Uaey is required to produce the

Master Key. that they be reimbursed for its coats which were directly incurred

in producing the Master Key, pursuant to 18 U.S.C. § 2706.

-

Jesse A. Binn^,' VfsB/^ 79292
Bror)fc;y &Qi|(inQll,'''PLLC
10387 Main Street, Suite 201
Fairfax, Virginia 22030

LAVABIT LLC

By Counsel
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(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinnnll@bbla\vonlinc.com
Counsel far jMvabit LLC

redacted
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Ccrtificalc tjf Sfirvicc

Iccrlify that on ultis^ ^ duy of July, 2013, this Motion lo Quash
Subpoena and Search Warrant and Memorandum of I^iw in Support was hand
delivered to the person at the addresses listed belov/:

United States Arrorney's Office
Eastern District oCVirpinia
12100 Jamicson Avenue

Alexandria, VA 223 }•!

ayic R. ^nneJl/^
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EXHIBIT 16
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE
OF A PEN REG1STER/TR/\P
AND TRACE DEVICE ON AN
ICLECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH
iiimi^miii^^^^^HAT
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In rc Grand Jury

FILED UNDER SEAL

No. 1;13EC297

No. 1:13SW522

No. 13-1

Redacted

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURE ORDER AND MEMORANDUM OF LAW IN SUPPORT

OF MOTION

I.avahif. LLC ("Lfivubii") and Mr. Leidiir Lcvinson ("Mr. Lcvinson")

(collectively "Movants") move this Court lo unseal the court records concerning

the United States government's attempt to obtain certain cnciyption keys and

lift die non-disclosure order issued to Mr. Levinson. Specifically, Movants

request the unsealing of all orders and documents filed in this maUcr before

the Court's issuance of the July 16, 2013 Scaling Order ("Scaling Order"); (2)

aJl orders and documents filed in this matter after iJio issuance of rhe Sealing

Order; (3) all grand jury subpoenas and search and aelTaire warrants issued

before or after issuance of the Sealing Order; and ('!) a!! documents filed in
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connecLion \vith such orders or requests for such orders (coIlectivcly. the

"sealed documents"). The Sealing Order is attached as Exhibit A. Movunis

request thai all of tho scalcfi documents be unsealed and irmdc public as

quickly as possible, with only Chose redactions necessary to secure information

that the Court deems, after review, to be properly withheld.

BACKGROUND

Lavabit was formed in 2004 as a secure and encrypted email aervicc

provider. To ensure security, Lavabit employs multiple encryption schcmcs

using complcx access keys. Today, it provides email servicc to roughly 400,000

users worldwide. Lavabit's corporate pliilosophy is user anonymity and

privacy. Lavabit employs secure socket layers ("SSL") to ensure the privac\' of

Lavabit's subscribers through cnciyption. Uvabir. possesses a master

encryption key to facilitate the private communications of its users.

On July 16, 2013, this Court entered an Order pursuant to 18 U.S.C.

2705(b), directing Movants to disclosc all information nccessary to decrypt

communications sen: to or from and data stored or otherwise ass{)ciated wilJi

the Lavabit c-mail account incUiding SSL keys (the

"Lavabit Ordei-"). The Lavabit Order is attached as Exhibit B. The I.avabit

Order precludes the Movants from notifying any person of the search and

seizure warrant, or the Court's Order in issuance thereof, except that Lavabit

was permitted to disclose the search warrant to an attorney for legal advice.

ARQtlMBNT
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In criminal trials there is a common law prcsuinplion of accesy to judicial

records, like the sealed docuinents in tlie present case, Despite the

govci-nmeni's legitimate interests, itcannot meet its burden and overcome this

presumption because it has not explored reasonable alternatives.

l^urthermore, the government's noticc preclusion order constitutes a contcnt-

based restriction on free speech by prohibititig public discussion ofan entire

topic based on its subject matter.

I. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS

The Stored Communications Act ("SCA") authorizes notice preclusion to

any person of a §2705(b) order's existence, but only if the Court has reason lo

believe that notification will result in (1) endangerina the life or physical safety

of an indiwdual; (2) Hight from prosecution; (3) destruction or tampering with

evidence; (4) intimidating of potential witnesses; or (5) otherwise seriously

jeopardizing an investigation or unduly delaying a triiil. § 2705{b)(l)-(S).

Despite this suitutoiy auchoriti', the §2705(b) gag order infringes upon

freedom of speech under the First Amendment, and should be subjected lo

constitutional cane law.

The most searching form of review, "strict scrutiny", is implicated when

there is a concent-based restriction on free speecii. R.A. V. v. City oj St. Paul,

Minn.. 505 U.S. 377, 403 (1992). Such a restriction must be ncccssary to sei-vc

a compLillinR state inccrcsl and narrowly drawn to nchicvc thai- end. Tci. The

Lavabit Order's non-disclosurc provision is a conccnt-baBcd restriction that iii

not narrowly tailored to achieve a compelling state ijitcrest.
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a. The Lavabit Order Regulates Mr, Lcvlnson's Free Speech

The notice preclusion order ai ifjaue hcjrc limits Mr, Levinson's spcuch in

that he is not allowed to disclosc the cxisicncc of the § 2705(b) order, or the

.underlying investigation toany other person including any other Lavabit

subscriber. This naked prohibition against disclosure can fairly be

characterized as a regulation of pure apecch. Bortnicki v. Vopper, 532 U.S.

5H, 526 (2001). Aregulation that limits the time, place, or manner of spccch

is permissible ifit serves a significant governmental interest and provides

ample alternative channels for communication. See Cox v. iVew Hampshire,

312 U.S. 569, 578 (1941) (explaining lhat requiring a permit for parades was

aimed at policing rhe streets rather than restraining peaceful picketing).

However, a valid time, plucc, and manner restriction cannot be based on the

content or subject matler of the speech. Consni Edison Co. ofNew York v. Piib.

Seru. Comm'n of New York, -T-iy U.S. 530, 536 (1980).

The gag order in the present case is contcnt-bascd because it precludes

speech onan entire topic, namely the search and seizure warrant and the

underlying criminal investigation. See id. at 537 ("TJic First Amendment's

hostility to content-based regulation extends...to prohibition of public

discussion of an entire topic"). While the nondisclosure provision may be

viewpoint ncutrai on its facc, it neveithelesa functions as a content-based

rcsLriclion bccausc it closes off an "entire topic" from public discourse.

It is ti-ue that the government has a compelling interest in maintaining

the integrity of its criminal investigation However, Mr.
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Lcvinson has been unjustly resu-ainec! Tvom contacling Lavabit subscdbers who

could be subjcctcd to government surveillaiice ifMr, Lcvinson were forcccl to

comply the !.avabil Ordej'. Lavtibll's value is embodied in its complcx

encryption keys, which provide its subscribers with privacy and securitj'. Mr.

Uvinson has been unwilling to turn over tliesc valuable keys because they

grant acccss to his entire network. In order to protect Lavabit, v/hich caters to

thousands of international clients. Mr. Uvinson needs some ability to voice his

concerns, gamer support for his cause, and take precautionary steps to ensure

that Lavabit remains a truly secure network.

b. The Lavabit Order Constitutes A Prior Restraint On Speech

Besides restricting content, the § 2705(b) non-disclosure order fuices a

prior restraint on spccch. It is well settled that an ordinance, which makes the

enjo>'ment of Constittitiona! guarantees condngent upon tlic uncontrolled will

of an ofTicia!, is a prior rcsti-aini of those freedoms. ShuUlesworih u.

Binningham, 394 U.S. 147, 150-151 (1969); v. aty o/Baxley, 355 U.S.

313, 322 (1958). By definition, a prior restraint is an immediate and

irreversible sanction because it "Ireezca" speech. Nebraska Press Ass'n v.

Shtari, 427 U.S. 539, 559 (1976). In the present case, the Lavabit Order,

enjoins Mr. Lcvinson from discussing these proceedings with any other person.

The effect is an immediate freeze on speech.

The Suprenie Court of tlie United Stales has interpreted the First

Amendment as providing greeiler protection from prior restraints. Alexcuiderv.

United States, 509 U.S. 544 (1993). Prior restraints carry a heavy burden for
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justification, wiih a presumption afjainsl constitutional validitj'. Capita/ Cities

Media, Inc. u. Toole, 453 U:S. 1303, 1305 (1983); Carroll v. Princess Anne, 393

U.S. 175, 181 (1968); Bantam Books, Inc. v. SuUiuaii, 372 U.S. 58, 70 (1963).

Hero, the government and the Court believe that notification of the aearch

warrant's existence will seriously jeopardize the Investigation, by giving targets

an opportxiniCy to flee or continue flight from prosecution, will destroy or

tamper with evidence, change patterns of behavior, or notify confederates. See

Lavabit Order. However, the government's interest in the integrity of its

investigation does not automatically supersede First Amendment rights. See

Landmark Communicatioiis, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holding

tlic confidentiality ofjudicial review insufficient to justify encroachment on the

freedom of specch).

In the present case, the government has a legitimate interest in tracking

the account However, if Lavabit were forced to

surrender its master encryption key, the government would have access not

only to this account, but also every I^.vabit account. Without the ability to

disclosc government access to users' enco'pccd datu, public debate about the

scopc and justification for tliis secret investigatory tool will be stilled.

Moreover, innocent Lavubic subscribers will not Icnow that Lavabit's security

devices have been compromised, Tlierefore the § 27Q5(b) non-disclosure order

should bo lil'iod to provide Mr. Lcvinaun the ability to ensure the value and

integrity of Lavabit foi" his other subscribers.
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ir. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUMENTS

Despite any statuto.T authority, tlic Lavabit Order and aJl related

documents were filed under seal. The sealing of judicial records imposes a

limit.on the public's right of access, which derives from two sources, the First

Amendment and the common taw. Va. Dep't ofState Police v. IVash. ?os£. 386

F.Sd 567, 575 (*1th Cir. 2004); See Wich/no/id jVeix-spapers, Inc. v. Virginia, 448

U.S. 555, 580 (press and public huve u FirstAmendment right of attend a

criminal trial); Press-Enterprise Co. v. Superior Court, 478 U.S. 1, 2 (198G) (right

of acccss to prcliminar}' hearing and transcript).

a. The Common Law Right OfAccess Attaches To The Lavabit Order

For a right ofaccess to a document to exist under cither the First

Amendment or the common law, the document must be a "judicial record."

BaltimoTTs S\m Co. y. Goetz, BB6 F.Sd 60, 63-64 (4th Cir. 1989). Altliough the

Fourth Circuit Court ofAppeals has never formEilly defined "judicial rccord", it

held that g 2703(d) orders and subsequent orders issued by tlie couj-t are

judicial records bccausc they are judicially created. In re U.S. for.an Order

Pursuant to 18 U.S.C. Section 2703(d). 707 F.3d 283, 290 (4th Cir. 2013)

["Twiitei"). The § 2705(b) order in the present case was issued pursuant to §

2703(d) and can properly bedefined as a judicial rccord. Although the Fourth

Circuit has held lliero is no First Amendment right to access § 27Q3(d) orders,

it held that Ihc common lew presumption of access ailachea to such

documents. T\vilter, 707 F.3d at 291.
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The underlying investigation in Twitter, involved a § 2703(d) order, which

directed Twiltcr to provide personal information, account information, records,

financial data, dircct messages to and from email addjcsses, and ImerncL

.Protocol addresses for eight of its subscribers, In re: § 2703(d) Order, 787 F.

Supp. 2d 430, 435 (E,D. Va. 2011). Citing the importance ofinvcsti(;atory

secrecy and intccrity, the court in that case denied the petitioners Motion to

Un:u;Ql, finding no First Amendment or common law ri^ht to access. Id. ut 443.

Unlike 'IVitter, whose users publish comments on a public forum,

Bubsci-ibers u^5<; Uvabit for its enciypted features, which ensure security and

privacy. In Tiuitter there wa3 no threat that any user would be subject to

surveillance other tlian the eight users of interest to the government. However,

a primary conccrn in this case is that the Lavabit Order provides Ihc

f^overnmeni with access lo ever '̂ Lavabic account.

./Mihuugh the secrecy of SCA investigations is a compelling government

interest, the hundreds of thousands of Lavabit subscribers thatv/ould be

compromised by the Uvabit Order arc not the subjects of any justified

government investigation. Therefore access to t)icse private accounts should

not be treated as a simple corollary to an order requesting information on one

criminal subjcet. The public should have access to these orders bccause their

cffcct consUcutes u seriously concerning expansion of grand jury subpoena

power.

To ovcrcomc die common lav.' presumpdon of access, a court must find

that there is a "significant countervailing interest" in support ofsealing thaf
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outweighs the public's interest in openness. Twitter, 707 F.3d at 293. Under

the common iaw, tiie decision to seal or grant access to warrant papers is

within Ihe discretion of the judicial officer who issued the warrant. Media

General Operations, Inc. v. Buchanan, 417 K.Sd 424, 429 (4th Cir. 2005). Ifa

judicial ofTiccr dctemuncrs that full public access is not appropriate, she must

consid<!r alternatives lo sealing, which may include granting some public

access or releasinga rodactcd version oftlie documents, Id.

[n 'lliJitterthe court explained that because the magiBVmre judge

individually considered the documents, and redacted and unsealed ccrtain

documents, he satisfied Ihi: procedviral requirements for sealing. Twitter. 707

F.3d at 294. Mowever, in the present case, there is no evidence that

alternatives were considered, that documents v/erc redacted, or that any

documents were unsealed. Once the presumption or access attaches, a court

cannot seal documents or rccords indefinitely unless the government

demonstrates that some significant interest heavily outweighs the public

interest in openness. Wash. Post, 386 F,3d at 575. Despite the government's

concerny, arc reasonable alternatives to aji absolute seal that must be

explored in order to ensure die integrity of thiis investigation.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documents

There arc no provisions in the SCA tliat mention the sealing of orders or

other documents. In contrast, the Pen/Trap Statute authorities eiectronic

sxu-vcillance and dL-ecta that pen/trap orders be sealed "until odicrwise
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REDACTED

ordered by the court". 18 U.S.C. §@ 3121-27. SlraUarly. the Wiretap Act,

• another surveillance statute, expressly directs that applications and orders

• gnmtcd under its provisions be sealed. 18 U.S.G. §2518(8)(b). TheSCAs

failure to provide for scaUng is not a congressional oversight. Rather, Congress

has apedflcully provided for scaling provisions when it desired. Whei-c

Congress includes particular language in one section of a statute but oinits it

in another, itis generally assumed that Congress acts intentionally, Keene

corp. V. United States, 508 U.S. 200, 208 (1993). Therefore, there is no

statutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

c, Privncy Concerns Deraadd ACommon Law Public Right OfAccess
To The Sealed Documents

the ensuing mass surveillance scandal have sparked an intense national and

international debate about government surveillance, privacy rights and other

traditional freedoms. It is concerning that suppressing Mr. Lcvinson's speech

and pushing its eaibpoena power to tlio limits, ilie government s actions may be

viewed as accomplishing another unfounded secret ininngeraent on personal

privacy. Amajor concern is that this could cause people worldwide to abandon

American seivice providers in favor of foreign businesses becuusc the United

States cannot be trusted to regard privacy.^ It is in the best interests of the

Movnnt's and Ihe government that the documents in this matter not be

»Sea Dan Roberta, NSA Snooping; Obama Underpressure as Senator Denounces 'Act of
Tmason', Tiio Quardinn, Juno 10, 2013, http://%w\v.guardian.co,uk/world/20l3/jun
/lO/oljnmFi-pvcosured-cxpInin-naa-BUrvcillance.
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shrouded in secrccy and used to further unjustified surveiUaiicc 'cictivities and

to suppress public debate.

CONCLUSION

For the foregoing reasons, Lavabit respectfxilly moves this Court to

unseal the court rccords concerning the United States government's attempt to

obtain ccrtain encryption keys and lift the non-disclosure order issued on Mr.

Levinson. Alternatively, Lavabit requests that all of the scaled documents be

redacted to secure only the information that the Court deems, after review, to

be properly withheld.

Jesa^R. BinnJill^VSBf) 79292
Br^mcy &Dinnail/PLLC
10^7 Main Sti'cet, Suite 201
Fmrfax, Virgiiiia 22030
(703) 229-033v5 Telephone
(703) 537-0780- Facsimile
jbinnal!@bb!awonJine.com
Counsel forLavcibii LLC

LAVABIT LLC

By Counsel
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Certificate of Servicc

Icertify that on this _^day of July, 2013. Ihia Motion For Unseating Of
Scaled Court Rccords And Removal Of Non-Diaciosurc Order And
Memorandum Of Law In Support was hand delivered to the person at the
addresses listed below;

Um?ccn?iyTc^morney'9 Uilice
Eastern Dislriet of Virfiinia
2100 Jamicson Avenue
Alexandria, VA 2231'!

lesse R. Binnall
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EXHIBIT 17
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IN -\'m UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA . .

ALEXANDRIA DIVISION

IN TUF, MATTER OF THE

APPLICATION OF THE LTNITED

STATES AUTHORIZING THE USE OP
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN Tl i!'; MA'rrER 01-THE SEARCH
AND SEIZURE OF INFORMATION
associated \STrH

TH-vr IS STOIiED AND CONTROLLED
AT PREMISES CONTROLLED BY
I.AVABITLI.C

IN RE GRAND JURY SUBPOENA

NO, 1:13 EC 297

NO, 1:13 SW 522

NO. 13-1

irNDLCIlSEAL

RPSPONSF. 01'THE UNITED ST.ATES IN OPPOSITION
TO LAVaBIT'S MOTION TO OU,-\SH SUBPOENA AND

MOTION TO KOU DNSRAl.lNG OF SEALED COURT RECORDS

INTRODUCTION

This Coun hiis ordered Lavp.bit. LLC lo provide ihe government with ilic

lechniciil assisiance necessary lo Implcmem and use a pen regisicr and imp and trace

devicc C'pcn-lrnp devicc"), Afull moniii otier that order, tind after an order lo compel

complinncc. a grmid jury subpoenn. and a search wnrnint for that technic;i! assistance,

l,av»bit has siill noi complied, Repemcd efTorts to seek ihiu technical assistance from

Lavabii's owner have failed. While the govenuneni continues to work toward a muiually

uecepiabic soKiiion, at present there docs not appear to be a way lo implement this
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Court's order, as well as ic comply with the subpoena and scarch warrant, without

requiring Lavabii to disclose an encrj-ption key to ihe govemmenl. ThisCourt's orders.

scarch warrani, and the j^nind jury subpoena al! compel that result, niid they arc all

lawful. Accordingly, Lavabit's motion to quash the search warruni ;md subpoena should

be denied.

l.avabil and its owner have also moved to unseal all records in diis mauer and lift

the order issued by the Coun preventing chem from disclosing asearch warrant issued in

this case. Becauso public discussion of ihese records would alert the target and

jeopardize an active criminal investigation, the govcrnmeni's compelling interest in

rr.aintaininti Ihe secrecy and iniei^rity of that investiiialion outweighs any public right of

access lo. or interest in publicly discussing, those records, and this motion should also be

denied.

TECHNIC.^L BACKGROUND

I'en regislvrs ami trap and (race devices

To investigate Inicrnei communicaiions, Congress has permincd law cniorcemcm

to employ two sur\'cillancc tcchniqiics—the pen register and the trap and trace device—
that pennii law enforcement to lenni information about an individual's communicaiions.

Seu 18 U.S.C. §5 3121-27 ("Pen-Trap Act"). These teclmiques, collectively known as a

"pen-trap," permit law cnforcemcm to learn facts about e-n^ails and other
communications as they arc sent—but not to obtain their content. e.g.. UniieJSiaies

V. f-urresi^r. 512 l-.jd 500, 509-13 (9ih Cir. 2008) (upholding government's use ofo pen-

trap that -enabled the govt-mmcni to ieam the to/from addresses of Alba's e-mail
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messages, ihc IP addresses ofihc wcbsilcs lhai Alba visited nnd the loial volume of

informalion sent lo or from his accoum").

The Pen-Trap Act "unambiguously aiithorize[s] the use of pen registers and trap

un<J inicc devices on c-inail accounts." In Mailiir o/Applicxilion of U.S. For an Order

Aulhorizing ihe Installation Vsa ofa Pai Rsgisier &a Trap Tracc Dcvica onE-Mail

/Iccou/JA ^16F. Supp. 2d 13. \A (D.D.C. 2006) (>!ogan, J.) '•

authorizes both the insialhuion of a "dcvice." meaning, a separate computer anached to

th.j provider's network, and also t\ "process," meaning, asoliware proeram run on the

provider. !(i. at 16; 18 U.S.C, g 3127,

Secure Socket Loyvr (SSL) or Tronspori Layer Securiry CFLS) Encryption

Knco'pling comniunicalions sent in:ross the Internei is away to ensure iliat oniy

the sender and rceeiver ofacommunicalion con read it. Among tlie most common

methods of encn pling Web and c-mai! iralUc is Secure Socket Layer (SSL), which is

also called Transport Layer Security (TLS) encryption. "'Hic Secure Socket Layer

CSSL') is one method for providing sonic security for Internet communicalions. SSL
provides security by establishing asecure channel for communication.^ belwcen aweb
browser and the web server; that is. SSL ensures that the messages passed between the

client web browser and the web server are cncrypted." Disney Emerprises. Inc. v Rm.

No. 1:12-CV-687,2013 WL 1619686 '9(£,D. Va. Apr. \ \,2m)\ sea abo Slambhr v

RSA .S'ec,. Inc.. 2003 WL 22749855 *2-3 (D. Del. 2003) (describing SSL's technical

operation).

Ah with most forms of enerypsion, SSL relics on ihc use of large numbers Known

xs "keys." Keys are parameters used to encrypt or decrypt data, Specitieally, SSL
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encryption employs piibiic-kcy cryptogmphy. in whicli both the sender and rcccivcr cach

have two mathemalically linked keys: a "public" key and a "ptnvaie" key. "Public" keys

are published, but "privntc" keys arc tiot. Sending an enci7pied message lo someone

requires knowing his or her public key; decrypiing ihni message requires knowing his or

her private key.

W.cn imemei iralTic is encr>'pied with SSL, ciipiuring non-content infomiation

on c-mfiii comtnunicalion from a pen-irnp device is possible only after the irafTic is

decrvpied. Because Internet communieations closely intermingle conteni with non-

conlcnt. pen-trap devices by necessity seiin network tralBc but excludc from any report lo

law enforcement ofUcers ti!! information relating to the subject line and body of the

communication. Sctr 18 U.S.C. §3127; Hogan Order. 416 F, Supp. 2d ai 17-18, Apen-

imn device, by definition, cannol expose to law enforcemeni ofTicers the contcnl of any

communication. >SVl' id

FACTS

The infomisiiion ai issue before liie coui t is relevant to an ongoing criminal

invesiigation of for violations ofnunierous federal statutes]
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A. Stccion 2703(d) Order

The criminal invesiigation has revealed that

to utilize an e-mail account,

clcctronic communicatior^s service provider.

has utilized and coiirinues

obtained through Lnvabit, an

On June iO. 2013, the

Utiitttd Siaios obtained an order pursuant lo 18 U.S.C. §27l)3(d) directing Lavabit to

provide, within ten diiys, additional rccords und infotmation nboul^^Hj^lc-niail
account, l.avabit's ov.iierand operator, Mr. Ladar Levison, provided very liule of the

inlbnnuiion sought by the June 10,2013 order.

B. Pen-Trap Order

On June 2S. 2013. the Honorable Theresa C. Buchanan entered an Order pursuant

10 18 U.S.C. §3123 authorizing the installation and use of pen-trap device on ail

electronic communications being sent from or senl to the electronic mail account

Order")' The Pen-Trap Order

govemmcni lo capture all (i) "non-conicnt" dialing, routing, addressing, and signaling

inlbrmaiion sent to or froml land (ii) to rccord the date and

time ofthe initiation and receipt of such transmissions, to record the duration of the

to record on

period of sixty days. Judge Buchanan further ordered Lavabit to furnish agents of the

Federal i3urcau onnvesiiaation ("FBI"), -ibrthwiih. ail intbrmaiion, lacilities, and

icchnicul assistance ncccssary to accomplish the installation and use of the pen-trap
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dcvicc." Pen-Trap Order at 2. The government was also ordered to "take reasonable

steps to ensure thai the inoniioring equipment is not used lo capture any" contcnt-reiated

inibrmalion. Id Pursuant lo 18 U.S.C. § 3123(d), Judge Buchanan ordered that the Pen-

Trap Order and accompanying application be scaled. Id

Later on June 28, 2013, two I'lM Spccial Agcms scr."cd a copy of the Pen-Trap

Order on Mr. Levison, Mr. t.evison informed llie FBI Special Agents thai emails were

cncryptcd as they were transmitted to and from the Lavabii server aswell as when they

were stored on ihe Lavabit server. In addition, decryption keys would be necessary lo

aeccss iu\y e-mails. Mr. Levison did not provide the keys to tlic Agents in thai meeting.

In an email lo Mr. Levison on July 6.201 ?, a FBI Special Atjcnt re-affirmcd the nature of

(he information requested in the pen-trap order. In aresponse on the same day. Levison

claimed "we don'i record this data".

C. Compliance Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the

evening of Jimc 28, 2013. the govenimem obtained an Order Compelling Compliance

l-orthwith from L'.S. Mayistraic Judge Theresa C. Buchanan ("Compliiince Order') Ihe

Compliimce Order directed Lavabit to comply with the Pen-Trap Order and to "provide

the Federal Bureau of Investigation with unencrypted daw pursuant to the Order."

Lavabit was further ordered to provide "any information, facilities, or icchnical assistance

arc under the control ofLavabit [ihai] are needed to provide the FBI with the unencrypted

data." Compliance Order at 2. 'ITie Compliance Order indicated that failing to comply

would subjcei Lavabii lu any penally in. power ofthe court, "including the possibilir>'

of criminal contempt of Court." Id
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D. Onler to Siiow Cause

Mr. Levison did not comply wiih the Compliance Order. On July 9,2013, this

Coun ordered Mr. Levison to appear on July 16,2013, lo .sliow causc why Lavabilhas

failed lo comply with ihe Pen-Trap Order and Compliance Order.

'Hie following day, on July iO, 2013, the Uniicd Slates Attorney's Office arrgngcd

a conference call involving the United States Attorney's Qfllce, the FBI, Mr. Levison and

Mr. Levison's auorney at the lime. Marcia Hofmann, During this call, the parties

discussed implementing the pen-trap device in liglu of the encryption in place on the

target e-mail account. The PBl explained, and Mr. Levison appeared to agree, that to

install the pen-trap device and to obtain the unencrypted data stream necessary for the

devices operation llie PBI would require (i) access to Lavubit's server and (ii) encryption

E, Grunil Jury Subpoena

On July 11.2013, the United Slates Attorney's Office issued agrand jur>-

subpoena for Mr. Levison to testify in front of the grand jury on July 16, 2013. Die
subpoena instructed Mr. Levison lo bring lo ihc grand jur '̂ bis encrypfmn keys mid any
other infonnauon neccssuo' to accomplish the instailaiion and use of the pen-tnip device

pursuant to the Pen-Trap Order.' Tlie FBI atiempted to serve the subpoena on Mr.

Levison at his residence. After knocking on his door, the FB! Special .Agents witnessed

Mr. l.evison exit his apanment from aback door, get in his car. and drive away. Later in

the evening, the FBI suecessftilly served Mr, Levison with the subpoena.

' D'cgrand j"ry stil>|)Ocnn was subsequently sealed on July 16, 2013.
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On July 13. 2013, Mr. Levison scnl an e-mnit to Assisutni Uniicci Siatcs Actomev

In light of ihc confcirncc call on July 1Uih and allur subsequently r<;Yic\ving tlic
requirements of the June 2Bth order 1now believy would be possible lo capture
ilie required data ourselves and provide it lo the FBI. Specifically (he infonnation
we'd collect is the login and subsequent logout date and lime, ihc [P address used
lo connect to the subject email account and the following non-conteni headers (if
present) from any future emailssent or received using the subject account. Tlie
headers 1currently plan to collect are: To, Cc, From, Date, Reply-To. Sender.
Received. Retum-Palh, Apparenily-To and Alternale-Rccipient. Note lhai
addiiionai header Tields could be captured if provided in advance of my
impiemeniation effort.

S2.000 in compensation would be required lo cover the cost ofthe des'clopment
time and equipment necessary to implement tny solution, The data would then be
collected manually and provided a\ the conclusion ofthe 60 day period rec|uired
bv the Order. 1may be able to provide ilie collected daia intermittently during Uic
collection period but only us my schedtile iillows. If the FBI would like to receive
the collected infonnation more frequently Iwould require an additional SI .500 in
compensiUion- Tlic additional money would be needed to cover Ute costs
associated with aulomaliny ihe log collcction from different servers and uploading
it to an an FBI server via "scp" on adaily basis. The money would also cover the
cost of adding ilie process to our mitomated moniioiing system so thai 1would
notified automatically if any problems appeared.

The e-mail ayain confirmed ihot Lavabii is eupablc of providing the means for the FBI to

install the pen-inip device and obiain the requested information in an unencr>'pted form.
_;^ys.A^^Bireplied to Mr. Levison's e-mail that same day, explaining that ilw
proposal was inadequate because, among other things, it did not provide for real-time

transmission ofresults, and it wns nol clear that Mr. Levison's request for money

constituted the "reasonable expenses" autliorized by the siuiute.

F. .Search WHrrwnt & 2705(b) Non-Disclosure Order

On July 16. 2013. this Court issued asearch wanwt to Luvabit for (1) "[ajll

infomiiuioii necesiisiry to decrypt communicalions sent to or from Ihc- Lavabil e-niail

aecountH^^^^^^^^^^H including encryption keys and SSL keys" and (ii)

AUS.-
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informaiion nccessary to Jccn'pt data stored in or otherwise associated with the

Lavabit account " Pursuant to 18 U.S.C. § 2705(b). the Court

ordered l.avabit to not discloso the cxisiencc of the search warrant upon determining thai

"i}iurc is reason to believe that notification of the existence of the . ., wammi will

seriously jeopardize the investigation, including by giving target anopportunity lo fiec or

continue flight from prosccutiun, destroy or tamper with evidence, change patterns of

behavior, or notify confederates," July 16,2013 Order ("Non-Disclosure Order") at 1.

G. Rule 49 Sealing Order

The search warrant and accompanying materials were further scaled by the Coun

on July 16.2013, pursuant lo aLocal Rule 49(B) ("Rule 49 Order"), in the Rule 49

Order, the Coun found that "revealing the material sought lo be sealed would jcopardi;^e

an ongoing criminal investigation." 'fhe sealing order was funher justiried by the Courfs

consideration of-available alternatives thai are less dnistic than scaling, and Imdingnone

would sufllce to protcct the govcmmem's legitimate interest in concluding (he

inve.sligaiion; and having found that this legiiimnte government interest out^ '̂eigll5 at this

time any interest in the disclosure of the maierial." Rule 49 Order at 1,

H. Show Cause Hearing

At ihe Show Cause Hearing on July 16, 2013, Mr. Levison made an oral motion

to unseal the proceedings and related filings. The government objected since unsealing

the proceedings would jeopardize the ongoing criminal investigaiion The

Court denied Mr. Levison's motion. Mr, Levison subsequently indicated to the Court

ihul he would pcmiit ihc FBI lo place a pen-trop clcvicc on his scn-or. The government

requested that ihe Court further order Mr. Levison to provide his SSL keys since placing
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a pcn-srap devicc on LavabiTs server would only provide cnciyptcd inlbrmaiion that

would noi yield ihc ir.tbrmaiion required under the Pen-Trap Order. The governmenl

noted thai Lavabit was also required to provide ihc SSL keys pursuant lo the search

warrant and grand jury subpoena. The Coun determined that the yovernmenrs request

for th.c SSL keys was premature given that Mr, Lcvisun h-id olTcrcd to place the pen-trap

device on his sen'er jnid the Coun's order for a show cause hearing was only based on

the failure to comply with the Pen-Trap Order. Accordingly, the Court scheduled a

hearing for July 26,2013, lo determine whether Lavnbit was In compiitince with the Pen-

Trap Order after a pen-irap device was installed.

I. Motion to linseiil and Lift Non-Disclosure Order

On July 25,2013. Mr. Levison filed nvo tnoiions~a Motion for Unsetiling of

Sealed Coun Records ("Motion to Unseal") and aMotion lo Quash Subpoena and Search

Warrant ("Motion lo Quash")- In the motions, Mr. Levison tonfinns that providing ihc

SSL keys 10 the govenoment would provide the data required under the Pen-1 r:»p Order in

an unencrypted fonn. Ncvcnheless, he refuses to provide ilie SSL keys. In order to

provide the governmenl wiih sufncient lime lo respond, the iiearing was rescheduled for
August 1.2013.

On a later date, and after discussions with Mr. Levison, the FB! installed a pen-

trap device on Lnvabit's Iniemet service provider, which would captxirc the same

inlbrmaiion as ifa pen-trap device was installed on lnvabit's server. Based on the

government's ongoing investigation, ii is clear that due to Lavabit's encryption services

;hc pon-irap device is failing to capture data related lo all of the e-mails sent to and from

the iiecouni us well as other informoiion required under the Pen-Trap Order. During
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Lavubit's over unc monih oCnoncompliaiice with this Coun's Pen-Trap Order.

ARGUMENT

1. THK SEAUCH WAimNT AND THE GIUND JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO I'RODUCE THE SSL KEYS

A. TIk' search warrant andgrandJury subpoena are valid hccaiae ihey
merulv re-siafu Lavabii's pru-ixisiing legal dury. imposed by iha Pen-Trap
Order, lo produce information necessary to accomplish insfallaiion ofdie
pen-trap di'vice.

The moUon of Luvabii iind Mr. Lcvison (collcciively "Lavabii") to quash both ihe

grand jury subpoena and ihe search wairant should be denied because the subpoena and

warranl merely rc-siaic and clarily Lnvabit's obligation under the Pen-1 rap Act lo

provide that same mfonnation. In total, four separate legal obiiMtions currently compel
l.avabil to producc the SSL keys:

1. The Pen-Trap Order pursuant to the Pen Register and !rap and Trace

Device Act (18 U.S.C. §§3!21-27j;

2. nie Compliance Order compelling compliance forxhwith with the Pen-

Trap Order,

3. The July 16.2013, grand jury subpoena; and

4. nwJuly 16. 2013. search warrant, issued by this Courlunderlbe

Elecu-onic Communications Privacy Act C'T-CPA").

The Pen-Trap .^ct authoriv.cs courts to order providers such as Lavabii to disclosc

••intbrmsuion" that is "neccssar)'" to accomplish the implementation or use of a pen-irap.

.SVc- 18 U.S.C. §§ 3123(bX2); 312*l(n); 3124(b). Judge Buchanan, acting under thai

authority, specifically required in the Pen-Trap Order that: IT IS FURTHER
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ORDERED, pursuani to !8 U.S.C. § 3123(b)(2), lhat Lavabit sliail furnish agents from

ihe Federal Bureau of Invesiigmion, fonhwiih, ali infomiation, facilities, and technical

assistance ncccssnry lo accomplish ihe installation and use of the pen/irtip device

unobirosivety and with minimum interference." Pen-Trap Order at 2.

In this case, the SSL keys are "informalion.,. ncccssary to accomplish the

inslallation and use of the [pen-trap]" because all otheroptions for installing the pen-uap

have failed. In a typical case, a provider iscapable of irnplcmeniing a pen-trap by using

its own software or device, or by using a technical solution provided by the investigaiinji

agcncy; when such asolution is possible, a provider need not disclosc its key. E.g., In re

Applicctiion o/ihe U.S. for on Order Authorizing \he Use ofa Pen RegisierandTrapOn

[XXX] Iniernel Serv. Accouni/User Name [xxxxxxxx@xx.x.com}. 396 F, Supp. 2d 45,49

(D. Mass. 2005) (suggesting language in apen-trap order "to impose upon the internet

servicc providers the necessity of making sure that they configure their soAwarc in such u

manner as to disclose only that which has been authorized"). In this case, given

Lavabit's use ofSSL encryption and Lavabii's lack ofasoftware solution to implement

the pen-trap on behalf the government, neither the government nor Mr. I.evison have

been able lo identify such a solution.

Because the search wartHnt and grand jurysubpoena require nothing ilut the Pen-

Trap Act docs not already require, ihcy arc nol unreasonably burdensome, Moreover, a

coun's constitutional authority to require a telecommunications provider to assist the

government in implementing upen-trap device is well-established, Sec United Slates v.

'̂e^^ YorkTel. Co.. 434 U.S. 159. 168-69(1977) (in a pre-Pen-Trap Act case, holding that

district court had the authority lo order a phone company to assist in the installation of a
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tttrn
pcn-irap, and"no claim is made thai it was in anyway inconsisicni wiih the Fourth

/Vmendmeni.")-

B. La\abii's motion lo quash the search warranf must he denied because
there is no sioiiiiory authorityfor siich motions, and rhe search warrant is
lawful w oiiy event.

1. Lavabit lacks authoricy to move to suppress a search
warrani.

Lavabil lacks auihoriiy to ask this Court to "quash" a search warrant before it is

executed. The search warrant was issued under Title 11 ofECPA, 18 U.S.C. §§ 2701-

2712. ECPA allows providers such as Lavabil to move lo quash coun orders, but docs

not create an equivalent procedure to move to quash search warrants. 18 U.S C.

§2703(d), llie lack ofacorresponding motion to quash or modify asearch warrant

means that there is no statutory authority for such motions, See 18 U.S.C. §2708 ("[i]he

remedies and sanetions described in this chapter are the only judicial remedies and

sanctions for nonconstimtional violations of this chapter, '̂); cf In re Aj?plicanon ofthe

U.S. for an Order Pitrsiiant lo 18 U.S.C. §2703(d), 830 F. Supp. 2d 114, 128-29 (E.D.

Va, 2011) (holding thai the luck of aspecific provision in ECPA pcrmioing users to move

to quash court orders requires "the Court [to] infer that Congress deliberately declined to

permit [such] ehalleniies.").

2. Thesearch warront complies with theFourth .Amendment
imd is not general.

•Hie Fourth Amendment requires that a search wanant "particularly de5cribe[e)

the place to be searched, and the persons or things to be seized." U.S. Consi. Am, IV,

This "pariieularity requirement is fulfilled when the wiirrant identifies the items to be

seized b>' their relation to designated crimes and when the description ofthe items leaves
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^i)4(
nothing lo ihc discretion of ihc otTicer executing the warrnni." United Srares v. I'/illiamx.

592 F,3d5ll,519(4lhCir. 2010).

The July 16, 20i3, search warranl's sptfcilkmion easily meets this standard, and

therefore is not impcrmissibiy general. It calls for only:

a. All informaiion ncccssnry to dccrypt communicatioas
sent lo or from the Lavabil e-mail account

|||mi|||HH||||mH||||incUtdin[^ encryption keys and
SSL keys;

b. .Ml information necessary to decrypt data stored in or
oihcAvise associated uith the Lavabit account

Thai specification leaves nothing to discretion; it calls for encryption and SSL keys and

nothing else,

.Acknowledging ibis specificity. Lavabit nonetheless argiies that the wanam

"operjtcs as ageneral warranl by giving the Government access to overs' Lavabit user's

communicmions and data." Mot. toQuash al 3. To the contrary, the wanam does not

erant the government the legal authority to access any Lavubil user scommunications or

data. After Lavabit produces its keys to the government. Federal siatutes, such as the

Wiretap Act and the Pen-Trap Act, will continue to limit sharply the government's

authority to collect any data on any Lavabit user—cxcept for the one Lavabit user whose

account is currently the subject ofthe Pen-Trap Order. See 18 U.S.C. §2511(1)

(punishing as a felony the unauthorized interception ofcommunications); § 3121

(criminalizing the use ofpen-trap devices without a court order). It cannot be that a

scarch warranl is '•generj!" merely because it gives the government a tool thai, ifabused

coniraiyto law. could constitute a genera! search. Compelling ihc owner of an upartmem

building lo unlock the building's from door so that agents can search one apartmcni is not
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REDACTED

n "gencrnl scarci\" of the entire apariincnt building—even ifthc building o%\'ncr imagines

that undisciplined agents will illegally kick down the doors to apartmenis not described in

the warrant.

C. Lavabii's moiioii to quash ihexubpoem imtsi be denied because
compllancv wcnihl ml be mraasonahle or oppressive

A grand jur)' subpoena "may order llie %vitnC53 to producc any books, papers,

documents, data, or other objects the subpoenadesignates," but the court "may quash or

modify the subpoena ifcompliancc would be unreasonnblc or oppressive." Fed. ft Crim.

P. 17(c)(1) &(2); see In re GranclJiiry. John Doe No. G.J.2005-2. 478 F.3d 581. 585

(4th Cir, 2007) (recognizing couns inuy quash subpoenas that are "abusive or

harassing").*

Lavabit argues the subpoena should be quashed because it "gruni[s] 0\c

Government unliiniicd acccss lo ever>' one of its user's accounts." Mot. to Quash ai 7.

As explained above, the subpoena does no such thing; li merely reatfirms Lavubit's

existing obligation to provide inlbnnation nccessary to irnplement this Cotirt's Pen-Trap

Order on asingle Lavabii customer's c-mait account. The Pen-Trap Order funher

ruslricis tiie govemmeni's access by preventing the government I'rom collecting the

content ol'tliai Lavabit customer's e-nuiil communications.

Lavabit also argues that ii will lose customers' irusi and business if ii ihcy Icam

thai f.avubii provided the SSL keys to the govemmont, But Lavabit finds itself in tJje

position oflmving io produce those keys only because, more than a month after the Pen-

Trap Order, Lavabit has failed to assist the govemmeni to implement the pcn-trnp dcvico.

' f.aiabit ciics 19 U S.C. ? 2703li^) ^ •Jiiilioriiy for its motion to qunsli, bill iliat scciion by luwrms onl>-
permits tnoiions lo qu:i?h cour. ordors issued under ihiit same jvclion.
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Any rcsuhing loss of cusioir.cr "crust" is not an "unrcasoiuibic" burden if Lavabit's

cusiomers iniSEed thai Lavabil would refuse to comply with la\"/ful couri orders. All

providers arc siatuiorily required to assist the government in the irnplementiuion of pen-

traps, see 18 U.S.C, § 3124(n}, (b), and requiring providers (o comply with that statute is

neither "iinrcasonabic" nor "oppressive." In any event. l.avabii's privacy policy lells iis

cHstomers that "Lavabit will not release any informption related to an individual user

unless legally compelled to doso." See hiip://lavabit.com/nrivacv_policv.html (cnipliasis

added).

Finally, once toun-ordered sui-veillance is compiete, Lavabil will be free to

changc its SSL keys. Vendors sell new SSLcenificates ibr approximately SlOO, See.

e.g.. GoDaddy LLC. SSL Certillcaies, huns://w\s-w.Godaddv.com/ssl/ssl-certirn;aies-asox.

Moreover, Lavabil is entitled to compensation "for such reitsonable expenses incurred in

providing" assistaijcc in implementing apen-trap device. 18 U.S.C. !? 3124(c).

U THt: NON-DiSCLOSURE ORDER IS CONSIS'l'ENT WITH THE FIRS T
amendment because it is narrowly TAILORED TO SERVE
WHAT ALL PARTIES AGREE IS ACOMPELLING GOVERNMENT
INTEREST

Lavabil has a.sked the Court to unseal all of the records sealed by this Court's

Order to Seal, and to iiftthe Court's Order dated July 16, 2013, directing Lavabit not to

disclose ihe existence of the search warrant the Court signed that day ("Non-Disclosure

Order"). Motion for Unsealing ofScaled Court Records and Removal of Non-

Disclosure Order("Moi. lo Unseal") at 1-2. Lavabil. however, has not identified (and

catinoi) liny compelling reason sufficient to overcome whai even Lsivabit concedes is the

govemmcn'.'s conipcHiny interest in maintaining the secrecy and integrity of its active

investigation Moreover, lite resu-iciions are narrowly tailored to restrict
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Lavabil from discussing only a liinilccl sci of inlbrmation disclosed to them ?.s part ofiliis

invesiigaiion. Because there is no reason lo jeopardize Uie criminal invesiigaiion, this

moiion musi be denied.

A The Non-Dii'Clo:nir<; Order survives; even strict scrutiny review by
imposingnocessary but liiniiedsecrecy obligations on Lavabii

The United States does not coneedc that strict senitinv must be applied in

reviewing the Non-Disclosure Order. There is no need to decide this issue, however,

becatisc the Non-Disclosure Order is narrowly tailored to advancea compelling

government iniercsi, iind therefore easily satisfies strict scrutiny.

Tlie Government has a compelling interest in protecting the integrity ofon-going

criminal iiwestigations. yirginia Dsp'/ ofSiciii.' Folice v, IVosb. Post, 386 KSd 567, 579

(4ih Cir. 2004) ("Wc note initially our complete agreement with the general principle thai

II compelling governmental interest exists in protecting the integrity of an ongoing law

enforcement investigation"); Dranzburg v, llaycs, 408 U.S. 66?. 700 (1972)

("requirements ... tltiUa State's interest must be 'compelling' ...are also met here. .-Xs we

have indicated, ihc investigation ofcrimc by the grand jur)' implements a amdamenial

govemmental rote of securing the safety ofthe person and property ofthe citizen ....").

Indeed, it is "obvious and unarguable that no government interest is more compelling

mcin the security ufthe Nation." Hal^i v. A°ee, 453 U.S. 280, 307 (19S1) Cintemal

quotation iniu-ks omined); .vet' also Dap iofthe Navy v. Egan, 484 U.S. 518. 527 (1988)

("This Coun has rccognized the Goveniment's "compelling interest' in \viihhokiing

national security inlbrmation from unauthorized persons in ihc course of executive

business"). Likewise, here, the United States clearly has a compelling inieresi in

ensuring tiiat the target of lawftil siin-eillance is not aware that he is being monhored.
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REDACTED

UniieilSiaiHS r. Agiiilar, 513 U.S. 593. 606 (1995) (holding that a statute prohibiting

disclosure of n wiretap was permissible under the Pirst Amendmsnt, in pan becausc

•'[w]c tKink the Govcmmcni's inlcrosi is ciuite surflcicni tojustify the construction of the

statute as written, without any anilkial narrowing because of First Amendment

conccnis"). As tlic Non-Disclosuro Order makes clear, pubiicizing "the cxistenci; of the

(search) wanam will seriously jeopardize the investigation, includinij bygiving targets an

opportiiniiy to (k-c or cominue flight from prosecution, destroy or tamper witli esidcncc,

change patterns ofbehavior, ornotify confederates."

Lavabit iicknowlcdges that "the government has ucompelling interest in

maintaining the integrity ofits criminal investigation Mot. lo Unseal

4; id. at 6 ("the government lus a legitimate interest in tracking"

account); hi. at 8 ("the sccrecy of[Stored Comnumications Act) investigations is a

compelling government interest"). In spile of this rccognilion, Lavabit states it intends to

disclose the search warrant Hnd order should the Court grant the Motion to Unseal. Id. at

5("Mr. Levinson needs some ability to voice his concerns [and] gorner support for his

cause"); id. at (j. Disclosure ofelectronic sur\'eillance process be/ore the clecironic

iurveilUmce hasfirusimi, would be unpreccdenied and dcfccit the very purpose ofthe

surveillance. Such disclosure would ensure that , along with the public.

would leant of the nionilortng ofHe-mail account nnd t;ike action to fnistrate tiie

legitimate monitoring of that account.

The Non-Disclosure Order is narrowly tailored to serve the government's

compelling imercsl of protecting the imegriiy ofits invcstigalion. The scope of

information ihai Lavabit may not disclose could hardly be more narrowly drawn: "the
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cxisiencc of ihc atlachcd scarcli warrani" and Uiv Noii-Disclosurc Order ilsclf.

Kesiriciioiis on a party's disclosure oi'ini'ormation obtuined through participation in

confidcnlial proceedings stand on a ditVerent clndJ^rml^r constitutional footing from

restrictions on the disclosure of infoniiation obtained by independent means. Seanlv

Times Of. v. Rhinchart. 467 U.S. 20, 33 (1984) (order prohibiting,; disclosure of

information learned through judicial proceeding"is not the kind of classic prior restraint

thut requires e.xacling First Amcndmciil scrutiny"); Buiwrworih v. Smith, 494 U.S. 624,

632 i.1990) (distinguishing between a witness' "right to divulge information ofwhich he

wa.s in possession before he testified before the grand jurj'" \\Tih "information w'hicti he

may have obtained as a result of his participation in the proceedings of the grand jury");

.wt' also Hujfmaii-rush v. Keenan, 33S F.3d 1136. 1140 (lOth Cir. 2003) (finding

prohibition on disclosing information learned through gi'and jury process, us opposed to

informmion person already knew, docs not violate First Amendment). In Rhinchari, the

Court found that "conrrol over (disclosure of] the discovered information does not raise

the same specter ofgovernnient censorship iliut such control might suggest in other

situations." 467 L'.S. at 32.

Further, the Non-Disclosure Order is temporary. The nondisclosure obligation

will last only so long iis nccessarj' to protect the govemmcm's ongoing investigation.

B. Thti Or(i<;r neitherforecloses discussion of an "cniiretopic " nor
conxfiruics cm uncunsliliitional prior reslrainl on xpeech

The limitation impo.scd here docs not close oflTrom discussion an "entire topic."

as ;miculaicd in Consutklaicd Edison. Mot, to Unseal ai 4. At issue in Jhal ease wiis the

eonstinitionftlity of a state commission's order prohibiting a regulated utility irom

including inserts in monthly bills that discussed any controversial issue ofpublic policy.
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^Dact
such as micltfar power. Caiisolnlaied Edison Co. ofNew York v. Pub. Serv. Conwi 'n of

New York, 447 U.S. 530, 532 (1980), The Non-Disclos\irc Order, by conirasi, pTCcludes

a single individual, Mr. Lcvison, Troin discussing a nanow set of inlbrmaiion Iwdid noi

know before iliis procecdiny commenced, in order lo protccl ihc integrity of an ongoing

crinr^inal investigation. Cf. Doc v. A-/wAwc.'>', 549 F.3d 8C1, 876 (2d Cir. 2009) ("altiiougli

the nondisclosure requirement is triggered by the content of a categor>' of information,

lh:U category, consisting of the fact of rcccipi of fu National Security Lcner] and some

related details, is far more limited than the broad categories of informaiion that have been

at issue with respect lo typical content-based restrictions,"), Mr. l.evison may still

discuss cvcr>ihina he could discuss before the Non-Disclosurc Order \v«s issued.

Lavabit's argument that t!ic Non-Disclosure Order, and by extension nil §2705(b)

orders, are unconstitutional prior restraints is likewise unavailing. Mot, To Unseal a! 5-6.

.'\s argued above, the Non-Disclosure Order is narrowly iiiilorcd lo serve compelling

government interests, and stilisHes strict scrutiny. See supni, i'art 11.A. Regardless, die

Non-Disclosure Order does not fit svithin the two general categories ofprior restramt that

c;in run afoul of tlie first Amendment; licensing regimes in which on individual's right lo

speak is conditioned upon prior approval from the govenuncnt. see CUy ofLokawood v.

Plain Dealer Pubilsliln^ Co.. 486 U.S. 730, 757 (1988), and injunctions restraining

certuin speech and rcliited activities, such as publishing dcfamator>' or scandalous

articles, shosving obscene movies, and distributing leaflets, .we Alexander v. Uniied

Slates, 509 U.S. 544, 550 (1993). A prior restraint denies a person the ability to express

vic\Ypoims or ideas iliey could lutve possessed without any govcmmeni involvement.

Section 2705(b) order.-?, by contrast, restrict a recipient's ability to disclose limited
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inlbrmaiion tlmi ihc rccipicnl only learned from the government's need to ellecruaie a

iegiiimate, judicially saiieiioned form of monitoring. Such a narrow limiiaiion on

inlbrmaiion ucquired only by viriuc of an ofticiul investigation docs not raise the same

concerns as other injunctions on speech. Cf. Rhineluiri. 467 U.S. nt 32, £>01' v. Mukasey,

549 F.3d ai 877 ( "[llhe non-disclosure rcqoircmeni" imposed by the national security

leilcr statute "is not a typical prior restraint or n lypicnl content-based restriction

wurranting the mosi rigorous First .Amcndmcni scrutiny").

III. NO VALID B.^S!S EXISTS TO UNSE.^L DOCUMENTS TII.AT, IF MADE
PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

A. Any common law rii^hi ofaccess is oiinrcig/ied by the need to proieci the
iniegriiy of liw inwi;ligalion.

Lavabil asserts 'hiU ihe conunon liiw right of access necessitates reversing this

Court's decision lo seal Uie search warrant and supportiujj documents. Moi. 10 Unseal at

7.10. The presumption ofpublic iiecess to judicial records, however, is "qualified," Bull.

Sioi Co. V. Coi'iz, 886 )-.2d 60. 65 (4th Cir, 1989), and rcbuciable upon ashowing ihat the

"public's right ofaccess is outwcigl\ed by competing interests." In re Application ofthe

U.S. foran Order Pursuwu so 18 V.S.C. Section 2703(d). 707 I-.3d283, 290 (4th Cir,

20 i3) {'"Twitti-r"). In addition to considering subslaniive interests, ajudge must also

consider procedural alternatives to sealing judicial records. Twiifer, 707 F.3d at 294.

"Adherence tu this procedure serves to ensure ihai the decision to seal materials will not

be made lighiiy and thiii it w!! be subject to meaningliil uppellaie review." Va Dep'rof

State I'olice v il'iish. Poxt. 386 F.3d 567, 576 (4lh Cir. 2004). This standard is met esLsiiy
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••[Tjhc common law docs not afford as much substantive protcciion to the

interests of the press and the public as docs the First Amendment." Twiner, 707 F.3d at

290 (intcmjii quotation marks omitted), With rcspcet to the substantive equities at stake,

the United States' interest in maintaining the secrecy of a criminal investigation to

prevent the tnrgei of the sun'cillance From being alerted and altering behavior to thwart

ihe surveillance clearly outweighs any public inieresi in learning about specific acts of

surv-eillance. kl. at 294 (rcjccliiig common law right of acccss because, inwr alia, the

sealed documents "set forth sensitive non-public facts, including the identity of targets

und witnesses in an ongoing criminal itivcstigation"). "Beciiuse secrecy is necessun- for

the proper functioning ofthe criminal investigation" prior to indictment, "openness will

frustrate the government's operations," Id. at 292. Lavabit conccdes that ensiunng "the

secrecy of [Stored Communications Act] investigations." like this, '"is a compelling

^uvernmeiu hin/resty Mot. to Unseal at 8(emphasis added). Lavabit docs not, however,

identify tmy compelling interests to the comrao'. Far from presenting "a seriously

concerning expansion of grand jury subpoena power," as Lavabit scontents, id., ajudge

issued the Hen-Trap Order, which did not authorize monitoring of any Lavabit e-mail

other than

In addition, the Court satisfied the procedural prong. It "considered the available

ttitematives that arc less drastic than sealing, and [foundj none would sufilce to protect

the gDvernment's legitimate imerest in concluding tlie investigation." Rule 49 Order.

TIk Founh Circuit's decision in Twilier is instructive. That case arose irom the

Wikileaks investigation of Army Pfc. Bnidley Manning, Specifically, the govcmment

obtained an order pursuant to I8 U.S.C. § 2703(d) directing Twiner to disclose electronic
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commuiiicaiions and account and usugc informalion periiiining to ihrcc subscribsrs.

When apprised of ihis, the subscribers ussened that a common law right oruccess

required unsealing rccords related lo the § 2703(d} order. 'Hie Fourth Circuit rcjcctcd this

claim, finding thai the public's interest in ihe Wikileaks investigation and the

iiOYcmmcni's electronic surveillance of iniemei nciivities did not oiitwcigli "the

Government's imcrcsts in maintaining the secrecy of its invesiigalion, preventing

potential suspecis from being lipped off, oraltering behavior lo thwart tlie Govcnuncnt's

ongoing investigation." 707 F.jd at 293. "The mere fact that a case is high profile in

nature," the Fourth Circuit observed, "docs not necessarily justify public acccss." M at

294. Tl^ough Twiiitir involved a§2703(d) order, rather than a§2705(b) order, the Court

indicated this is adistinction without a dilTercnce, lei. al294 (acknowledging that the

concerns about unsealing records "accord" with §2705(b)). GivL*n the similarities

between Twitwr and the instant ease—most notably the compelling need to protect

otherwise confidential information from public disclosure and the national attention to

the matter—ihcrc is no compelling rationale currently before the Court necessitating

fmdina thai a common law right of acccss exi.sis here.

B. Coiirix Iidvc irihcn'ni ciulhorUy to seal ECPA proccss

Uvnbit asserts that this Court must unseal the Non-Disclosure Order because 18

U.S.C. §2705(b) does not explicitly reference the sealing ofnon-disclosure orders issaed

pursuant to lhai .section. Mot. lo Unseal at 9-10. As an initial matter, the Court has

inhercm authority to seal dccumenis before it. Inre Kniahi I'ub. Co,. 743 F.2d 231.235

(4th Cir. 19S-1) ("(Ohc iria! couri has supervisory power over its own records iind may. in

itsdiscretion, seal documents if the public's righi of access is outweighed bycompeting
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inicrcsis'); sen aho Mt/Jia General Operations. Inc. v. Buchanan, 417 F3d. 424,430 (4tii

Cir. 2005); UniwdSraies v. U.S. DW. Conn. 407 U.S. 297, 321 (1972) ("a warram

applicdiiun involves no public or adversary proceedings; ii is an ex pane request before a

magistrateor judge."). In addition, the Coun here exercised its autiiority to seal pursuant

to Local Rule 49(B), the validity of which Lavabit docs not contcst.

l£ven it" Ihe Court did not have this authority, Lavabit's reading of § 2705(b) musi

be rcjccled, bccausc il would gui the essential function of non-disclosure orders and

thereby disregard Congress' clear intent in passing § 2705. The Section allows courts lo

delay notification pursuant lo § 2705(a) or issue a non-disclosure order pursuant to

§2705(b) upon llnding that disclosure would risk enumerated harms, namely danger to a

person's life or safely, flight I'rum prosecuiion, destruction of evidence, intimidation of

witnesses, orseriously jeopardizing an investigation, 18 U.S.C. §§ 2705(a)(2)(A)-(E),

(b)(l)-(5). It w'ould make no sense for Congress lo puTposefully authorize courts to limit

disclosure of sensitive information while siniullaneously intending to allow tiie same

information to be publicly acccssible inan unsealed court document,

rinaliv, ihe implication.'S I.avabit attempts to draw from themandatory sealing

requirements ol' 1S U.S,C. §§ 25!8(8)(b) and 3123(a)(3j{B) arc mistaken. WOiile Lavabit

characterizes those stattites as gninltng courts theaulhoriiy to seal Wiretap .Act and pen-

trap orders, courts already had that authority. Those statutes have another effcct: they

removed discretion from couns by requiring that coun.s seal Wiretap Act orders and pen-

irap orders. Sje \8 U.S.C. § 2518(8){b) ("Applications made nnd orders granted under

this chaptershciJI be .saaled by thejudge"^ (emphasis Lidded); Id. § 3l23(a)C3)(B) ('^nic

record maintained under subpanigraph (A) shall beprovklml exportc and under ^eal to
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the conn ') (emphasis added). Congress' decision to leiivv ihai discretion in place in

oiher siiuations does not mean ihai Congress believed thai only Wiretap Act and pen-tnip

orders mav be sealed.

C. Supposed privacy concerns do not compcl a common Icnv righi ofcfcc-v.y
w ihe scokd documems.

Lavabii's brief ends \sith an argument that privacy interests require a common

lasv right ofacccss. Moi. to Unseal at 10-11. Lavabii, however, offers no legal basis for

this Court to iidopt such ti novel argument, nor do the piitntive policy considerations

Lavabit references ourNveigh the government's compelling inierest in presiirving the

secrccy of its ongoing criminal investigation. Indeed, the most compelling interest

currently before the Court is ensuring that the Court's orders requiring that Mr. Levison

and I.avabit comply with legitimate monitoring be implemented forthwitli and without

additional delay, evasion, ur resisiancc by Mr. Levison and Lavabit.
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CONCLUSION

Por the foregoing reasons, Lavabit's motions should be duniod. Furiliermortf, the

Court should ciifbrce the Pen-Trap Order, Compliance Order, scnrch warran'., and grand

jur\' subpoena by imposiny sanctions until Lavabil complies.

Rcspcctfully Submiiied,

NEILH.MACBRIDC

Assisiani United States Atiomey
United Stales Attorney's Officc
2100 Jiimicson Avu.

AlcNandria, VA 22314

703-299-3700
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EXHIBIT 18
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^Dacted
UHITED STATES DISTRICT COURT
EASTERW DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

XN the; matter of the
APPLICATION OF THE UNITED
states authorizing the use

OF A PEN REGISTER/TRAP AND
TRACE DEVICE Oi: AN

ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORt-iATION
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NO. 1:13 EC 297

NO. 1:13 SW 522

NO. i:i-l

UNDER SEAL

Alexandria, Virginia
August 1, 2013
i0:00 a.:n.
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BEFORE THE HONORABLE CLAUDE w. HILTON

UNITED STATES DISTRICT JUI^GE
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For zhc United States: Jainss Trurop, Esq.
Michael Ben'Ary, Esq.
Josh Goldfoot, Esq.

For the Respondent: Jesse R. Dinnall, Esq.
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by computer-aided transcription.

Tracy L. wcscJalJ ccH-ys::cvKDVA
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^dacted
PROCEEDINGS

THE CLERK: In re; Case Nos. 1:13 EC 297, 1;L3 SW 522,

and Grand Jury No. 13-1.

MR. TRUMP: Good morning. Jim Trump on behalf of the

Cnited States.

THE COURT: Good morning.

MR. BINNALL: Good morning, Vour Honor. Jesse Binnall

on behalf of Lavabit and Mr, Levison.

THE COURT: All right.

KR. BINNALL: May it please the Court. We're before

Che Court today on two separate motions, a motion to quash che

requir'sner.t of Lavabic to produce its encryption keys and the

motion to unseal and life the nondisclosure requirements cf

Mr. Leviron.

Your Honor, the motion to quash in this arises because

the privacy of users is at — of Lavabit's users are at stake.

We're not simply speaking of the target of this investigation.

V<e' re talki.ng about over <100,000 individuals and entities that

are users of Lavabit who use this service because they believe

their comiuunications are sticure.

By handing over the keys, the encryption keys in this

case, they necessarily become less secure, In this case it is

crue thac the face of uhe warrant iuself docs Itmit tho

documents or -- and com.munications to be vievjed and the specvric

metadata to be viewed to the target of the case,

Tiucy L. Hescfaii oca-'JSDc; cC-VA
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^Dacted
1 However, there is a lack of any sore of check or

2 balance in order to ensure that the -- chat the encrypted cats

3 o: ether Lavabit users remain secure. The encryption ir. this

4 case doesn't protect only content. It protects Login data and

5 the other — some of the other metadata involved in this case.
I

6 We believe that this is not the least rescrict.ive rrieans

7 in order to provide the government the data that they are

8 looking for. Specifically —

9 THE COURT; You have two different encryption codes,

10 one for the logins and the messages that are transmitted. Vou

11 have another code that encrypts the content of the m-^ssages,

12 right?

13 MR. BltJNALL: Your Honor, I believe that that is true.

1<5 From my understanding of the way that this works is

15 ihat chere is one SSL key. That SSL key is what is issue in

16 this case, and that SSL key specifically protects the

17 communication, the over — the breadth of the communication

10 itself from the user's actual computer to the server to make

19 sure thJit the user is communicating v/ith exactly v/ho the user

20 intends to be communicating with, the sorver.

21 And that's one of the things that SSL does. It ensures

22 that you're talking to the right person via e-mail and there's

23 roc a sc-calied man in the middle who's there to take that

24 message away,

25 THE COURT: Does that key also contain the code of the

L. HesCiiill OCR-USDC/EOVA
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^DACTEd
message and interpreC the message as well?

MR. BINNALL: My uncieraLdnding is chat ix. dees, Your

Honor, but because that's not my technical expertise, I'm not

going to represent to the Court anything on that one way or

another. But my understanding is there .is one general key here

that is at issue.

THE COURT: Well, why would you set up such? I mean, a

telephone, you've got telephone numbers and —

^5R. 3INNALL: Correct.

THE COURT: — thoije can be traced very easily without

any looX at the content of the message that's there. You-ail

cculd have set up something the same way.

MR. BINNALL: We could have, Your Honor. Actually, if

you're to —

THE COURT: So if anybody's — you're blaming the

government for something that's overbroad, but it seems to me

chat your client is the one that set up the system that's

designed not tc protect that information, because you know that

there needs to be access to calls that go back and iorth to one

person or another. And to say you can't do that just because

you've set up a system that everybody has to — has to be

unencrypted, if there's such a v/ord, that doesn't seem to me to

bo a very persuasive argument.

MR. BINNALL: I understand the Court's point, and this

is the way that I understand why .1 r' s done that way.

Tracy L. wescfall ucb-'OSEC/KV.'a
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There's different security aspects involved for people

who want to protect their privacy, and there certainly is the

actual contenr. of the message themse,lvss. That's certainly what

I would concede is the highest security interest.

But there's also the security interest to rr.ake sure

cha'; they're communicating v/ith who you vjani: to be conmunicating

with. That is equally of a concern for privacy issues because

that is, at the end of the day, one of the things that secures

tl\e concent of the message,

In this case it is true that most Internet service

providers do log, is what they call it, a lot of the metadata

that the government wants in this case without that necesscrily

being encrypted, things such as who something is going to, who

it's going from, the time it's being sent, the IP address from

which it is being sent.

Lavabit code is not something that you buy off the

shelf. It is code that was custom made. It was custom made ii.

order to secure privacy to the largest extent possible and to be

the most secure way possible for multiple people to communicate,

and so it has chosefi specifically fiot to log that information.

Now, that is actually information that my client has

offered to start logging with the particular user in this case.

It is, however, something that is quite burdensome on him. Iv

is something ttuil would be custom code chat would take between

20 to 4 0 hours for him to be able to produce. Ke believe rh?.-:

Tracy L. Westtall OCR-usdc/edva
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is a better aiuernative than turning over the encryption key

which can be used to get the data for all LavabiL users.

I hope that addresses the Court's concern kind of v/ich

regard to the metadata and v/hy it is not more — why Lavabit

hasn't created an encryption system that may honestly be more

within the mainstream, but this is a provider that specifically

was started in order to have to protect privacy interests more

than the average Internet service provider.

THE COURT: I can understand why the system was set up,

but I think the ccvsrnment is -- government's clearly enci-led

to the infcrmation that they're siseking, and just because

you-all have set up a system that makes that difficult, that

doesn't in any way lessen the government's right to receive that

information just as they v/ould from any telephone company or any

other e-mail source that could provide it easily. Whether

it's — in other words, the difficulty or the ease in obtaining

the information doesn't have anything to do with v.'hether or not

the government's lawfully entitled to Che information.

MR. BINNALL; It is -- and v/e don't disagree that the

government is entitled to the information. We actually —

THE COURT; Well, how are we going to get it? I'm

going to have to deny your motion to quash. It's jus: net

overbroad. Tr:^ government's asking for a very narrow, specific

bit of information, and it's information Char they're entitled

Tcacy L. cc.H-usrC/'siDVA
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1 Now, how are we going co work out ths^ chey get it?

2 MR. BINNALL: Your Honor, what I would still say is Che

2 best method for Chem co geC it is, firsc of all, there be some

4 way for there to be sorae sort of cTCCountabilicy other chan just

5 relying on the government to say we're not going to go outside

6 the scope of the warrant.

7 This is nothing Chat is, of course, personal against

8 the government and the, you know, very professional law

9 enforcement officers involved in this case. But quite simply,

10 the v/ay the Constitution is set up, it's set up in a way to

11 ensure that there's sorae sort of checks and balances and

12 accountability.

X3 TlHi COURT: What checks and balances need to be set up?

14 i-IR. BINNALL: Well --

15 the COURT: Suggest something xo me.

16 MR. DINHALL: I think that the least restrictive means

17 possible here is that the government essentially pay the

18 reasonable expenses, meaning in this case my client's extensive

19 labor costs r.c be capped at a reasonable amount.

20 THE COURT: Has tlie government ever done that in one of

21 these pen register cases?

22 l-jR. BINNALL: Not that I've found, Your Honor.

23 THE COURT: I don't think go. I've never known of ono.

24 KR. 5INWALL: And Your Honor's certainly seen more of

25 these than I have.

Tracy t. '.vuaiCaJ.1 OCR-'.'.sDC/1:::'.'A
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1 THE COURT: So would it be reasonable 1:0 stare now wich

2 your client?

3 MR. BINNALL: I think everyone would agree that this is

4 an unusual cese. And that this case, in order to protect the

5 privacy of 100,000-plus other users, some sort of relatively

c small manner in v.'hich to create a log syaterr. for this one user

7 to give the governir.ent the metadaca that they're looking for is

8 the least restrictive mean here, and we can do that in a way

9 that doesn't compromise the security keys.

10 This is actually a v/ay that rr.y client --

the COURT: You want to do it in a v?ay that the

12 government has to trust you —

13 MR. BINNALL: Yes, Your Honor.

14 the COURT: — to come up with the right data.

15 MR. BINNALL: That's correct. Your Honor.

Ig the COURT: And you won't trust the government. So why

17 would the govo;:nment trust you?

18 flR. BINN.ALL: Your Honor, because that's wr.at the basis

19 of Fourth Amendment lavj says is more acceptable, is that the

20 cjovernicient is the entity that you really need the checks and

21 balances on.

22 Mow, my —

23 the COURT: I don't know that the Fourth Air.endmenc says

24 Chat. This is a criminal investigation.

25 l-iR. BINNALL: That is absolutely correct.

•rrucy I. Wea:fa:L 0CR-'.'SDC/£6VA
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THE COURT: A criminal investigetion, and I don'c know

thac Che Fourth TUnendment says that the person being

investigated hero is entitled to more leeway and more righ"s

than the government is. I don't know.

MR. BINNALL: There certainly is a balance of pov;er

there. I, of course, am not here to represent the interest of

I'm here specifically looking over my client vjho

has sensitive data --

THE COURT: I understand. I'm trying to think of

working out something. I'm not sure you're suggesting anything

lo jne other tlian either you do it and the government hda to

trust you to give them whatever you wane to give them or you

have to trust the government that they're not going to go into

your other files.

Is there some other route?

MR. BINNALL: 1 would suggest chat the government --

I'm sorry — rhat the Court can craft an order to say that v;e

can — that we should work in concert with each other in order

to come up with this coding system that gives the government all

of the metadata that we can give them through this logging

procedure chat we can install in the code, and then using chat

as a lease restrictive means to see if that can get the

govcrnmenc the information that they're looking for on the

specific account.

T.WE COURT: How long does it take to install that?

•rrucy L. Wdscrsll OCR-USDC/KLW.
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1 MR. BINNALL: I mean, 20, 40 hours. So I v/ould suggest

2 that would probably bs a week to a week and a half, Your Honor,

3 although I would be willing to talk to my client to see if we

4 can get that expedited.

5 THE COURT; To install ic?

6 m. BINNALL: Well, to write the code.

1 THE COUP-T: You don't have a code righr ac the moment.

5 You would have to write something?

9 MR. BINNALL: That's correct. And the portion of the

10 government's brief that talks about the money zhat he was

11 looking for is that reasonable expense for hira basically to do

nothing for that period of time but v.'irite code to install in

order to take the data from and put it in a way that

the covernrr.enc will see the loggoci luecadata involved.

THE COURT: Ml right. I think I understand your

position. I don't think you need to argue this .-notion co

unseal. This is a grand jury matter and part of an ongoing

criminal investigation, and any motion to unseal will be denied.

MR. BINNALL: If I could have che Court's attention

•just on one issue of the nondisclosure provision of this. And 1
understand the Court's position on this, but there is other

privileged communications if the Court would be so generous a.'s

to allow me very briefly to address chat isjuc?

There's other First Amendment consideracions at issue

with not necessarily just the sealing of this, but what

Tracv Wastfaii OCH-USWC/KIA'A
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1 Mr, Levison can disclose and to v;hom he may disclose it.

2 The First Amendment, of course, doesn't just cover

3 speech and assembly, but the right to petition for a redress of

I grievances. We're talking about a statute here, and, honestly,

5 a statute that is very much in the public eye and involving

G issues that are currcncly pending before Congress.

7 I think the way that the order currently is written,

8 besides being —

9 THE COURT: "iou're talking about the sealing order?

IQ BINMALL: I'm talking about the sealing order and

II the order that prohibits Mr. Levison from disclosing any

12 information.

Now, we don't want to disclose -- we have no intention

1^, of disclosing the target, but we would like to be able tc, ror

15 instance, talk to members of the legislature and their staffs

12 about rewriting this in a way ihat's

17 THE COURT: Mo. This is an ongoing criminal

19 investigation, and there's no leeway to disclose any information

IS about it.

20 MR. BINNALL: And so at that point it will remain with

21 only Mr. Levison and his lawyers, and we'll keep it at that.

22 THE COURT: Let me hear from Mr. I'rump.

23 Is chere some way we can work this out or so.meching

24 rhat I can do with an order that will help this or what?

25 ^3R. TRUMP: I don't believe so. Your Honor, because

rcdcy u. wesrfoil CCix-OSEC/ErvA

Case 1:13-ec-00297-TCB   Document 25-12   Filed 02/24/16   Page 60 of 73 PageID# 662



Case l:13-ec-00297-TCB'SEALED- Document 11-18 Filed 09/20/13 Page 13 of 16 PagelD#
181
UNDER SEAL

redacted
you've already articulated the reason v;hy is that anything done

by Mr. Levison in terras of writing code or whatever, we have to

trusr M.r. Levison that we have gotten the inforraat.ion that we

were entitled to get since June 28rh. He's had every

opportunity to propose solutions to come up with ways to address

his concerns and he simply hasn't.

We csn assure the Court that the way that this wcuid

opercite, v/hile the metadata stream would be captured by a

devico/ the device does not download, does noc store, no one

loohs at it. It filters everything, and at the back end of the

filter, we get what we're required to get under the order.

So there's no agents looking through the '5C(!,Q00 other

bits of infor.-nation, customers, whatever. No one looks at chai,

no one snores it, no one has access to it. All we're going to

look at end all v;e' re going to keep is what is cslled for under

the pen register order, and that's all we're asking this Court

to do.

THE COURT: All right. Well, I chink that's

reasonable. So what is this before mc for this morning other

than this motion to quash and unseal which I've ruled un?

MR. TRUMP: The only thing is to order the production

of the encryption keys, which just --

THS COURT: Hasn't that already been done? There's a

subpoena for that.

MR. TRUMP: There's s search warrant for it, the motion

Tracy V. WeacCail CCR-OSUC/i^i^VA
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to quash.

warrant.

THE COURT: Search v/arrant.

MR. TRUMP: Excuse me?

THE COURT; I said subpoena, but I meant search

MR. TRUMP: We issued both, Your Honor, but Your Honor

authorized the seizure of that information. And we would esk

the Court to enforce that by directing Mr. Levjson to turn over

the encryption keys.

If counsel represents that that will occur, we can not

waste any r»cre of the Courc's Lime. If he represents zh&z

Mr. Levison will not turn over the encryption keys, iihen we have

to discuss what remedial action this CoLirt can take to requirii

compliance v/ith that order.

THE COURT: Well, I will order the production of

those — o? those keys.

Is that simply Mr. Levison or is that the corporation

as well?

MR. TRUMP: That's one and the same. Your Honor.

Just so the record is clear. VJe understand from

Mr. Levison that the encryption keys were purchased

Go.TWierciaiiy. They're not somehow custom crafted by

Mr. Levison. He buys chem from a vendor and then they're

installed.

THb; COURT: VJell, I will order that. If you will

Tracy V. Wuscfali CCR-USOC/EDVn
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1 present an order to me, I'll enter it later on.

2 MR. TRUMP: Thank you.

3 MR. EINNALL: Thank you. Your Honor.

4 ns far as time frciiiie goes, my client did ask ir.e if the

5 Court did order this if the Court could give hiro approxirr-ately

6 five days in order to actually physically get the encryption

1 keys here. And so it will be — or just some sore of reasonable

8 time frame to get the encryption keys here and in the

9 government's liands. Ho did ask me to ask e.^accly che ctianner

10 that those are to be turned over.

11 MR. TRUMP: Your Honor, we understand that '.his c«n be

12 done almost instantaneously, as soon as Mr. Levison makes

13 contact with an agent in Dallas, and we would ask that he be

14 given 24 hours or less to comply. ?his has been going on cor a

month.

THE COURT: Yeah, I don't think 24 — 24 hours would be

reasonable. Doesn't have to do it in the next fev/ minutes, but

! would thin;< something like this, it's not anything he has to

amass or get together. It's just a maccer of sending sonothing.

So I think 24 hours v/ould be reasonable.

MR. BINNALL: Yes. Thank you. Your iionor,

THE COURT; .^ill right. And you'll present me an order?

MR. TRUMP: V?s will. Your Honor. Thank you.

THE COURT: All right. Thank you-all, and we'll

adjourn untrl — or stand in recess till 3 o'clock. Well,

Tracy i.. Westtoll CCK-'Jt5i;c/2DVA
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UNDER SEAL 15

redacted
1 rccess till 9 o'clock tomorrow inorning.

(Prcceedings concluded at 10:25 a.m.)

CERTIFICATION

I certify, this 19th day of August 2013, that the

foregoing is a correct transcript from the record of proceedinqs

in the abovo-entitled matter to the best of my ability.

'L'racy V/estfalij RPRiC

Tracy U. C>C?-'J3CC/ECV/.
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redacted

EXHIBIT 19

Case 1:13-ec-00297-TCB   Document 25-12   Filed 02/24/16   Page 65 of 73 PageID# 667



Case l;13-ec-00297-TCB "SEALED* Document 11-19 Filed 09/20/13 Page 2 of 3 PagelD#
186

^Dacted
IN THE UNITED STATES DISTRICT COURT FOR TfiE

EASTERN DISTRICT OF VIRGINIA

Alexandrifl Division r—

UNDER SEAL

No. 1:I3EC297
MG I ?0I3

IN 'HiE MA'ITHR O!- THE

APPLICA'nON OF Tin- UNITED

STATES OF AMERICA FOR AN ORDER

AUTHORIZING 'IHH USE OF A PEN

REGISTER/rRAP AND TR.^CE DEVICE

ON /\N ELECTRONIC M^iL ACCOUNT

IN THE MATl'ER OI- THE SE.ARCH AND

SEIZURE OF INFORJvIATION
ASSOCIATED WITH

STORED AT PREMISES CONTROLLED

BY LAV/\BIT LLC

In re Grand Jui)'

UiJ<K,U,S.[HnfiICTCDl'Rr

No. 1:13SW522

No. 13-1

ORDER DENYING MOTIONS

This matter comes before the Court on the raoiions of Lavabit LLC andLadar LcvinsoD,

Its owner and operator, to (I) quash ihe grand jury subpoena and scarch and seizure warrant

corapclling Lavabit LLC to provide the government with cncryptinti keys to factliiaie the

installation and iise ofa pen register and trap and trwce device, and (2) unseal court records and

remove a non-disclosure order relating to these proceedings. For therciisons stated &om tlie

bench, and as set forth in the goveruinenl's response to the morions, it is hereby

ORDERED that tlic motion to quash and moiioQ to unseal arc DENIED;

It is further ORJOERED thai, by 5 pjn, CDTon August 7.. 2013, Lavabit LLC and Ladar

r.X!vison shall providethe govenunent withthe Bneryiolion keysand any other "information,

facilities, and technical assistance necessary to accomplish the installation and use of the pen/irep
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devicc" as required by the July 16, 2013 sciinire wamml and th^ June 28. 2013 pen register order.
Uis fmtlicr ORDERED that this Order shaU rcmain under seal unttl further order of this

Court

Alexandria, VirginSa
August ! .2013

Claude M. Hilton

United States District Judge
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redacted

EXHIBIT 20
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IN TI-IE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRJCT OF VIRGIN'IA

AlcNandria Division

!N THE MATfEll OF THE
APPLICATION OF THE UNITED

STATES OP AMERICA FOR AN ORDER
authorizing THE USE OF A PEN
REGISTER-TRAP AND TRACE DEVICE
ON AN ELECTROKIC MAIL ACCOUNT

!N THE MA'nER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH

STOIUiD AT PREMISES CONTROLLED
BY LAVABIT LLC

In rc Grand Jur>'

UNDER SEAL

No, I;13£C297

No. I;!3SW522

No. 13-1

s;ci C.VRIai?K,u.$. d:5:

MOTION FOR SANCTIONS

Tiic United States, through the undersigned counsel, pursuant to Title IS, United States

Code, Section 401. hereby moves for the issuance of an order imposing sanctions on Lavabit

L!-C and Ladar Levison, its ownerand opcraior, for Lavabit's failure to comply with this Court's

order entered Auguht 1, 2013. In support of this moiion, the United Slates represenis;

1. .At tlie hearing on August 1,2013, this Coun directed Las-abit to provide the

government with the encryption keys necessary for the operation of a pen register/trap and trace

order enterod June 28, 2013. Lavabil whs ordered lo provide those keys by 5 p.m. on August 2.

2013. See Order Denying Motions entered August 2, 2013.

2. .-\l approxinuiicly 1:30 p.m. CD'!' on August 2, 2013, Vlr. Levison gave ine FBI h

priniout of wlioi he represented to be the encryption keys needed to operate the pen register. This
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printom. in what appears lo be 4-point r^pe, consists of !1 pagesof largely illcgiblv chciractcrs.

See Aiiachmeni A. (Tlie atiachment was created by scanning the documeni provided by Mr.

Levison; ilic original document svas described by the Dalles FBI agenis as slighUy dearer ihzn

the scanncd copy bui neverihcless illegible.) Moreover, eadi of the fivu encryption keys contains

512 individual characicrs-or a total of 2560 chnracicrs. To make use of these keys, the FBI

would have lo inanuaily input all 2560 characters, and one incorrect keystroke in this laborious

process would lender liie FBI collection systeni iiicapabltt of collcciing deciypicd daia.

3. A'l appro.KiiiuUcly 3;30 p.m. EOT (2:30 p.m. CD!"), the undersigned .AUSA

contacted counsel for l.avabit LLC and Mr, Levison and infomied him that the hard cop\' format

for reeeiDt ofthe encryption keys was unworkable and thai the g,nvcnuneni would need the keys

produced in electronic lomiat. Counsel responded by enn-.il in 6:50 p.m. EDT suting iha; Mr.

Levison "thinks" he can have cn electronic veision of the keys produced by Monday. August 5,

2013.

4, On August 4, 2013. the undersigned AUSA sent an e-niail lo counsel for Lavabit

LLC and Mr. Levison statiny that we expect to rcccivc an electronic version of the encr>'ption

keys by 10:00 a.m. CDTon Monday, August 5, 2013. Thi^ e-mail indicated thiu we expect the

keys to be produced in PEM format, an industry standard Hie format for digitally representing

SSL keys. Sec Attnchmeni B. The e-mail further staled tliai the preierred medium for receipt of

these key.s would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.

Levison is familiar). The undersigned AUSA informed counsel for Lavabii LLC and Mr.

Levison thai t)ie govemmeni would seek an order imposing sanctions if wc did not receive the

LMcryption keys in clccironic fomia; by Monday moming.
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5. The govcmmcni did not iccdve the (.-Iccironic keys as requested. The

undersigned AUSA spoke with counsel for Lavabit and Mr, Levison al approximately 10:00 a.m.

this morning, and he stated that Mr. Levison miglit be able lo produce ihc keys in electronic

format by 5 p.m. on Ausvist 5, 2013, The undersigned AUSA told counsel that was not

acceptable jjiven that il should take Mr. Levison 5lO 10 minuics to put the keys onto aCD in

PEM formal, Tlie undersigned AUSA told counsel that if there was some reason why it cannot

be accomplished sooner, to let him kiiow by 11:00 a,m. this morning. The govemmeni has not

leeeivcd an answer from counsel,

6. The government therefore moves the Court lo impose sanctions on Lavabit LLC

and Mr. Levison in theamotini of S5000 per day bcgirjiing at noon (EDT) on August 5,2013.

and continuing each day in the same amount until Lavabit LLC and Mr, Levison comply with

this Court's orders.

7. As noted, Attaehmcni A to this motion is a copy of the printout provided by Mr.

Levison on-August 2, 2013. Attachment Bisa more detailed explariadon of how these

encrs'ption kevs can be given to the FBI in an electronic format. Altachinent C to this motion is a

proposed order.
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S. A copy of this moiion. filed under seal, was delivered by email lo counscl for

Lavabit LLC on August 5, 2013.

Respectfullysubmitted,

Neil H. MacBridc
United Staiijs Attorney

United States Attomcy'iPfficc
Juslin \V. Williams U.S. Attorney's Buildiny
2100 Jamieson Avenue

Alexnndria, Virginia223)4
Phonij; 703-299-3700
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Attachment A
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attaciimentb

;.;V«;ibil Scciir-: I .iU-r (SSL) CL-rtii'iCiiWi purchr.SL\5 Irc-m Gf.Dsddi v
cncr.'iv. cor;i!!"iunii"aiiop, b-.'iv.ccr: '.is-jrs and ii;> Si^I. i.'tic!")|3:icn c!ri]i!oyi,
crj'piO{(rnp!iy, i» -.vhicli boili il-.i; sender and iccciver i-acli l::ivit iv.o niashcnnnically iiii}:cd keys- a
••pub'sio" key and :i "prisKt.':" kc-y. "Public" i.cys arc [nibliihcd, biu "privai';"' key? art- not ir. '.isif;
circii;ii5i;:in;i:, a Lavabil cus'.oincr uses Lavabi:'s published imbiic l;cy lo iniiiaie ?.ti cc.i.r-|nqd
emaii session with Lavabi; over die in'.crnei. l.avabil's senders ihen dc-rypt this traflic -asini: ihcii
;)r:%:'.ie kc\. 'i'lK uiily v.ay :ci decrypt ihis iralTic is die iisaiie ofihiv juivaic key. ASSL
•;eit;ficate is .mother natnc for n jMibliidied public kes.

To obtain a SSL ccr.itlcaie from GoI);uidy, a ust:: nec-ds \o iini genctr.iie r; 2WS-iM!
^nvav.* key on hist.ereorrjp-JVir. Dc-jjcndin^ on operaiini; ;;y3U'm and -Acb tcrver used, ti'.ere
re n-.v/ran'ie •.v.-.y.; tc generate aprivate key Oik- of ihe mere popular ir.cihoc::- ;s to use arVe-J-..
avaiiablit'cuniinand-linc loui called OpenSSL. I'iiis ijeiieiauun al'i.j croaic-5 a certificate siitamrj
requcrt file. The user sends ihis Hie lo ihe SSL iieneraticm auilioriiy (e.g. GoOaddy) iind
UoDaddy I'aen sends L-aek llie SSI. ccrliricute. The private key is iiol seni to GoDadtly and

he retained b\ llie user. This private ke> is stored on the viser's web server tc permit
decryption o! iniemcl trafnc. as described aboM; The FBI's eolietiion system tnat v.ill be
•Uiia'.icd '.o iir.DlemciV. the I'RTT also requires ikc piivatc hey i-; be stored to deeiypt Lavabit
oftJAil an.! Hiteim-: •ridnr. This :iecty])ied itAiTie v,-iU then be :i!te:ed for tiie larjjet e!r.a:: addiesi
spocincd in ihc PR.TI onier.

Dcjieiiding on how oxiictly iln.' pnvalc key was first (leneriited bv ihc user, il iiselt inuy he
•.:ncr\'plv<.l wui protected by npasswo: ;1 supplied by the user. 1hi:i additior.ai U". el o: .-leetinly i;-
iisiifiil i:'. fijr example, a backiip ccpy i.f the priv.Mc bey i;; .-amcd on aCD ifliiai CD w;t<. Ic?;! or
stolen, '.iio private -.ev v.ou-d ;UM be co'.npiontiiv.-d because apassword would be required to
ftL•v•v^s it. 1io-.vever. liie u>er tliat sciteraicd the private key \v(..iiid have s'jpplicd it at uerieratiosi
time ami would thus lirive ^uiowledge oT il Tlie OpcnSSl. '.ool described abov<- ii capable <:f
de.ar>'plii![!,e!jcrv])ied private key.s and convciiinii ihe keys to anon-encr.pl<;<l u-rniat vr.i: a
simple, v.".-ll-doeuinc:ited command. The ccllec'.ioi: svMcni and mcsi web jc.-\'erb requires
ihc key 1:^ be stored in a ncn-encrypied formal

.A 20-l8-bii kev is composed of 51'.^ clnt.tciars. The .standrird praciic.- ofesciianginu
priviuc SSL keys between or.titius is to uhe some electronic mcdiiini fti.g., CD or sectiic inteniei
exchaniic') SSI. keys are rarely, ifever. eMchanscd verbally or tb.rotigh print tnedium due to their
•o.ni! '-jt.!*;!: and posiabili;^ •'.•f human eiror Mr. Lijvison has ptc". ioujly jiatcd dial I.avabil
act'-ially nsci I'r.e :-ep.ira'.e pllbhc'p^i^ ale key jjuiis, one foi cawl; tyjje of niail protoci;! u;;ed b>
I...S ahu.

I'l-M 1'onn.tt 15 an indusiry-siandard ille fonnm for dii;i::illy vcprcseniini.! SSL key-; PfM
hX-s can htf jr«aioJ usint di'- npci'-^SI i..o! dr^eril'v,! ;iIk'V..- The iiiv.'unv I'oi
recciv in'i thvse kc-'s would Ix- on a CD.
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LN' I Hc L•^:IT^.D S rAT!-S DISTRIC I COUj^T l-Oi< THG
l"AS'!'!:K!s' DlS lKiCT Oi" VIRGINIA

Alcxiimlnn. l)i\'isior. |

IN rilfi MATTilR OF THl- ) UM>EK SV.AL
APr'LlCATION Oi- THE )
STA'IliS OF A.VJl;iUCA FOR AN ORDEi', ) No. 1:13I:C297
At; Tj iORlZING TMH fSl: Oi- A I'LN' )
K.COISTEf;TiUi' .AND TiLACI: DEVICl: )
<:>N an F;LHCTilOrC!C MAIL ACCOUNT )

)

TN rili: y.AUER 0\- THK S1:ARCH and )
>r;:Z'JRE OF !Ni-OR.\fATION )
ASS0C1AT!:D •-VITli ) No. 1:1.">S\V522

••^•BiBHII^HirHAT
STORUD A! CONTROLLED i
LiY ;.A\'A2!TL1.C

\v. rc CiranJ Jur- ) No. 13-!

redacted

ORDER

•) liii :n;iucr comes b-.-i'uri; llic Conn on the moiiou of tin: gov'tTnnKTil for sanction:; for

lailure lo comply wiiii ihi:: order emeretl Au(;u5i 2, 2013. I'or ;!io reasons staled is-, the

jo-.'enin'icni'a and pur.iuaiii \o Tilie 1̂1, Ur^.i'.c-d Slaius Code, Scction ••0!, ii ir iK-rcby

ORDTTRCD ll-.ai tlie fnr .=;;mc.iions is

;t i;; fisnlicrOilDbTU:!? iha!. Ifihc eneiy;i|ion >:i:ys iiccvssary to implcmviu ih-; p-.--:

rcuisicr iinci trap unii irucij devicc ciiv nol provided lo llic FBI in f'BN'i or ciiiiiviilcnt ciccfrocic

fon:ui by r.soii (CnTi oi" A'.i:.;'.is: ?, 2013, u f:in; uf live diOiisiuid do:i:ir;: i,i5.00'j 001 >iM;l t'C

;ir.po5cd Dn Lavribi: LLC and .Sir. L^ivisoi:;

!l is ninher ORDERiiL) llwi, if ihe ciitiv,.'iioii !;cyi ::<.-cc!;aary lo impK-mejii *.he ;"."i

register and trap .'U'.d trace dovica are t»ot provided lo the FBI in PEN! or cc]iii-.'a;cnt ek-cuor.ij
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\vruui ryn-.on (CDT} cach disy ilvjrv.'.fic: Icyinn'mg A'ifiWi o, 7.013, ;i f:nc five -jK'US-.Hvr.

Jyl!:tih' (S5.00c.00) shall be iniposcc on Lavabil LLC and Mi. Lwiiion lor cacli :!ny oJ'ison-

ccjinpliuiici:, and

l! is iunhCT 0!1;>HR.BD lhai liic govcrumt-nt's inolioi; lor liuncticir.s and Orivr ••ii.t:;

TC!n?.!n undsr ici •Jiiui further oi rU?: ;>fihis CuiiR.

Alexandria Virginia
Aii.nisi S' , 2C':3

Chiuilc M. l lilion

Unilcd Sliilcs Uislrici Juilgc
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redacted

IN THE UNITED STATES DISTRICT COURT FOR THE
EASTiSRN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF 'J'HE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

^rORETOf^oSTROLU-JD AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILED UNDER SEAL

No. 1:13EC297

No. 1;13SW522

NOTICE OP APPEAL

Nutice is hereby given that Uvabit LLC ("LavabiL") and Mr. L-adar Leviuon

{-Mr. Lcvison") in the above named case, liercby appeal to the United States

Court o!" Appeals for the Fourth Circuit from Uie Orders of this Court entered

on August 1, 2013 and August 5, 2013.

JcVsc R. Dui'nall, VSB/? 79292
B^nley 86 Binnoll, PLLC
r6387 Main Street, Suite 201
Fairfti>:, Virginia 22030
(703) ^29-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnalI@bblawonline.com
Counselfor Lauabii LLC

LAVABIT LLC

LADAR LEVISON

By Counsel

Case 1:13-ec-00297-TCB   Document 25-13   Filed 02/24/16   Page 12 of 28 PageID# 687



Case l:13-ec-00297-TCB-SEALED* Docuinenl 11-22 Filed 09/20/13 Page 3 of 5 PagelD;.-
206

CerLificale of Service

! ccrtify that on this 15th day of August, 2013, this Notlcc of Appeal was
emailed and mailed to the person at Lhc addresses lisled below:

United States Attorney's Ofilcc
Eastern District ol" Virginia
2100 Jamicson Avenue
Alcxajidria, yA_22314

Jesse/iVBinnall
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INTins UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

FILED UNDER SEAL

In re Grand Jury No. 13-1

NOTICE OF APPEAL

NoUce is hereby given that Lavabic LLC ("Lavabit") and Mr. Ladar Levison

("Mr. Levison") in the above named ease, hereby appeal to the United States

Courl of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

Jc/^R. BhfLfbvSB// 7y292
s/pnley &Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Pacsiinile
jbinnall@bb!a\vonlinc.com
Counselfor Lavabit LLC

LAVABIT LLC

LADAR LEVISON
By Counsel
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redacted
Certificate of Service

I ccrtify that on tliis 15th day ofAuEUSt, 2013, this Notice of AppeaJ was
emailed and mailed to the person at tho addresses listed below;

United States Attorney s Office
Eastern District of Virginia
2100 Jamieson Avenue

mni
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EXHIBIT 23
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OV VIRGINIA

Alexandria Diviaion

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/Tl^P
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
and seizure of INFORMATION
ARSnCIATF.n WITH
||HB||[|mi||^^|rHAT
STORE^ND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILED UNDER SEAL

No. l:13SW522

NOTICE OF APPEAL

Notice is ht^rcby given that Uivabit Ll^ (-Lavabit") and Mr. Udar Lcvison

("Mr. Levison"! in Uie above named ease, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered
on August 1, 2013 and August 5, 2013.

^ LAVABIT LLC
..-o LADAR LEVISON

/ / By Coxinsel

JcMo R. Binna^SBW 79292
B^nley Si Binnall, PLLC

^0387 Main Street, Suite 201
I-'airfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Fncsimilc
jbinnall@bblawonHnc,com
Counsel for Lauabit LLC
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Cfirtificate tif Scrvicc

Icertify that on this 16tli day of August. 2013, this Notice of Appeal was
emailed and maUcd to the person aL Uie addresses listed below;

United States Attorney's Officc
Eastern DiaLrict of Vir^^iniu
2100 Jnmicson Avenue
Alexandria. VA 22314

R'. Binnall
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'^cted

EXHIBIT 24
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Lavahil Online Mmiia I.inks

Democracv Now Intcn'icw:

Democracy Now Inicr\'icw Transcript:

Huff Post Interview:

R" ntcrvicw:

' ir.

Ron Paul Interview:

"•Hfif.
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redacted
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REDACTED
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EXHIBIT 25
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IN TME UNITCl) STATRS DISTRICT COURT
EASTERN DISTRICT Or VIRGINIA

ALEXANDRIA DIVISION

IN THE MATTER OF IME
application of the UNITED
STATES AUTHORIZING THE USE OF
A PEN REGISTERyTRAP AND TRy\CE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OFTHE SEARCH
AND SEIZURE OP INFORMATION
ASSOCIATED WITH

that IS STORED AND CONTROLLED
at PREMISES CONTROLLED BY
LAVABIT LLC

IN REGRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDERSEAL

PROPOSED ORDKR

The United Suites has proposed partially unsealing records in tliis matter due to public

disclosures made by i-adar Levison and Lavabil. LLC and for the purpose of creatingpublic
rccord for Mr. Levison's appeal. The Court has considered the original sealing orders, the
motions in support of tlie original scaling orders, the government's iMie motion to unseal
certain documents, and the prior pleadings of Mr. Levison. and hereby finds that:

(1) the government has acompelling interesl in keeping certain information in the
documents sealed, and the government has proposed redacted versions of the documciils thai
minimizes the informntion under seal;

(2) the govemnienl's interest in keeping ihc rcdacled material sealed outweighs any

public interest in disclosure: and
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redacted
(3) having considered ulicnmiivcs lo ihc proposed rcdiiciions none wili adcquiucly proicci

lhai inlercsi; ii is hereby

ORDERED lhat ihe redacicd versions of certain records filed in the above captioned

mailer arc partially unsealed. The unsealed records arc aiiached lo this Order. To ihe extent any

such record is covcrcd by anon-disclosure Order issued pursuant lo 18 U.S.C. §2705(b). ihe

non-disclosurc oblifiation does not apply lo the unsealed, redacted version of the documcni. The

Clerk of the Court may publicly release the redacted version of any of the records attached lo this

Order. Any rccord not attached to this Order, as well as ihe unrcdacted copies of any record filed

in the abovc-captioned matter, including ihe government's ex pane, scaled Motion to Unseal and
Statement of Reasons will remain sealed until further Order ofthe Court.

Alexandria, VA

The Honorable Claude M. Hilton
United Slates District Judge
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EXHIBIT 26
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IN TI IE UNITED STA'n-S DISTRICT COURT
EASTERN DISTRICT or VIRGINIA

ALEXANDRIA DIVISION

IN THE MA'ITER OF THE

APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE OF
A PEN Rl-GISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATI ER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABITLLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

l>UOPOSEn ORDKR

Tlic Uniiccl Slates has proposed partially unsealing records In this matter due to public

disclosures made by Ladar Lcvison and Lavabil, LLC and Tor tiie purpose ofcreating a public

record for Mr. Levison's appeal. The Court has considered the original scaling orders, the

motions in support ofthc original scaling orders, the government's ex t^ane motion to unseal

curtain documents, and the prior pleadings of Mr. Lcvison, and hereby finds thai:

(1) the government lius ucompelling interest in keeping certain information in the

documents sealed, and thegovernment has proposed redacted versions of the documents that

minimizes the information under scul;

(2) tijc government's interest In keeping the rcduelud moterial scaled outweighs any

public interest in disclosure; and
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(3) having considered nltenialives to lliu proposed rcdnutioiis none will adequately proiecl

tliDl inicrcsr, ii is hereby

ORDERED thiU ihc redaciccl versions oFeertain records filed in the above capiioned

matter arc partially unsealed. The unsealed rccords arc attached to this Order. To ihe extern any

such record iscovcred by a non-disclosure Order issued piirsuani lo 18 U.S.C. §2705(b), the

non-disclosure obligation does nol apply to the unsealed, redacted version ofthe document. The

Clerk ofthc Court may publicly release the redacted version ofany oflhc records attached to this

Order. Any record not atiached to this Order, as well as tlic unredacted copies of any record filed

in the abovc-captioned matter, incliidine the government's exparle, scaled Motion to Unseal and

Statement of Reasons will remain scaled until further Order of the Court.

Alexandria, VA

The Honorable Claude M. Hilton
United States District Judge
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IN THE UKITED STATES DISTRICT COUR'
EASTERN DISTRICT OF VIRCrSMA

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE LfNITED

STATES AUTHORIZns'G THE USE 01-
A PEN REGISTEiVTRAP AND TRACE

DEVICE ON AN ELECTRONIC MAIL

ACCOUNT

IN THE MATTER OF THE SEARCH

AND SEIZURE OF INF0R.MAT10N

ASSOCIATED WITH

THAT LS STORED AND CONTROL

.AT PREMISES CONTROLLED BY

LAVABIT LLC

!N RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

OCT 12013

DISK us PiSlrlCl COURl

redacted

ORDER

The United Siaies has proposed panially un.'iealing record.s in ihis mailer due lo public

disclosures made by Ladar Levison and Lavabit. LLC and for ihe puipose orcreating a public

record ibr Mr. Levison's appeal. The Court has considered the original scaling orders, ihe

nioiion.s in support of the original sealing orders, the government's parte motion to unseal

ccriain documents, and the prior pleadings of Mr, Levison, and hereby finds that:

(11 the go\'emment has ncompelling interest in keeping certain information in the

documents sealed, and the govemnient has proposed redacted \ ersion5 of the doeiiineni.s that

minimi/.es the information under seal:

(2) the govenunent's interest in keeping the redacted material sealed ouiweiglis any

public interest in disclosure; and
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redacted
(3) having considered alternatives to the proposed redactions none will adequately protect

that inieresi; ii is hereby

ORDERED that the redacted versions of certain records filed in the above captioned

matter are partially unsealed. The unsealed records are attached to this Order. To the extent any

such record iscovered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the

non-disclosure obligation does not apply to the unsealed, redacted version of the document. The

Clerk of the Court may publicly release the redacted version of any of the records attached to this

Order. Any record not attached to this Order, as well as the unredacted copies of any record filed

in the above-caplioned matter, including the government's ex parte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

Date: . 2-.
Alexandria, Va

r-T^TZkU.

The Honorable Claude M, Hilton

United Slates District Judge
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REDACTED

EXHIBIT 1
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iP,j JV;
UNITED STATES DISTRICT COURT ij"' ^ 'j/

FOR THE EASTERN DISTRICT OP VIRGINIA U iWI I 0 Ali.^ iOV

) ^ •
IN Ri-APPLICATION OF THE )
UNITED STATES OF AMERICA FOR ) MISC. NO. 1:13 EC s'.DT REDAPT
AN ORDER PURSUANT TO ) ^
18 U.S.C. §2703(d) )^ ^ Flleti Under Sea!

ORDER

The United Siaies has submitted an applicfliion pursuant lo 18 U.S.C. §2703(d).

requesling Uinl tlic Court issue an Order requiring Lavabit LLC. an electronic communicntions

scrvicc provider and/or arcmoU: computing scrvice locnicd in Dallas, TX, to disclose the rccords

and other infomiation described in AUachmeni A lo this Order.

The Court !mds that ihc United States has offered specific and articulablc lacis showing

that there arc reasonable [grounds lo believe that the records or other information sought are

relevant and material lo an ongoing criminal investigation.

The Court detenninss tJial there is reason to believe that notification ofthe cxistcncc of

this Order will seriously jeopardize the ongoing investigation, including by giving targets an

opportunity lo floe or continue flight from prosecution, destroy or tamper with evidence, change

patiems ofbehavior, or notify confederates. See 18 U.S.C. §2705(b)(2), (3), (5).

IT iS THEREFORE ORDERED, pursuant lo 18 U.S.C. § 2703(d). that Lavabit LLC

shall, within icn days of the date of this Order, disclo-sc to the United Stales the rccords and other

information described in .Attachmeni A to this Order.

IT IS FURTHER ORDERED that Lnvubil LLC shall not disclose the existence nf the

flpplicaiion of the United Slates, or the existence of this Order of the Coun, to the subscribers of

the accounl(s) listed in Attachment A, or to anyother person, unless and until othcr\visc
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^Dacte
authoriMd 10 do by the Coun. esccpi ihai Lavubit LLC may disclosi- '.his Order lo an aiionioy

for Lavabii LLC Ibrlhe purpose ofreceiving Itgal advice.

IT IS FURTHER ORDERED that the applicaiion and this Order arc sealed until

otherwise ordered by the Court.

Date

John F. Anderson
United Slates Magislraic Judge

A THUe COPY. Tl-y [•£:
."•i.LRK, U.S. i:KvrRiCTmi

/
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aitachment a

I. The Aci:ount(s)

The Order applies to ccrtain rccoijgjmd infonnniion associated with ilie follouang emiiil
nccouiTt(s)'.

1], Records and Other Iiiformution to Ik Discloscri

Lavabif LLC is required lo disdosc tlie following rccords and olher intbmiEHion, if uvmlabtc. to
Uk United States for cnch account or identifier listed in Pan Iof this Attacliment ('Account ).
forthe time period from iiKeplion to the present;

A. The following information about Ihc customers or subscribers of the Account;

1. Names (including subscriber names, user names, and scrccn names);
2. Addresses (including mailing addresses, residential addresses, business

addresses, and e-mnii addresses);
3. Local and long distance telephone conncction records;
4 Records of session limes and durations, and the temporanly assigned

network addresses (such as Intemci Protocol ("IP") addresses) associated
with those sessions;

5. Length of servicc (including start dale) and types of ser\-ice utiiizeJ:
6. Telephone or instniment numbers (including MAC addresses);
7. Other subscriber numbers or identities (including the registration Internet

Protocol ("IP") address); and
8. Means and sourcc ofpayment for such scrv'ice (including any credit card

or bank account number) and billing records.

B All rccords and other informaiion (not including the contents of communications)
relating to the Account, including;

1. Records ofuser activity for each conncction made to or from the Account,
including log files; messaging logs; the date, time, length, and method of
connections; data transfer volume; user names; and source and destination
Inlcmei Protocol addresses;

2. Information about each communication sent or received by the Account,
including the dale and time ofthe communication, the method of
communication, and the source and destination of the commimication
(such a.s soiircc and deslinaiion email luldresscs. IP addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
PURSUANT TO FEDERAL RULE OF EVIDENCE 902(11)

I .attest, under penalties of peijiiry under the

laws of the United States of America pursuant to 28 U.S.C. §1746, ihal the information

coniaiiied in this declaration is tnie and coned. 1am employed by Lavabit LLC. and my official
.1am acustodian of records for Lavabit LLC. Istate

that cach of the records alraclicd hereto is ihe original record or auaie duplicaio oflhe ongmai

rccord in the custody of Lavabit LLC, tuid that Iam the custodian of the attached records

consisting of (pages/CDs/kilobyics). Ifunhcr stale thai:

;i. all records aitaclied to this certificate were made at or nyar the Ume ofthe

occurrencc of the matter set fonh. by. or from information transmitted by. aperson with

consisiing of_

knowledge of those matters;

b. such records were kept in the ordinary course of aregularly conducted busmess

activity ofLavabit LLC; and

c. such records were made by Lavabit LLC as aregular practice.

1lUriher state that this certification is intended to satisfy i^ule 902(11) ol the I-ederal

Rules ol'Evidence.

Signature
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EXHIBIT 2
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DTSTIUCT OF VIRGINIA

Alexandria Division

INTl-IE MATTER OF THE Ain'LICATION
OF THE UNITED STATES OF A^/IERICA
FOR AN ORDER AUTHORIZING TI-IE
INSTALLATION AND USE OF A PEN
REGISTEI^RAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER

rUnderSeaH

l:13ECaSn

This matter having come before ihe Court pursuant to an Application under 18 U.S.C.

§3122, by AtitJrney. an aUomey for the Government
as defined by Fed. R, Crim. P. 1Cb){ 1). requesting an Order under 18 U.S.C. §3123, auihonzuig
the insinllmion «nd use ot" qpen register and the use of qimp and trace device or process
('•pen/trap devicc") on till electronic communications being sent from or senUotheaecm^
Bssociud with

Lav^bil, LLC (hcrd„,.n=r rclmed .0 a. 0,= "SUBJECT ELECTRONIC MAIL ACCOUNT').
The Court finds that the applicant has ccrtincd that ll.e information likely to be obtained by sue!,
installation and t.se is relevant to an ongoing eritttin.l investigation into possible violation(s) of
IS U.S.C. §§ 541, 793CdHe), and 798Ca)(3)

IT APPEARING that the inlbrmation likely to be obtained by the pen/itap device is
relevant lo an ongoing criminal investigation oi'the specified offense;

IT IS ORDERED, pursuant ^:o 18 U.S.C, §3123, thai apen/Crap device may be installed
and used by Lavabit and the Federal Bureau of Investigation to capture all non-contcRi dialms.
routing, addressing, and sisnaliag infomiaiion (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, lo recoKl the date and time of
ihe initiation and rcceipl of such transmissions, to record Ihe duration of ihe transmissions, and lo
record user log-in data (date. time, duraiion, and Internet Protocol address of all !og-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of

such Order or the date the monitoriog cquipmeni becomes operntional, whichever occurs laier;

IT IS FURTIIER ORDERED, pursuani lo 18 U.S.C. §3123Cb)(2). that Uvabii shall

furnish agents from (he Federal Bureau ofInvestigation, fonhwiOv all inFormntion. facililics, and
teclinical assistance necessary to accomplish tlie installation and use of the pen/imp device

unoblnisively and with minimum interference lo the services that are acco«3ed pereons with
respcci to whom the inslallalion suid use is to take place;

IT IS FURTHER ORDERED that the United States take reasonable steps to ensure that
Ihc monitoring «,uipracnl is nol used lo capture any "Subjcc,:" portion of an electronic mail
message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavubit shall be compensated by ihe Federal Bureau of
Investigation for reasonable expen:ies incurred in providing technical assistance;

IT IS FURTliER ORDERED that, in the event thai the implementing investigative
agency seeks to Install and use its oivn pen/trap device on apackot-switched data nework ofa
public provider, the United Slates shall ensure that arecord is maintained which will identify; (a)
any omc.r(s) who installed the dcv,ee and any officcrW who ncccssed the device to obtain
information from the network; (b) t:.-.e date and time the device was installed, the d.te and time
the device was uninstalled, and the dale, time, and duration of each time the device is accessed lo
obtain infomiation; (c) Ihe conngur-stion of the device at the time of its installation and arty
subsequent modincarion tliercof; and (d) any InfonnBtlon which has been colleeled by the device.
To the eMent that the pen/tmp device can be set to automatically record this infomialion
electronically, Ihe record shall be nuintnincd eleolronically throushout the installation and use of
Ihc pen/trap device. Pursuant lo IS U.S.C. §3123(a)(3)(B), as amended, such record(s) shall be
provided ex nane and ntidcr seal to this Court within 30 days of Ihe termination of Ihis Order,
including any extensions thereof;

IT IS FURTHER ORDERED, pursuant !0 18 U.S.C. § 3123Cd). that this Order and the
Application be sealed umil otherv^ise ordered by the Court, and lhal copies of such Order may be
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furnished lo the Federal Bureau of Inveaiigaiion, the Uniied Slates Attorney's Ofilce, and

Lavabii;

IT IS FURTHER ORDE!U:D that Uvabil shall nol disclosc the existence of the pcn/lntp

device, or the existence of(he invejitigation lo any person, except as necessary tocfTeciuate this

Order, unless or until otherwiso ordered by ihc Court.

SOORDr:R.ED:

i^y^\s.d Slates Magistraic Judg
"Hon. Theresa C. Buchanan
United States Magistrrite Judge
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^dacted

EXHIBIT 3
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IP !! ^

IN TIIH UNITRD STATES DISTRICT COUKT FOR THE 'J V9 /I"

I-AyTCRN DISTRICT OF VIRGINIA cllTk s. :•

Alcxundriu Division

IN THE MATri:R or THH APPLICATION J
I )1'' THE UN1TI:D STATl-S OF AMliRICA )
l-OR AN ORDF-RAL'TI IORIZING THl- ) (Uoc|t:r Seal)
INSTALLATION AND USG OF A PEN )
REGISTHRATRAP ANn TRACi.mF.VICH ) l:13nC297
OX AN ELECTRONIC MAII. ACCOUNT )

MOTION FOR F.NTRY OF AN ORDKR TO COMFF.L

The United Stales, byand throiigli ii.s undcrsi-ineil counsci, hereby requests ihc Cmiri

enter an Order directing Lavabil, LLC. to comply wiih the Court's June 28,2013 Pen

RegistcrA'nip and Tracc Order. In support ofthc motion iho Uniled States dcclarcs ;is foUous;

1. On June 28.2013, at appruximatcly 4p.m., this Court entered :m Order pursuant

10 18 (J.S.C. §3123 authorizing the installation and use ofn pen register nnd the uscol atrap and

irnce dcvice ("pen/irap device") on all clectroaio cumnumicaiions being seni fiom or sent to ihe

clccironie mail account Thai o-inail acctniui is controlled by I.avabit.clccironie mail account'

2. In its Order, theCourt found that the inlbmiation to be eollecicd by the pen/trap

device would bo relevant lo an ongoing criminal inve.siigation. In addition, ihc C:oiirl ordered

Lavabit furnish agents from the l-'eiieral Bureau ofInvestigation, forihvvilh. all

inlbrmation, facilities, and technical assistance necessary lo accomplish theinstallation and iiso

0f the pen/tnip device."

3. The Federal Bureau of Invcstiijation served :i copy tiflhe Order un Lavabit llii:l

Name aflenioon. A representative of I.avabit suited that it could not provide the requested

Information bccauso the user of the account had enabled Lavahit's ener. ptiun services, and thus
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Lavabii would not provide the requestetl inlbniviiion. The represcmativc ol'lavabii indicaicii

vhai Lavabii had ilie Icchnica! capability to Jocrypi ihe infnminiion Inii thnt Lavahii did nol wsini

to "dcfciu [itsl ownsysicm,"

4. !iic roprcscniaiivc of Lav;ibit did nol comply with ilic Order, and indicaled he

firsl wanicd lo scel< leiiul ads'ice.

5. The Register and Tmp and Trace Act gives this Courl the auiliority lo order a

provider to assist the govemmenl in the execution ofaIiin'ftil pen rc-ister or trap iind trace ordtrr,

inehiding by prnvidini. intbrmation. Seciiou 3122 ofTitle 1S. (Jniled States Code, provides in

pan: "An order issued under this scelion--... slitill dircel. upon the request of the applicuni, the
lurnishing of intbi-mation, iiiciliiies, and technical assistance ncccssary lo accomplish ihc

instalbuon of the pen register or trap and tracc dcvice under scctioii 3124 of this lilb." Scction

:il24(a) provides. '̂Upon llie request of an altomey for Ihe Govenimenl or :m ofiiccr ot a!:uv
enforcement agcncy authorized lo install and use apen register under this chapter, aprovider of

u.irc or electronic com.Tiunicalion serviec... shall furnish such investigative or law enlbrcenicu

ofTiccr fonhwith nil iulbmmtion, facilities, and icchnienl assistance ncccssary lo accomplish die

installatinn of the pen rcuisicr unnhtrtisivcly and with aminimum of interference... if such
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Redacted
assistance is dircciov! by a court ordar :is provided in seciion 3113(b)(2) of ll«s liik-." Scciion

3124(b) conlains ii similar provision governingimp ftnd tmco orders.

Wheruloix;, llic Unital SiiUcs requests aii Orderdirecting l.uvabit to comply ibrihwitli

witli llic Court's June 28, 2013 Order.

Respectfully submittt-d,
NHIL II. MACRRIDE

United States Attunicy

Assistant United States Aliorncv
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EXHIBIT 4
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EIlXti

iN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRlCr OF VIRGINIA

Alexandria Division

IN TI-IE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC ^4AIL ACCOUNT

(Under Scnl)

1:13 EC 297

JUN 2 8 2013

CLSRK. U.5 —
ALr-x.M;.to .

ORDER COMPF.IXING COMPMANCE FORTHWITH

WHEREAS, on June 2B,20l3,al npproximalely 4:00 p.m., Ihis Court entered an Order

pursuant to ISU.S.C. §3123 authorizins ihe insiallailon and use ofapen register and the iise of
atrap and iracc device ("pen/trap dcvicc") on all electronic communications being seal from or

sent 10 the electronic mail account
which is an c-mail account

controlled by Lavabit. LLC ("Lavabit"); and

WHEREAS, this Court found thnt the information obtained by the pen/msp dcvicc would

be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order dirccicd that Lavnbit "'shall furnish agents Irom the

l-cdcnil Bureau of Investigation, forthwlh. all informalion, facilities, and technical assistance

ncccssnry to accomplish the installation and use of the pen/trap device; and

WHEREAS, Lavabit informed the Federal Bureau ofInvestigation that the user of the

account had enabled Lavabit's encryption services and thus the pen/trap dcvicc would not collcct

ihc relevant information; and

WHEREAS, Lavabit informed the FBI iliat it had the technological capability to obtain

ihe information but did not wunilo "detcat [its] oviTi system;"
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{T IS HEREBY OFIDERED ihat Lavtibii LLC is directed to comply Torlliwith with the

Court's June 28.2013 Order, and provide the Federal Bureau of Invesiieailon with unencrypted

data pursuant to llic Order, To the extent any information, facilities, or lechnieal assistance are

ut\dcr the control of Lavabit arc needed to provide Ihe FBI v/iih the unencrypted data, Lavabil

shall provide such inrormation, facilities, ortechnienl assistance forthwith.

Failure to comply with this Order shnll subjccl Lavabit to any penalty within the power of

,he Court, ^ C^^T~

SOOllDERED.so OllDERED.

'Vi^ereaa Carroll Buchanan
^JUOltsd^tDlga

Hon. Tlicrcsa C. Buchanan';
tJnited States Magistrate Judge'

Case 1:13-ec-00297-TCB   Document 25-14   Filed 02/24/16   Page 18 of 83 PageID# 721



Case l;13-ec-00297-TCB *SEALED* Document 11-5 Filed 09/20/13 Page 1 of 8 PagelD# 66

EXHIBIT 5
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THU MATTER OF THE
APPLICATION OF TITEUNITED

) FILED UNDER SEAL
)

STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZING THE USEOF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

^I>ACTED

CLE». lt.s. COiiSI
JlfJAT-SUVrCMi

MOTION OFTHE UNITED STATES ,
FOR AN ORDER TO SHOW CAUSE

The United Sintes, through the undersigned counsel, pursuant to Iiilc 18, Uniicd Slates

Code, Section 401. hereby moves fcr the issuance of an order directing Ladar Lcvison, ihc ow-ner

and operator ofLavabil LLC, an eie:lronic communications ser%'ice provider, to showcausc why

Lavabii LLC has failed lo comply \'<ith the orders entered June 28.2013, in this matter and. as a

rcsuh, why this Coun should not iiotd Mr. Levison and Lavabii LLC in comempi for its

disobedience and rcsisfence lo these lawful orders. Tiie United States ftjrther requests that ll:e

Court convene it hwiring on this niovion on July 16,2013, nl 10:00 a.m., and issue asummons

directing Mr. Levison to appear before this Court on lhat date. In support of Ihis motion, ihe
f

United Stales represents;

1 The United States is conducting acriminal investigation ofj^Hj^H^^H
TJlt*'
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June (he

an order piirsiinm lo 18 U.S.G. §2703(d) directing Lavabii LLC to provide, within ten days.

additional records and information abouil Icmail account. Mr. Levison rcceivcd iliai

ordw on June 11,2013. Mr. Levison responded by mail, which was not received by the

govcmmeiu until June 27,2013. N4t. Uvison provided very little ofthc information sought by
theJwc 10,2013 order.

3. On June 28.2013, th: United Stulcs obtained apen register/trap and trace order on

^^^^mail account, acopy ofwhich is attached together with the application for thai
order.

4 On June 28,2013, FBI special agents mci Mr. Levison at his residence in Dallas,

Texas, and discussed ihe prior grand juiy subpoena served on Uvabit LLC and the pen register

order emeted that day. Mr. Levison did not have acopy of the order when he spoke with the

agents, but he received acopy from the FBI within afew minutes of their conversation. Mr.

Levison told the agents that he would not comply with the pen register order and wanted to speak

to an anorney. It was unclear whether Mr. Levison would not comply wth the order because it

was ischnically not feasible or difficuh or because it was not consistent with his business practice

ofproviding securo, encrypted email sen-icc for his customers.
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5. On June 28,2013, afier ihis conversation with Mr. Levison, the Uniicd Siuies

obtained an Order Compelling Compliance Forlhwiih, which directed Lavabil to comply with the

pen register order. Copies of ihnt motion and order are attached.

6. Since June 2S, 2013, ihe FBI lias made numerous attempts, without success, to

speak and meet directly with Mr. Levison to discuss the pen register order and his failure to

provide "all information, fiicilities, and technical assistance necessary to accomplish the

installation and use ofthe pen/trap dcvice" as required by that order. As ofthis date, Lavabit

LLC has noicomplicii with ihc ord»r.

7. Tlie United Stales requests that the Court enter the attached proposed order

directing Mr. Levison to show cause why Lavabil LLC has failed to comply with the pen register

order and why, therefore, he should not be held in contempt. The United States requests that this

show causc hearing be scheduled for July 16.2013, at 10:00 a.m., and iliat asummons be issued

directing Mr. Levison to appear before this Court on that date.

8. The June 10,2013 Section 2703(d) Order and the June 28.2013 pen register order

remain under seal. In addition, thesic orders provide that Lavabit LLC shall not disclose the

existence of the govemenmt's applications and the orders to the subscribcrjm^H|or lo anyexistence of the govememnt's appl cations and the orders to the subscribcr |̂̂ ^mor to any

other persons unless otherwise Huthorized lo do so by court order, except that Lavabil LLC may

disclose the orders to an attorney fcr the purpose of obtaining legal ndvice reprding these orders.

*fhc United States requests that the::c documents remain under seal, that the non-disclosure
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provisions ofthe orders remain in cfteci, and ihai tliis moiion and order and miy subsequent

pleadings and/or proceedings regarding this motion also be scaled.

Rcspecifiil!y submitted,

Neil H. MacBride

United States Attorney

United ytaies Auomey'|fpnici;
Justin W. Williams U.S. Attorney's Buildinij
2100 Jamieson Avenue
Alexandria, Virginia 2231'}
Phone: 703-299-3700
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redacted

PROPOSED

ORDER TO SHOW CAUSE
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IN TUB UNITED STATES DISTRICT COURT1-OR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATI ER 01" THE ) UNDER SEAL
APPUCATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. I:13EC297
AUTHORiZlNG THE USE 01- A PEN )
REGISTER/TR/\P AND TR-^CE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon moiion of ihe United {Hates pursutuil lo Title 18, United Simes Code, Scciion 401.

good cause having been sliown, !T IS HEREBY ORDERED:

1. Liidar Lcvison, the o-A-ncr and operator ofLavnbii LLC, an clcctronii:

communications service provider, shall appear before this Court on July 16,2013, ul 10:00 a.m.,

at which time he shall show cnusc why Lavabii LLC has failed lo comply with the orders catered

June 28.2013, in this mailer and why this Court should noi hold Mr. Lcvison and Lavabii LLC in

contcmpt for its disobedience and rMisience lo these lawful orders;

2. The Clerk's OrTice shall issue asummons for theappcarance ofMr. Levison on

July 16.2013. al 10:00 a.m. The Clerk's Office shall provide the Federal Bureau of Investigation

with aceriined copy ofthe summons forscrvicc on Mr. Levison and Lavnbit LLC.

3. The Federal Bureau ofInvestigation shall serve ihe summons on Mr. Levison

logcthcr with ucopy ofthe Moiion ofthe United States for an Order to Show Cause and a

cenilled copy of ihia Order to Show Catisc.

4. 'I'hc scalingand non-disclosurc provisions of ihc June 10. 2013 Section 2703(d)

order and the June 28, 2013 pen reg-ster order shall remain in full force nnd oftcct. Mr. I.evison
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and Lavnbii LLC ahall not discIOMU (lie exisieiicu oftheso applications, moiions, and court orders,

including liiis Order lo Show Cause, to ihc subscriber or lo nny oltKr persons unless oihcrwisc

uuthorizetl lo do so by court order, cscepl iliai Lavabit LLC may disclose the orders lo an

atiomey for ihe purpose of obiaining legal advice regarding these orders.

5. This Order, the Motion of the United States for an Order to Show Cause, and any

subsequent pleadings and proceedings regarding this matter shall be placed under seal until

lunher order of Ihis Court.

Entered in Abxandria, Virginia, this day ofJuly, 2013

Claude M. l-iiUon

United Stales District Judge
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redacted

EXHIBIT 6
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IN Tl-IE UNITED STATES DISTRICT COURTFOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

) UNDERSEAL

)
IN THE MATTER OF TI-IE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZING THE USE OF A PEN )
REGiSTER.'TRA? .AST3 TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

ClERKUS-CtSII'lCtCOliR'
UE1W0».\,

ORDER TO SHOES' CAUSE

Upon moiion ofihe United Stales pmuant to Title 18, United States Code, Section 401,

good cause having been sho\vn, IT IS HEREBY ORDERED:

1. Ladar Levisoo, the owner and operator ofLavabit LLC, an electronic

communitauons scrvicc provider, :>ha!l appetir before this Court on July 16, 2013, at 10.00 a-m.,

at which time be shall show cause why Lavabit LLC ha.s failed to comply vvilh the orders enier^

June 28, 2013, in this matter and why tliis Court should not hold Mr. Le\ison and Lavabit LLC in

contempt for its disobedience and lesistcncc lo these lawful orders;

2. The Clerk's Office .'hall issue a summons for the appearance ofMr. Levison on

July ]6, 2013, at 10:00 a.m. The Clerk's Officc shall provide the Federal Bureau ofInvestigation

. with acertified copy ofthe summons for service on Mr. Levison and Lavabit LLC.

3. The Federal Bureau oflnvestiBation shall serve the stunmons on Mr. Levison

together with acopy of the Motion of the United States for an Order to Show Cause and a

certified copyof this Order to Shov/Cause.

4. The sealing and non-disclosure provisions of the June 10, 2013 Scction2703(d)

order and die Juns 28,2013 pen register order shall remain in flill force and effect, Mr. Levison ^
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and Lavabit LLC shall not disclose the existence of tliese applicalions, motions, and couri orders,

including this Order lo Show Caus.;, to the subscriber or to any other persons unless othersvise

authorized to do 50 by court order, except thai Uvabit LLC may disclose the orders to an

attome>- for the purpose of obtainiDg legal advice regarding these orders.

5. This Order, the Motion of the United SUtes for an Order to Show Cause, and any

subsequent pleadings and proceediags regarding tliis matier shall be placed under seal unul

iUrtber order of this Court.

Entered in .-Uexandria, Virj^nia, this ofJuly, 2013

United

A TRUE COPY, TESTE:
CLERK, U.S. DiSTRiCT COUnT

JJiiiPUlYCLHHiC
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EXHIBIT 7
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AO S3 (Rtv, OlitS) Sumroois i" aCnnir.al CiSs

United SxAi-fis District Court redacted
lorIhc

Eiisiern Disirici of Virginia

CCA 1
United Swics of America

Ladar Levison
Case No. I:l3cc297

Dcfiiidiint

SUMMONS IN A CRIMINAL CASE

YOU AKE SUMMONED lo nppcar before the United Stntos district court at the rime, diile, and place sei forih
below to answer lo one or more offenses or violations bnsed on tlie following document filed with the coun:

• Indictmem • Superseding Indictraem • tnformnfion • SiiperHcdini-information • Coiiipbint
•n Ptobaiion Violation Petition • Supervised Relaase Violation Petiiion • Violation Notice E Order of Coiirt

•Place: 401 Courthouse Square
I vMexandria, VA 22314

This offense is brieDy liesaibed ns follows:

See Attached Order

07/09/2013

1declare underpcnalc>' of perjury that I have:

O Executed and returned thi-s summons

Courtrootn No/. 800- Judge Hilton

Dale iindTinic: 7/16/13 (n> 10:00 am

Issiiini; vjjicer

Deputy Clerk
Frinied nnme ami liile

• Returned this summons unexecuicd
A TRUE COPY.THSTE:

CLERK, U.S. DISTBICT COl'iTT

DEIPUlYOJzt.K

Printed namv and tule
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EXHIBIT 8
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^dacted
AO ll9(?.r'.0i/W)Sui?ee"a icTcsnV UsR-'s« 0«.iaJixy I'M ' iJiJ/Tf:? . 1-1 • 2JS1

Djnas.T.X-'S20^

United States District Court
fix CIS

Eastern District of Virginia
SUBPOENA TOTESTTJnr BEFOIUJITEE GRAM) JURY

TO: Ladar Norman Lcyi>on

YO'J AP'" CO''̂ MC^DSD 10 sppesr aniJ icsify before sJie Uoiied Ststn dislncl cootsi ihs iroc. d«e. and
pitec shcvrn Wow to itaify btfors the cowfs grend jury. \VJira ytw «rivc. yo-j tnusi remib ei Uw courr wii! ihs
judjeor acourt officer allows you toleavo.

UyiTED STAT8S DISTRICT COURT
401 Couniiouseaquire
Alci«ndrt8. Virginia JMH

biieindTIfre; July 10,1015

You mu« tiio brine with >ou ihc folio-ring doeurr.cnU, ;leettonie«iiy stored mfomwtion, oi objwu
(sisr.k if not a?pllo»We)'

In 3d<Ji.ir,r lo >t.ur iKTSonal u|ipMrjnt». you arc Olrccred lo hrlng to itic gr.ntl jury ihe public snU private
c-ncrvprioM keys used l>y l.v.bit.con, in any SSL iSocore SocUc-t Uy«r) orTLS ^Tranrpon Security l,.y.r,
,wiions, inclutling UTrPS scssluns wUh clients uJln; Ife Isvabll.eom "cb site anil enrrypied SMTP
cotnmuniciilions (or Inivrnet ccnimunicationj using olher protocoij) >tilh mail jervcra;

An^other mrormailon .a-c««ary lo accotnpllsl. iltc Installation unO use of tUe pen/trap device grderoJ by
Judoe Bueltnnan o>i June IS, lUU, unubiruslvely and witii minimum i«t.-rferenee lo Ihe jcrvicM tbi! arc
occordctl persons with r«pcei lo whom lite inswilalion and use is lo take place;

If such Ittformitiion is tlwironlcally stored or unnbJe to be physically transported lo the -raud jury, ycu
may provide ii copy of tbe Inrorn.ntlon lo Ihc Frdtiral Bure.iu of Iftvestiguclon. I'rovision of ihis liiformatifln
to ibe FBI does noi excuse jxiur p<3r?onal appearance.

I..IV II 2UIS CLERK OFO

Sfgna/o/r OJ m9 \.lerK or

rhenuTA sdcreis. email, nnd itleohone ncmbsrorihe Ueiiisd Sof« Mtci.iey, «rusiitasi Unfted SutejtBomcy, wno
lequemihij ssbpoCTa. ere;

Officc ol'ilic l.i.ilscd Smiti Attsinc}

Jujim W, Willi;imj Unii'd Sr.tits Atteniej'» BuilJiiij
2100 Jiiinle<«n Arcnoo

.Slc\..nnrla, virjlKi- 2JJI4 fUJj :?9-37lKI
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AO ua (p.sv. 51.19; Seftt* »OfWi ;.!:> {r38r-)

PROOr OF SERVICE

This subpoena for (name of[naivid'ual or organization),
waa receded by meon (dste) JlvXi. 'UitX

Woi

o< Icersor'llYser/ed aubpoefiS on Ihe individual at (place).
n 11 5 t/V<^ cn feats

O 1left Ihe suboosna at ffie inClvldiJai's residence or usual piacs of abode with (name)
. 0 person of suitaWoaqe and ciscfctior, v;ho tos'dss Wc-rs, on
and mailed a copy to the indwidusl's last known address; or

G Iserved tne subpoena on (name ofInidMdual) — •
dosiqnalsd by low toaccent service ofpfoccss on behalf or(name oforgani2atlon)

^ ,on (date) ; or

a 1relumed Uie subpoena unexecuted becausa ®

r; Ojher (specify);

Iieciareunoer thepensily oJ peijury U^st l!iis in'ormsUon istnjs.

Date; •7^. ^

Server's address

Addiliotial information regarding aiwrnpiedsen/icea. etc:

'̂ CTj
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REDACTED

EXHIBIT 9
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aO®3 (Rev. 12/09)SwrclisnilSetJiJtsWsiranl

United States District Court
for ihe

Eastern Disiriciof Virginia

in the Mutter of Uic Search of )
(ijrlejly dgscribe Iho profmry 10 bt ucrcltrd ) h.iocia/co-7
oi-idmifyihe person by name and address) ) Case No, l.uavvaci
INFORMATIO^SSOCI^^^Wrm )

• \
CONTROLLED BY LAVABIT, LLC

SEARCH AND SEIZURE WARRANT

To; Any authorized !aw cnforccmcnt officer

An application by afederal hw enforccmenl officcr or an atlorncy for Ihc govcmment rct,ucsu ihc .searchofthc following person or propcro-locatcd in the Northern District of Lgxas
(idcnii/y ihcimrso'i or derq-ibi ihproperty wbf ur.rclud andsl'̂ c lu locailon):

See Atlactimanl A

The person or propcnj- to be searched, described above, is believed to conceal (id.nu/y ,i-^perscn or absent, w.
properr/10 be sekfd):
See Atlachmcnt B

,nnd .hal .he afr,0=vi.(s), or any ro»rJ«l Ks.i.nony, ««blish prob.blc ca„.e lo scar.h »nd sci.c .he p.n.o„ or
property.

YOU ARE COMMANDED to execute this wnrrom on or before („c, totodays)

n in the daytime 6'.00 a.m. to !0 p.m. Sl at any lime in .he day ornight as 1find reasonable cause has been
establisliecl.

Unkss delayed ROticc is authorized below, you must give acopy of the warrant and a ^
taken 10 the penion from whom, or from whose premises, the property was taken, or leave the copy iind rccupi .u ,hc
place where the propert)' was taken.

The officer executing this wnrnint, or an officer prescm during the execution of the wa^ant, prepare nn
inventory as required by law and promptly retitm Uiis warrant and mventory to United Slater Magistijle Judge

The Honorable Claude M. Hilton •
fViume^

a \find that immediate notification may have mi adverse result listed in 18 U.S.C^§ 2705 (cxcept
of trial), and authorise the offic^ir executing this warrant to delay notiec to the person who, orwho.se property,
searched or seized fcheckthe appropnaie box} Dfor days (notio cxctedJO).

Duntil. iho faci.s justit^ ing, tlx later specinc date o!

Date nnd lime issued;Qf;^_i

City and state: Alexandria. Virginia

IjL —
Claude M. Hilton

United Stales District Judge
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ATTACHMENT A

Propcrt)' to Be Searctjcd

^dacted

This warram applies to information associated

stored at premises controlled by Lavabit. LLC, acompany that accepts scrvicc of legal ptocws at

Dallas,
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REDACTED
ATTACHMENT B

ParticularThiags to be Seized

1. luformntioa to be disclosed by Lavnbit, LLC (the "Provider")

To the extern thai the information described in Auachmenl Ais v.'iihin the possession,

custody, or control of Lhe Provider, Including any emails, records, files, logs, or information ihai

has been deleted but is siill available to the i^rovider. the Provider is required lo disclose the

following information to Ihc government for each account or identifier listed mAuncliraent A:
a. All information necessary to decrypt cominonications sent lo or from il;e Lavabit

e-mail accountjU^H^Hmjincludini^ encryption keys and SSL
b. All information necessary' to decrypt data stored in or otherxvise associated with

the Lavabil account
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redacted
II. Information to be seized by the government

Alt information described above in Scction I that consiitutcs fruits, contraband, evidence

and instrumenlalities of vioiaiions of 18 U.S.C. §§

violations invoivingl lincluding, for each account or identifier listed on

Attachmeni A, information pcnaining lo the follos^rfng matters;

a. All information necessary todecrypt communications sent lo or from the Lavabit

e-mail account including encryption keys and SSLkeys;

b, All information necessary todccrypi data stored in or otherwise associated with

the Lavabit account
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REDACTED

CERTIFICATE OF AUTHENTIOTY OF DOMESTIC
BUSINESS RECORDS PURSUANT TO FEDERAL RULE

OF EVIDENCE 902a i1

attest, under penalties of perjury under ihc

!a%vs oftlie United States ofAmerica ptirsuant lo 28 U.S.C. § n46, thai the information

contained in this declaiaiion is trtic and correct. Iam employed by Lavabit, LLC, and my

official title is . 1ain a ctislodian of records for Lavabil,

LLC. Istate that each of the records attached hereto is the original record or atrue duplicate of

the original record in ihc custody of Lavabit, LLC. and that Iam the custodian of the attached

records consisting of (pages/CDs^lobytcs). 1further state that:

a. all records attached to this certificate were made at or near the time of the

occuiTcnce of th.e matter set fortlt, by, or from iiifonnaiion transmillcd by. aperson uilh

knowledgeof those matters;

b. such records were kept in the ordinary course ofa regularly conducted business

acthnty of Lavabit, LLC; and

c. such rccords were made by Lavabit, LLC as a regular praciicc.

Ifiirther state that this certification is intended to satisfy Rule 902(11) of the Federal

Rules ofTividence.

Signature
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redacted

EXHIBIT 10
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UKITED STATES DISTRICT COURT
EASTERN DISTRICT OF VTRGINIA

Alexandria Division

IN TI-IE MATTER OF THE SEARCH OF

TVTT;nPK.f ATinN ARRnnTATF.n NSTTH

T^^n^rORED AT PREMISES
CONTROLLEDBY LAVABIT.LLC

) UNDER SEAL
) (Local Rule 49(B))
) No. I:13sw522
)
)
)

• B ii'fr/-

TO SEAL

The UNITED STATES, pursuaii! lo Local Rule 49(3) of the Local Criniinai Rules for

the United States District Court for iho Eastern District ofVirginia, having moved to seal the

application for asearch warrant, the search warrant, the affidavit in support ol the search

warrant, the Motion to Seal, and proposed Order in this matter; and

The COURT, having considered the government's submissions, including ihe facts

presented by the government to justi^ sealing; having found that revealing Uie material sought
to be sealed would jeopardize an ongoing criminal invcstigaUon; having considered the

available alteniaiivcs tliai are less drastic than sealing, and finding none would suffice to proiect

the govcmmcnt's legitimate interest in concluding the investigation; and having found that this
legitimate government interest outweighs at this time any interest in the disclosuie of the

material; it is hereby

ORDERED. ADJUDGED, and DECREED that, !he application for search \varrant. the

search warrant, the affidavit in suppon of the search warrant, Motion to Seal, and this Order be

sealed until further Order by the Court. It is fwthcr ordered that law enforcement officers may

serve acopy of the warrant on the occupant of the premises as required by Rule 41 of the Fed.

R. of Crini. Proe.

Date: jX//i/..
<C^exai(dria, Vfrginia

Claude M. HiUon

United States District Judge
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redacted

EXHIBIT 11
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^ IK THE UNITED STATES DISTRICT COUR.T
FOR THE EASTERN DISTRiCT OF VIROrNlA.

IN RE: application OF THE UNITED Case No. l:nSW522
STATES OF AMERICA FOR AN ORDER Filed Under Seal
PURSUANT TO 18 U.S.C. § 2705(b)

ORDER

ji;:. ''mn

a£aK.us.Dri!«!ici

The Uiiilcd Stales has subminod an application pursuant to 18 U.S.C. §2705(b),

requesting that ilic Court issue an Order commanding Lavabit, iin electronic communications

servicc provider and/or aremote computing ser\nce, not to notify any person (including the

subscribers or customers of the accounl(s) listed in the scarch wammi) of Uie existence of the

attached search warrant until further order ofthe Court.

•I"he Court determines that there is reason lo believe that notification of the existence of

the attached warrant will seriously jcopaidizo the investigation, including by giving targets an

opportunity to flee or condnue flight from prosecution, destroy or tamper with evidcncc. changc
panems ofbehavior, or notify confederates. 5ee IS U.S.C. §2705(b)(2), (j), (5).

IT IS TI-IEREFORE 0IU3ERED under 18 U.S.C. §2705Cb) thai Lavabit shall not

disclose the existence of the attached search ^varranl. or this Order of the Court, to tlie listed

subscriber or to any other person, unless and until otherwise authorized to do so by the Court,

exccpi that Lavabit may disclose the attached search warrant to an anorney for Lavabil for tlie
purpose ofreceiving legal advice.

IT IS FURTHER ORDERED that the application and Uiis Order are sealed until

otherwise ordered by the Cotm.

/s/
Claude M. Hilton

United Stales District Judge
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^Oacted

EXHIBIT 12
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rN THE UNITBD STA'I'!3S DISTRICT COURT FOR1

EASTERN DISTRICT 01- VIRGINIA

Alexandria Division

IN THE MAITER OF THE ) FILED UNDER SEA ,
application of TKE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:13EC297
authorizing THE USE OF A PEN )
REGISTERTi'RAP AND TRACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

Jll I a?S

ClIRK.U.5.Pi''.nincr!TRI

SUPPLEMENT TOTHE MOTION OF THE UNITED STATES
FOK AN ORDER TO SHOW CAUSE

The United Sintcs, through the tindcrsigncd counsel, submits the Ibllowing additioniil

infornmuon in suppon of its show causc inoiion filed July 9,2013:

1. Following the issiiance of the Court's Order U) Show Cause, the government had a

meeting/conferencc call with Mr. Uvison and his then eoumcl. Mr, Levison was in Daikis.

Tcxiw, at the FBI field officc, ai the lime, and his counsel from San Francisco, Cahfomin. and

prosecmots and FBI agents from the Wnsliington, D.C. field officc participated by telephone. The
confcrcnce call was convened lo discuss Mr. Levison's questions and concerns about (he

installniiun and operation ofapen register on the largeied email account. Mr. Levison's

concents focused primarily on how the pen register device would be installed on the Lnvabit LLC

s>-s{em, what data would be captured by ihc device, what data would be viewed and prescrx'ed by

the govemmeni. The parties also discussed wlic.hor Mr, Levison would be able to pruvidi;

"keys" for encryptcd infomiaiion.

2. During the conference cull, the FBI exphiined lo Mr. Levison that the pen register

could be installed with minimal impact lo the f.aviibit LLC sysrem, and die iigcms told Mr.
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Lcvison iliai they would meel wiili him whin Ihey \s ere ready lo install the device and go over

with !iim any of the technical details regarding ihc insiallutiun and use of the pen register. As tor

the data collccied by the dcvice, the ngenis assured Mr. Levison that the only data thai the agents

would review is that which is stated in the order and noticing more {i.e.. user log-in information

and the date, time, and duration ul the transmissions for Ihe target account).

3. Lavubit LLC provides encryption service to paid users ^ Based

on the conference call with Mr, Levison. the 1-131 is reasonnbly confident that with the encryption

keys, which Mr. Levison can access, it would be able view in an un-cncrypted formDi any

encrypted infomiaiion required to be produced through the use of the pen register.

4 Mr. Levison and his attorney did not comn^it to the installation and use of the pen

register »t the conclusion of the July 10 conference call. On July 11,2013. counsel who

participated in the conference call informed the Bovcmmcnt that she no longer represented Mr.

Levison or Lavabit LLC. In addition, Mr, Lcvison indicated that he would not come to court

unless the government paid for his travel.

5. On July 11,2013, FBI agents ser\'cd Mr. Lcvison with agrand jury subpoena

directing him to appear before the grand jury in this district on July 16,2013. As agrand jurj'

witness, the government was responsible for making Mr. Levison s travel arrangements.

6. OnJuly 11,2013, the undersigned counsel sent Mr, Levison an email indicating

(hat he luw be;.-n served with ashow cauiie order from this Court requiring his appearance on July

16.2013, und asubpoena requiring his appearance on the same date before afederal grand jury.

The email further advised Mr. i.cvison that he shouki contact the United States Anomey's Oflk-e

as soon as possible to make his travel arrangements.
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7. On July 13,2013, Mr. Lcvison, who was no longer reprcseniecl by counsel, scm

govcmmcni prosccmors an email Indicatinu that he would be able lo colleci ihe daia required by

the pen reijister and provide that data to the govc-mmcnx after 60 days (tlic period of the pen

register order). For this service, Mr. Lcvison indicated that the government would have to pay

him $2000 for "developmental time and equipment" pins an additional $1500 ifthe govemmeni

wtuiicd the data "more Irequeniiy" thaii after60 days.

8. On July 13,2013, the govermneni responded to Mr, Lcvison's proposal, The

prosecutors informed Mr. Levison that Ihe pen register is ndevise used to monitor ongoing email

traffic on areal-time basis and providing the FBI with data after 60 days was not suffieicm.

Furthermore, prosecutors informed him tha: the statute authorizes the sovcmment to compensate

aservice provider for "reasonable expenses," and the amount he quoted did not appear lo be

rt;ayonable. Mr. Uvison responded by email staling that llic pen register order, in his opinion.

does not require real-time access (although this fact wns discussed al length during the July 10

confcrcnce call). Moreover, he indicated that the cost of reissuins llii; "SSL certificate" (for

encryption service) would be S2000. It was unclear in his email if this S2000 was an additional

expense to be added lo the $3500 previously claimed. Mr. Levison indicated that he would try to

contact the per.son responsible tor making his travel arrangements at the United States Atcome) s

office on Sunday afternoon.

9. On July )5, 2013, Mr. Lcvison spoke with the person responsible for making his

travel arrangements. He was told that he was booked on a night from Dallas, Texas, to Reagan

National Airport departing thai same evening. He also had a hotel reservation. Mr. Levison

indicated tha
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10, TIk proceeding belbre llic Court today is to determine whether Lavabit LLC and

Mr. Levison should be held in civil contempt. Civil contempt, as compared to criminal comcnipt

under rule 42 of the Federal Rules ofCriminal Procedure, is intended to cocrce compliance with

acourt order. There arc four dements lo civil contempi: (!) ilie existence of valid order of which

Lavabit LLC and Mr. Levison had actual orconstniciive knowledge; (2) tlic order was mthe

government's "favor"; (3) Lavnbil LLC and Ntr. Levison violated the terms of the order and had

knowledge, or constnjciive knowledge, ofsuch violation; and (4) the government sutlcred harm

as arcsulC. In re GramlJwy Subpaem (T-l 12). 597 F.3d 189, 202 (4th Cir. 2012).

11 Here, each of these elemems has been met. Lavabit LLC, through direct

communication between the government and Mr. Levison, its owner and operator, has had actuiil

knowledge of the pen register order and tiie subsequent June 28 order of the magistrate judge

compelling compliance witli thai order. This Court's show causc order, which was personally

3er\-ed on Mr. Levison, provided funher notice of the violation of those orders by Lavabu LLC.

The government clearly has suffered harm in thai it has lost 20 days of information as aresult of
non-compliance,

12, Lavabit LLC may comply with the pen register order by simply allowing the FBI

lo install the pen register devise and provide the FBI with the encryption keys. If Lavabit LLC

informs the Court it will comply with the order, the government will not seek sanctions. If,

however. Mr, Levison informs the Court that Lavabit LLC will not comply, the government

requests that the Court impose afine of SIOOO per day, commencing July 17. 2013, until Lavabit

LLC fully complies with the pen register order,

13, To the e.-itcnt that Uvabit LLC takes the position that the pen register does not
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ttiiihorizc ihe prociuciion ofthe enco'piion keys, Uie government has asked the Couri to authorize

the seizure of that infominiion purstiant to a waiTant under Title 18. United Slates Code, Section

2703, thus rendering this nrgumenl moot.

14. The Coun has sealed this proceeding. This pleading has niso been filed under seal.

The United Stales will lund deliver a copy ofthis pleading to Mr. Lcvison attoday's, hearing.

Respectfully submitted,

Nei! H- MucBride

United States Aiiomcy'g^iXnce
Justin W. Williams U.S. Attorney's Building
2100 Jmtiicson Avenue

.'^te.xatidria, Virginia22314
Phone; 705-299-3700
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redacted

EXHIBIT 13
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^DACTED
UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXANDRI?\ DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UUITED
STATES OF AhJERICA FOR AN
ORDER AUTHORIZING THE
INSTALLATION AND USE OF A
PEN REGISTER/TRAP AND TRACE
DEVICE ON AM ELECTRONIC
MAIL ACCOUMT

) 1:13 EC 297
)
) UNDER SEAL

/

) Alexandria, Virginia
) July 16, 2013
) lOHl a.m.

TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

APPEARANCES;

For the United States: James Trurap, Esq.
Andrew Peterson, Esq.
Brandon Van Grack, Esq.
Michael Hen'Ary, Esq.

For the Respondent:

Court Reporter;

Ladar Levison, Respondent

Tracv L. Kestfall, RPR, CMRS, CCR

Proceedings reported by machino shorthand, transcript produced
by computiGr-aided cranscrincion.

Tracy L- Wostt'ail 0CR-UU0C/2li''A
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^J^acted
P R 0 C E E D I W G S

THE CLERK: In i^e: Case Ho. 1:13 EC 297.

MR. TRUMP: Good morning, Judge. Jim Trump on behali.

of the United States. With me is Andy Peterson, Brandon

Van Grack from the United States Department of Justice,

Mr. Ben'Ary behind me, and Hatt Braverman, special agent tor che

THE COURT: All right.

MR. LEVISON: Ladar Levison, the subject o: the

summons.

THE COURT: All eight. Mr. Trump.

MRi TRUMP: "four Honor, we submitted our supplemental

paper this morning describing the communication we've had winh
Lavatait, LLC, through Hr. Levison. And I think, very simply, we

would like this Court to inquire of Mr. Levison whether hg

intends to comply with the pen register order which would

require him to allow the FBT access to his server to install a

device which will extract data, filter that data, and provide

that data to the FBI, and to provide the FBI with the encryption

keys to the extent there is encrypted information, included

among within che body of informauion called for by the pen

register order.

As Che Court is aware, and as we will provide with

Mr. Levison, we obtained a search warrant this morning from Your

Honor for the same encryption keys. Thus, to the extent th^^re s

Tsecy L. HusLfall OCR-USDC/EDVA
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1 any question as to whether Hr. Levison would be required -.o
2 provide these keys, it's now subject both to the pen register
3 order and the search warrant, the seizure warrant.
4 That's where we stand. Your Honor. l£ Mr. Levison

5 agrees to comply with the order, we would not seek any

6 sanctions. We would ask that he be directed to forthwith ivake
7 his servers available so the FBI can install that device and to
8 extract the encryption keys.

9 If, however, he informs the Court he is not willing to

10 comply with rte ordar, we would ask the Court to impose
11 sanctions. We suggested in our pleading a thousand dollars a

12 day to be paid to the United States governmenc until he
13 complies. If he doesn't comply with that sanction, then we
14 would be back in court seeking additional sanctions or charging
15 additional offenses.

the COURT: All ricjht. Mr. Levison.

-.7 MR. LEVISOM: Good morning/ Your Honor. I'm not sure

IB what order I should make these in, but I would like to request a
19 couple of things by motion.

2Q I'd like to move that all of the nonsensitive portions

21 of the documents that were provided, i.e., everything except che

22 account in question, be unsealed. I believe it's impor-.a:;i; for
23 the industry and the people to understand what Che government is

24 requesting by demanding that I turn over these encryption keys

25 for the entire servico.

Trac/ It. WMCfall OCS-USOC'SDVA
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1 'i'HE COURT; All right. What do you say to that,

2 Mr. Trump? Deal with the motions before I —

5 MR. TRUMP: What Mr. Levison is trying to do, Your

ci Honor, is invite industry to come in and litigate as a surrogate

5 for him the issue of whether the encryption keys are part and

S parcel of the pen register order. And that's one of the reasons

7 we sought the search warrant, to make It clear, whether through
8 the search warrant or pen register order, he is required to

9 provide these keys.

,0 We know he's been in contact with attorneys who also

11 represent industry groups and others who have litigated issues

12 like this In the WikiLeaks conteKt and others. But we would
13 object to unsealing this matter because it's just Mr. —

the COURT: find they've done that in connection with

15 the issuance of a pen register?

TRUMP: They have litigated privacy-related issues

17 in the context of process under 2703. _I'm not sure — not a pen

18 register, but with respect to 2703.

But we discussed this issue with Mr. Levison and his

20 counsel by conference call. He indicated that the only data

21 that the government seeks is that which is required by the pen

22 register order. That it's just the basic header to e-mail

2'J traffic, sender, recipient, timo, duration, that sort of thing.

24 If Mr. Levison wants to object to providing the keys,

25 he can certainly object to doing that and then we can proceed

Ttacy L. Vieaceall 0CR-aSDC/S5VA

Case 1:13-ec-00297-TCB   Document 25-14   Filed 02/24/16   Page 55 of 83 PageID# 758



Case l'13-ec-00297-TCB *SEALED* Document 11-13 Filed 09/20/13 Page 6of 17 PagelD#
103 s.

y™'"' REDACTED

1 from there, but I don't think he's entitled to try to make this
2 a public proceeding to invite others in to litigate those issues
3 on his behalf.

Î I'HE COURT: All right. Well, I believe that t-.o be
5 correct. I mean, this is a criminal invescigs-ion. h pen

6 register has been ordered and is here at issue, and any motion
7 to unseal that will be denied.

g You said you had another motion, I believe?

c MR. LSVISOH; Veah. Hy issue is only with the SSL

10 keys. So if that is litigated separately and that portion or
11 the proceeding is unsealed, I'm comfortable with that.
^2 THE COURT: I don't understand what you're saying, 1
13 separate proceedings.

14 MR. LEVISON: Sorry. I have always agreed to the

15 installation ot the pen register device. I have only ever
15 objected to turning over che SSL keys because that would
n compromise all of the secure communications in and out or my

le nef. '̂crk, including my-own administrative traffic,
jg the COURT: Well, didn't my order already include that?

20 MR. LEVTSOM: I do not believe so, sir.

21 THE COURT: Did my initial order -- 1 don't recall at

22 the moment. Did my initial order recall the encrypted devices
23 with "the installation of a pen register?

24 MR. TRUMP: The pen register, as issued, just required

25 all assistance, technical assistance, facilities, and

Tracy L. WosCfol!- CCR-USt)C/SljV,\
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1 information, to facilitate the pen register.

2 This morning the search warrant required

3 THE COURT: Yeah, but the search warrant's a diixerent

4 matter now. That's not before me this morning. The only thing

5 that's before me this morning is the pen register.
6 MR. TRUMP: Correct.

7 THE COURTt So as I understand it, my initial order

8 ordered nothing but that the pen register be put inplace.
9 MR. TRUMP: And all technical assistance, information,

10 and facilities necessary to implement che pen register. And

11 it's our position that without the encryption keys, che daca
12 from Lhe pen register will be meaningless. So to facilitate th
is actual monitoring required by the pen register, the FBI also
14 requires the encryption keys.

3_5 THE COURT: Well, that could be, but I don't know t.nac

16 3 need —I don't know that 1 need to reach that because I've
11 issued a search warrant for that.

Tg MR, TRUMP: Correct, Your Honor. That the -- to avoic

19 litigating this isaue, we asked the Court to enter the seizure

20 warrant.

THE COURT; Well, what I'm saying is if he agrees that

22 Che pen register be established, and that the only thing he
23 doesn't want co do in connoction with the pen register is to

24 give up the encryption device or code

25 MR. LEVISON: I've always maintained that.

Tcucy r.. KeatCali OCa-'JSCC/ECVA

Case 1:13-ec-00297-TCB   Document 25-14   Filed 02/24/16   Page 57 of 83 PageID# 760



l'13-ec-00297-TCB ^SEALED* Document 11-13 Filed 09/20/13 Page 8of 17 PagelD#
UNDER SEAL

redacted
]. THE COURT: — SO we've got no issue here. You're

2 ready to do that?

3 MR. LEVISON: I've been ready to do that since Agent

A Howard spoke to me the first time.

5 THE COURT: All right. So that ends our —

6 MR. TRUMi?: Well, then we have to inquire of

7 Mr. Levison whether he will produce che encryption keys pursuanc

8 1to the search warrant that Your Honor just signed.
THE COURT: But I can't deal v?ith thac this morning,

can I?

MR. TRUMP: Well, it's Che same issue. You could ask

him, Your Honor. We can serve him with the v?arrant and ask him

if he's going to comply rather ^han —

MR. LEVISON: Your Honor, I've also been issued a

subpoena demanding those same keys, which Xbrought v.'ith me in

the event thst we would have to address that subpoena.

THE COURT: I don't know, Mr. Trump. I don't think 1

want to get involved in asking him. You can talk with him and

see whether he's going to produce them or not and let him tell

you. But I don't think I oug.ht to go asking what he's going -O

do and what he's not going to do because I can't take any action

about it: anyway.

II: he does not comply with the subpoena, there are

remedies for that one way or another.

MR. TRUMP: Well, the original pen register order was

Tracy I.. VJeacfali OCR-USCC/ECVA
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1 followed by a compulsion order from Judge Buchsn.an. TheIompulsion order required the encryption keys to be produced.
so, yes, part of the shov; cause order is to require

;ompXiance both with the pen register order and the conipulsion
irder issued by Judge Buchanan.

And that order, which wes attached ro the show cause

ardet, states, "To the e.^tent any information, facilities, or

technical assistance are under the control o£ Lavabit are needed

to provide the FBI with the encrypted data, Lavabit snail
provide such information, facilities, or technical assistance
forthwith."

MR. LEVISON: I would object to that statenient, I

don't know if I'm wording this correctly, but what was in thai
order to compel was a statement that was incorrect.

Agent Howard seemed to believe that I had the ebilmy

CO encrypt the e-mail content stored on our servers, which is
not the case. I only have the keys that govern communications
into and out of the network and those keys are used .o secure

the traffic foe all users, not just the user in question.

So the scateraent in that order compelling me lo decrypt

21 stuff and Agent Howard stating that i have the ability to ao

22 thau is technically false or incorrect. There was never an

23 explicit demand that I turn over these keys.

the COURT; I don't know what bearing that would have,

25 would it? I mean, I don't have a problem — Judge Buchanan

Tsacy L. Weotfall OCfi-US0C/3DVA
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1 issued an order in addition to mine, and I'm not sure I ought to

2 be enforcing Judge Buchanan's order.

3 My order, if he says that he will produce or allov; the

A installation of the pen register, and in addition I have issued

5 a search warrant for the codes that you want, which I did this

6 morning, that's been entered, it seems that this issue is over

7 as far as I'm concerned except I need :;o see that he allows the

8 pen register and complies with the subpoena.
I

9 MR. TRUMPi Correct.

3_Q the COURT; If he doesn't comply -- if he doesn't

11 comply with the subpoena, then that has - I have to address
12 that.

13 MR. TRUMP: Right.

the COURT; But right now there's nothing for me to

15 address here unless he is not telling me correctly about the pen
16 register.

MS, TRUMP: Well, we can -- Vour Honor, if we can talK

18 to Mr. Levison for five minutes, we can ask him whether he will
19 honor the warrant that you just issued.

2Q MR. LEVISON: Before we do that, can I

,2 THE COURT: Well, what can 1 do about it if he doesn't,

22 if he tells you he's not going to? You've got the right to go
23 ouC and search and got it.

24 MR. TRUMP: Well, we can't get the information without

25 his assistance. He's the only who knows and has possession of

Ti-acy L. WeacfaU OCR-USDCySDVA
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1 it. We can't take it from him involuntarily.

2 b?R. LEVrSON-. If I may, sir, my other --

3 THE COURT; V'Jait just a second.

4 You're trying to get me ahead. You're trying to get x.e

5 to deal with a contempt before there's any contempt, and 1 have

6 3 problem v/ith that.

7 MR. TRUMP: I'm trying to avoid contenipt altogether,

8 Your Honor.

9 THE COURT: I know you are. And I'd love for you-all

10 to get together and do that. I don'i: want to deal with it
n either. But I don't think we can sit around and agree that
12 there's going to be a default and I will address it before it

.13 occurs.

MR. TRUMP: I'm just trying to figure out whether

15 there's going to be a default. We'll take care of that, Judge.
the court; You can. I think the way we've got to do

17 this - and I'll listen to you. I'm cutting you off, I know,

18 but I'll listen to you in a minute.

The way we have to do this, the hearing that's berore

20 me this morning on this issue of the pen register, that's been
21 resolved, or so he's told me. I don't know whether you want t::

22 continue this one week and see if he complies with that, which I
23 guess would be prudent to do, o. a few days £or him to con>ply
24 wiuh the pen register. Then we will wait and see what happens

25 wirh the subpoena. ^

Tracy L. Westiall CC3-"JSl!C/ECVA
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1 Because as far as my pen register order is concerned,

2 he says he's going to comply v.'ith it. So that issue's over and

3 done with. The next Issue will be whether or not he complies

4 wi-.h uhe subpoena. And I don't icnow and 1 don't want to

5 presume, and I don't want him to represent to me what he intends
6 to do ••-.-hen he can very well go home and decide he's going zo do

7 something different.

g When that warrant is served, we'll know what he's going

9 to do. I think we've got - I don't see another way to do it.
J_Q HR. TRUMP: That's fine, Your Honor. He will serve the

11 warrant on him as soon as we conclude this hearing, and we'll
12 find out whether he will provide the keys or not.
^3 COURT: Okay. How, did you want to say anything

14 else?

,5 MR. LEVISON: Well, I mean, I've always maintained
16 all the government needs to do is contact me and set up sn
n appointment to install that pen register. So I don't Snov.- •..hy
18 there has never been any confusion about my willingness to
19 install it. I've only ever objected to the providing of those
20 keys which secure any sensitive information going back and
21 forth.

22 But my motion, and I'm not sure if it's relevant or not

23 because ir. deai= moro with the of the subpoena demanding
24 zhe keys and for what will be the forthcoming search warrant,

25 would be a continuance so that I can retain counsel to address

Tcacy I-. WescfalV OCR-USDC/EOVA
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1 that particular issoe.

2 THE COURT: Well, I mean, there's nothing before me

3 with chat. I've issued the subpoena. Whatever happens with

4 thar, that's — you're trying to get me to do what Mr. Trump

5 v.'anted to do and to arrange this beforehand.

g vft. LEVISON: Well, 1 don't know if I have to appear

I before that grand jury right now and give the keys over or face

8 arrest. I'm not a lawyer so I don't understand the procedure.
g the COURT: I don't know either. You need to have

10 I it would be wise to have a lawyer.
II MR. LEVISON: Okay.

I COURT: I don't know what's going to happen. I

don't know. Thsy haven't served the warrant yer. I have no

14 idea. Don't know what's going to happen with it. You'll just

15 have to figure that out, and it be wise to have a lawyer i;o do

16 it, I v/ould think.

,J %3R. LEVISOM: I guess while I'm here in regards to the
10 pan register, would it be possible to request some sort of
ID external audit to ensure that your orders are followed to the

20 le--er in terms of che information collected and preserved?
21 1 the COURT: No. The law provides for those chings, -ind

22 any other additional or extra monitoring you might want or -hink
23 is appropriate will be donied, if that's what you're requesting.
24 J/R. LEVISON: Okay. I mean, it requests chat the

25 government return to the Court records

Ttacy L. Hestt'oll OCil-USCC/EDV.-
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1 THE COURT: You need to talk to a lav.-yer about what the

2 law requires for the issuance of a pen register.

3 MR. LEVISON: They can handle that separately. That's

4 fine.

5 THE COURT: The law sets out what is done in that

6 regard. Your lawyer can xill you in if you want to know.
7 MR. LEVISON: I've always been willing to accept the

8 device. I just have some concern about ensuring that it's used
9 propsriy.

THE COURT: Should we continue this to some specific

11 date to see that he complies with the pen register?
]_2 MR. TRUMP: We can, Your Honor. It's a moot issue

13 without the encryption keys.

the COURT: Well, that is a practical matter

^5 HR. TRUMP: That's a practical --

15 THB court; - bun I don't chlriV. it ia a moot issue. I

n Kan, you-all have got r.he right to go in and put on that pen
IS register. He says that he will do it. That's all that I• ve
19 1 ordered.

20 Now, the other business about ordering that. Judge

21 Buchanan made an order that he's going to have to supply what
22 you say is the encryption codes to make the information useful.
23 Tdon't know. I didn't enter that order. I have trouble rr.aUna
24 that connection.

25 If you're going to -- I don't know whether you want to

Trdcy Ij. Hest-rali OCR-UStXI/EOVA

Case 1:13-ec-00297-TCB   Document 25-14   Filed 02/24/16   Page 64 of 83 PageID# 767



Case l-13-ec-00297-TCB *SEALED* Document 11-13 Filed 09/20/13 Page 15 of 17 PagelD#
U17DER SEAL

redacted

1 do something in front of Judge Buchanan or not.

2 MR. LEVISON: You see, Judge, though that I've always

3 been willing. .They just didn't feel the need to set up an

A appointment.

^ I THE COURT; What do you want mo to do with this case?

5 You want me to continue it? You want me to say it's moot right

7 nov/ and just end it?

g , hR. TRUMP: No. I think we can continue it. I don't

9 Know Mr. Levlson's schedule. It can be done within hours of his

10 return to Dallas.

I the COURT; Of course he can. You want to continue it
12 till a week from Friday?

T3 MR. TRUMP: Or a week from today.

MR. LEVISON: I'm not available within hours of my

15 return, but I can meet with you on Thursday.
THE COURT: Let's continue it a week from Friday.

I MR. TRUMP: Av/eek from Friday.
3_g the COURT: What date's that? The

1_9 THE CLERK; 26th.

20 THE COURT: The 26th?

21 MR. LEVISON: Acceptable to me.

22 THE COURT: VJe'll continue it to the 25th, and that's

23 for determining whether or not that pen register has been

24 installed as you request.

25 1 We can make it 10 o'clock.

Tracy 7.. Wcslfall OCR-USDC/EDVA
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2 Cime.

MR. LEVISON; I'll rernember 10:00 instead of 10:jO this

THE COURT: All right. Thank you.

All right. Thank you-all. Vie* 11 adjourn till toT,oi-row

5 iT.orning at 9:30.

;proceeding5 concluded at 11:02 a.m.)

Tracy L. Weaufsil 0CP.-USDC/2DVA
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lERTIl'ICATIOH

I certiEy, this ITth day of September 2013, that Che

foregoing is a correct transcript from the record of proceedings

in the above-entitled matter to the best of ray ability.

Tracy Wsstfafli, ypRS, CCR

Tracy L. WescfaU OCR-USCC/IDVA
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIi
Alexandi-ia Division

ClfW U: c
-i, rc

IN THE KJVTTER OF THE )
APPLICATION OF THE UNITED )
STATES AUTHORIZING THE USE OF )
A PEN REGISTER/TPA? AND TRACE >
DEVICE ON AN ELECTRONIC 14AIL )
ACCOUNT ^

Criminal No. 1:13EC297

ORDER

This matter comes before the Court on the Government's Motion

that Ladar Levinson, the owner and operator of Lavabit, LLC show cause

as to why Lavabit, LLC has failed to comply with the Court's Order

of June 28, 2013 and why this Court should not hold Mr. Levinson and
Lavabit, LLC in contempt, and Ladar Levinson's oral Motion To Unseal.

For the reasons stated from the bench, it is hereby

ORDERED chat Ladar Levinson's Motion To Unseal is DENIED and

this matter is cor.cinued to Friday, July 26. 2013 at 10:00 a.m. for

further proceedings.

Alexandria, Virginia
July /C / 2013

M
Claude M. Hilton

United Slates District Judge
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EXHIBIT 15
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IN THE UNITED STATES DISTRICT COURT FORTHE

EASTERN DISTRICT OK VIRGINIA

Alexandria Diviaion

FILED tmDER SEAL

No. I:13EC297
•• -.'5 2(113

IN THE MATTER OF THE
application op THE UNrPED
STATES authorizing THEUSB
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

iNTHE MA'H'ER OF THE SEARCH
AND SEIZURE OF INFORMATION
Aq.ctnriATEP WITH

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury

CURS, us DijiRCi cn.'J.r

No. ]:13SW522

No. 13-1

MOTION TO QUASH SOBPOBNA AND SEARCH WARRANT AND
memorandum of law in support OV MOTION

Lavabit LLC ("'i^vabif'} and Mr. LndarLevinson ("Mr. Levingon") move

this Court to quasii the grand jury subpoena and scarch and seizure warrant

served on them by the Federal Bureau of InvestigaUon and the omce of the

United States Attorney (collectively "Qovemment").

BACKGROUND

Lavabit is an encrypted email service provider. As auch, Uvabit's

buMtncss model focuses on providing private and securcemail accounts to its

customers, Lavabit uses varioua encryption methods, including secured sockct

layers ("ssi."), to protect its users' privacy. Lavabit maintaina an finciyption
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key. whidi may be used by authorized users dccrypt data and communications
from its server ("Master Key"}. The Qovernment has commanded Lavabit, by a

subpoena^ and asearch and seizure wan-ant, to produce the encryption keys
and. SSL keys used by lavabir.com in order to accetjs and decrypt

communications and data stored in one specifio email address

||̂ m^^m^^^^H||||["Lavabit
argument

If the Government gains acccss to Lavabit's Master Key, it will have

unlimited access to not onlyH^HIHr^mail Accoune'), but
all of the communications and data stored in each of Lavabit's 400,000 emtul
accounts. None of these oth(;r users' email accounts are at issue in this

matter. However, producdon of the Master Key will compromise the security of
these usera. While Lavabit ia willing to cooperate with the Government

regarding the EmaU Account, Lavabit has aduly to maintain the secunty for
the rest of its customers' accovmts. The Lavabit Subpoena and V/arrant arc

not narrowly tailored to seek only data and communications relating to Uic

Email Account in question. As a result, Che Uvabit Subpoena and Warrant axe

unreasonable under the Fourth Amendment.

a. The Lavabit Subpoona andWarrant EsBsntinlly Amouuta to a
General Warrant.

«The ei-acd juiy sub^-ena nol only cominanUcd Mr. Lcvinson lo appcnr before this Court
July 16 2013. but alao lo bring Uvabit's encryption keys. Mr. Uvinson'a subpoena to nppccr
before the grand jury waa withdm^^n, but the government "ntmuM to seek the O"
Sys lavabit is oiUy seeking to quflsh the Court's command that Mr. Lcvinson provide the
encryption keys,
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Though the Lavabit Subpoena and Warrant superficially appears to be

nan-owly tailored, in reality, it operates aa ageneral warrant fay giving the
Government acctss to eveiy Lavabit user's communications and data.

It. is not what the Lavabit Subpoena and Warrant defines aa the boundaries for

-the aeai-ch, but the mefhod of providing access for the search which amounts to

a general warrant.

It is axiomatic that the Fourth Amendment prohibits general warrants.

Andressn Maryland, 427 U,S. 463, 480 (1976). Indeed "it is familiar histon^

that indiscriminate searches and seizures conducted under the authority of
•general warrants' were the immediate evils that motivated the framing and
adoption of the Fourth Amendment." Payton v. New York, 445 U.S. .^73, 583
(1980) (footnote omitted). To avoid general warrants, the Fourth Amendment
requires that "the place to be searched" and '-the persons or things to be seized"
be described with particularity. VmtGd States v, Moore, 775 RSupp. 2d 882.
898 (E.D. Va. 2011) (quoting Umted Slates v. Gmbbs, 547 U.S. 90, 97 (2006)).

The Fourth Amendment's particularity requirement is meant to "prevenEO

the seiKure of one thing under awarrant describing anotlier." Andreserii ^27
U.S. at 480, This is precisely the concern with tlie Lavabit Subpoena and
Wein-ant and, in this circumstancc, the particularity requirement wUl not

protect Lavabit. By turning over the Master Key, the Government wiU have the
ability to search cach and every "place." "person [and] thing" on L-avabifs
network.
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The Lavabit Subpoena and Worrant allows the .Government to do a

"general, exploratory rummaging tiirough any Uvabituaer account. See id.
(quoUng Coolidge v. Nbw Hampshire, 403 U.S. 443, 467 (1971)) (describing the
issue with general wan-ants "itj not that of intrusion per se. but of agenenU.

exploratory rummaging in aperson's belongings'). Though tlie Lavabit

subpoena and Warrant is facially limited to tlie EmailAddress, the
Government would be able to seize communications, data and informadon from

any account once it is given the Master Key.

•There is nothing other than the "discretion of the officer executing the .

warrant" to prevent an invasion of other Lavabit user's accounts and private
emails. Se. W. at 492 (quoting Stanford v. Texas, 379 U.S. 476, 485 (1965))
(explaining that the purpose of the particularity requirement of the Fourth
Amendment is to ensure, ^vith regards to what is taken that, "nothing ia lefii to

the discretion of the officer executing the warrant.") (internal citation omitted).
Lavabit has no assurance thai any searches conducted utilizing the Master Key

will be limited solely to the Email Account. See Gwh v. Ramirez, 540 U.S. 551,

561-62 (2004) (citing Camara y. Municipai Court of City and. County ofSan
Francisco, 387 U.S. 523, 532 (1967)) (noting that a parUailar wairant is to

provide individuals with assurance "of the lawful authoriLy of the executing

officer, his need to search, and the limits of hia power to search) (emphasis

added). Lavabit lias aduty to its customers to protect Iheir accounts from the
possibility ofunlawful intrusions by third parties, including government

entities.
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As the T^vabit Stibpocna flncl Warrant arc currently framed thc.y arc

hivalld as they opei'tUe as a general warrant, allowing the Government to

search individual users not subjection to this suit, without limit.

1j. The Lavabit Subpoena and Warrant Seeks Information that Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the GovErhment will be

given access to data and communications that aro wholly unrelated to the suit.
Tlie Government, by commanding Lavabit's encryption keys, ia acquiring

access to 400,000 user's private accounts in order to gain information about

one individual. 18 U.S.C; §2703(d) states that acourt order may be issued for
information "relevant and material to an ongoing criminal investigation."

However, the Government will be given unlimited access, through the Master

Key, to several hundred thousand user's information, all of who are not
"matenaV to the investigation, id.

Additionally, tlie (3ovemment has no probable cause to gain acccss to tlie

other users accounts. "The Fourth Amendment..requires that a warrant be no

broader than tlie probable cause on which itis based." Moore, 775 F. Supp. 2d

at 897 (quoting Untied States v. Hurwiiz, 459 F.3d 463, 473 (4th Cir. 2006]).

Probable cause here is based on tlie activities, oftlie individual linked to the

Email Address. Otlicr Lavabit users would be severely impacted by the

Government's acces-s to the Master Key and huve not been accused of

wrongdoing or criminal activity in relation to this suit, Their privacy interests

should not staffer becausc of the alleged misdeeds ofanother lavabit user.
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c. CompUanco with Lttvu-blt Subpoena and Warrant Would Cause
an Undue Burdea,

As anon-party and unwilling participant tp this suit, Lavabit has already

incin-red legal fees and other costs in order to comply wiQi Uie Court's orders.

Further compliance, by harning over the Master Key and granting the '
Govei-mnent access to its entire network, would be unduly burdensome. See

18 U.S.C. §2703(d) (stating that "the service provider may (move to] quash or

modify |an] order, if the information or records requested are unusually
voluminous in nature or compliance with such order othen'/ise would cause an

undue burden on such provider.") {emphasis added).

The reccnt case of In re Application of the U.S. for an Order Pursuant to 18

U.S.C. a703(d} ("Tu^irte;^) addresses similar issues. 830 F. Supp. 2d L14 (E.D.
Va. 2011). In Lhatcase, the Petitioners failed to allege "a personal mjuiy
cot.ni-.«ibie by the Kourth Amendment." Id. at 138. However. Lavabit's
circumstanccs arc distinguishable. The Government, in pursuit of information

date and communications related to the Email Address, causcd and mU
continue to cause injury to Uvabit. Kot only has Lavabit expended a great

deal of time and money in attempting to cooperate with tlie Government thus
far, but, Lavabit will pay tiic ultimate price^the loss of its customers' trust and
business-should the Com-t require that the Master Key be turned over.

Lavoblt's business, which is founded on die preservation of electronic privacy,

could be destroyed ifit is required to produce its Master Key.
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• Lavabit- is also a fundamentally different entity than Twitter, the business

at issue in Tivilier. The Twitter Terms of Service specifically allowed user

information to be disseminated. Id. at 139. Indeed, the voiy purpose ofTwittcr

13 for users to publically post tbeir musings and bciicfa on the Internet. In

contrast, Lavabit is dedicated to keeping its user's information private and

secxirc. Additionally, the order in m '̂Herdid not seek "content information"

from Twittcf users, as is being sought here. Jd. The Government's request for

Uvabit'3 Master iCey gives itaccess to data and communications from 400.000

email secure accounts, which is much more sensitive infonnation that at issue

in the Twitter.

The Qovemmeat is attempting, in complete disregard o! tlic Fourth

Amendment, to penetrnt« asystem that was founded for the sole purpose of
.privacy. S.e Katz v. United States, 389 U.S. 347, 360 (1957) (stadirg that -the
touchstone of Fourth Amendment analysis is whether aperson has a
constitutionally protected reasonable expectation of privacyi (internal citations
omitted). For Lavabit. to grant tho Qoveriiment unlimited access to every one of
its uaer'a accounts would be to disavow its duty to its users and the principals
upon wWch it was founded. Uvabifs service will be rendered devoid of
economic value if tlio Oovernment is granted access to its secure network. The
Government does not have any proper basis to request that Lavabit bbndly

produce its Master Key and subject all of its uaer.s 1» invasion ol privacy.
Moreover, the Master Key itself is an encryption developed and owned by

tavilbit. As such it is valuable proprietary information and Lavabit has a
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reasonable expectation in protecting it. Because Lavabit has a reasonable

expectation ofprivacy for its Master Key, the Uvabit Subpoena and Warrant

violate the Kourtli Amendment, See Tiuitter, 830 F. Supp. 2d at 141 (citing

•United States v. Calandra, 414 U.S. 338, 34e (1974)) (noting -^Thc grand jury

is...without power-to invade a legitimate privacy interest protected by the

Fourth Amcndmene' and that "a grand jury's subpoena.:.will be disallowed if it

is far too sweeping in its terms to be...reasonablc under the Fourth
Amendment.").

CONCLUSION

For the loregoing reasons, Lavsblt and Mr. Levinson teapeetfully move

this Court to quash the search and seizure warrant and grand juiy subpoena.
Further, Lavabit and Mr, Levinson request that this Court direct that Lavabit
does not have to produce its Master Key. Atternattvely, Lavabit and Mr.
Levinson request that they be given an opportunity to revoke the.current
encryption key and reissue anew enewtion Icey at the Qovermnenfs expense.
Lastly, Lavabit and Mr. Levinsen request that, it they is required to produec the
Master Key, that they be reimbursed for its costs which were directly incurred
in producing the Master Key, pursuant to 18 U.S.C. §2706.

LAVABIT LLC

J Coxinsei

k7/' c

J^s^ci. Bin*VSB^-79292
Bromley &Bi^ina!l<''PLLC
103'&7 Main Street. Suite 201
Fairfax, Virginia 22030
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(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinr\al!@bblawonUne.com
Counselfor Lavabit LLC
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'ertiilcatc of 5f.rvicc

- • lcerl:i{ythatontlns2£dayofJuly,2013,thisMotiontDQuash
Subpoena and Search Warrant and Memorandum of I^v/ mSupport was hand
delivered to the person at the addrcases listed below:

United States Attorney's Officc
Eastern District ofVirRinia
2100 Jamicson Avenue
Alexandria, VA_223j^

Jes^ R. 6mna^
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IN THE UNITED STATES DISTRICT COURT

FORTHE EASTERN DISTRICT OF VIRGINiA

Alexandria Division

IN TfTE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

mMHili^mi^g^HAT
STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury

FILED UNDER SEAL

No. l:i3EC297

No. 1:13SW522

No.13-1

^da

OF MOTION

I.-avabit, LLC C'Lavabif] and Mr. UidBi" Lcvinaon ("Mr. Lcvinson")

(collectively -"Movants") move this Court lo unseal the court records concerning
the United States government's attempt to obtain certain enciypUon keys and
lift the non-diaclosure order issued to Mr. I.evinson. Specifically, Movants

request the unsealing of all orders and documents filed in this matter before
the Court's issuance of the July 16, 2013 Sealing Order ["Scaling Order^: (2}
all orders and documents filed in this martcr after tlie issuance of the Sealing

Order; (3) all grand jury subpoenas and search and seimire warrants issued
before or after issuance of the Sealing Order; and (4) ail documents filed in
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connecUon with suchorders or requests for such orders (collectivcly, the

"sealed documents"}. The Sealing Order is attached as Exhibit A. Movants

request that all of the sealed documents be unsealed and made public as

quickly as possible, with only those redactions necessary to secure informaiion

that the Covirt deems, after review, to be properly withheld.
BACKQROtFND

Lavabit was formed in 2004'as a secure and encrypted email servicc

provider. To ensure security, Lavabit employs multiple encryption schemes

using complex access keys. Today, it provides email servicc to roughly 400,000
.users worldwide. Lavabit's coiiDoratc philosophy is user anonymity and

privacy. Lavabit employs sccure socket layers ('̂ SSL") to ensure the privacy of
Lavabit's subscribers through enciyption, lavabit. possesses a master

encryption key to facilitate the private communications of its users.

On July 16, 2013, this Court entered an Order pursuant to 13 U.S.C.
2705(b), directing Movants to disclose all information nccessaty to decrypt
communications sent to or from and data stored or othenvise associated ^vith

the Lavabit c-mail account|^^^^^^g. including SSL k.ys (the
"Lavabit Oi-dei-"). The Lavabit Order is attached as Exhibit B. The Lavabit

Order precludes the Movants from notifying any person of the search and
seizure warrant, or the Court's Order In issuance Uiereof, except that Lavabit

was permitted to disclose the aetirch warrant to an attorney for legal advice.
ARGtlKTONT
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•In criminal trials tlierc is a common law presumption of access to judicial

records,-like the sealed documents in the present case. Despite the

goveiTiment'3 legitimate interests, it cannot rrieet its burden and overcome this
presumption bccause it has not explored reasonable alternatives.

ITurthermore, the government's notice preclusion order constitutes a content-

based restriction on free apeech by prohibiting pubUc discussion of an entire

topic based nn its subject matter.

I, THE FIRST AMENDMENT AND WON-DISCLOSXJKE ORDERS

The Stored Communications Act fSCA") authorizes irotice preclusion to

any person of a§270S(b) order's existence, but only if the Court has reason to
believe that notillcation will result in (1) endangering the life or physical safety
of an individual; (2) Dight from prosecution; (3) destruction or tampermg with
evidence; (4) intimidating of potential witnesses; or (5) otheiwisc seriously
jeopardising an investigation or unduly delaying atrial. §2705(b)(l)-(S).

Despite this statutory autlrority, the §2705(b| gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law.

The most searching form of review, "strict scrutiny", is implicated when
there is acontent-based restriction on free speech. R.A. V. v. Oty ofSt. PauL
Minn., 505 U.S. 377, 403 (1992). Such arestriction must be necessaiy to scn/e
acompetUng aiatc Interest and nan-owly drawn to «chicve that end. Td. The
Lavabit Order'9 non-disclosurc provision is a content-baaed reatrictton that is
not narrowly tailored to achieve a compelling state interest:.
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a. The Lavabit Order Regulates Mr. Levinaon's Free Speech

The notice preclusion order at issue here limits Mr, Levinson's speuch in

th^ he is not allowed to disclosc tlic existence of the g 2705(b) order, or the

.underlying investigation to any other person including any other Lavabit

subscriber. This naked prohibition against disclosure can fairly be

characterized as a regulation of pure speech. Bartnicki y. Vapper, 532 U.S.

514 526 (2001), Aregulation that limits the time, place, or manner of spccch

is peniiissible if it serves asignificant governmental interest and provides
ample alternative channels fo]- conmiunication. See Cox v. New Hampsb^e,
312 U.S. 569, 578 [194 L) (explaining that requiring a permit for parades was

aimed at policing the sti-eets rather than restraining peaceful piclteting).
However, a valid time, placei and manner restriction cannot be based on the

content or subject mutter of the speech. Cooso/. Co. of New York v. Pub.
Serv. Comni'n ofNew York, 447 U.S. 530, 536 (1980).

. The gag order in the present case is content-based br^cause it precludes
• speech oaan entire topic, namely the search .md seisure warrant and the

underlying criminal investigation, See id. at 537 ('The First Amendment's
hostility to content-baaed rcijuiaUon extends...to prohibiUon of public
discussion of an entire topic"). While the nondisclo-suru provision may be

viewpoint neutral on its face, it nevertheless functions as acontent-bascd
restriction becai.se it closes off an "eiitive topie" from ptxblic discourse.

It is true that tiie govemment haa aGompclUng interest in maintaining

the integrity of its criminal investigatloii
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Levinson haa been unjustly reati'alnec! Tvom contauting Lavabit subscribers who

could ba 5^^bjcctcd to government surveillance if Mr. Levineon were forced to

comply the Lavabit Order. Lavablt's value is embodied in its complcx

encryption keys, which provide it9 subscribers with privacy and security. Mr.

Levinson has been unwUling to turn over these valuable keys becausc they

grant access to his entire network. In order lo protect Lavabit, which caters to
thousands of international clicnts, Mr, Levinson needs some ability to voice his

concerns, gamer support for his cause, and take precautionary steps to ensure

that Lavabit remains a truly secure network.

b. The Lavabit Order Constitutes APrior Restraint On Speech

Besides restricting content, the g2705(b] non-disclosure order forces a

prior restraint on spccch. It is wcU setUcd that an ordinance, which makes the
enjoyment of Constitutional guarantees contingent upon the uncontrolled will
of an ofiicial, is a prior restraint of those freedoms. Shuttlesivorth u,
Birmingham, 394 U.S. H7. 150-151 (1969); Stcaib v. City ofBaxley, 355 U.S.
313, 322 (1958). By definition, aprior reatraint is an immediate and
irreversible sanction because it "freezes" speech. Nebraska Press Ass'n v.

stiiart, 427 U.S. 539, 559 {1975). In the present case, the Lavabit Order,
enjoins Mr. Levinson from discussing theae proceedings \vith any other person.
The effect is an immediate freeze on speech.

The Supreme Court of tlie United States has interpreted the First

Amendment as providing greater protection from prior restraints. Alexander v.

United States. 509 U.3. 544 (1993). Prior restraints carry a heavy burden for
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justiJlcation, wiih a presumption against constitvitional validity. Capital Cities

Media, Inc. y. Toole, 463 U:S. 1303, 1305 (1983}; CatroU v. Princess Anne, 393

U.S. 175, 181 (1968); Bantam Books, fnc. u. SuUiuan, 372 U.S. 58, 70 (1963).

Here, the government and the Court believe tiiat notification of the search

warrant's existence Will seriously jeopardize the investigation, by giving targets

an opportxinity to ilcc or continue night from prosecution, will destroy or

tamper with evidence, change patterns of behavior, or notify confederates. See

Lavabit Order. However, the government's interest in the integrity of its

investigation does not automatically supersede FirstAmendment rights. See

lajidmark Communicaiioiis, Inc. u. Virginia, 435 U.S. 829, 841 (1978) (holding

the confidentialily of judiciu! review insufficient to justify encroacliment on the
freedom of speech).

In the present case, tiie government haa alegidmate interest mtracking

the account! However, if Lavabit were forced to

surrender its master encryption Icey, Ihe government would have access not

only to this account, but also ever^ Lavabit account. Without the ability to
diaclosc government access to users' encryptcd data, public debate about the

scope and justification for tliis secret investigatoi-y tool mil be stifled.
Moreover, innoccnt Lavabit subscribers will not Icnow tliat Lavabit's sccunty

devices have been compromised. Therefore the §2705(b) non-disclosure order

should be lifted to provide Mr. Levinson the ability to ensxire the value and

integrity ofLavabit for hisothersubscribers.
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IT. THE LAW. SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DCCXjMENTS

Despite any statutory authority, the Lavabit Order and all related

documenis were filed binder seal. The sealing of judicial records imposes a

limit.on the public's right of access, which derives from two sourccs, the First
Amendment and the common law. Va Dep't ofState PoHce v. Wash. Post, 386

F3d 567, 575 (4tli Cir. 2004); See Richmond Newspapers, Inc. v. Virginia, 448
U.S. 555. SaO (press and public have aFirat Amendment right of attend a
criminal trial); v. .Superior Court, 478 U.S. 1, 2(1985) {right
of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order
For aright of access to adocAiment to exist under cither the First

Amendment or the common law, the document must be a"judicial record."
CO. 886 F.2d 60, 63-64 (4th Cir. 1989). Mtl.ough the

Fourth Circuit Court of Appeals has never formally defmcd "judicial record", it
held that §2703(d) orders and subsequent orders issued by the court are
judicial rccords becausc they are judicially created, fn re US. for.an Order
Pursuani to 18 U.S.C. Section 2703(d). 707 F.3d 283, 290 (4th Cir. 2013)
("Tunttei"). The §9705(b) onder in the present case ^vas issued pursuant to §
2703(d) and can properly be dcfmed as ajudicial rccord. Although the Fourth
Circuit has held there is no First Amendment right to eeeess §2703(d) orders,
it held that the common law presumption of acceaa attaches to such
documents. TWiiier, 707 F.3dat 291.
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•The underlying investigation in Twitter, involved a§2703(d) order, which

directed Twitter to provide personal infoi-mation. account information, records,

financial data, dircct messages to and from email addresses, and Internet

.Protocol addTiSSSCS for eight of its subscribers. In re: § 3703(d) Order, 787 F.

/ Supp.2d430,435{iS.D. Va.2011). Citing the importance of investigatory
secrecy and integriiy, the court in that case denied the petitioners Motion to
Unseal, finding no First Amendment or connmon law right to access. Id. at 443.

Unlike Twitter, whose users pubUsh comments on apublic forum,

subscribers Lavabitfcr it. encyptcd features, which ensure security and
, prh-acy. In I^iterthcre was no threat that would be subject to

surveillance other than the eight users of interest to the government. However,
aprimary concorn in this case is that the Lavabit Order provides the
government with access to every Lavabit account.

Although the secrecy of SCA investigations is acompelling government
interest, the hundreds of thousands of Lavabit subscribers that ™uld be
compromised by the tavabit Order arc not the subjects of any justified
government investigation, Therefore access to these private accounts should
™t be treated as asimple corollary to an order requesting hrformation on one

. criminal subject. The public should have access to these orders because their
etrect consfimtes aseriously concerning expansion of grand jury subpoena
power.

To overcome the common law presumption of access, acourt raUst find
that there is a"significant countervailing interest" in support of soahng that
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•outweighs the public's interest in openness. Twitter, 707 F.3d at 293. Under

the common law, tlie decision to seal or grant access to warrant papers is

within Lhe discretion of the judicial officer who issued Uie warrant, Media

General Operaiions, Jnc. v. Buchanan, 417P:3d434, 429 (4th Cir. 2005). If a

judicitil omcer determines that fuU pubUc access is not appropriate, she must
consider alternatives to sealing, which may include granting some public

access or releasing a redacted version of the documents. Id.

In TwitterHic court explained tliat because the magistrate judge

individually considered the documents, and redacted and unsealed certain
docuraents, he satisfied the pruced^iral requirements for sealing. Twitter, 707
F.3d at 294. However, in the present case, there is no evidence that
alternatives were considered, that documents were redacted, or that any
documents were unsealed. Once the presumption or access attaches, acourt
cannot seal documents or records indcfuiitely unlc.ss the government
demonstrates that some signifleant interesd heavily oulAvcighs the public
interest in openness. H^nsh. Posf, 385 F.3d at 575, Despite the government's,
concerns, tlieve arc reasonable alternatives to au absolute seal that must be
explored in order to ensure tlie integrity of this investigation.

b. There l3 No Statutory Authority To Seal TIic §a705(d)
Docaments

Thera ove no provisions in the SCA that mention the sealing of orders or
other documents. In contrast, the Pen/Trap Statute authori-.ea electronic
sui-veUlance and directs that pen/trap orders he sealed "until otherwise
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: ordered by the court". 18U.S.C. §9 3121-27. Sfrallarly, the Wiretap Act.

• another surveillance statute, expressly directs tliat applications and drders

• grtinted under its provisions be sealed. 18 U.S.G. §25l8(8)(b}. The SCA's

. failiare to provide for sealing ianot a congressional oversight. Rather, Congress

has speciiicQny provided for scaUng provisions when it desired. Whei-c

Congress includes particular language In one section of a statute but omits it
in another, itis generaUy assumed that Congress acts intentionally. Keene

corp. V. United states, 508 U.S. 200, 208 (1993}. Therefore, there is no
statutory basis for sealing an application or order under the SCA that would
overcome the common law right to acccss.

c. Frivncy Conaems DemaMA Common Law FubUc Right OfAccess
To The Sealed Documents

the ensuing mass surveillance scandal have sparked an intepse national and
international debate about government surveillance, pnyacy rights and other

traditional freedoms. It is concerning that suppressing Mr, Uvinson's speech

and pushing Us subpoena power to the limits, iJic government's actions may be
viewed as accomplishing another unfounded secret inMngement on personal

privacy. Amajor concern is that this could cause people worldwde to abandon
American scrvice providers in favor of foreign hiisincsscs bccuusc the United

States cannot be trusted to regard privacy.^ Itis in the beat interests of the

Movnnt's and the govemnient that the documents in this matter notbe

ISea Dan Roberts, NSA Sf,ocp!ng: Obcma Under Pressure ^ Senator penoimcw Vlrt of
The Quardito, J«na 10. 2013, bltp://\v>vvv.guavdian.co.uk/world/20l3/jun

/lO/obama-prcasured-cxpInin-noa-BurvcilIance.
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shrouded in secrecy and used to further unjustified surveiJlancc activities and

to suppress public debate.

CONCLUSION

For {he foregoing reasons, Lavabit respectfully moves thi3 Court to

unseal the court records concerning the United States government's attempt to

obtain certain encryption Jccys and Uftthe nou-disclosure order issued on Mr.

Uvinson. Alternatively, Lavabit requests that all of the scaled documents be

redacted to secure only the information that the Court deems, after review, to

be properly withheld.

Jea^R. BinnalliV^# 79292
Br^cy 85 BinnaB/rLLC
icm7 Main Street, Suite 201
Farfax, Virginia 22030
(703) 229-0335 Telephone
(703} 537-0780- Facsimile
jbinnai!@bblawonline.com
Counsel for Lavabit LLC

LAVABIT LLC
By Counsel
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Certificate of Service

Icej'tifythat on this ^day ofJuly, 2013, (hia Motion For Unsealing Of
Scaled Court Records And Removal Of Non-Disclosuj-c Order And
Memorandum Of Law In Supportwas hand delivered to the person at the
addresses listed below:

^tmccn?tate^Utorney'a Uilice
Eastern District of Virginia
2i00 Jamicson Avenue
Alexandria. VA 2231'!

esse R. Binnall

m
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redacted

EXHIBIT 17
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THC UNITED STATES DIStRICT COURT

EASTERN DISTRICT OF VTRGINIA
- •• '

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE OF
APEN RGGlSTER^rRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
account

IN Tl-IR MATOR of the SEARCH
and seizure OF ^FORMATION
associated with

THAT IS STORED AND CONTROLLED
at premises CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 S\V 522

NO. 13-1

ITNDERSEAL

RESPONSE OFTHE UNITED STATES IN OPPOSITION
•jr, TAvarTT'SMOTIONTO quash SUBPOENA AN])

MrvTir)>J TQ FO^ t!NSEALlNfi nPSEAI.KP COURT RFXPRO-S
INTUODUCTION

This Coiirl has ordered Lavabii, LLC to provide the gGVcmment with the

i«chnica! assisnmce ntjcesi^ary lo iniplcmem and use apen register and trap and trace

device On-lrap devicc")- AfuU month afier that order, and afl«r ar. order to compe!
complitinco, agrand jury subpoena, and . sea'rch wamint for that technical assistance.
Uvnbil has siill HOC complied. Repemod effort, to .edk ihar technical assistance from
Lavabifs owner have failed. While ihe government continues lo work toward ammually
acccptable solution, at present there does not appear to be away to implement this
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Court's order, as wel! ns to comply with the subpoena and scarch warranr, wiihoui

• requiring Lavabit to disclose an encryption key to the govemmenl. This Court's orders,

scarch warrant, and the grand jury subpoena ail compel that result, and ihey arc all

lawful. Accordingly, Lavabit's motion to quash the scarcli warrant and subpoena should

be denied.

l^vabit and its owner have also moved lo unseal all records In tjiis maiter end lift

the onicr issued by the Court preventing them from disclosing asearch warrnm Issued m

this ease. Becausc public discussion of these records would alertihe target and

jeopardize an active criminal investigation, the government's compelling interest in
maintaining the secrecy and imegrity of that investigation outweighs any public right oF
access to. or interest in publicly discussing, those records, and this motion should also be
denied.

TECHNTCAL BACKGROUND

Pen registers and trap and (race di'vices

To investigate Internet conununicaiions, Congress has permitted law cnforcemeni

to employ two surveillance tcchniques-the pen register and the trap and trace device-
(hat permit law enforcement to learn infomialion about an individual's communicaiions.
St;.; 18 U.S.C. §§ 3! 21-27 C"Pen-Trap Act"). These techniques, collectively known as a
"pen-trap," permit law cnforccmcm to leam facts about e-maiis and other
commumcntions as they arc sent-but not to obtain their content. e.g., UmiedSratcs

V. f'arresr^r. 5\2 l--.3d 500. 509-13 (9th Cir. 2008) (upholding govcmmcni's use ofapen-

trap ihm "enabled ihe govemmcM to leam the to/from addresses of Alba's c-mail
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messages, i!ie IP addresses ofihc websites that Alba visited and the total volume of

intbrmaiion sent to or from his account")-

The Pen-Trap Act "unambiguously authorizcfs] tlje use ofpen registers and trap

and trace deviccs on e-mail accounts'* In Afoiier ofApplicvlian of U.S. ForonOrdar

Aulhorizlng thu InMallaiion d Uss ofa Pen Register &uTrap &Trace Devicc on E-Mail

Account 416 F. Supp. 2d !3,14 (D.D.C. 2006) (Hogan, j.) {V-hgan Orde,-")- H

authorizes both the installation of a"dcvice." meaning, aseparate computer attached to

the provider's nem-ork. and also a"process," nieaning, asoftware program run on the

provider, fd. al 16; 18 U.S.C. §3127.

Secure Socket layer (SSL) or Tron-iporl Layer Securii}- (TLS) Encryption

Encypting communications sent across the Intcmel is away to ensure that only

the sender and receiver of acommunicalion can read it. Amonfi Uic most common

methods of cncn-pling Web and c-mail traffic is Sccurc Sockcl Layer (SSL), which is

also called Transport Layer Security (TLS) encryption, "me Secure Socket Layer

{•SSL') is one mcihod for providing some security for Internet communications, SSL
provides scuimty by establishing asccure channel for communicaiions between aweb
browser and the web server; that is, SSL ensures that tlic messages passed between ilie

client web browser and the web server are encrypted." Dlmey Enterprises. Inc. v. Rea.
No. I:r2-CV-687,2013 WL 1619686 ^9(E.D.Va, Apr. II. 2013); v,

USA Sec.. Inc.. 2003 WL 22749855 *2-3 (D. Del. 2003) (describing SSL's technical

operation).

As wiih most forms ofencrypiion, SSL reJies on the use oflarge numbers known

as "keys," Keys are paramoiers used to encrypt or decrypt data. Specifically, SSL
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REDACTED

cncrypiion employs public-key crypcogmphy, in which both the sender and rcccivcruach

have two mnihemalically linked keys: a"public" key and a"private" key. "Public" keys

are published, bul "private" keys arc not. Sending an encrypted message to someone

requires knowing his or her public key; decrypting that message requires knowing his or

her privatekey.

When Iniemet iratTic is encrypted with SSL, cupluring non-conient information

on e-mail communication from apen-trap dcvice is possible only after ihc traffic is

decrypted. [Jccause inlemei communications closely intermingle content with non-

content, pcn-lrap devices by necessity scan network tmrTiC bul excKidcfrom any report to '

law cnforcemern officeis all information relating to the subject line and body of the

communication. Set 18 U.S.C. §3127; Hogm Order. 416F. Supp. 2d at 17-18. Apen-

device, by definition, eamiot expose to law enforcement officers the content of any
communication. See id.

FACTS

The information at issue before the court is relevant to an ongoing criminal

investigation o
violations of numerous federal stai^ites
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A. Section 2703(d) Order

The criminal invesrigation has revealed that

lo utilize an e-mail accounti

electronic communications serviceprovider.

has utilized and continues

obtained Ihrough Lavabil.an

IOn June 10, ZOliJ, the

United States obtained an order pursuant to 1S U.S.C. §2703Cd) directing Lavabil to

provide, svithin ten days, additional records and informaiion aboui^He-mail
account. Lavabifs owner and operator. Mr. Ladar Levison, provided very little of the
information soaghl by the June 10,2013 order.

B. Pen-Tnip Order

OnJune 28,2013. the Honorable Thacsa C. Buctianan entered an Order pursxiant

to 18 U.S.C. §j123 authorizing the installation and use of pen-tiap device on all
declronic communications being sent Irpm or sent lo the electronic mail accotmt

m^^^^mm('Ten-Trap Ofdep'O- .Tlie Pen-Trap Order authorized the
govemmcm lo capture »U (i) "non-conlclf dialing, rouling, Bddressing, and signaling
information sent to or fromj land (ii) to record ihe date and

limc of the initiation and receipt of such transmissions, to record the duration of the
transmissions, and to record user log-in data on "

period of sixty days, Judge Buchanan further ordered Lavabit to Rimish agents of the
Federal Bureau orinvcsiisation CFBi"). -forthv/ith. all infonn^iiion. facilities, and

technical assistance necessary to accomplish the installation and use of the pen-trap
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dcvicc." Pen-Trap Order at 2. The govemmciU was also ordered lo"take reasonable

seeps lo ensure that the monitoring equipment is not used to capture any" conient-relaied

inlbrmaiion. Id. Pursuanllo 18 U.S.C. § 3123(d), Judge Buchanan ordered thatthc Pen-

Trap Order and accompanying application be scaled. Jd.

Later on June 28,2013, two FBI Special Agents served a copy ofihe Pen-Trap

Order on Mr. Levison. Mr. Uvison informed tlie FBI Special Agents thai emails were

encryptcd as they were transmitted to and from ihe Lavabil server as well as when they

were stored on ihe Lavabii server. In addition, decryption k^ys would be necessary to

access any e-mails. Mr. Levison did not provide the keys to the Agents in ihat meeting.

In an email to Mr. Levison on July 6,2013. aFBI Special Agent re-affimied the nature of

the information requested in the pen-trap order, In aresponse on the same day, Levison

claimed "we don't record this data".

C. Compliance Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the

evening of June 28, 2013, the goveniraent obtained an Order Compelling Compliance
Forthwith from U-S. Magistrate Judge Theresa C. Buchanan ("Compliance Order ). 1he
Compliance Order directed Lavabit lo comply with the Pen-Trap Order and to "provide

the Federal Bureau of Investigation with unencrypted data pursuant to the Order."

Ltwabii was f\inher ordered to provide "any infomiatioii, faciliiics, or technical assistance

are under the control of Lavabit [that] ^e needed to provide the FBI willi the unencrypted

daw." Compliance Order at 2. The Compliance Order indicated that failing to comply

wcnild subject Lavabil lo any pontiUy in \\w power ofthe courl, "including the possibility

ofcriminal contempt (rfCourl." Id
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redacted
D. OrJer (0 Sliow Cause

Mr. Levison did not comply wiih ihe Compliimce Order. On July 9,2013, ihis

Coun ordered Mr. Uv-ison lo appear on July 16,2013, to .show causc why Uvabithas

failed 10 comply wixh ihe Pen-Tmp Order and Compliance Order.

The following day, on July 10,2013, the United States Attorney's Office arranged

fi conference call involving Uie United Stales Attorney's Office, the FBI, Mr. Levison and

Mr. Levison's aitomey at the time. Marcia Hofmami, During ihis call, the panics

discussed implementing the pen-trap device in liglH of the encryption in place on Ihe

urgci e-mail account. The FBI e:<p!ained. and Mr. Levison appeared lo agree, ihat to

install the pen-trap device and to obtain (he unencrypted daia siream necessary for ihe
device's operation the FBI would require (i) access lo Lavabit's server and (ii) encryption

E. Grand Jury Subpoena

On July 11, 20! 3. the United States Attorney's Office issued agrand jur>-
subpoena for Mr. Uvison lo leslify in ftonl of Ihu grand jury on July 16,2013. Tlio

instructed Mr. Levison to bring ,o ,l,o 6«>nd jury his encryption keys mtd any

other information necessary lo accomplish the installation and use of the pcn-.n.p device
pursuant lo ite Pen-Trap Order.' Tlie HSl imempied to serve the subpoena on Mr.
Levison at his residence. After knocking on his door, the FBI Special .^.genls wtnessecl

Mr. Levison exit his apartmenl from aback door, gel in his car, nnd drive away. Later in

Ihe evening, ihe FBI successftiUy served Mr. Levison with the subpoena.

Tlw grar.d jury subpoena was subactjuenlly sealed on July 16,2013. ^
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REDACTED

On Jvily 13,2013, Mr, Lcvison sent ane-mml lo AssisUinl UniK'il Siaics Attorney

In lighl ofthe confcrcncc call on July lOih and after subsequently reviewing the
requirements ofthe June 28lh order 1now believe il would be possible to capture
the required data ourselves and provide it to the FBI. Specifically the information
we'd collect is the login und subsequent logout date and lime, the fP address used
to conncct to the subject email account and the following non-contemheaders (if
present) from any f\mirc emails sent or received using the subject account. The
headers Icurrently plan to collect are: To, Co, From, Date, Reply-To, Sender,
Received. Rcwm-Pmh, Apparcntly-To and Altcrnatc-Recipieni. Note ihat
additional header fields could be captured if provided in advance ofmy
implementation effort.

S2 000 in compensation v/uuld be required to cover the cost of the development
time and equipment necessary to implement my solution. The data would then be
collected manually and provided at Uie conclusion of the 60 day period required
bv the Order. Imay be able to provide the collected data intermittently during the
collection period bm only as my schedule tillows. If the FBI
the collected information more ircquently Iwould require an additional $1,500 in
compensation. The additional money would be needed to cover the costs
associated with automatinB the log collection itam different servers and uploadmg
it to an an FBI server via "sop" on adaily basis, 'l he money would also covcr the
cost of adding the process to our automated moniionng system so that! would
notified automatically if any problems appeared.

The e-mail ayain confirmed that Uvabit is capable of providing the means for the FBI to
install the pen-trap device and obtain the requested information in an unencrypted fomi.
AUSA^BBrepIied to ivtr. Levison's e-mail that same day. explaining that the
proposal was inadequate because, among other tilings, it did not provide for real-time
transmission of results, and it was not clear that Mr. Levison's request for money

constituted the "reasonabli: expenses'' authorized by the .statute.

F. Search Warrant &2705(b) Non-Disclosure Order

On July 16,2013, this Court issued asearch warrant to Lavabit for(l)"t®]"

information necessary to decrypt communications sent lo or from the Lavabit c-mail

accountj^^M^H^^^HH' including encryption keys and SSL keys" and (ii)
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information nccessary to decrypt daia stotcd in or otherwise associated with tlie

Lavabit ^ '̂̂ °""*|||||||||||||||||||||̂ ^ |̂" U.S.C. §2705Cb), the Court
ordered Lavabit to not disclose the existence of the search warrunt upon determining that

"there is reason to believe that notification of the existence of the ... warrant will

seriously jeopardize the investigation, including by giving target an opportuni^ to flee or

continue flight from prosecution, destroy or tamper with evidence, change patterns of

behavior, or notify confederates." July 16,2013 Order ("Non-Disclosure Order") at 1.

G. Rule 49 Sealing Order

The search warrant end accompanyitig materials were further sealed by the Court

•n July 16,2013, pursuant ta aLocal Rule 49(B) ("Rule 49 Ordei '̂)- I" ihe Ru!a 49

Onjer, the Court found that "revealing the material sought lo be sealed would jeopardize
an ongoing criminal investigation," The sealing order was fnarthor justified by the Courfs
considerution of"available alternatives that are less drastic than scaling, and Hnding none

would suffice to protect the govcmmem's legitimate intcresi in concluding the

investigation; and having found that this legitimate govcmmenl interest outweiglis at this
time any interest in Ihe disclosure of the material." Rule 49 Order al 1.

H. Show Cause Hearing

Al the Show Cause Hearing on July 16,2013, Mr. levHon made an oral motion

10 unseal the proceedings and related filings. The government objected smce unsealing

ihe proceedings would jeopardize the ongoing criminal investigation oim
Court denied Mr. Leviaon's motion. Mr. Levison subsequently indicated to the Court

Omt h« would permit ihc FBI to placc apcn-irap dcvice on hia sen/cr. The govcmmcm

requested that the Court further order Mr. Levison to provide his SSL keys since placing

Case 1:13-ec-00297-TCB   Document 25-15   Filed 02/24/16   Page 20 of 65 PageID# 806



Case l;13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 11 of 28 PagelD#
151

apen-trap device on Lavabil's server would only provide encrypted informaiion ihat

would noi yield ihc information required under the Pen-Trap Order. The governmenl

noted thai Lavabit was also required to provide ihe SSL keys pursuant lo the search

warrant and gr^ndjury subpoena. The Court determined that the govenmicni's request

for the SSL keys was premEiture given that Mr. Levison had oncred lo place the pen-trap

device on his ser\'er nnd the Court's order for ashow cause hearing was only based on

the failure lo comply wth ihc Pen-Trap Order. Accordingly, the Court scheduled a

hearing for July 26,2013, to determine whether Lavabit was in compliance wiih ihe Pen-

Trap Order after apen-trap device was installed,

I. Molion to Unseal imd Lift Non-Disclosure Order

On July 25,2013. Mr. Levison Hied Uvo motions—a Motion for Unsealing of
Sealed Court Recoris ("Mouon .o Unseal") nnd aMotion to Quash Subpoena and Search
Wan^t ("Motion lo Quash"). In the tnotion., Mv, Levison conflrms that providing the
SSL keys to the Bovemment would provide the data teqt.ited under the Pen-Trap Order in
an unencrypted romt. Nevertheless, he n=fces lo provide the SSL keys. In order to
provide the government ™ih sufneient lime to respond, tlte hearing was rescheduled for
August 1,2013.

On alater date, nnd aner discussions with Mr. Levison, the FBI installed apen-

trap devicc on Lavabit's Internet servicc provider, which would capUire the same
informaiion as ifapen-lrap device was insuUled on Uvabifssen-er. Based on the

government's ongoing investigation, it is clear that d^ie to Lavabit's encryption services
Ihe pen-trap device is failing to capture dam related lo all of the e-mails sent to and from
the Account as well as other information required under the Pen-Trap Order. Dnring
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Lavabii's over uiie month of noncomplianee with this Court's Pen-Trap Order,

ARGUMENT

I THE SEAJICH WAIUUNT AND THE GRAND JURY SUBPOENAARE
LAWUL AND REQUIRE LAVABITTO PRODUCE THE SSL KEYS

A. The search warranl andgroiidJury subpoem ai-e valid because they
merely re-siaie Lavabit's prc-exisilng legal duty, imposed by the Pen-Trap
Order. <o praducs informaiwn necessary (o accomplish inslaltalion ofthe
pen-trap device.

The motion ofLavabii and Mr. Lcvison (collectively "Lavabit") to qupsli boih the

grand jury snbpoena and ihe search warrant should be denied because the subpoena and

warrant merely re-slate and clarify Lavabii's oblignlion under the Pen-Trap Act to

provide thai same information. In total, four separate legal obligations curremly compel
Lavabii toproduce the SSL keys:

1. The Pen-Trap Order pursuant to the Pen Register and Trap and Trace

Device Act (18 U.S.C. §§ 3121-27);

2. Compliiince Order compelling compliance forthNvith with the Pen-

Trap Order;

5. The July 16,2013, grand jury subpoena; and

4. TheJuly 16.2013.seaTch\varrant,issuedbyihisCourliuiderthe

Electronic Communications Privacy Act("ECPA").

The Pen-Trap Act authorizes courts to order providers such as Lavabii to disclose

-informaiion" that is "necessary" to accomplish the implememaxion oruse ofqpen-irap.

18 U.S.C. §§ 3123(b)(2); 3124{n); 3124(b), Judge Buchanan, acting under thai

authority, specifically required In the Pen-Trup Order that; IT IS FURTHER
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ORDERED, pursuant to 18 U.S.C. §3123(b)(2). lhat Lavabit sliall furnish agcnis from

ihe Federal Bureau of Investigation, forthwith, oil information, facilities, and tcchnica!

assistance neccssary to accdrnplish the installation and use ofthe pen/trap device

unobtrusiveiy and with minimum interference." Pen-Trap Order at 2.

In this case, the SSL keys are "infomiaUon... neccssary lo accomplish the

instaliation and use of the [pcnMrapr' because all. other options for installing the pen-trap

have felled. In atypical ease, aprovider is capable of implemwniing apen-trap by using

its own software or dcvice. or by using atechnical solution provided by the iiwesUgaling

agency; when such asolution is possible, aprovider need not disclose its key. E.g.. In ra

Applluiiiion ofthe U.S. for an O/'tJer Aiilhorizhig ihe t/yt; 0/aPen Jiegi.iler and Trap On

[XXX] Iniernel St'rv. AccowU/Usi^r Name [xxx.TXXxx(^.cam]. 396 F. Supp. 2d 45,49
(D. Mass. 2005) (suggesting language in apen-trap order "fo impose upon the internet
service providers the necessity of making sure that they configure theirsomvare in such a
manner as to disclose only lhat which has been authorized"), tn this cose, givcit

Uvabit's use of SSL encryption and Lavabifs lack,ofasoftwe solution to implement

the pen-trap on behalf tho government, neither tlie government nor Mr. Levison have
beenable to identify such a solution.

Because the search warrant and grand jury subpoena require nothing that the Pen-

Trap Act docs not already require, they urc not unreasonably burdctisomc. Worcovcr, a

CQun's constitutional uuihority to require atelecommunications provider to assist the

govemmenl in implementing apen-trap dcvice is well-cslablishcd. See Untied Staffs v.

New YorkTel. Co.. 434 U.S. 159.168-69(1977) (in a pre-Pen-Trap Act case, holding that

ciistrict court had^ the authority to order aphone company to assist in the installation ofa
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pen-trap, and "no claim is made that it wns in anyway inconsisicni with the Founh

.Ainendmenr.").

B. Lavabil's molion fo quash the search ^varivntniust be denied because
there is no stannary auihorityforsuch niotions, andihe search warrant la
lawful in any event.

I. Lavabit lacks auihority tomove to suppress a search
wnrrani.

Lavnbit lacks aulhorixy lo ask this Court to "quash" ascorch warrant before it is

executed. The search warrant was issued under Title 11 of ECPA. 18 U.S.C. §§ 2701-

2712.. ECPA allows providers such as Lavabit to move to quash cowl ort/era but docs

not create an equivalent procedure to move to quash search warrants. 18 U.S.C.

§2703Cd). The lack ofacorrcsiJonding motion lo quash or modify asearch warrant
means lhai there is no statutory auihority for such motions. Stc.' 18 U.S.C. §2708 ("[tlhe
remedies and sanctions described in this chapicr arc the only judicial remedies and
sanctionsTor nonconsriTutiOnal violations ofihis chapter."); cf In re Applicarian ofthe

U.S. for an Order Pursuant lo 18 V.S.C. §2703(d), 830 F. Wp- 2d 114,128-29 (E.D.
Va. 2011) Cholding that the lack of aspecitic provision in ECPA pemiitting users to move

to quash court orders requires "the Court [lo] infer that Congi^a deliberately declined to
permit [such] ciiallengcs.").

2. The search warrant complies with the Fourth Amendment
and is not general.

'l-he Fourth Amendment requires that asearch warrant "particularly describe[el

ihe place to be searched, and the persons or things to be seized." U.S. Const. Am. fV.

This "particularity requirement is Rilfilicd when the warrant identifies the items lo be

sei2cd by their itilation to designated crimes and when the description of the itches leaves
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nothing lo Ihc discretion oftlic ofRcer executing the warranl." Untied States v. I'/llllams.

592 F.3d511.519C4thCir.2010).

The July 16,2013, searclnvarrant's speciikation easily meets Uiis standard, and

therefore is noi impcrmissibly general. It calls for only;

i\.All informaiion ncccssary to decrypt comn:i\Jnicatioiis
sent to or from ihe,Lm^&-mail account
HHmmUmil^Bjlncluding encryption keys and

SSL keys;

b. All inlbmiaiion necessary to decrypt data stored in or
otherwise associated with Ihfc Lavabit account

That specification leaves nothing to discretion; it calls for citcryprion and SSL keys and

nothing else.

Acknowledging this specificity, Uvabii nonetheless argvies that the wanant

"operates as ageneral warrant by giving the Government access to every Lavabit user's
commiinicmions and data." Mot. to Quash at 3. To the contrary, the warrant does not

grant the government the legal authority to access any Lavabit user's communications or
data. After Lavabit produces its keys to the government, Federal statutes, such as the

Wiretap Act and the Pen-Trap Act, will continue lo limit sharply the government's

authority to collcci any data on any Lavabit user—except for the one Lavabit user whose

account is currently the subject of the Pen-Trap Order. See ISD.S.C. §2511(1)

(punishing as afelony the unauthorized interception of communications); §3121

(criminalizing the use ofpen-trap devices without acourt order), It cannot be that a

scarch warrant is "general" merely bccausc ilgives the government a tool ihai, ifabused

conirary lo hw. could constitute ageneral search. Compelling the owner ofan apartment

building to unlock the building's front door so that agents can search one nparlment is not
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a'-gciieml scarch" of the entire apartment building—even ifthe building o%vner imagines

tliat undisciplined agents will illegally kick down the doors to apartments not described in

the worranl.

C. La\'abU's moiion laquash Ihe subpoem nms! bn denied because
compliance would not bs unreasonable or oppressive

Agmnd jury subpocnn "may order ihc witness lo produce any books, papers,

(locumems, data, or other objecis lhe subpoena designates," but the court "may quash or

modify the subpoena if comptiance would be unreasonable or oppressive.'' Fed. R. Crim.

P. 17(c)(1) &(2); jee In re Grand Jury, John Doe No. G.J.2005-2, 478 F.3d 581,585

(4th Cir. 2007) (recognizing courts may quash subpoenas that are "abusive or

harassmg").^

Liwabit argues the subpoena should be quaslicd bceausc it l^ie

Government unlimited access to every one of its user's accounts." Mot. lo Quash at 7.

As explained above, the subpoena does no such Ihbig,: Umerely reaffirms Lavabit s
existing obligation to provide inlbrmalion necessary to implement (his Coiitt's Pen-Trap

Order on asingle Lavabit customer's e-mail iiccount. Tlie Pen-Trap Order RiUlicr

restricts the government's access by preveniinii the govcmmenl from collecting the

content ofthat Lavabit customer's e-mui! communications,

Lavabit also argues that il will lose ciistoniers' trust and business ifit they leam

ihal Lavabit provided the SSL keys to the govemmcnt, But Lavabit finds Itself In Uie

position of haviny to produce those keys only bacausc, more than amonth after the Pen-

Trap Order, l-avnWt has failed to assist the government to implement the pen-trap devicc.

' t.avabil cites i3U.S.C. §2703(d) as miihority for iis motion to ciunsh. bvil thai section by its wrms only
permils motions to quosh court orciere issusd under that same section.
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Any resulting loss of cusiomer "trusi" is nol an "unreasonable" burden ifLavabil's

cwstomera laisted lhai Lavabii would, wfuse lo comply with lawful court orders. All

providers arc staaitorily required to assist the government in the imoiemenlalion of pen-

U-aps, see i8U.S.C. §3124(a). (b), iind requiring providers to comply with that statute is

neither "unreasonable" nor "oppressive." In any event. Uvabii's privacy policy tells its

customers that "Lavabit will not release miy informotion related to an individual user

unless lesally c-ompelled to do so." See imp'/^inviihit cnm/privacv Dolicv.html (empltnsis

added).

Finally, once court-ordered surveillance is complete, Lavabit will be free to

change its SSL keys. Vendors sell new SSL certificates for approximately SIOO. See.

e.g.. GoDaddy LLC, SSL Certificates, liups://wv.-w.i'ndaddv.com/ssl/ss1-ccrtincaies.aspx.
Moreover. Lavabit is entitled to compensation "for such reasonable expenses incurred in

providing" assistance in implementing apon-trap dcvicc. !SU.S.C. §3124(c).

II THE K0N-DISCL0SU1?E ORDER IS CONSISTENT WITH THE FIRST
'̂IFNDMENT BEC.A.USE IT IS NARROWLY TATLOIIED TO SERVE

WHAT ALL PARTIES AGREE IS AC0I^.11'ELL1NG GOVERNMENT
INTEl^EST

Lavabii has asked the Court to unseal all of the records sealed by this Court's

Order to Seal, and to lift the Court's Order dated July 16,2013, directing Lavabit not to

disclose the existence of the search warrant the Court signed that day ("Non-Disclosure

Order"). Motion for Unsealing of Sealed Court Records and Removal ofNon-

Disclosure Order (-Mot. to Unseal") at 1-2. Lavabit. however, has not identified (and

cannot) any compelling reason sufficient to overcome what even Lavabit concedes is the •

l-ovomment's compdiing interest in maintaining Uie secrecy and iniegrity of its active

investigu1ion|̂ HI^^^I Moreover, the restrictions arc narrowly tailored to rcsiricl
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Lavabil from discussing only a limited set ofinfonnaiion disclosed to them as part ofthis

invesiigation. Beemise there is no rcasotitojeopardize Ihc criminal investigation, this

motion must be denied.

/I. The Mon-Dh-closure Order swvives even strlcl scrutiny review by
imposing necessaiy but limiledsccrecy obligatium o» Lavabit

The United States docs nut concede that strict scrutiny mtist be applied in

reviewing ilie Non-Disclosure Order. There is no need to decidc this issue, however,

bccausc the >]on-Disclosurc Order is narrowly tailored to advance acompelling

govemrnent interest, and therefore easily satisiles sirict scrutiny.

The Government has acompelling interest in protecting the integrity ofon-going

criminal investigations. K/rgmiaDepV ofSiau- Police v. Wash. Post, 386 I-.3d 567, 579

(4th Cir. 2004) ("We note initially our complete agreement with the general principle thai

II compelling governmental interest exists in protecting the integrity of an ongoing law

enforcement investigation"); Branzbtirg v. Hayes, 408 U.S. 665,700 (1972)

("requirements ... that a.State's interest must be 'compelling- ...are also met here, As we

have indicated, the investigation of crime by the grand jury implements afundamental

govemmental role of securing the safety of the person and property of the citizen ... .")•

Indeed, it is "obvious and unarguable that no govcmmcnl interest is more compelling

man the security ofthe Nation." Hals •'Igee. 453 U.S. 280, 307 (19S!) (imemal

quotation marks omined); .see also Dep't ofthe Navy v. Egan, 484 U.S. 518, 527 (1988)

("This Court has recognized the Govemment's 'compelling Interest' in wthholding

national security information from unaulhorizcd |5e!-sons in the course ofexecutive

business")- Likewise, here, the United States clearly has a compelling interest in

ensuring that the target oflawful surveillance is not aware Uiat he is being monitored.
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UnileclSiaiesv.Agiiilar, 515 U.S. 593.606(1995) Cholclincj ihau statute pmhibiiing

disclosure ofa.wiretap waspermissible under the First Amendment, in part bccause

•'[wle ihink dic Government's interest is quite sufficient to justify tlie construction of the

statute as written, without any artilicial narrowing because of First Amendment

conccms"). As the Non-Disclosure Order makes clear, publicizing "the existence of the

[search] warrant will seriously jeopardize the investigation, including by giving targets an

oppornmity to tlce or continue flight from prosecution, destroy or tamper with evidence,

change patterns of behavior, or notify confederates."

Lavabil iicknowledges lliat'the govenuTienl has acompelling interest in

maintaining Uie integrity of its criminal investigation

at 4; id. at 5 govenimenl has alegitimate interest in tracking

account); Ut at 8C'ihe secrecy of [Stored Communications Act] invesiigations is a
compelling government interest"). In spite of this recognition, f.^vabit states it intends to
disclosc the search warrant and order should the Court grant the Motion to Unseal. Id. at
5C'Mr. Levinson needs some ability to voice his. conccms [nnd] gamer support for his
cause-); id. at 6. Disclosure ofeleclionic surveillance process before ihe eleciromc
surveillance would be unprecedented and defeat the very purpose ofthe

.along with thepublic.surveillance. Such disclosure would ensure that]

would learn of the monitoring ofHe-mai) account find take action to fnistrate the

legitimate monitoring of that account.

The Non-Disclosui'e Order is narrowly tailored to serve the government's

compefUnij iiiwrcst of protecting ihe integrity of its invcsiigaiion. The scope of
itiformmion thnt Lavabit may not disclose could hardly be more nnrrowly dra^vn: "the
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existence of the aitachcd search wan-anl" and tlie Non-Disclosure Order itself.

Restrictions on a parly's disclosure ofiiiibrmation obtained through participation in

eonfideniia! proceedings standon a ditlerent andfirmer consiitutioniil fooling from

restrictions on the disclosure of information obtained by independent means, Seaifle

Times Co. v. Rhinehorl. 467 U.S. 20,33 (1984) (order prohibiting disclosure of

information learned through judicial proceeding "is not the kind of classic prior restraint

that requires exacting First Amendment scrutiny"); Buitenvorih v. Smiih, 494 U.S. 624,

632 (1990) (distinguishing bciwecnawilness"'righ( lo divulge information of which he

was In possession before he testified before the grand jury" with "information which he

may have obtained as aresult of his participation in the proceedings of the grand jury");

also HoJl'man-Pugh v. Kcenan, 338 F.3d 1136.1140 (lOlh Cir. 2003) (finding

prohibition on disclosing information learned through grand jury proccss, as opposed to

information person already knew, docs not violate First Amendment). In Rhineharf, ihc

Court found that "conErol over [disclosure ofj the discovered information does not raise

the same spccter of government censorship thai such control might suggest in other

simations." 467 U.S. at 32.

Further, the Non-Disclosurti Order is temporary. The nondisclosure obligation

will lasi only so long as necessary to protect the government's ongoing investigation.

B. The Order neiihorforecloses discussion ofan "entire topic" nor
consilruics an vncunsiilutionaiprior resfralnl on speech

Tlie limitalion imposed here does not close off from discussion tm "entire topic,"

as anicuhit>jd in ComolUlated Kdlson. Mot. lo Unseiil ai 4. At issue in that ease was the

consiitutionaliiy ofa state commission's order prohibiting aregulated utility from

including inserts in monthly bills that discussed on;'controversial issue of public policy.

Case 1:13-ec-00297-TCB   Document 25-15   Filed 02/24/16   Page 30 of 65 PageID# 816



Case l'13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 21 of 28 PagelD#
161

such as nuclear power, Consolidafecl Edison Co. ofNew York v. Puh. Sen. Comm 'n of

New York, 447 U.S. 530,532 (1980). The Non-Disclosure Order, bycontrast, precludes

a sin&lc individual, Mr. Levison, from discussing ananow set ofinformation he did not

know before this proceeding commenced, in order to protect the integrity ofan ongoing

criminal investigation. Cf Donv. kUikosey, 549 F.3d S61. 876 (2d Cir. 2009) C'althougli

the nondisclosure requirement is ixiggered by Ihe content ofncategory of information,

that category, consisting of the fact of rccclpt of [a National Security Leiler] and some

related details, is far more limited than the broad categories of information Ihat have been

at issue with respcct to typical conlent-bnsed restrictions.")- Mr. Lcvison may still

discuss eveiyihina he could discuss before the Non-Disclosure Order was issued.
Lavabii's argument that the Non-Disclosure Order, and by extension all §270S(b)

orders, are imconstiMionat prior restrainls is likewise unavailing. Mot. To Unseal at 5-6.
As iirgucd above, the Non-Disclosure Order is narrowly tailored to serve compelling
government interests, satisfies stric. semtirty. See ,™p.A Part II.A. Regardless, t),=
Non-Diselosure Order does not RtAvithin the txvo general eatcgories of prior restraint itat

can run afoul of the Pirst Amendment: licensing regimes in which an individiiafs right to
speak is conditioned upon prior approval from the sovenu.tent, sie Cil, ofLakmood v.
Plain Dealer hMlshlng Co., 486 U.S. 750,757 (1988), and injoneuons restiaining

ccrluin speech and related activities, such as publishing deraraatorj' or scandalous
articles, showing oijscenc movies, and distributing leaflets, .ree Ate^rmder v. Uni.ed

Stares, 309 U.S. 544, 550 (1993). Aprior restraint denies aperson the ability to express
viexvpoims or ideas lhi:y could have possessed ^vithout any govcnunent involvement.
Scction2705Cb) orders, by contrast, restrict arecipient's ability to disclose limited
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information ihiU Ihc recipicni onlylearned from the govcmrncnl's need lo eflectualc a

legiiimale, judicially sanctioned form ofmonilormg, Such a narrow iimilaiion on

information iicquircd only byviniie of an official investigation does noi raise the same

concerns as other injunctions on specch, Cf. Rhinehiirf. 467 U.S. at32, Doe v. Mukasey,

549 F.3d ai 877 ("[tjhe non-disclosure requirement" imposed by ihe national security

letter statute "is not a typical prior restraint or atypical content-based restriction

warranting the mosi rigorous First Amendment scmilny").

IIT NO VALID BASTS EXISTS TO UNSEAL DOCUMENTS THAT, IF MADE
PUBLIC VRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

A. Any common la^v ri^lu ofaccess is ouMsighed by ihe need lo proiecf ihe
integriiy of Ihe wvusligalion.

Lavabii asserts that the common law right of access necessitates reversing ihis

Court's decision lo seal the search warrant and supporting documents. Mot. to Unseal at
7-10. The presumption of public access lo judicial records, however, is "qualified," Ball.

Co. V. Goelz, 886 r.2d 60.65 C4th Cir. 1989). and rebuttabic upon asho^vmg that the
•'public's right of access is outweighed by competing interests," In re Appifcarion ofthe
US. for ar, Order Pursuan, io WU.S.C. Sedan 2703(cll 707 F.3d283,290 (4th Cir.
2013) In addition to considering substantive interests, ajudge must also
consider procedural allematives to sealing judicial records. Twitter, 7071^.3d at294.
'•Adherence to this procedure serves lo ensure that the decision to seal materials will not

be made ligliily and tluU it will be subject lo meaningf-iil appellate review." Va. Dep 7of
Siaie J'ollcc V. tVash. Posr. 386 F.3d 567. 576 C4Ui Cir. 2004). This standard is met easily
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"[TJhe common lawdocs not ntTord as much substantive proteciion lo the

interests of the press and thepublic asdoes the First Amendmenl." Twiner, 707 l\3d at

290 (intcmii! quoiation marks omitted). With rcspcct lo the substantive equities atstake,

ihe United States' interest in maintaining the secrecy ofa criminal investigation to

prevent the target of the sur\'cillancc from being alerted and altering behavior to thwart

the surveillance clearly outweighs any public interest in learning about specific acts of

surN'eillancc. Id. al 294 (rejecting common law right ofaccess because, inier alia, the

sealed documents "set forth sensitive non-public facts, including the idenUty of targets

and witr.esses in an ongoing crimirial investigation"). •'Bi;cuu3e secrecy is neccssary for

the proper amctioning of the criminal investigation" prior to indictment, "openness will
frustrate the government's operations." W.at292. Lavabit conccdes that ensuring the

secrecy of [Stored Communications Act] invesiigalions," U^^e this, "is acompeirmg

governrrjsnl inrsresi." Mot. to Unseal al 8(emphasis added). Lavabii docs not, however,
identify any corapelling interests to ihe contmry. Far from presenting "a seriously

conceniing expansion of grand jury subpoena power." as Lavabit's contents, id., ajudge

issued the Hen-Trap Order, which did not authorize monitoring of any Uvabit e-mail

other than

. In addition, the Coun satisfied the procedural prong. It "considered the available

aHematives that are less drastic than scaling, and [found] none would suffice to protect

(he government's legitimate interest in concluding Uie invcstisation." Rule 49 Order.

Tlic Fourth Circuit's decision in Twillsr is instructive. That case arose from the

Wikilcaks invesrigaiion ofArmy Pfc. Bradley Manning. Specincally, ihe government

obtained an order pursuant to I8U.S.C. §2703(d) directing Twitter to disclose electronic
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commum'cntions and account and usage informalion pertaining lo three subscribers.

When apprised of this, the subscribers Hsserted that a common law right ofaccess

required unsealing rccords related to the §2703(d) order. The Fomlh Circuit rejected this

claim, finding that the public's interest in ihe Wlkileaks investigation and the

gOYemmcnt's electronic surveillance of inlemet nctivities did not ounvcigh "the

Govemmom's interests in maintaining the secrecy ofits invesiigaiion, preventing

potential suspects from being tipped off, or altering behavior lo thwart Uie Government's

ongoing invesUgation." 707 F.3d at 293. "The mere fact Uiai acase is high profile in

nature," the Fourth Circuit observed, "does not necessarily justify public acccss." Id at

294. Though nviaer involved a§2703(d) order, rather than a§2705(b) order, the Court

indicatri this is adistmction without adiffcrcnco. M. at 294 (acknoNvlcdging llial the

concerns about .unsealingi^cords •'accord" wiU, §2705(b)). Give, lite similarities

between miwr and the imtant case-ntost notably the compelling need to protect

otherwise eonndentinl inroroiatioa ftont public disclosure and Ute .lalional attention to

the matte,-there is no compelling rationale currently before the Court necessitating
finding that acommon law right ofaccess exists here.

B. Cowls have inheraiu aufhoriiy loseal ECPA process

Lavabil asserts that this Court.must unseal the Non-Disciosurc Order because 18

U.S.C. §2705(b) docs not c.xplicilly reference ihe sealing of non-disclosure ordera issued
pursuant to that section. Mot. to Unseal at 9-10. As an initial matter, the Court has
inheKni authority to seal documents before it, Jnre Knigfu Pub. Co., 743 F.2d2jl.235

(4ih Cir. 1984) ("jtlhc trial court has supervisory power over its owi rccords and may, m

its discretion, seal documents ifthe public's riglit of access is outweighed by competing
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interests"); see also Madio General Operations, Inc. v. Buchonm, 417 F3d. 424.430(4lh

Cir. 2005); UniicdSmies v. U.S. Di.u. Court, 407 U.S. 297,321 (1972) ("a warrant

application involves no public or adversary proceedings; it is an ex pane request before u

magistrate or judge."). In addition, the Court here exorcised its authority to seal pursuant

10 Local Rule 49(B), ihe validity of wiuch Lavabit docs not contest.

Even if the Court did not have this authority, Lavabit's reading of § 2705(b) musi

be rcjcctcd. bccausc it would gut the essential function of non-disclosure orders and

thereby disregard Congress' clear intent in passing §2705.. T\\q Section allows courts to

delay iiolification pursuant lo §2705(a) or issue anon-disclosure order pursuant to

§2705(b) upon finding thai disclosure \vould risk enumerated harms, namely danger to a

person's life or safety, flight from proscciuion, destruction of evidence, intimidation of
witnesses, or seriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A)-(E),

(b)(l)-(5). Invould make no sense for Congress to purposefiilly authorise courts to limit
disclosure of sensitive infomialion while simultaneously inlendmg to allow the same

information to be publicly accessible in an unsealed court documcm.

Finally, the implications Lavabit attempts to draw from the mandatory sealing

requirements of 1S U.S.C. §§ 2518(B)(b) and 3123(a)(3)(B) are mistaken. While Lavabit
chanicierizes those siamtes as granting courts the authority to seal Wiretap Aci and pen-

trap orders, courts already had that authority. Those statutes have another elTcct: Ihey

removed discretion from courts by requiring thaicouris seal Wiretap Act orders and pen-

iTBp orders. Son 18 U.S.C. §2518(8)(b) ("Appticarions made and orders granted under
this chiipiersftfl/i be sealsilby the judge") Cemplmsh uUcled); Id §3123(a)(3)(B) CThi;

record maintained under subpanigraph (A) shall be provided e.x pane and under seal lo
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the court") (cmphiisis added). Congress' decision to ienvc tliat discretion in place in

other situations does not mean lhat Congress believed tlnu only Wirelap Aci and pen-trap

orders may be scaled.

C. Supposedprivacy comnis do noi compal a common la\\> right ofaccexs
w ihe sealed docuinenis.

Lavabii's briefends wth an argument lhat privacy interests require a common

law right of access. Mot. to Unseal at 10-11. LavabiU however, offers no legal basis for

this Court to adopi sucli anovel oreumem, nor do the putntive policy considerations

Lavabit references outweigh ihe govemment's compelling interest in presenping [lie

secrccy of its ongoing criminal invcsligalion. Indeed, the most compelhng interest
cutrcmly before the Court is ensuring that the Court's orders requiring that Mr. Uvison

and Lavabit comply with legitimate monitoring be implemented forthwith and without
additional delay, evasion, or resistance by Mr, Levison and Lavabii.
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CONCLUSION

For Ihe foregoing reasons, Lavabit's motions should bedenied. Furthermore, the

Coun should enforce the Pen-Trap Order. Compliance Order, scarch wananc, and grand

jur>' subpoena by imposing sanclions until Lavabit complies.

Respecifully Submitted,

NEIL H. MACBRIDE

Assistant United States Attorney
United Stales Attorney's Office
2100 Jumicson Avu.
Alexandria. VA 22314

703-299-3700
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EXHIBIT 18

Case 1:13-ec-00297-TCB   Document 25-15   Filed 02/24/16   Page 39 of 65 PageID# 825



Case 113-ec-00297-TCB*SEALED* Document 11-18 Filed 09/20/13 Page 2 of 16 PagelD#
• 170

^^ACTED
UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TBJIP AND
TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUHT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORI-IATION

•••••
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PREMISES CONTROLLED BY
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IM HE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

WO. 13-1

UKDER SFlATi

Alexandria, Virginia
August 1, 2013
10:00 a.m.
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UNITED STATES DISTRICT JUDGE
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For Che United States: James Trump, Esq.
Michael Ben'Ary, Esq.
Josh Goldfoot, Esq.

For Che Respondent: Jesse R. Binnall, Esq.
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UNDER SEMi ^ ••

2 PROCEiSDINGS ^

2 THE CLERK: In re; Case Nos. 1:13 EC 297, 1:13 SW 522,

3 and Grand Jury Mo. 13-1.

4 MR. TRUMP: Good morning. Jim Trump on behalt of the

5 United Staues.

6 the COURT: Good morning.

•y I MR. BINNALL: Good morning, Your Honor. Jesse Binnall

8 on behalf o£ Lavabit and Mr. Levison.

9I THE COURT: All righu.
10 MR. BINNALL: May it please the Court. We're before

11 the Court today on two separate motions, a motion to quash the
12 requirenent of Lavabit to produce its encryption keys and the
13 motion to unseal and lift the nondisclosure reauiceTr.ents of
14 Mr. Levison.

^5 Your Honor, the motion to quash in this arises because

15 ' the privacy of users is at - of Lavabit's users are at stake.
17 He-re not simply speaking of the target of this investigation,
la We're talking about over -100,000 individuals and entities that
19 are users of Lavabit who use this service because they believe

20 their coitununications are stscure.

21 By handing over the >:eys, the enccyption keys in this

22 case, they necessarily become less secure. In this case it is
23 true chat the face of the warrant itself does limit Che

24 documents or — and coramunications to be viewed and the specific

25 metadata to be viewed to the target of the case,

Tciicy L. HastCall OClX-iJSDC,'liiVA
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1 However, there is a lack of any sort of check or

2 balance in order to ensure that Che — chat the encrypted data

3 of other Lavabit users remain secure. The encryption in this

4 case doesn't protect only content. It protects Icgin data and

5 the other — some of the other metadata involved in this case.

6 We believe that this is not the least restrictive means

7 in order to provide the "government the data that they are

B looking for. Specifically

9 THE COURT: You have tvjo different encryption codes,

10 one for the logins and the messages that are transmitted. You
11 have another code that encrypts the content of the messages,

12 right?

^3 HR, BIKNALL: Your Honor, I believe that that is true.

From my understanding of the way that this works is

•15 that there is one SSL key. That SSL key is what is issue in
16 this case, and that SSL key specifically protects, the
n communication, the over -- the breadth of the communication

18 itself.from the user's actual computer to the server to make

19 sure that the user is communicating with exactly who the user

20 intends to be communicating with, the server.

And that's one of the things that SSL does. It ensures

22 that you're talking to the right person via e-mail and there's
23 not a so-called man in che middle who's there to take that

24 message away.

25 the COURT: Does that key also contain the code of the

Tracy U. Westtflll OCR-OSDC/EOVA
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I message and interpret the message as well?

7 MR. BINNALL: My uncleracanding is that it does, Youc

3 Honor, but because that's not my technical expertise, I'm not

0 going to represent to the Court anything on that one way or

5 another. But my understanding is there is one general key here

6 that is at issue.

the COURT: Well, why would you set up such? I mean, a

8 telephone, you've got telephone numbers and
9 ^ MR. BINNALL: Correct.

the court: —those can be traced very easily without

II any look at the content o£ the message that's there. You-all
12 jcould have set up something the same way. • |
^3 HR. bINNALL: We could have, Your Honor. Actually, if

14 you're to —

15 the court: So 1£ anybody's —you're blaming the
IG government for something that's overbroad, but it seems to me
n that your client is the one that set up the system that's
18 designed not to protect that information, because you Kno'. that
19 there needs to be access to calls that go back and forth to one
20 person or another. And to say you can't do that Just because
21 you've set up a system that everybody has to - has to be
22 unencrypted, if there's such a word, that doesn't seem to me to
23 bo a very persuasive argument.

2, MR. BINNALL; I understand the Court's point, and this
2= is tha way that I understand why it's done that way.

Tracy h. v^scfali CCR-OSCC/st^VA
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1 There's different security aspects involved for people

2 who want to protect their privacy, and there certainly is the

3 actual content of the message themselves. That's certainly what

4 I would concede is the highest security interest.

5 But there's also the security interest to make sure

6 thav they're communicating with who you want to be. communicating

7 with. That is equally of a concern for privacy issues because

8 that is, at the end of the day, one of the things that secures

9 the content of the message,

^0 in this case it is true that most Internet service

n providers do log, Is what they call It, a lot of the metadata
12 that the government wants in this case without that necessarily
13 being enctypted, things such as who something is going to, who
14 it's going from, the time it's being sent, the IP address from
15 which it is being sent.

Lavabit code is not something that you buy off the

n shelf. It is code that was custom made. It was custom made in
18 order to secure privacy to the largest extent possible and to be
19 the most secure way possible tor multiple people to communicate,
20 end so it has chosen specifically not to log that information.
21 NOW, that is actually Information that my client has

• 22 offered to start logging with the particular user in this case.
23 It is,- however, something that ie quite burdensome on him. It
24 is something that would be custom code that would take between
25 20 to 40 hours for him to be able to produce. We believe that

Tracy Li Westfall OCR-OSDC/SOVA

Case 1:13-ec-00297-TCB   Document 25-15   Filed 02/24/16   Page 44 of 65 PageID# 830



Case l:13-ec-00297-TCB *SEALED* Document 11-18 Filed 09/20/13 Page 7of 16 PagelD#
175UNDER SEAL ^DACTED ^

1 is a better alternative than turning over the encryption key

2 which can be used to. get the data for all Lavabit users.

3 I hope that addresses the Court's concern kind of with

4 regard to the metadata and why it is not mote — why Lavabit

5 hasn't created an encryption syscem that may honestly be more

5 within the mainstream, but this is a provider that specifically

I was started in order to have to protect privacy Interests more

S than the average Internet service provider.

g THE COURT: I can understand why the system was set up,

10 but I thiak the government is - government's clearly entitled
II to the information that they're seeking, and just because
12 you-all have sat up a system that makes that difficult, that
13 doesn't In any way lessen the government's right to receive that
14 information just aa they would from any telephone company or any
15 other e-mail source that could provide it easily. Whether
16 it's - in other words, the difficulty or the ease in obtaining
n the information doesn't have anything to do with whether or not
18 the government's lawfully entitled to the information,
15 MR. BINNALL: It is —and we don't disagree that the

20 government is entitled to the information. Se actually -
2;^ the COURT! well, how are we going to get: it? I'm

22 going to have to deny your motion to quash. It's just not
23 overbroad. The governn^enf s askiiig for a very narrow, specific
24 bit of information-, and it's information that they're entitiled
25 to.

Ttacy L. -.iMClSll OCR-OSCC/EDVA
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1 Now, how ace we going to work out that they get it?

2 MR. BINNALL: Youc Honor, what I would atill say is the

3 besc method for them to get it is, first of all, there be some

4 way for there to be some sort of accountability other than just

5 relyir.a on the government; to say v;e're not going to go outside

6 the scope of the warrant.

T This is nothing that is, of course, personal against

8 the government- and the, you know, very proeessional law

9 enforcement officers involved in this case. But quite simply,

10 the way the Constitution is set up, it's set up in a way to

11 ensure that there's some sort of checks and balances =nci

12 accountability.

THlil COURT! What checks and balances need to be set up?

14 m. BINMALLj Well —

^5 the COURT: Suggest something to roe.

MR. I think chat the least restrictive means

1-j possible here is that the government essentially pay the
19 reasonable expenses, meaning in this case my client's extensive

19 labor costs to be capped at a reasonable amount.

90 THE COURT: Has the government ever done that in one of

21 these pen register cases?

22 MR. BINNALL; Not that I've found, Your Honor.

23 the COURT: I don't think so. I've never known of one.

24 MR. BINNALL: And Your Honor's certainly seen more of

25 these than I have. ^

Tracy s.. wuacCall 0ca-U30C/EDV?
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1 THE COURT; So would it be reasonable to start now v;ith

2 yoMr client?

3 MR. BINNRLL: I think everyone would agree that this is

/j an unusual case. And that this case, in order to protect the

5 privacy of 400,000-plus othSr users, some sort of relatively

6 small manner in which to create a log ayotem for this one user

7 to give the government the metadata that they're looking for is

8 the least restrictive mean here, and we can do that in a way

9 that doesn't compromise the security keys.

This is actually a v^ay that tny client

COURT: "iou want to do it in a way that Che

12 government has to trust you

3_3 MR. BINNALL: ^es, Your Honor.

COURT: — to come up with the right data.

15 m. BINNALL: That's correct, Your Honor.

16 THE COURT: And you won't trust the goverment. So why
17 vjould the government trust you?

MR. biNNALL: Your Honor, because that's vjhat the basis

19 of Fourth Amendment law says is more acceptable, is that the
20 government is the entity that you really need the checks and
21 balances on.

22 —

23 . the COURT! I don't know that the Fourth Amendment says

24 that. This is a criminal investigation.
25 MR. BINNALL: That is absolutely correct. [

Tracy L. Meatfsil OCR-USDC/EDV&
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1 THE COURT; A criminal Investigation, and X don't know

2 that the Fourth Amendment says that the person being

3 investigated hece is entitled to more Leeway and more rights

4 than the govermnent is. I don't knov/.

5 MR. BINNRLL: There certainly is a balance of power

6 there. I, of course, am not here to .represent the interest of
-j I'm here specifically looking over my client viho

8 has sensitive data —

9 THE COURT; I understand. I'm trying to think of

10 working out aomething. I'm not sure you're suggesting anything
11 to me other than either you do it and the government, hcis to

12 trust you to giva them whatever you want to give them or you

13 have to trust the government; that they're not going to go into
14 your other files.

15 Is there some other route?

>3R. biNNALL: 1 would suggest that the government

n i'n> sorry - chat the Court can craft an cider to say that v)e

18 can -- that we should work in concert with each other xn order
19 to come up with this coding system that gives the government all

20 of the metadata that we can give them through this logging

21 procedure that we can install in the code, and then using thac
22 as a least restrictive means to see if that can get the
23 governmanc the information thac they're looking for on cha
24 specific account.

- the COURT: How long does it take to install that?

Tracy L. HasuCall OCR-OSOC/EDVA
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1 MR. BINNALL; I mean, 20, 40 hours. So I would suggesc

2 Chat would probably bs a week to a week and a half. Your Honor,

3 although I vjould be willing to talk to my client to see if v/e

4 can get that expedited.

5 THE COURT: To install it?

5 MR. BINNALL: Weil, to write the code.

^ THE COURT: You don't have a code right at the moment.

8 You would have to write something?

9 MR. BINNALL: 'Thac'3 correct. And the portion of tne

10 goverrunenf 3 brief that talks about the money that he was
11 looking for is that reasonable expense for him basically to do
12 nothing for that period of time but write code to install in

and put it in a way that
order to take the data from

the government will aee the logged metadata involved.
THE COURT: All right. I think I understand your

position. I don't think you need to argue this motion to
unseal. This Is a grand jury matter and part of an ongoing
criminal investigation, and any rr.otion to unseal will be denied.

MR, BI1WM.L; It I could have the Court's attention

3USt on one issue ot the nondisclosure provision of this. And I
understand the Court's position on this, tut there Is other
privileged oo«unioations if the Court would be so generous as
to allow v«y, briefly to address that issue?

There's other First Amendment considerations at i-ssue

with not necessarily just the sealing of this, but what

Tracy I. «estfall OCR-OSOC/EDV.^
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1 Nr. Lcvison can disclose and Co whom he may disclose it.

2 The First amendment, of course, doesn't just cover

3 speech and assembly, but the right to petition for a redress of

4 grievances. We're talking about a statute here, and, honestly,

5 a statute that is very much in the public eye and involving

6 issues that are currently pending before Congress.

I think the way that the order currently as written,

8 besides being —

9 THE COURTS You're talking about tfie sealing order?
MR. BINNA1.L: I'm talking about the sealing order and

U the order that prohibits Mr. Levison from disclosing any

12 information.

13 Now, we don't want to disclose - we have no intention,

14 of disclosing the target, but we would like to be able to, for
15 instance, talk to members of the legislature and their staffs
15 about rewriting this in a way that's

the court: No. This is an ongoing criminal

18 investigation, and theirs's no leev,ay to disclose any information
19 about it.

20 MR. BINWALL: And so at that point it will remain with

21 only Mr. Levison and his lawyers, and we'll keep it at that.
22 THE COURT: Let me hear from Mr. Trump.

23 X!s there some way we can work this out or somsching

24 that I can do with an order that will help this or what?
25 MR. TRUMP: I don't believe so, Your Honor, because

Tracy L. WestfoH ocn-U5DC/E5VA
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1 you've already articulated the reaaon why is that anything done

2 by Mr. Levison in terms of writing code or whatever, we have to

3 trust Hr. Levison that we have gotten the infornaT:ion that we

4 were entitled to get since June 28th. He's had every

5 opportunity to propose solutions to come up with ways to address

6 his concerns and he simply hasn't.

7 We can assure the Court that the way that this wculd

a operate, while the metadata stream would be captured by a
9 device, ths device does not download, does not store, no one

10 looka at it. It filters everything, and at the back end of .the
11 filter, We get what we're required tb get under the order.
^2 so there's no agents looking through the 400,000 other

13 bits of information, eustoroers, whatever. No one looks ac that,
1^. no one stores it, no one has access to it. All we're going to
15 look at and all »aTa going to keep is what is called for under
16 the pen register order, and that's all we're asking this Court
n to do.

the COURT: All right. Well, I think that's

19 reasonable. So what is this before me for this morning other

20 than uhls motion to quash and unseal which I've ruled on?
2^ m. TRUMP: The only thing is to order the production

22 of the encryption keys, which jusi,

23 the COURT: Hasn't that already been done? There's a

24 subpoena for that.

25 MR. TRUMP: There's a search warrant for it, the motion

Tcacy I., weacfall OCB-USDC/tDVA
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THE COURT: Search warrant.

N5R. TRUMP: Excuse ffi6?

THE COURT; I said subpoena, but I meant search

warrant.

MR. TRUMP: We issued both/ Your Honor/ but Your Honor

authorized the seizure of that information, find we would ask

the Court to enforce that by directing Mr. Levison to turn over

the encryption losys.

If counsel represents that that will occur, we can not

«aste any ..ore o( the Court's time. I£ he tepresants that
Mr. Le^rison will not turn over the encryption keys, then we have
to discuss what remedial action this courr can take to require
compliance with tliat order.

THE COURT: Well, Xwill order the production of

those — of those keys.

IS that simply Mr. Levison or is that the corporation

as well?

MR. TRUHP: That's one and the same. Your Honor.

Just so the record is clear. We understand from

Mr. Levison that the encryption keys were purchased
commercially. They're not somehow custom crafted by

1 Mr. Levison. He buys them from a vendor and then they're
installed.

THE COURT: Well, I will order that. If you will

Tracy L. WuatEall Ccn,-USE>C/EDV,%
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1 present an order to me, I'll enter it later on.

2 MR. TRUMP; Thank you.

3 MR. BINNALL: Thank you, Your Honor.

4 As far as time frame goes, my client did ask me if zhe

5 Court did order this if the Court could give him approximately

6 five days in order to actually physically get the encryption

1 keys here. And so it will be — or just some sort of reasonable

8 time frame to get the encryption keys here and in the

9 government's hands. He did ask ms to ask exactly the manner

10 that those are to be turned over.

1 TRUMP: Your Honor, we understand that this can be

12 done almost instantaneously, as soon as Mr. Levison makes

13 contact with an agent in Dallas, and we .would ask that he be

14 given 24 hours or less to comply. This has been going on tor a

15 month.

15 the COURT: Yeah, I don't think 24 -- 24 hours would be

17 reasonable. Doesn't have to do it in the next few minutes, but

If] I would think something like this, it's not anything he has to

19 amass or get together. It's just a matter of sending something.

20 So I think 24 hours would be reasonable.

21 1 MR. BINNALL; Yes. Thank you. Your Honor.
22 THE COURT: All right. And you'll present me an order?

23 MR. TRUMP: We will, Your Honor. Thank you.

2<j ! THE COURT: All right. Thank you-all, and we'll
25 adjourn until —'or stand in recess till 3 o'clock. Well,

Tracy L. Weatfali cca-USDC/SDVA
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1 recess till 9 o'clock tomorrow morning.
redacted

(Proceedings concluded at 10:25 a.m.

g CERTIITICRTION

10

I certify, this 3.9th day of August 2013, that the

12 foregoing is a correct transcript from che record of proceedings
13 in the above-entitled matter to the best oE my ability.

Tracy VIestfal

Trscy h. nestisli 0C?-'JSDC/BDVA
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EXHIBIT 19
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IN THE UNITED STATES DISITUCT COURT FOR THE
EASTERN DISTRICT OF VIRGINTA

Alexandria Divisioa r-

) UNDER SEAi
)
) No. 1:13EG297

AU8 i 2013
iQ< THE MATTER 01- THE
APPLICATION OF 'HiE UNITED

STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP A>ro TRACE DEVICE
ON AN ELECTRONIC MAILACCOUNT

^PWDBA.S1l?ClNtt

INTHE MATl'ER OF THESEARCH AND )
SEIZURE OFINFORJ/IATION
ASSOCIATED WITH

STORED ATPREMISES CONTROLLED
BYLAVABITLLC

late Grand Jury

) No.ia3SW522
)

) No. 13-1

ORDER DEm'ING MOTIONS

This matter comes before the Court on the raotjoos ofLavabil tXC aadUdar Levinson,

its owner and opcralon to (D quash the grandjury subpoena and scarch and seizure warrant
compeUing L^vabit liC to provide the government wth encrtyption keys to facilitate the
installation and use ofapen register nnd trap and trace device, ana,(2) unseal court records and
remove anon-disclosure order relating to these proceedings. For the reasons stated fiom the

bench, and as set forth in the govemmenL's response to the motions, it is licteby
ORDERED ibat the motion to quash and motion to iinscal are DENIED;

It is fmther ORDERED that, by 5p.m. CDT on August 2, 2013, Uvabit IXC and Udar

U^^son shall provide the govenuneni with the encryprion keys and any other "infonnanon,

facilities, and teclmical assistance necessaiy to accomplish the instuUation and use of the pen/trap
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device" as required by the July 16,2013 seizure

redacted

warrant and the June 28,2013 pen register order,

:Is tathcr ORDERED that this Older shaU tcmsta mdcr seal until fcuhci order of Ihls
Court

Alexandria, Virginia
August / .2013

/s/
Claude M. Hilton

United Slates District Judge
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EXHIBIT 20
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA r—

Alexandria Division

IN THE MATTER OF THE
APPLICATION' OF TtfE UNITED

) Ur^TOBRSEAL

)
STATES OF M'lERICA FOR AN ORDER ) No. 1:13EC297
authorizing THE USE OF A PEN )
REGISTER/TRAP AND TRACE DEVICE )
ON AM ELECTRONIC MAIL ACCOUNT )

l"N THE MATTER OFTHE SEARCH AND )
SEIZURE OF INFORMATION
associated with ) No. 1:13SW522

)
STORED AT PREMISES CONTROLLED )
dylavabitllc )

In re Grand Jury ) No. 13-1

CUW.U.S. DISIRICICCCRI

MOTION FOR SANCTIONS

The Unifcd Slates, througli ihe undersigned counscl. pursuant to Title 13, United States

Code. Section '101, ticreby moves Tor the issiiancc ofan order imposing sanctions on Lavabii

LLC and Ladar Levison. its o\vner and operator, for Lavabit's failure to comply with this Court's

order enlered August 1. 2013. in support of thismoUon, the United States represents:

1. At tlie hearing on August 1,2013, this Court dircctcd Lavabil to provide the

government with the encryption keys necessary for the operation ofapen register/trap and trace

order entered June 28,2013. Uvubit was ordered to provide those keys by 5p.m. on August 2,

2013. See Order Denying Motions entered August 2,2013.

2. At approxiniaicly l;3Q p.m. CDT on August 2. 2013, Mr. Levison gave ihu FBI a

printout ofwhat he represented lo be the encryption keys needed to operate the pen register. 7\\is
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printout, in what appears to be4-point t>pe, consists of 11 pages of largely ilicyiblc charactcrs.

See Atiachment A. (Tlie aitachmeiU was created by scanning thedocument provided by Mr.

Levison; ilie original documem was described by the Dallas PBIagents as slightly clearer than

the scanned copy but nevertheless illegible.) Moreover, each of the fiv« encryption keys contains

512 individual charactcrs - or a total of 2560charactcrs. To make useof these keys, the FBI

would have to manually input all 2560 charactcfs, and one incorrect keystroke in this laborious

process would render the FBI collection system incapable ofcollecting deciypted data.

3. At approximuicly 3:3Q p.m. EOT (2:30 p.m. CDT), the undersigned .AUSA

contacted counsel for Lavabit LLC and Mr. Uvison and infomted him thai the hard copy format

for receipt of the encryption keys was unworkable and that the government would need the keys

produced in electronic format. Counsel responded by email m6-.30 p.m. EDT siating thav Mr.

Uvison "thinks" i^e can have an electronic version of the keys produced by Monday, August 3.

2013.

4. On August 4,201.3, the undersigned AUSA sent an e-mail to counsel for Lavabii

LLC and Mr. Lcvison staling thai we expect wrcceivc an electronic version of the encryption

keys by 10:00 a.m. CDT on Monday, August 5, 2013. The e-mail indicated that we expect the

keys to be produced in PEM format, an industry standard (lie fomiai for digitally representing

SSL keys. See Altachment B. The e-mail further staled that Uie preferred medium for receipt of

these keys would be a CD hand-delivered to the Dallas office of ihc FBI (with which Mr.

Levtson is familiar). The undersigned AUSA informed counsel for Laval)il LLC and Mr.

Levison that the government would seek anorder imposing sajictions if we did not rcceivc the

"encryption keys inelectronic formal by Monday morning.
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5. The government did noi tcceivc the electronic keys as requested. The

undersigned AUSA spoke with counsel for Lavabit and Mr, Levison at approximately 10:00 a.m.

this morning, and he staled that Mr, Lcvison miglii be able to produce the keys in electronic

format by 3p.m. on August 5, 2013. The undersigned AUSA told counsel that was not

acceptable given that it should take Mr. Levison 5to 10 miniiles lo put the keys onto aCD in

Pf-M format. The undersigned AUSA told Counsel that if ihcrc was some reason why it cannot

be accomplished sooner, to let him know by 11:00 a.m. ihis morning. The government has nol

rcceivcd an answer from counscl, J

6. The government therefore moves the Court to impose sanctions on Lavabit LLC

and Mr. Levison in the amount of S5000 per day beginning at noon (EOT) on August 5.2013,

and continuing cach day irt .he same amount until Lavabit LLC and Mr. Uvisor, comply with
tliis Conn's orders.

7. As noted, Attachment Ato this motion is acopy ofthe printout provided by Mr.

Luvison on August 2, 2013. Attachment Bis amore detailed explanation of how these
encryption keys can be given to the FBI in an electronic formal. Attachmcm Cto this motion is a
proposed order.
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8. Acopy of this moiion. filed under seal, was delivered by cmnil lo counscl for

Lavabil LLCon August 5,2013.

Respcctfiilly submitted,

Neil H. MacBride
UHiled Slates Attorney

'United Slates Atlomcy'̂ mcc
Justin W. Williams U.S. Attorney's Building
2100 Jamieson Avenue
Alexandria, Vii'gitiia223!4
Phone: 703-299-3700
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Attachment A
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AITACHMENTB

Lavabit uses 2048-bitSecureSocket Layer (SSL) certificmes purchased from GoDaddy 'o
er.crypi communication between users and its server. SSL cnco^ption enrjploys public-key
cryptography, in which both the sender iind receiver each have wo mathematically linked keys: a
'̂ public" key and a"private" key. "Public" keys aic published, but "private" keys arc not. In this
circumstance, a Lavabil customer uses Lavabii's published public key lo initiate an encrypted
email session with Lavabil over Ihe imernct. Lavabii's servers then decrypt ihis traffic \isiug their
private key. The only way to decrypt this traffic is tluough ihe usage ofthis private key. .A SSL
certiHcatc is another name for a published public key.

ToobLiin a SSLcenificate from GoDaddy. a user needs lo first generate a 2Q48-bit
private key on his/her computer, Depending on the operating system and web server used, there
are multiple wavs lo generate aprivate key. One of the more popular methods is to use afreely
available command-line tool called OpenSSL. This generation also creates acertificate signing
request file. The user sends this file lo Uic SSL generation auihority (e.g. GoDaddy) and
GoDaddy then sends back the SSL certificate. The private key is not sent lo GoDaddy and
should be retained by the user. This private key is stored on the user's web server to permit
decryption of inicmct traffic, as described above. The FBI's collection system thai will be
installed to implement ihe PRyTT also requires the private key to be stored lo decrypt Uvabu
email and internet traffic. This decrypted traffic will then be filtered for the target cmai! address
specified in the PRTTl' order.

Depending on how exactly the private key was first generated by the user, it itself niay be
encrypted and protected bv apassword supplied by the user. This additional level oi stcurily is
useful if. lor o.xample, abackup copy of the private key is stored on aCD. If thai CD ww lost or
stolen. Ihe private key v/ould not be compromised because apassword would be required to _
access it Mowcvcr, the user thai gcncraled the private key would have supplied it at generation
time and would thus have knowledge of it. The OpenSSL tool described above is capable of
decrvpting encryi)icd private keys and converting the keys to anon-encrypted rormat wiih a
simple, wcll-documcntcd command. The FBI's collcction system and most web servers requires
the key to bestored inanon-enciyptcd format.

A2048-bit key is composed of 512 characters. The standard practice of exchanging
private SSL keys between entities is to use someeleclronic medium {e.g., CD or securcinicmci
ex-change). SSL keys are rarely, ifever, exchanged verbally or through print medium due to their
long length nnd possibility of human error. Mr. Levison has previously stated that Lavabil
actually uses five separate public/private key pairs, one for each type of mail protocol used by
Lavabit.

PF-M Ibrmat is an industry-standard file format for digitally representing SSL keys. PEM
flies can easily Ik creatcd using the OpenSSL tool described above. 1he preferred medium for
receiving these keys would beon a CD.
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

.Aiexandria Division

) XJKDERSEALIKTHElvIATTEROFTHE
APPLICATIOM of THE UNITED
STATES OF AMERICA FOR AN ORDER ) No, 1:13EC297
AUTHORIZING THE USB OFAPEN )
REGISTER/TRAP AND TPvACE DE\TCE )
ON AN ELECTRONIC MAIL ACCOUNT )

)

IN THE MATTER OF THE SEARCH AND )
SEIZURE OF TNTORMATION )
ASSOCIATED wrrH ) No. 1:WSW522

ST0IU5D at PR£^aSES CONTROLLED )
BY LAVABIT LLC )

)

Ir re Grand Jury ) No. 13-1

5x..

ORDER

This mailer comes before the Court on Ihe motion of Ihe govenmient for sanctions for

failtire to comply with this Court's order entered Aupist 2,2013. For the reasons stated in the
sovemmenfs tnotlon. and pursuant to Title 18. United States Code, Secrtion 401, It Is hereby

ORDERED ihat the moUon for sanctions is panted;

It is further ORDERED (hat. ifthe encryption keys necessary to implement the pen

resister and trap and trucc device are not provided to the FBI in PEM or equivalent electronic
fomiat by noon (CDT) on August 5,2013. a fine offive thousand dollars (SS.000.00) shall be

imposed on Lavabit LLC and Mr. Lcvison;

It is ftinlier ORDERED that, if the encryption keys necessary to tmpleinenl the pen

register and trap and trace device aiu not provided to the FBI in PEM or equivalent electromc
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formal by noon (CDT) each duy thereafter beginning Augusi 6,2013. a fine of five ihousand

dollars ($5,000.00) shall be imposed on Uvabit LLC and Mr. Levison for each day of non-

compliancc; aiid

It is further ORDERED that the government's motion for sanctions and this Order shall

remain under seal until further order of this Court.

Alexandria, Virginia
August ^ . 2013

/jl
Claude M. Hilton

United States District Judge
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IN THB UNITED STATES DISTRICT COURT FOR THE
eastern DISTRICT OFVIRGINIA

Alexandria Division

IN THE MATTER OF THE
application of THEUNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
and TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OFTHE SEARCH
and seizure of INFORMATION
AggnniATEDWlTHlH^^HUpH^lrHAT IS

^^^SCTn^ontrolled at
PREMISES controlled BY
LAVABIT LLC

FILED TJWBER SEAL

No. 1:13EC297

No. 1:13SW522

NOTICE OF APPESAL

Notice i. hereby given that Lavabit LLC ("Lavabif) and Mr. Ladar Levi=™
("Mr. Uviaon') in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit irom the Orders of this Court entered
on August 1, 2013 and August 5. 2013.

LAVABIT LLC

/7/n / LADAR LEVISON
/ /W/ /// By counsel

j//sc R. Bmhall, VSB# 79292
^nley 85 Binnall, PLLC
rose? Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counselfor Lavabit LLC
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CertificateofServise

IcertilV that on thia 15th day ofAugust, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses hsted below:

United States Attorney's Office
Eastern District of Virginia
2100 Jamieaon Avenue
Al^vanriTia. VA 22314

Jesse/R<^innail
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IN THEUNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OP VIRGINIA
Alexandria Division

FILED TINDER SEAL

In re Grand Jury No. 13-1

NOTICE OP APPEAL

Notice 18 hereby given that Lavabit LLC ("Lavabit") and Mr. Ladar Levison

CTi/Ir. Levison") in the above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1.2013 and August 5, 2013.
LAVABIT LLC

/7 /7 LADAR LEVISON
/ ' 4'(/ // Counse?

JeM R. BirfiWirvSB# 79292
Bi'̂ ey &Binnall, PLLC
ld387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC
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Certificate of Service

Icertify that on this ISth day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at theaddressea Usted below:

United States Attorney's Office
Eastern District of Virginia
2100 Janiieson Avenue

Jesse Rf Birmall

Case 1:13-ec-00297-TCB   Document 25-16   Filed 02/24/16   Page 13 of 16 PageID# 864



Case l-13-ec-00297-TCB *SEALED* Document 11-23 Filed 09/20/13 Page 1 of 3 PagelD#
209

EXHIBIT 23
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division.

IN THE MATTER OF THE
application of the UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
and TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION

IS

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILED TINDER SEAL

No. 1:13SW522 .

NOTICE OF APPEAL

NoUce is hereby given that Lavabit LLC ("Lavabit") and Mr. Ladar Levison

("Mr. Lcvison") in Uie above named case, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered
onAugust 1, 2013 and-August 5, 2013.

Je^e R. Binn^^SB# 79292
K^nley &Binnall, PLLC
^387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnaU@bblawonline.com
Counselfor Lavabit LLC

LAVABIT LLC

LADAR LBVISON

By Counsel
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Hftrtificate of Service

I.eriify that on this 16th day of August, 2013 this Noto of Appeal was
emailed and mailed to the person at the addresses listed below.

United States Attorney's Office
Eastern District of Virginia
2100 Jaraieson Avenue
Alp.xandria. VA 22314 .

R' Binnall
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

n L E.

OCT 2 2013

fN THE MATTER OF THE
APPIJCATION OF THE UNITED
STATES authorizing THE USE OF

A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INF0R.MAT10N
ASSOCIATED WITH

NO. 1:13 EC 297

CUW.US DISTRICT COURl

'Act
St)

THAT IS STORED AND CONTROLLED
AT .PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 SW 522

NO. 13-1

UNDERSEAL

.ORDER

The United Siaies has proposed paniaily unsealing records in ihis manor due to public

disclosures made by Ladar Levison and Lavabil, LLC and for the purpose of creating a public

record for Mr. Levison's appeal. The Court has considered the original scaling orders, the

motions in support of the original sealing orders, the government's cx pane motion to unseal

certain documenis, and the prior pleadings ofMr. Levison, and hereby llnds that:

(1) the govemmenl has a compelling interest in keeping certain infonnation in the

documenis sealed, and the govcmmeni has proposed redacted versions of the documents thai

minimizes the information under seal;

(2) the government's interest in keeping the redacted material scaled oiiivi'ciglis any

public interest in disclosure; and
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(3) having considered alternatives to theproposed redactions none will adequately protect

that interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above captioned

matter are partially unsealed. The unsealed records areattached to this Order. To theextent any

such record iscovered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the

non-disclosure obligation does not apply to the unsealed, redacted version of the document. The

Clerk of the Court may publicly release the redacted version of any of the records attached to this

Order. Any record not attached to this Order, aswell as the unredacted copies of any record filed

in the above-captioned matter, including the government's exparte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

Date: 2-.
Alexandria, Va

The Honorable Claude M. Hilton

United States District Judge
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division inina Division 2015 DEC ! I P > 30

CLERK US DISTRICT COURT
FILED UNDER SEALALEXAflDRlA. ViRGINlAIN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE

OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN

ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH

AND SEIZURE OF INFORMATION

ASSOCIATED WITH

^^^^HBH^THAT IS
STORED AND CONTROLLED AT

PREMISES CONTROLLED BY

LAVABIT LLC

In re Grand Jury

No. 1:13EC297

No. 1:13SW522

No. 13-1

MOTION TO UNSEAL RECORDS AND VACATED NON-DISCLOSURE

ORDERS AND MEMORANDUM OF LAW IN SUPPORT OF MOTION

Lavabit, LLC ("Lavabit") and Mr. Ladar Levison ("Mr. Levison")

(collectively "Movants") move this Court to fully unseal records and vacate non

disclosure orders that are over two years old. While these records have been

partially unsealed, Mr. Levison is still prevented from disclosing the target of

the subpoenas, specifically the named individual and the email address(es)

searched, and the non-disclosure orders are still in effect. The account holder

at issue is
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The Facts

Mr. Levison, a resident ofTexas, formed Lavabit in 2004 as a secure and

encrypted email service provider. At its peak, Lavabit provided email service to

approximately 410,000 users worldwide.

In the spring of 2013, the United States launched a criminal

investigation into the activities of^^^^f. As part of this investigation, theinvestigation into the activities As part of this investigation, the

federal government (1) subpoenaed Lavabit for billing and subscriber

information related to^^^^Hemail account with Lavabit, (2j obtained an
order requiring Lavabit to install a pen-trap device to intercept all electronic

communications involving iccount, and (3) issued a search warrant

to Lavabit for all information necessary to access their encrypted data, Exhibit

A through C. The latter involved a request for Lavabit's private encryption keys'

which would allow the government to access the plain-text for all the traffic

traversing the Lavabit network, including emails and customer passwords.

After exhausting its options in court, and subsequently finding itself the

subject of a contempt charge, Lavabit surrendered its private encryption key.

Concurrently Mr. Levison chose to suspend the operation of Lavabit's email

service.

' Lavabit employed an industry standard to provide transport layer security
("TLS"), sometimes called a secure socket layer ("SSL"), to ensure the privacy
and security of communications between Lavabit and its users. TLS makes use
of two "keys", one public, and the other private, which work together to verify
the identity of Lavabit's servers and setup an encrypted network connection.
This encryption protects the data sent between the server and a user's email
client, or web browser.
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the subject of the investigation, which led to the government

demanding unfettered access to the private communications for all of Lavabit's

customers,

foreseeable future.

the United States filed a criminal complaint against

in the District Court for the Eastern District of Virginia, charging him

with'

Act. Though initially filed under seal, the United States unsealed the complaint

Lavabit and Mr. Levison challenged the validity and constitutionality of

the search warrant and orders. This Court denied Lavabit's request to quash

the search warrant and grand jury subpoena, and twice denied the movants'

motion to unseal court records. Lavabit appealed the decision to the Fourth

Circuit Court of Appeals, and while the appeal was pending, this Court

partially unsealed portions of the record, Exhibit D. The Court continued to

redact the target's name and email addresses.
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Two years later, a lifetime, in today's media cycle, the search warrant,

grand jury subpoena, and other pleadings and orders remain partially sealed,

and Mr. Levison is still subject to the non-disclosure orders of June 10, 28 and

July 16, 2013 {"the non-disclosure orders"). As such, he may neyer disclose

mail accounts are what spawned the government's request

and led to the subsequent legal proceedings.

I. THE NON-DISCLOSURE ORDERS ARE INVALID BECAUSE THEY
VIOLATE MR. LEVISON'S FIRST AMENDMENT RIGHT TO FREE

SPEECH

All three non-disclosure orders were issued by the Court pursuant to the

Stored Communications Act ("SCA") at 18 U.S.C. § 2705(b). These orders

constitute notice preclusion authorized by the SCA. Such an order is "a type of

gag order." In re Sealing & Non-Disclosure ofPen/Trap/2703(d) Orders, 562 F.

Supp. 2d 876, 879-80 (S.D. Tex. 2008). A restriction on speech survives

judicial scrutiny only "if it 'is necessary to serve a compelling state interest and

is narrowly drawn to achieve that end.IOTA XI Chapter ofSigma Chi

Fraternity v. George Mason Univ., 993 F.2d 386, 394 (4th Cir. 1993)

(Mumaghan, J., concurring) (quoting Simon & Schuster, Inc. v. New York Crime

Victims Board, 502 U.S. 105, 118 (1991}).

By requesting a gag order, the government's purpose is to preclude Mr.

Levison from speaking about an entire topic, namely, the object of the search

and seizure warrants to Lavabit and the underlying criminal investigation of

See Ward v. Rock Against Racism^ 491 U.S. 781, 791 (1989) (opining
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that "the government's purpose is the controlling consideration. Aregulation

that serves purposes unrelated to the content of expression is deemed

neutral..."). In fact, the non-disclosure orders prohibit Mr. Levison from

disclosing the link between the federal government's, now public, investigation

of^^^HI and his email accounts with Lavabit. Such restrictions qualify as

content-based regulation of speech.^ See Bartnicki v. Vopper, 532 U.S. 514,

526 (2001). The Supreme Court has held that content-based regulation of

speech is "presumptively invalid." R.A.V. u. City of St. Paul, 505 U.S. 377, 381-

82 (1992) (noting that the "First Amendment generally prevents government

from proscribing speech, or even expressive conduct, because of disapproval of

the ideas expressed.").

Within First Amendment jurisprudence, government action in the form of

an administrative or judicial order forbidding certain speech has been

described as a "prior restraint." Alexander v. United States, 509 U.S. 544, 550

(1993) (quoting M. Nimmer, Nimmeron Freedom of Speech § 4.03, p. 4-14

(1984)) ("The term 'prior restraint' is used to describe administrative and

judicial orders forbidding certain communications when issued in advance of

the time that such communications are to occur."). "Temporary restraining

2 Although the government action at issue in this case does not involve a law in
the ordinary sense, the Supreme Court has held that a government
investigation is nonetheless subject to First Amendment scrutiny. Watkins v.
United States, 354 U.S. 178, 197 (1957) ("While it is true that there is no
statute to be reviewed, and that an investigation is not a law, nevertheless an
investigation is part of law-making. It is justified solely as an adjunct to the
legislative process. The First Amendment may be invoked against infringement
of the protected freedoms by law or by lawmaking").
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orders and permanent injunctions—i.e., court orders that actually forbid

speech activities—are classic examples of prior restraints." Nimmer, at 4-16.

See, e.g., New York Times Co. v. United States, 403 U.S. 713, 714 (1971) (per

curiam) (striking down injunctions barring the New York Times and

Washington Post from publishing excerpts from the "Pentagon Papers"). The

gag order issued in this case is also a speech restrictive injunction and, thus,

an example of prior restraint that is "constitutionally disfavored in this nation

nearly to the point of extinction." In re Sealing & Non-Disclosure of

Pen/Trap/2703(d) Orders. 562 F. Supp. 2d 876, 882 (S.D. Tex. 2008) (quoting

United States v. Sroi^n, 250 F.3d 907, 915 (5th Cir. 2001)).

Moreover, "(a)ny prior restraint on expression [arrives in court] with a

'heavy presumption' against its constitutional validity," with the government

having the burden of proving that such a restriction is justified. See Nebraska

Press Ass'n v. Stuart, 427 U.S. 539, 558-59 (1976) (quoting Organizationfor a

Better Austin v. Keefe, 402 U.S. 415, 418-20 (1971). In Nebraska Press, the

Supreme Court noted that a prior restraint is an immediate and irreversible

sanction because it "freezes" speech, which is "the most serious and the least

tolerable infringement on First Amendment rights." Id. at 559. Applying this

reasoning, other courts have held that the Stored Communications Act and

federal pen/trap statute do not permit gag orders of indefinite duration. See,

e.g. In re Sealing & Non-Disclosure ofPen/Trap/2703(d) Orders, 562 F. Supp.

2d 876, 895 (S.D. Tex. 2008) (holding that a 180-day period is "most

reasonable as a default setting for sealing and non-disclosure" orders); Matter
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ofGrand Jury Subpoenafor: [Redactedj^ahoo.com, No. 5:15-CR-90096-PSG,

2015 WL 604267, at *1 (N.D. Cal. Feb. 5, 2015) (denying government's motion

to gag Yahoo!, pursuant to 18 U.S.C. 2705(b), "until further order of the

court")).

In this case, the federal government has prohibited Mr. Levison from

disclosing the target in the Lavabit proceedings, and freely discussing the

underlying investigation concerning This specific prohibition of an

entire topic is a content-based restriction of Mr. Levison's speech under the

First Amendment. For such a gag order to be constitutional, it must be

narrowly tailored to serve a compelling government interest. IOTA XI, 993 F.2d

at 394. In addition, the gag order in this case applies to Mr. Levison "until

otherwise authorized" by the Court. Indeed, even in the very serious context of

national security, the Supreme Court has found that a prior restraint is

permissible only if the speech will "surely result in direct, immediate, and

irreparable harm to our Nation or its people." New York Times v. United States

(Pentagon Papers), 403 U.S. 713, 730 (1971) (per curium) (Stewart & White,

JJ., concurring).^

3 The Stewart-White concurrence is the holding of the case because, of the six
Justices who concurred in the judgment. Justices Stewart and White
concurred on the narrowest grounds. See Marks v. United States, 430 U.S.
188, 193 (1977) ("(wjhen a fragmented Court decides a case and no single
rationale explaining the result enjoys the assent of five Justices, the holding of
the Court may be viewed as that position taken by those Members who
concurred in the judgment on the narrowest grounds") (internal quotation
omitted); accord, City ofLakewood v. Plain Dealer Publ'g Co., 486 U.S. 750, 764
n. 9 (1988). In New York Times v. United States, Justices Black and Douglas
would clearly have refused to enjoin publication even if the Government had
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18 U.S.C. § 2705(b) authorizes notice preclusion, but only if the court

has reason to believe that notification will result in:

(1) endangering the life or physical safety of an individual;

(2) flight from prosecution;

(3) destruction or tampering with evidence;

(4) intimidating of potential witnesses; or

(5) otherwise seriously jeopardizing an investigation or unduly delaying a

trial. § 2705(b)(l)-{5).

First, there is no evidence or insinuation in the government's filings to

suggest that a disclosure by Mr. Levison or Lavabit of the sealed informadon

would somehow endanger somebody's life or safety. Second, there is no risk

will flee from prosecution, as a result of such disclosure,

because he has already fled from prosecution. Third, there Is no risk that

l^^^mwill tamper with his Lavabit accounts or otherwise alter his behavior

if Mr. Levison were to disclose the information under seal because Lavabit is no

met Stewart's test. See, e.g., New York Times, 403 U.S. at 730 (Black, J.,
concurring) (Black & Douglas, JJ., concurring) (no evidence that disclosure
would cause "direct, immediate, and irreparable damage...") Justice Brennan
also would likely have held more broadly. "{T]he First Amendment tolerates
absolutely no prior judicial restraints of the press predicated upon surmise or
conjecture that untoward consequences may result. . . . [0]nly governmental . .
. proof that publication must inevitably, direcdy, and immediately cause the
occurrence of an event kindred to imperiling die saJety of a transport already at
sea can support even the issuance of an interim restraining order. In no event
may mere conclusions be sufiTcient: for if the Executive Branch seeks judicial
aid in preventing publication, it must inevitably submit the basis upon which
that aid is sought to scrutiny by the judiciary." Id. at 725-27 (Brennan, J.,
concurring).
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longer operating its email service. This makes it impossible forjm^^ to
access, let alone tamper with his accounts. The investigation is already two

years old, so any compelling interest the government may have had, as defined

in 18 U.S.C. § 2705(b), has long since expired. Without a compelling

government interest, the continued suppression of Mr. Levison's speech cannot

pass constitutional muster. See United States v. O'Brien, 391 U.S. 367, 376-77

"[The GovemmentJ must demonstrate that the recited harms are real, not

merely conjectural, and that the regulation will in fact alleviate these harms in

a direct and material way." Turner Broad. Sys., Inc. v. FCC, 512 U.S. 622, 664

(1994) (internal quotation marks and citations omitted). The government

cannot meet this burden here because it cannot demonstrate that any actual

harm will occur as a result of fully unsealing these documents, indeed, its

recited harms are now two years old, and any urgency to their claims, if it

existed, has vanished with the passage of time. Even if the government had a

compelling interest when the gag order was issued, the passage of time has

tipped the scales and now favors the movant's First Amendment right to free

speech. The Southern District of Texas recognized as much when it held that a

180-day period is "reasonable as a default setting for sealing and non-

•• In United States v. O'Brien, the Supreme Court held that the government may
regulate speech if: (1) the regulation is within the government's constitutional
power; (2) the regulation furthers an important or substantial government
interest; (3) the governmental interest is unrelated to the suppression of free
expression; and (4} the incidental restriction on alleged First Amendment
freedoms is no greater than is essential to the furtherance of that interest.
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disclosure" orders. In re Sealing & Non-Disclosure ofPen/Trap/2703(d) Orders,

562 F. Supp. 2d 876, 895 {S.D. Tex. 2008). The gag order in this case, which

prohibits Mr. Levison from speaking freely, has already eclipsed this

"reasonable" period, as cited in In re Sealing & Non-Disclosure, by a factor of

Fourth, the gag order does not relate to other witnesses; it simply

prohibits Mr. Levison from confirming that the linvestigation led to the

Lavabit proceedings, and discussing the investigation in its proper context.

Despite was the target, Mr.

Levison has been required to tread carefully, and discuss them separately; an

act of verbal contortion. He is perpetually in fear that a misstep will result in

this Court holding him in contempt for violating its gag orders.

Fifth, there is no risk that a disclosure would jeopardize the investigation

is publicbecause the government's investigation of

The that the government actually

sought to search Lavabit for evidence related to The government's

prohibitions on speech do not protect the secrecy of, or otherwise imperil a

government investigation, but rather prevent Mr. Levison from fully engaging in

the public discourse involving and the subsequent government

investigation. See In re A 18 U.S.C. § 2703 Order Issued to Google on June 10,

2012, 2012 U.S. Dist. LEXIS 25770, at *2 (E.D. Va. 2012) (Jones, Jr., J.)

(stating that the government's concern of confidentiality is moot, because the

use of the government's tools in this matter have been widely publicized). See,
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The gag orders preventing the release of information that this motion seeks

to unseal are not narrowly tailored or designed to achieve a specific and

important purpose. Instead, they are a prior restraint on Mr. Levison's speech,

of unlimited duration, which have greatly affected Mr. Levison and Lavabit,

while doing nothing to further the government investigation. As such, the gag

orders represent a violation of the movants First Amendment's right to free

speech.

II. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE

SEALED DOCUMENTS

Despite the lack of statutory authority, the 2703(d) search warrant and

other related documents, along with the 2705(b) Order, remain partially under

seal and the subject of non-disclosure, or "gag" orders. The sealing of judicial

records imposes a limit on the public's right of access, which derives from two

sources, the First Amendment and the common law. Va. Dep't ofState Police v.

Wash. Post, 386 F.3d 567, 575 (4th Cir. 2004) (citing Stone v. University ofMd.

Med. Sys. Corp., 855 F.2d 178, 180 (4th Cir. 1988)); see Richmond Newspapers,

Inc. V. Virginia, 448 U.S. 555, 580 (1980) (the press and public have a First

Amendment right to attend a criminal trial); Press-Enterprise Co. v. Superior

'The title of this article was chosen by not Mr. Levison.
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Court, 478 U.S. 1. 2 (1986) (the public has a First Amendment right of access

to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Search
Warrant

"For a right of access to exist under the First Amendment or common

law, the document must be a 'judicial record." United States v. Applebaum, 707

F.3d 283, 290 (4th Cir. 2013) (citing Baltimore Sun Co. v. Goetz, 886 F.2d 60,

63-64 (4th Cir. 1989)). In Applebaum, the Fourth Circuit held that § 2703(d)

orders and subsequent orders issued by the court are judicial records because

they are judicially created. Id. at 290. The Court also held that the common law

presumption of access attaches to such documents. Id. at 291. In this case, the

2705(b) Order was issued pursuant to 18 U.S.C. § 2703(d), therefore it is a

judicial record and a presumption of access attaches to it.

To overcome the common law presumption of access, a court must find

that there is a "significant countervailing interest" in support of sealing that

outweighs the public's interest in openness. Id. at 293. Under the common law,

the decision to seal or grant access to warrant papers lies within the discretion

of the judicial officer who issued the warrant. Media Gen. Operations, Inc. v.

Buchanan, 417 F.3d 424, 429 (4th Cir. 2005). If a judicial officer determines

that full public access is not appropriate, he or she "must consider alternatives

to sealing the documents," including granting some public access or releasing a

redacted version of the documents. Id. (quoting Baltimore Sun, 886 F.2d at 66).

In the present case, now, two years later, there is no longer a need for such
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partial redactions because the government's investigation o is well

known and widely publicized.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documents

There are no provisions in the SCA to seal orders or other documents. By

contrast, the Pen/Trap Statute authorizes electronic surveillance and directs

that pen/trap orders be sealed "until otherwise ordered by the court". 18

U.S.C. §§ 3123. Similarly, the Wiretap Act, another surveillance statute,

expressly directs that applications and orders granted under its provisions be

sealed. 18 U.S.C. § 2518(8)(b). Thus, Congress has specifically provided for

sealing provisions when it has so desired. Additionally, where Congress

includes particular language in one section of a statute but omits it in another,

it is assumed that Congress acted intentionally. Keene Corp. v. United States,

508 U.S. 200, 208 (1993). Therefore, Congress has provided no statutory basis

for sealing an application or order under the SCA that would overcome the

common law right to access.

c. The First Amendment Right To Petition The Government For
Redress Of Grievances Demands Public Access

The Petition Clause of the First Amendment protects the public's right to

petition the government for redress of grievances. Borough ofDuryea, Pa. v.

Guamierit 131 S.Ct. 2488, 2494 (2011). "It was not by accident or coincidence

that the rights to freedom in speech and press were coupled in a single

guaranty with the rights... to petition for redress of grievances." Id. at 2495

(quoting Thomas v. Collins, 323 U.S. 516, 530 (1945)). Free speech allows the
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public to state its grievances and the right to petition ensures that it can

communicate those grievances to the government. Id. The non-disclosure

orders in this case deny Mr. Levison these fundamental rights and forbid him

from discussing portions of his experience with the world freely and without

fear.

The non-disclosure orders prohibit Mr. Levison from disclosing any

information regarding the target of the underlying investigation. A

representative democracy depends upon the people being afforded the

opportunity to air their grievances to their representatives. Mr. Levison has

been and continues to be denied the ability to petition the government for

redress. These orders are the hallmark of an extremely unsettling expansion of

government power that jeopardizes the privacy of thousands to aid the

investigation of an individual. Even a partial concealment of these proceedings

undermines Mr. Levison right to voice his political opinions and threatens the

free formation of opinions on a matter of public import.

Conclusion

For the foregoing reasons, Lavabit and Ladar Levison respectfully move

this Court to lift fully the non-disclosure orders issued to Mr. Levison.

LAVABIT LLC

^ By Counsel

j/sie R. BMnallpVSB# 79292
Louise T. aitc|ii^a, VSB# 86200
Harvey 85 airmail, PLLC

717 King Street, Suite 300
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Alexandria, Virginia 22314
(703) 888-1943 Telephone
(703) 888-1930- Facsimile
jbinnall@harveybinnall.com
lgitcheva@harveybinnall.com
Counsel for Lavabit LLC

cted
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Certificate of Service

I certify that on this 11th day of December, 2015, this Motion to Unseal
Records and Vacate Non-Disclosure Orders and Memorandum of Law in
Support of Motion was hand delivered to the person at the addresses listed
below:

James L. Trump
Senior Litigation Counsel
United States Attorney's Office
Eastern District of Virginia
2100 Jamieson Avenue

Alexandria, VA 22314
jim.trump@usdoj.gov
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES OF AJvIERJCA FOR AN ORDER

AUTHORIZING THE USE OF A PEN

REGISTER/rR.\P AND TRACE DEVICE

ON AN ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH AND

SEIZURE OF INFORMATION

ASSOa^E^mi^^

STORED AT PREMISES CONTROLLED

BY LAVABIT LLC

In re Grand Juiy

FILED UNDER SEAL

No. 1:13EC297

No. !:13SW522

No. 13-1

SEALING ORDER

Upon the motion ofthe United States, good cause having been shown, ii is hereby

ORDERED that:

The grand jury subpoena issued to Ladar Norman Levison for an appearance on July 16,

2013, shall be placed underseal until further orderof this Court;

It is further ORDERED that the government shall serve Mr. Levison with acopy ofthis

Order along with a copy of its motion to seal; and

It is fiirther ORDERED that the government's motion to seal the grand jury subpoena and

this Order shall be placed under seal.

.Alexandria, Virginia
July /C .2013

Claude M. Hilton

United States District Judge

EXHIBIT
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
INSTALLATION AND USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER

(Under Seait

l:13ECSl^1

'4crj

This matter having come before the Court pursuant to an Application under 18 U.S.C.

§ 3122, by Andrew Peterson, Assistant United States Attorney, an attorney for the Government

as defined by Fed. R. Crim. P. 1(b)(1), requesting an Order under 18 U.S.C. § 3123, authorizing

the installation and useof a pen registerand the use of a trap and trace device or process

("pen/trap device") on all electronic communications being sent from orsent to the account

associated subscriber^m^^^^^l at
Lavabit, LLC (hereinafterreferred to as the "SUBJECT ELECTRONIC MAIL ACCOUNT").

TheCourt finds that theapplicant hascertified that the information likely to beobtained bysuch

installation and use is relevant to an ongoing criminal investigation into possible violation(s) of

18 U.S.C. §§

FT APPEARING that the information likely to be obtained by the pen/trap device is

relevant to an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant to 18 U.S.C. § 3123, thai a pen/trapdevice may be installed

and used by Lavabit and the Federal Bureau of Investigation to capture all non^ontent dialing,

routing, addressing, and signaling information (as described and limited in the Application), sent

from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of

the initiation and receipt of such transmissions, to record the duration of the transmissions, and to

record user log-in data (date, time, duration, and Internet Protocol address of all log-ins) on the
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SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of

such Order or thedate the momtoring equipment becomes operational, whichever occurs later;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall

furnish agents from the Federal Bureau ofInvestigation, forthwith, all information, facilities, and

technical assistance necessary to accomplish the installation and useof the pen/trap device

unobtrusively and with minimum interference to the services that are accorded persons with

respect to whom the installation and use is to take place;

IT IS FURTHERORDERED that the United States take reasonable steps to ensure that

the monitoring equipment is not used tocapture any "Subject:" portion of an electronic mail

message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of

Investigation for reasonable expenses incurred in providing technical assistance;

IT IS FURTHERORDERED that, in the event that the Implementing investigative

agency seeks to install and use itsown pen/trap device on a packet-switched data network of a

public provider, the United States shall ensure that a record is maintained which will identify: (a)

any officer(s) who installed the device and any officer(s) who accessed the device to obtain

information from the network; (b) the date and time the device was installed, the date and time

the device was uninstailed, and the date, time, and duration of each time the device is accessed to

obtain information; (c) the configuration of the device at the lime of its installation and any

subsequent modification thereof; and (d) any information which has been collected by the device.

To the extent that the pen/trap device can be set to automatically record this information

electronically, the record shall be maintained electronically throughout the installation and use of

the pen/trap device. Pursuant to 18 U.S.C. § 3123(a)(3)CB), as amended, such record(s) shall be

provided ex parte and under seal to this Court within 30 days of the termination of this Order,

including any extensions thereof;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such Order may be
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^OACTED
furnished to the Federal Bureau of Investigation, the United Stales Attorney's Office, and

Lavabit;

IT IS FURTHER ORDERED lhat Lavabil shall not disclose the existence of the pen/trap

device, or the existence of the investigation to any person, except as necessary to effectuate this

Order, unless or until otherwise ordered by the Court.

SO ORDERED:

SteUs Magbtiate Judge
Hon. Theresa C, Buchanan
United Stales Magistrate Judge
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^ -1
UNITED STATES DISTRICT COURT f t

FOR THE EASTERN DISTRICT OF VIRGINIA li I 0 20''

IN RE APPLICATION OF THE

UNITED STATES OF AMERICA FOR

AN ORDER PURSUANT TO

18 U.S.C.§ 2703(d)

{ Ci I.- :

MISC. NO. 1:13 EC 3v5H

Filed Under Seal

ORDER

The United States has submitted an application pursuant to 18 U.S.C. § 2703(d).

requesting that the Court issue an Order requiring Lavabit LLC, an electronic communications

service provider and/or a remote computing service located in Dallas, TX, to disclose the records

and other information described in Attachment A to this Order.

The Court finds that the United States has offered specific and articulable facts showing

that there are reasonable grounds to believe that the records or other information sought are

relevant and material to an ongoing criminal investigation.

The Court determines that there is reason to believe that notification of the existence of

this Order will seriously jeopardize the ongoing investigation, including by giving targets an

opportunit>- to flee orcontinue flight from prosecution, destroy or tamper with evidence, change

patterns of behavior, or notify confederates. See 18 U.S.C. § 2705(b)(2), (3), (5).

IT IS THEREFORE ORDERED, pursuant to 18 U.S.C. § 2703(d). that Lavabit LLC

shall, within ten days of the date of this Order, disclose to the United States the records and other

information described in Attachment A to this Order.

IT IS FURTHER ORDERED that Lavabit LLC shall not disclose the e.xistence of the

application of the United States, or the existence of this Order of the Court, to the subscribers of

theaccount(s) listed in Attachment A, or to any other person, unless and until otherwise

EXHIBIT
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authorized to do so by the Court, except that Lavabit LLC may disclose this Order to an attorney

for Lavabit LLC for the purpose of receiving legal advice.

IT IS FURTHER ORDERED that the application and this Order aresealed until

otherwise ordered by the Court.

United StatesMagistrate Judge

_A "r/'i OOPV.
'J.C. Di3 COv!''"i

L-~7Z/vC~
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ATTACHMENT A

I. The Account(s)

The Order applies to cenain records and information associated wiih the following email
account(s):

II. Records and Other Information to Be Disclosed

Lavabil LLC is required to disclose the following records and other information, ifavailable, to
the United States for each account or identifier listed in Part I of this Attachment ("Account"),
for tlie time period from inception to the present:

A. The following information about the customers or subscribers of the Account:

[. Names (including subscriber names, user names, and screen names);

2. Addresses (including mailing addresses, residential addresses, business
addresses, and e-mail addresses):

3. Local and long distance telephone connection records;

4. Records of session limes and durations, and the temporarily assigned
network addresses (such as Internet Protocol ("IP") addresses) associated
with those sessions;

5. Length of service (including start date) and types of service utilized;
6. Telephone or instrument numbers (including MAC addresses);
7. Other subscriber numbers or identities (including the registration Internet

Protocol ("IP") address); and

8. Means and source of payment for such service (including any credit card
or bank account number) and billing records.

B. All records and other information (not including the contents of communications)
relating to the Account, including:

1. Records of user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method of
connections; data transfer volume; user names; and source and destination
Internet Protocol addresses;

2. Information about each communication sent or received by the Account,
including the date and time of the communication, the method of
communication, and the source and destination of the corrununication
(such as source and destination email addresses, IP addresses, and
telephone numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
PURSUANT TO FEDERAL RULE OF EVIDENCE 902(11)

I, , attest, under penaltiesof perjuryunder the

laws of the United Statesof Americapursuant to 28 U.S.C. § 1746, that the information

contained in this declaration is true and correct. I am employed by Lavabit LLC, and my official

title is . 1 am a custodian of records for Lavabit LLC. I state

that each ofthe records attached hereto is the original record ora true duplicate of the original

record in the custody of Lavabit LLC, and that I am the custodian of the attached records

consisting of. (pages/CDs/kilobytes). I further state that:

a. all records attached to this certificate were made at or near the time of the

occurrence of the matter set forth, by, or from information u^smitted by, a person with

knowledge of those matters;

b. such records were kept in the ordinary course of a regularly conducted business

activity of Lavabit LLC; and

c. such records were made by Lavabit LLC as a regular practice.

I further state that this certification is intended tosatisfy Rule 902(11) of the Federal

Rules of Evidence.

Signanire
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE OF
A PEN REG1STERTR.AP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INTORMATION ;
ASSOCIATED WITH i

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

ORDER

a I E

OCT -1 2013

CURK US DISIKXI COUSI

REDACTED

The United Slates has proposed partially unsealing records in ihis matter due to public

disclosures made by Ladar Levison and Lavabii, LLC and for ihe purpose of creating a public

rccord for Mr. Levison's appeal. The Coun has considered the original scaling orders, the

inoiions in support of the original sealing orders, ihe government's ex parte moiion lo unseal

certain documents, and the prior pleadings of .Mr. Levison, and hereby finds that:

(I) the government has a compelling interest in keeping ccnain information in the

documents sealed, and the go\'cmnieni lias proposed redacted version.-? oftlic documenis that

niinimi/ces iho information under seal;

U) the govemmem's interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and

EXHIBIT
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(3) having considered aliematives to the proposed redacUons none will adequately protect

that interest; it is hereby

ORDERED thai the redacted versions of certain records filed in the above captioned

matter are partially unsealed. The unsealed records are attached lo this Order. To the extent any

such record is covered by a non-disclosure Order issued pursuant lo 18 U.S.C. §2705(b), the

non-disclosure obligation does not apply to the unsealed, redacted version of the document. The

Clerk of the Court may publicly release the redacted version of any of the records attached to this

Order. Any record noi attached lo this Order, as well as the unredacted copies ofany record filed

in the above-caplioned matter, including the government's exparle, sealed Motion to Unseal and

Statement of Reasons will remain sealed until further Order of the Court.

Date:

Alexandria, VA

The Honorable Claude M. Hilton

United States District Judge
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OP VIRGINIA
Alexandria Division

DEC I \d 20!5

IN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE OP

A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT

IS STORED AND CONTROLLED AT

PREMISES CONTROLLED BY

LAVABIT, LLC.

IN RE: GRAND JURY

UNDER SEAL

Criminal No. 1:13EC297

Criminal No. 1:13SW522

Criminal No. 1:13-1

ORDER

This matter comes before the Court on Lavabit, LLC and Mr. Ladar

Levinson's ("Movants") Motion to Unseal Records and Vacate

Non-Disclosure Orders. It is hereby

ORDERED that the Government shall have until January 6, 2016

to file a response to the Movants' Motion.

Alexcindria, Virginia
December , 2015

CLAUDE M. HILTON

UNITED STATES DISTRCT JUDGE

Case 1:13-ec-00297-TCB   Document 25-19   Filed 02/24/16   Page 1 of 1 PageID# 896



REDacted

IN THE UNITED STATES DISTRICT COURT FOR TME
FILED

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
FOR AN ORDER AUTHORIZING THE
USE OF A PEN REGISTER/TRAP AND
TRACE DEVICE ON AN ELECTRONIC
MAIL ACCOUNT

IN THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
associated with [REDACTED]
THAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT LLC

In re Grand Jury

No. 1:13EC297

No. 1;!3SW522

No. 13-1

im JAIJ-1 A

CLERK US DISTRICT CC'JRT
ALcX/.f;nR!.\, VIRGIN'IA

RESPONSE OF THE UNITED STATES TO MOTION
TO UNSEAL RECORDS AND VACATE NON-PISCLQSURE ORDERS

Lavabit LLC and Ladar Levison have moved this Court for an orderauthorizing the

public disclosure ofall information currently under seal in the referenced dockets. The United

States opposes Lavabil's motion and asks that the Court instead enter the attached Protective

Order.

The history of these proceedings is well-documented. See Jn re Under Seal, 749 F.3d

276, 279 (4th Cir. 2014). And while this Court's sealing and non-disclosure orders remain in

efTecl, the only information not publicly disclosed is the identity of the target of the investigation

and that person's email address. See In re Under Seal, Fourth Circuit Appeal 13-4625, Joint

Appendix Volume I, Docket Entry 27, filed October 10. 10,2013. The government opposes the
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public disclosure of the identity of the target of the investigation and the target's email address,

as such disclosure would reveal a matter occurring before the grand jury, which is prohibited

under Rule 6(e)(2) of the Federal Rules of Criminal Procedure. Lavabit, on the other hand,

seeks an order requiring the government to reveal that information so that Ladar Levison can

"freely discuss the underlying investigation" involving this one subscriber.

The question before this Court is whether the information at issue, the identity of a target

of a grand jury investigation, which is contained in pleadings and orders under both the Pen/Trap

Statute, 18 U.S.C. §§ 3123-27, and the Stored Communications Act, 18 U.S.C. §§ 2701-12, is

subject to a public right of access under the First Amendment and/or common law. The First

Amendment analysis is frequently called the "experience and logic" lest. Courts ask (1) whether

the place and process have historically been open to the press and general public, and (2) whether

public access plays a significant positive role in the functioning of the particular process in

question. See Baltimore Sun v. Goeiz, 886 F.2d 60, 64 (4th Cir. 1989), quoting Presx Enterprises

Co. V. Superior Court, 478 U.S. 1, 8-1- )1988). The common law right of access, on the other

hand, involves a balancing of interests whereby a courtmust consider whether the public's right to

access isoutweighed by asignificant countervailing interest incontinued sealing. See Under Seal

V. Under Seal 326 F.3d 479, 486 (4th Cir. 2003).

The information Lavabit wants to unseal (Lavabit's subscriber and the subscriber's email

address) is revealed in the un-redacted pleadings and orders that arc a part of the pre-indictment

investigation of the case. SeeApplicationofthe UnitedStates ofAmericafor an Order Pursuant

to 18 U-S.C. Section 2703(d), 707 F.3d 283, 292 and 295 (4th Cir. 2013) (finding that §2703(d)

orders, pen registers, and wiretaps are pre-indictment investigative matters akin to grand jury
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Redacted
investigations). As noted above, the government is barred by Rule 6(e)(2) of the Federal Rules

of Criminal Procedure from disclosing publicly the identity of a target of a grand jury

investigation, an investigation thai is not closed but ongoing.

In this context, the Fourth Circuit has said that public access does not play a significant

role in the functioning of investigations involving §2703(d) orders, and there is, accordingly, no

FirstAmendment right to access them. Id. at 292, quoting In re Sealed Case, 199 F.3d 522, 526

(D.C.Cir, 2000). The Fourth Circuit reasoned:

Section 2703(d) proceedings can be likened to grand jur>' proceedings. In
fact, they arc a step removed from grand Jury proceedings, and are perhaps even
more sacrosanct. Proceedings for the issuance of § 2703(d) orders are also like
proceedings for the issuance ofsearch warrants, which we have noted are not open.
See Goeiz. 886 F.2d at 64 (observing that theSupreme Courthas twice "recognized
that proceedings for the issuance of search warrants are not open"). Because
secrecy is necessary for the proper functioning ofthe criminal investigations at this
§2703(d) phase, openness will frustrate the government's operations. Because §
2703(d) orders and proceedings fail the logic prong, we hold that there is no First
Amendment right to access them.

707 F.3d at 292 (footnote omitted).

As to whether there is a common lawright of access to the identity of Lavabit's

subscriber. Lavabit explains very little about the public's interest in this matter other than to say

that Lavabit has been precluded from "freely discussing the underlying investigation." To the

contrary, Lavabit can - and has - discussed the underlying investigation publicly in the context

ofits appeal to Fourth Circuit, resulting in a lengthy published opinion. In addition, a cursory

internet search reveals that Ladar Levison has spoken out publicly on numerous other occasions

about the case, his appeal, and internet privacy and encrypted email topics generally. Whether

the government should beable to compel Lavabit - or any other service provider - to turn over

unencrypted email account information for users ofencrypted email service is certainly an issue
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that can be debated and discussed in public forums without identifying a specific subscriber.

Indeed, if Ladar Levison is to be believed (based on what he has said in a number of anicles and

videotaped interviews), he fought the government's demands on principle for all of his encrypted

email customers. Revealing the name of the particular subscriber at issue in this case does not

change the nature of the dialogue in which Levison plans to engage. Moreover, whetheror not

this is a high-profile investigation does notjustify public access to the target's identity and

should play no role in the Court's analysis. Id at 293-94.

The government concedcs that Lavabit should be able to notify its subscriber of the

existence of the proposed orders and underlying pleadings in this case. The subscriber, of

course, much like the grand jury witness, is under no obligation of secrecy with regard to any of

the underlying sealed information.

The United Stales proposes that the Court enter the attached ProtectiveOrder. The

protective order would allow Lavabit to notify its subscriber and would give the public access to

all ofthe pleadings and orders in these several dockets with only the identity ofthe target and the

target's email account information redacted from the public record. The proposed order would
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also require the government to move to unseal the protected information promptlyonce the grand

jury investigation is completed.

Respectfully submitted,

Dana J. Boente

United States Attorney

James L. Trump
Assistant United States Attorney
2100 Jamieson Avenue

Alexandria, Virginia 22314
Phone: 703-299-3700

Email; jim.trump@usdoj.gov
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CERTIFICATE OF SERVICE

I hereby certify that on the 6'̂ day ofJanuary, 2016,1 electronically filed ihe.foregoing

Response ofthe United Slates to Motion to Unseal Records and Vacate Non-Disclosure Orders

with the Clerk of Court using the CM/ECF system, which will send a notification of such filing

(NEF) to the following:

Jesse R. Birmall

Harvey & Binnall, PLLC
717 King street, suite 300
Alexandria, Virginia 22314
ibinnall@han'cvbinnall.com

James L. Trump
Assistant United States Attorney
2100 Jamieson Avenue

Alexandria, Virginia 22314
(703)299-3726
jim.trump@usdoj.gov
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IN THE UNITED STATES DISTRICT COURT FOR THE '^Ctj
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MA'ITER OFTI-IE APPLICATION ) No, 1:I3EC297
OF THE UNITED STATES OF AMERICA )
FOR AN ORDER AUTHORIZING THE )
USE OF A PEN REGISTER/TRAP AND )
TRACE DEVICE ON AN ELECTRONIC )
MAH.yVCCOUNT )

IN THE MArrER OF THE SEARCH AND ) No, 1;13SW522
SEIZURE OF INFORMATION )
ASSOCIATED WITH [REDACTED! )
THAT IS STORED AT PREMISES )
CONTROLLED BY LAVABIT LLC )

In re Grand Jury ) No. 13-1

CLERK, U.S. DISTRICT COURT
AUXACTRM.Vicr.iMA

PROTECTIVE ORDER

Lavabil LI-C and l.iidar Levison have rnoved (his Court for an order direciinii (he

unsealing of all information in ihese proceedings. The United Suites opposes this motion.

Based on the reasons set forth in the government's response, good cause having been shown.

It is hereby ORDERED thai the Motion to Unseal Records and Vacate Non-Disclosure

Orders is denied;

It is further ORDERED that Lavabit LLC or l.adar Levison may disclose to its subscriber

the nature of these proceedings and the underlying un-redacted pleadings and orders;

It is further ORDERED thai the United Slates shall file on ihe public docket copies of all

of ihe previously filed pleadings, transcripts, and orders with redactions for only the idenliiy of

the subscriber and the subscriber's email address; and
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He
It is further ORDERED that the United States shall, upon completion of the grand jury

investigation, promptly move to unseal any information remaining under seal in these matters.

Entered in Alexandria, Virginia, this ^-^av of January, 2016.

Claude M. Hilton

Senior United States District Judge
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(JM/bCF - vaea I'age 1 01 j

REDACTED
U.S. District Court

Eastern District of Virginia - (Alexandria)
CRIMINAL DOCKET FOR CASE #: l:13-ec~00297-TCB-l *SEALED*

Internal Use Only

Case title: USA v. In Re; Pen Register

Assigned to: Magistrate Judge Theresa
Carroll Buchanan

Defendant (1)

In Re: Pen Register
TERMINATED: 07/09/2013

Pending Counts

None

Highest Offense Level (Openint

None

Terminated Counts

None

Highest Offense Level (Terminated)

None

Complaints

None

Plaintiff

Date Filed: 07/09/2013

Date Terminated: 07/09/2013

Disposition

Disposition

Disposition

represented by James L. Trump
United States Attorney's Office
2100 Jamieson Ave

Alexandria, VA 22314
(703)299-3700
Email: jim.trump@usdoj.gov
LEAD ATTORNEY

A TTORNEY TO BE NOTICED

https://ecf.vaed.circ4.dcn/cgi-bin/DktRpt.pl7411460990483392-L_l_0-l 01/12/2016
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CM/ECF - vaed i'age 1013

REDACTED
Date Filed Docket Text

07/09/2013 i MOTION for Order to Show Cause by USA as to In Re: Pen Register,
(krob,) (Entered: 07/09/2013)

07/09/2013 2 ORDER granting i Motion for Order to Show Cause and that the Clerk's
Office shall issue a summons for the appearance of Mr. Levison on July
16,2013, at 10:00 a.m. The Clerk's Office shall provide the Federal
Bureauof Investigation with a certifiedcopy ofthe summons for service
on Mr. Levison and Lavabit LLC as to In Re: Pen Register (1). Signed by
District Judge ClaudeM. Hilton on 7/9/13. (krob) (Entered: 07/09/2013)

07/09/2013 3 Summons Issued in case as to In Re: Pen Register (Ladar Levison). (krob)
(Entered: 07/09/2013)

07/09/2013 Set Hearings as to In Re: Pen Register: Show Cause Hearing set for
7/16/2013 10:00 AM in Alexandria Courtroom 800 before District Judge
Claude M. Hilton, (krob) (Entered: 07/09/2013)

07/09/2013 (Courtonly) ***Terminated defendant In Re: Pen Register, pending
deadlines, and motions, (rban,) (Entered: 02/18/2014)

07/16/2013 4 Supplement re I MOTION for Order to Show Cause by USA as to In Re:
Pen Register, (krob) (Entered: 07/16/2013)

07/16/2013 5 Minute Entry for proceedings held before District Judge Claude M.
Hilton: Docket Call In Re: Pen Register held on 7/16/2013. Appearance of
counsel for Govt. and respondent, Ladar Levison. Respondent's motion to
unseal Denied, Matter re: pen register resolved at this time; UNDER
SEAL HEARING set for 7/26/2013 at 10:00 AM in Alexandria
Courtroom 800 before District Judge Claude M. Hilton. (Court Reporter:
Westfall)(tarm) (Entered: 07/16/2013)

07/16/2013 6 ORDER that Ladar Levinson's Motion to Unseal is DENIED and this
matter is continued to Friday, July 26, 2013 at 10:00 a.m. for further
proceedings. Signed by District Judge Claude M. Hilton on 7/16/13.
(tami) (Entered: 07/16/2013)

07/16/2013

1

7 MOTION to Seal the grand jury subpoena served onLadar Levison, the
owner and operator ofLavabit LLC by USA as to In Re: Pen Register,
(krob,) (Entered: 07/17/2013)

07/16/2013 8 ORDER granting 7 Motion to Seal the grand jury subpoena served
onLadar Levison as to In Re: Pen Register (1). Signed by District Judge
Claude M. Hilton on 7/16/13. (krob,) (Entered: 07/17/2013)

07/26/2013 Reset Deadlines re Motion or Report and Recommendation in case as to

08/01/2013

In Re: Pen Register Motion Hearing set for 8/1/2013 at 10:00 AM in
Alexandria Courtroom 800 before District Judge Claude M. Hilton,
(clar,) (Entered: 07/26/2013)

9 Minute Entry for proceedings held before District Judge Claude M.
Hilton: Docket Call In Re: Pen Register held on 8/1/2013. Lavabit's

https://ecf.vaed.circ4.dcii/cgi-biiiyDktRpt.pl?411460990483392-L_l_0-l
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REDACTED

Motion to Quash - Denied, Mr. Levison Ordered to turn over the
encryption keys. Respondent's request for 5 days to do so Denied,
Respondant given 24 hours.Lavabit's Motion to Unseal • Denied. (Court
Reporter: Westfall)(tann) (Entered: 08/02/2013)

09/18/2013 10 Sealed Transcript of Proceedings on 7/16/2013 before District Judge
Claude M. Hilton, (rban,) (Entered; 09/18/2013)

09/20/2013 11 UNDER SEAL EX PARTE MOTION by USA as to In Re: Pen Register.
(Attachments: # i Exhibit 1, # 2 Exhibit 2, # 3 Exhibit 3, # 4 Exhibit 4, #
5 Exhibit 5, # 6 Exhibit 6, # 7 Exhibit 7, U8 Exhibit 8, it 9 Exhibit 9, # 10
Exhibit 10, # 11 Exhibit 11, # 12 Exhibit 12, # 13 Exhibit 13, # 14 Exhibit
14. # 15 Exhibit 15. # 16 Exhibit 16. # 17 Exhibit 17. # 18 Exhibit 18, #
19 Exlubit 19, # 20 Exhibit 20, # 21 Exhibit 21, # 22 Exhibit 22, U23
Exhibit 23, U24 Exhibit 24, # 25 Exhibit 25, # 26 Exhibit 26)(rban,)
(Entered: 10/02/2013)

10/02/2013 12 Sealed Order re 11 UNDER SEAL EX PARTE MOTION by USA as to
In Re: Pen Register. Signed by District Judge Claude M. Hilton on
10/2/2013. (Attachments: U1 Exhibit 1, W2 Exhibit 2, # 3 Exliibit 3, # 4
Exhibit 4, # 5 Exhibit 5, # 6 Exhibit 6, # 7 Exhibit 7, # 8 Exhibit 8, # 9
Exhibit 9, # 10 Exhibit 10, # 11 Exhibit 11,# 12 Exhibit 12, # 13 Exhibit
13, # 14 Exhibit 14, # 15 Exhibit 15, # 16 Exhibit 16, # 17 Exhibit 17, #
18 Exhibit 18, # 19 Exhibit 19, # 20 Exhibit 20, # 21 Exhibit 21, # 22
Exhibit 22, # 23 Exhibit 23) (rban,) (Entered: 10/02/2013)

10/02/2013 13 Redacted version of 12 Sealed Order.(rban, ) (Entered: 10/02/2013)

10/02/2013 (Court only) ••"'Motions temiinated as to In Re: Pen Register: 11
MOTION filed by USA. (rban,) (Entered: 10/02/2013)

09/16/2014 (Court only) ***SfafT notes: Exhibits to the 12 Order dated 10/02/2013
are the redacted public versions that can be provided to the public.
(jlan) (Entered: 09/16/2014)

12/14/2015 •HE! 14 MOTION to Unseal Case by Lavabit, LLC and Mr Ladar Levinson In Re:
Pen Register, (krob,) (Entered: 12/15/2015)

12/16/2015 15 ORDER to Respond re 14 MOTION to Unseal Case filed by In Re: Pen
Register. ORDERED that the Government shall have until January 6,
2016to file a response to the Movants' Motion as to In Re: Pen Register.
Signed by District Judge Claude M. Hilton on 12/16/2015. (Ibru,)
(Entered; 12/17/2015)

01/07/2016 16 RESPONSE to Motion by USA as to In Re; Pen Register re 14 MOTION
to Unseal Case (krob,) (Entered: 01/07/2016)

01/07/2016 17 Protective Order as to In Re: Pen Register. Signed by District Judge
Claude M, Hilton on 1/7/16. (c/s) (krob,) (Entered: 01/07/2016)

https://ecf.vaed.circ4.dcn/cgi-bin/DktRpt.pl7411460990483392-L_l_0-1 01/12/2016
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