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A0 93 (SDNY Rev. 05/10) Search and Seizure Warant

UNITED STATES DISTRICT COURT

for the
Southem District of New Yor

Tn the Matier of the Search of

(Briefly describe the properiy fo be searched
or ideniify fhe person by name and address)

A Laptop Computer Further Described Below and In
Attachment A

S N Mo S e

SEARCH AND SETZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York
(identif the person or describe the property to be searched and give its location). '
A Laptop Coggputer, Further Described As a Silver Dell Inspiton 15 7000 Serles (7548) Laptop Computer Bearing
Service Tadh:onta;ntng a Toshiba One Terabyte Hard Drive Bearing Serial Numbemand That
Is Currently Housed afthe Federal Bureau of Investigation, New York Field Office, as describ ent A.
‘The person or property to be searched described above, is believed to conceal {identify the person or describe the
property o be seized):

SeeAttachmentA ﬁ\mmf,) ),
A _\\lll oot
PR /«-’-s

]

I find that the affidavit(s), or any recorded testlmony, establish probable cause to ;sea:;c h and seize ﬂ“e pcrson or
property. S -
. < ) ' " I

YOU ARE COMMANDED to execute this warrant on or before // / 7 3 / 4 é ol T

Lo ‘(!102‘ fo exceeddtf aays) vy U

B3 inthe daytime 6:00 a.m, to 10 p.m. o at gny time in the day or night ag [ ﬁpd reasQnabIe»cause has béen
established, AT RS

S 1 f
' "t
l, ‘ 'l. Irz' ,h'- A

Unless delayed notice is authorized below, you must give a copy of the Wa.lrant and a reue;tpt for the property
taken to the person from whom, or frem whose premises, the property was taken, or leave the copy ‘and Iccclpt af the

place where the property was taken, _
" The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an

inventory as required by law and prompily return this warrant and inventory to the Clerk of the Court,

I Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court,
USMJ Initicls

O I find that immediate notification may have an adverss result listed in 18 U.8.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the  PEIst D {‘\}ﬂoi br;whose property, will be

searched or seized (check the appropriate boxy  Hor days (ot fo exceed, ‘%0& ¢ e
Ountil, the facts justifying, thu Ia,ter speciﬁc da’te of ".
12532 ., R

Date and time issued: [0 /30115 /CG(ML_ '

T
K
"y
b
)

GENATY
;‘1’ 0 .)'z{dge ,fsr,gna{ure ;

-4 S, 2 o8

City and state: _New York, New York Honm’able Kewn;Nafhal ne! Fox
Prmled\nama and t(ifel v

'v ' 13 ;"1“1 Yy
'HT:{n'\'-""
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AD 53 (Rev. 01/09) Search and Seizure Warrant (Page 2)

Return

Case No.: Dafe and time warrant executed: Cbpy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) scized:

Ceriification

1 declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date;

Executing officer's signature

Printed name and title

|
|
j
i
J
<
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Attachment A

1. Device To Be Searched

The device to be scarched is a silver Dell Inspiron 15 7000 Series (7548) laptop computer
bearing gervice ta -]contaim'ng a Toshiba one terabyte hard drive bearing serial

numbe (the Subject Laptop), and that is currently housed at the Federal
Bureau of Investigation, New York Field Office, 26 Federal Plaza, New York, New York
10278. )

II.  Review of ESI on the Subject Devices

Law enforcement personnel (including, in addition to law enforcement officers and
agents, and depending on the nature of the ESI and the status of the investigation and related
proceedings, attorneys for the government, attorney support staff, agency personne! assisting the
government in this investigation, and outside technical experts under government control) are
anthorized to review the ESI contained on the Subject Laptop for the following evidence,
contraband, fruits, and/or other items illegally possessed in violation of Title 18, Uniled States
Code, Section 793(e) and (f) (the Subject Offenses):

1. Data and information associated with the operation, use, maintenance, backup,

anditing, and security functions of the Subject Laptop including, but not limited to:
a, Emails and attachments, in any form; )

b,  User and system files stored on the laptops, including ﬁle'fragments and
items carved from unallocated space; . :

c. Logs, configuration files, and baclups;
d Executable code and scripts; and
e. Documents, database files, and spreadsheets;

2, Data and info;‘maﬁén electronically stored on the Subject Laptop related to
communications with email accounts used by former Secretary of State Hillary Clinton during
her tenure as Secretary of State; ‘

3. Data and information on the Subject Laptop that might identify the petson or
persons who accessed classified information present on the Subject Laptop, including names,
addresses, telephone numbers and other identifiers, email addresses, business information, the
length of service (including start date), types of services utilized, means and source of payment
. “for services (including any credit card or bank account number), and information about any
domain name registration; and

4, Data and information stored on the Subject Laptop that might identify activity
related to a compuier intrusion, including, but not limited to evidence of malware or viruses,
executable code or scripts, log files, andit files, system files, user and account information, IP
addresses, computer hardware addresses, intrusion-defection logs, firéwall and other nefwork
logs, anti-virus logs or anti-malware logs. " '
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Ifl.  Seizure for Later Review of Electronically Stored Information
A. Seizure of Computer and Media

This warrant authorizes the seizure of a computer and electronic storage media as set
forth below. In lieu of seizing any particular elecironic storage media, this warrant also '
authorizes the copying of elecironically stored information for later review, Electronic storage
media which may be seized or copied include without limitation:

Computer devices, electronic media and electronic storage devices, including, but not
timited to, a computer, disk drives, modems, thumb drives, personal digital assistants, smart
. phones, digital cameras, and scanners and the data within the aforesaid objects relating to said
materials, which may contain information within the scope of this warrant,

Any physical keys, encryption devices, and similar physical items that are necessary to
pain access to the computer equipment, storage devices or data mentioned above, or any
passwords, password files, test keys, encryption codes or other information necessary to access
the above-mentioned computer equipment, storage devices or data.

B. Review of Electronic Storage Media and Electronically Stoied Information

Following creation of forensic image copies as may be necessary to preserve the integrity
of seized electronically stored information, law enfoicement personnel (who may include, in
addition to law enforcement officers and agents, attorneys for the government, attormey support
staff, and outside technical experts under government control) are authorized to review the seized
information for information and data within the scope of this warrant.

In conducting this review, law enforcement personnel may use various techniques to
determine which files or other ESI contain evidence, confraband, fruits and/or other ifems
illegally possessed in violation of the Subject Offenses. Such techniques may include, but shall
not be limited to, surveying various file directories or folders and the individual files they
contain; conducting a file-by-file review by “opening” or reading the first few “pages” of such
files in order to determine their precise contents; “scarining” storage areas to discover and

" possibly recover recently deleted data; scanning storage areas for deliberately hidden files; and
performing électronic “key word” searches through all electronic storage areas to determine
whether occurrences of language contained in such storage areas exist that are related to the
subject matter of the investigation. Forensically trained law enforcement personnel may also
gsearch for and attempt to recover “deleted,” “hidden,” or encrypted data to delermine whether the

" data falls within the list. of items to be seized as set forth in this affidavit. ESI that is responsive

to the warrant will be identified and/or copied for further use in the investigation and any
resuliant prosecution.
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AD 106 (Rev. 06/05) Application for & Search Warrant

UNITED STATES DISTRICT COURT

‘for the
Southern District of New York

Tn the Matter of the Search of ) i w1 'ﬁ? . .
riefly describe the properiy fo be searched ' ﬁ@ | 6 3]""’(- .
(gr ic{'g}];ﬁﬁf the person bfna?:ze and address) 2 @a }m " 10 v
3

A Laptop Computer, Further Described Below and in
Aftachment A

i3

APPLICATIONFOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney fox the government, request & search warrant and state ymder
penalty of perfury thet T have reason to believe that on the followiag person or property (identifis the perscn or describe the
2 { pive it fon}: . . . .
P ﬁ’é%fgp e(fgcrzﬁ;%hlf e?f%ﬁlﬁ%?%%agg%ed As a Silver Dell Inspiron 15 7000 Serles (7548) Laptop Computer Bearing
Service Tag‘:quntaining a Toshiba One Terabyte Hard Drive Bearing Serial Numbe

located in the Southern Distiiet of . New York ", there is now concealed (idwnify the
person or describe the proper(y io be seized); .

PLEASE SEE ATTACHED AFFIDAVIT AND ATTACHMENT A,

The basis for the Seé;Ch mnder Fed. R. Crim. P. 41(c) is {check one or more):
ol evidence of a orfme; .
lEfcontraband, fruits of crime, or other items illegally possessed;
[} property designed for use, intended for use, or used in committing a crime;
{7 aperson to bs arrested or a person who is unlawfully restrained.

The search is related to a viclation of:

Code Section - Offense Descripiion
16 U.S.C. § 723(e) and (f) Gathering, fransmitting or losing defense informalion

The application is based on these facts:
PLEASE SEE ATTACHED AFFIDAVIT AND ATTACHMENT A,

Ef Continued on the aitached shest.

1 Delayed notics of . days (give exact ending date if more than 30 days: ) is requested
under 18 U.8.C. § 3103a, the basis of which is set forth on the attached sheet.

Apg{rﬁ({?’fr;s’ ,f'i'g}tﬁ!;tre ‘
I;Ehlﬁeinfié&m;&*meciat Agent, FBI

Ry ,'; ) ,I'fﬂiédm:qf ard fitle, ;.
B I'.l,"lpf . _""'.l.il "‘
Sworn fo before me and signed in my presence. S v e
! SR evinNathaniel Fox
:‘_‘1 ‘I y i’,"!;_—.-"- . -":I-.‘_ ' : ,' :
Date: 10/30/2016 Voth S b
; -,,|I LN ‘.' Ji ng‘?fﬁign‘h‘{b\lfg:;:l. ”"l
* | ' sight oo N N
City and sfate: New York, New York Honoraple Kevih Naithanisl Fox

IR I YN e
P a}njf:eq Yiging ézr:c{ Hifle

INARRRRL
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UNITED STATES DISTRICT COURT
SOUTIIERN DISTRICT OF NEW YORK

- Investigation, New York Field Office, 26 Federal

In the Maiter of the Application of the United TO BE FILED UNDER SEAL
States Of America for a Search Warrant for a | - :

Laptop Computer, Further Described As a Silver _ - Agent Affidavit in Support of
Dell Inspiton 15 7000 Series (7548) Lapto Application for Search Warrant

Computer Bearing Service Tag |(ENN
Confaining a Toshiba One Terabyte Hard Drive
Bearing Serial Nmnber_:lalld That is
Currently Housed at the TFederal Burean of

Plaza, New York, New York 10278,

SOUTEERN DISTRICT OF NEW YORK) ss.:

. - culy sworn, deposes and says:

INTRODUCTION AND AGENT BACKGROUND

Il

2. This affidavii relates to a criminal investigation concerning the improper
transmission and storage of classified information on unclassified email systems and servers.
The invesiigation began as a result of a review of emails undertaken by the U.S, Deparfment of

State (State Department) in connection with Freedom of Information Act (FOIA) litigation.

\
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During this FOIA review, it was determined that certain emails con’fgim'ng classified information
were sent and received on systems unauthorized for the transmission or storage of such
iﬁformatiou. On or about July 6, 2015, the Inspector General for the Intelligence Community
notified the FBI of a potential compromise of classified information involving the emails
discovered through the FOTA review. After an initial review of the matter, the FBI opened a
criminal investigation to, among oﬂ1@:r things, identify any unauthorized systems which the
emails in question have transited, identify any person(s) who may have iniroduced classified
information onto unanthorized systems and all circumstances surrounding such inﬁodliction,
identify any person(s) who may have fransmitted such information over any such systems, and
identify whether classified information has been cc;mpl'or;ﬁsed throuéh computer infrusions or
unauthorized access into these systems.

3. The FBDs investigation has established that emails containing classified’
information weré transmitted and stored on multiple forms of electronic media. One of the items
identified as having contained such emails is a server which was used ny former Sccretary of
State Hillary Rodham Clinton (Clinton) during her tenure at the State Department to transtit,
receive, and store email for a personal email account or ac;counts she maintained (the Clinton
Server). Ono domain on the Clinton Sc'rver‘was @clintonemail .com.

4. In recent months, the FBI and the Department of Justice have made public
statements concering the conclusiorl of the investigation. Fowever, as with any case, if new,

pertinent information comes to light after an investigation is completed, the FBI will take

apprdpﬁate investigative steps to determine the significance of that information.

5.
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6.  Inecxecouting the search of the laptop computer (the Subject Laptop) ]
N . 13 - conts sorted the emails on the Subject
Laptop to sogregate e A 5 ¢ 5,

{he FRI reviewed non-content header information for emails on the Subject Laptop to facilitate

its search. Tn so doing, the FBI observed non-content header information Indicating that

thousands of emails of __‘Icsi&ed on the Subject

Laptop. Bccaus“maﬂs were outsids of the scope [ N

the FBI did not review the coatent of those emails.

7. ([
—j] The non-content header information that

FBI agents reviewed on the Subject Laptop indicates that the emails on the Subject Laptop

include emails sent and/or received b —ﬂnd ata
_Fmaﬂ account appearing to belong tq_]as well as correspondence between one or

both of these accounts and State Department ethail accounts during and aromc_

- —}'he FBUs jnvesﬁgaﬁon of the improper {ransmission a,nd storage of

classified information on unclassified email éystems and servers has established that emails

containing classified informaﬁon.were transmitted through mﬁltiple email accounts used by
[_ mcludmg‘—janc_ meil accounts.

8. The Subject Le;,ptop, which is a silver Dell Inspiron 15 7000 Series (7548) laptop

computer bearing service ta{qcontaining a Toshiba one terabyte hard drive bearing

3
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serial numbeE_]is currently housed at the Federal Bureau of Investigation, New

York Field Office, 26 Federal Plaza, New York, New York 10278, within the Southern District
of New Yoil, as described in Attacl;mcr;t A to this affidavit. There is probable cause to believe
that the Subject Laptop contains evidence, contraband, finits, and/or other items illegally
possessed in Vio]ation'cxf 18 U'S.C. § 793(¢) and (D).

9. I make this affidavit in support of an applicatioh pursuant to Rule 41 of the

Federal Rules of Ctiminal Procedure for a warrant to search the Subject Laptop for the items and

information described in Attachment A The facts set forth in this aﬁidavit are based on my
personal knowledge, knowledga obtained during my participation in this mvestlgatmn and

. information from other FBI and U.S. Government personnel. Because this affidavit is submjtted
for the limited purpose of establishing prqbable cause in support of the application for a search
vfarrant, it does niot set forth each and every fact that T or others have leatned during the course of
this investigation. Where the contents of documents and the.actions, statements, and
conversations of others are reported herein, they are reported in substance and part, except where

otherwise indicated.

STATUTORY AUTHORITY AND DEFINITIONS

10.  For the reasons set forth below, 1 believe that there is probable cause to believe
that the Subject Laptop contams evidence, contraband, fiuits, and/or other items ﬂlegaﬂy
possessed in violation of Title 18, United States Code, Section 793(¢) and (f) (the Subject
Offenses).

11,  Under 18 US.C. § 793 (bj); “Iw]hoever having unauthorized possession of, access
to, or conirol over any document . . . or information relating to the national defense which
information the p.crsscssor has reason to believe could be used to the injury of the Unite;i States

4
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or to the advantage of any foreign nation, willfilly communicates, delivers, transmits or causes
to be commun'icated, delivered, or transmitted” or attempts to do or causes the same “to any
person not entitled to receive if, or willfully retains the same and fails to deliver it to the officer
or emplofee of the United Staltes entitled to recetve it” shall Be fined or imprisoned not more
‘than ten years, or both. - .
| 12,  Under 18 US.C. § 793(D), ‘“[le'.lOGVCI‘, being entrusted with or having lawiul

posscssion or control of any document . . . or information, relating to the national defense” either
*(1) through gross negligence permits the same to be removed from its proper place of custody
or delivered to anyone in vigleg,ﬁon of his trust, or to be lost, stolen, abstraotetli, or destroyed,” or
“(2) having knowledge that the same has been illegally removed from its proper place of custody
ot delivered to anyone in violation of its trust, or lost, or stolen, abstracted, or destroyed, and
fails: to make prordpt report of such loss, theft, abstraction; or destruction to hisJ superior officer”
shall be fined or imprisoned not more than ten years, or both,

13, Under Executive Order 13526, information in any form may bé classified ifit: (1)
is owned by, produced by or for, or is under the control of the United States Govémment; 2
falls within one or more of the categories set forth in the Executive Order [Top Seorqt, Secret,
and Confidential]; and (3) is classified by an original classification authority who determines that
its nnauthorized disclosute rcasénably could be expected to result in damage to the national
security.

14,  Where such unauthorized disclosure could reasonably result in damage to the
national security, the information may be classified as “Confidential” and mus;t be propetly
safeguarded, Where such unanthorized disclosure could reasqnably result in “serioué” darnage
to the national security, the infonnaﬁon may be classified as “Secret” and must be properly

5
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safeguarded. Where éuch tmauthorized disclogure could reasonably result in “exceptionally

gravé” damage to the national security, the information may be classified as “Top Secret” and

-~

nmust be properly safeguarded.

15.  Classified information, of any desﬁgnation, may be shared only with persons
‘determined by an. appropriate United States Government otficial to be eligible for access, and
who possess a “need to know.” Among other requirements, in order for a person o o.btajn a
security clearance allowing that person access to classified United States Government
information, that person s required to and must agree to properly protect classified information
by ﬁot disclosing such information to persons not entitled to receive it, by not unlawfully .
rex'noving classified information from authorized storage facilities, and by not storing classified
information in unauthorized locations. Ifa person is not eligible fo receive classified
information, classified information may not be disclosed to that person. In Qrder for a foreign
. government to receive acoess to classified information, the originating United States agency
must determine that such release is appropriate.

16.  Pursuant to Executive Order 13526; classified informéﬁpn contained on
automated information systems, including networks and telecommunications systems, that
callect, create, communicate, compute, disseminate, process, ot store classified information must
be maintained in a manner that; (1) prevents access by unauthorized persons; and (2) ensures the
integrity of the information.

17. 32 CF.R. Parts 2001 and 2003 regulate the handling of classified information.
Specifically, 32 CF.R. § 200143, titled “Storage,” regulates the physical protection of classified
information. This section prescribes that Secret and Top Secret information “shall bé stored in a
(S A~approved security container, a vault built to Federal Standard (FED STD) 832, or an open

6
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. storage area constructed in accordance with § 2001.53.” It also 1equires periodic ingpection of
the container and the use of an Tntrusion Detection Sysiem, among other things.
18.  As used herein, the following terms have the following meaning:

a,~  “Computer” means an elecironic, magnetic, optical, electrochemical, or

other high speed data processing device performing Iogi'cal, arithmetic, or storage ‘ﬁJ‘nC‘ﬁDDS, and

includes any data storage facility or communications facility directly related to or operating in -

conjunction with such device. See 18 U.S.C. § 1030(e)(1).

b, “Directory” or “folder” means a simulated electronic file folder or
container used to '01'ganize files and directories in a hierarchical or tree-like structure.

c. “Elpctronioa}ly Stored Information™ ;)r “BSI* includes, consistent with
Federal Rule of Criminal Procedure 41 and the Advisory Committee Comments to the 2009
amendments,‘ writings, draw;'ngs, graphs, charts, photographs, sound recordings, images, and
other data or data compilations stored in any medium from which information can be obtained,
inciudjng all types of computer-based Efomaﬁon as may be developed over time, “Computer
data” as used hercin is synonymons with BST. |

d. ~  “File” means a co'llection of related data or information stored as a unit
under a specified name on storage medinm. Not all ESI is stored in files.

PROBABLE CAUSE FOR SEARCH.

19.  Atall times relevant to this affidavit, Clinton andﬂi_.lad security clearances, -

as described in paragraph 15 above.

20, AS a result of a records request from the Stats Department, Clinton produced to

the State Department approximately 30,490 email communications sent to or from Clinton at the

@clintonemail.com domain that resided on Clinton’s Server. As aresult of 2 FOIA request, the

7




Case 1:16-mc-00464-PKC Document 13 Filed 12/20/16 Page 13 of 21

State Department uliimately reviewed these 30,490 emails, The FOIA process implemented by
the State Department required that these emails be reviewed by government agencies for
classified infon‘_nation prior to public release. In Febrnary 2016, the State Department completed
| its review and determined that 2,115 of the 30,490 emails cm‘ltain information ﬂ:lat is presently
classiﬂei Out of these 2,115 emails, the State Department determined that 2,028 emails ;:ontain
mformatlon classified at the Confidential level; 65 contain information classzﬁed at the Secret
level; and 22 contain information classified at the Top Secret level. The State Department did
not make a determnation as to whether the information in these emails was classified at the time
'that the emails were sent.
21.  The U.S. Government’s determination that 2,028 emails contain inférmation
" classified at the Confidential level is_signjﬁcant because it means that the unauthorized —
disclosure of those emails could result in damage to national security. The U.S. Government’s
determination that 65 emails contain information classified at thf: Secret level is significant
because it means that the unauthorized disclosure of those emails could result in serious damage
to national security. The U.S. Gove@cnt’s determination that 22 emails contain information
.classiﬁed at the Top Secret level is significant because it means that the unanthorized disclosure
B of those emails could result in exceptionally grave damage to national security.
22. In conjunction with this investigation, the FBI sought a determination by the
relevant original classification authorities as to wﬁether certain of the 30,490 emails contained
classified information at the time they were sent. In response to the FBI’s requests for '

classification determinations, the relevant original classification authorities determined that 81
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email chains,' which the FBI investigation determined were transmitted and stored on the
Clinton Server, contained classified information ranging frorn the Confidential to Top
Secret/Special Access Program levels at the time they were sent between 2009 and 2013, The

relevant original classification authorities determined that information in 68 of these email chains

remains classified.

24. The FBD’s hlvesﬁgat'ion' determined tha{i]usin{.]rarious email
actounts, typically communicated with Clinton’s @clintonemail.com email account on a daily

basis, Amnalysis of emails in the FBI’s possession revealed more than 4,000 work-related emails

1 For the purpogse of the FBI investigation, an email chain is defined as a set of emueils having the same initial email.
The subject line may be edited in these chains to reflect the pupose of the forward or reply.

9
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betwecn[-]and ‘Clinton from 2009 to 2013,

25,  'The FBYs investigation established that 27 émail chains containing classified
information, as determined by the relevant original classification anthorities, hal.ve been
{ransmitted thl‘ougmndlo{-}moﬁms. Out of the 27 email
chains, six email chains contained information that was classified at the Secret level at the time
the emails were sent, and information in fonr of those email chains remains classified at that
level now, while two email chains contain information that is currently classified at the
Confidential level. Information in the remaining 21 email chains was classi:ﬁcaw at tﬁe

' Conﬁdt-anﬁal level at the time the emails were sent, and of thosé' 21 email chains, information in
16 of them remains classified as Confidential.

26.  Given the information indicating that there are thousands ommaﬂs

Jocated on the Subject Laptop — including emails, during and aroun_
qicn_accomt as well as A\—ﬂccount appearing

to belong tc{; d Clinton, there

is probable causé to believe that the Subject Laptop contains correspondence behveenm

and C]into:[_ Becauso it has been determined by '

relevant original classification aythorities that many emails were exchanged between[-

using_}tﬂdfo@ecouuts, and Clinton that contain classified

information, there is also probable cause to believe that the correspondence between them

and the regular email correspondence betwec{

Jocated on the Subject Laptop contains classified information which was produce& by and is
owned by the U.S. 'Governmént, The Subject Laptop was never authorized for the s'torage‘ or
transmission of classified or national defense information.

27. A complete forensic aualysis' and review of the Subject Laptop will also allow the

10




Case 1:16-mc-00464-PKC Document 13 Filed 12/20/16 Page 16 of 21

FBI to determine ifthere is any evidence of computer intrusions into the Subject Laptop, and to

determine if classified information was accessed by unamthorized users or fransterred to any

other unauthorized systems.

‘PROCEDURES FOR SEARCHING ESI

Review of EST
28,  Law enforcement personnel (including, in addition to law enforcement officers

and agents, and depending on the nature of the ESI and the status of the investigation and related
proceedings, attorneys for the govesnment, attorney support staff, agency personnel assisting the
government in this investigation, and ou’Fside technical experts under government control) will -
review the ESI contained on the Subject Laptop for information responsive to the watrant.

‘29. In conducting this review, law enforcement may use various ’Eéchniq&es fo
determine which files or other EST contain evidence, confraband, fivits, andfor other items

illegally possessed in violation of the Subject Offenses. Such techniques may include; for

example:

» surveying directories or folders and the individual files they contain'(analo goﬁ§ o
Iooldng at the outside of a file cabinet for the markings it contains and opening a
- drawer believed fo contain pertinent files);

- » conducting a file-by-file review by “opening” or reading the first fow “pagés” of such
files in order to determine their precise contents (analogous to performing a cursory
examination of each document in a file cabinet to determine iis relevance);

s “scanning” storage areas to discover and possibly recover recently deleted data;
scanning storage areas for deliberately hidden files; and

» performing elecironic keyword searches through all electronic storage areas to
determine the existence and location of search terms related to the subject matter of
the investigation. (Keyword searches alone are typically inadequate fo detect all
information subject to seizure. For one thing, keyword searches work only for text

- data, yet many types of files, such as images and videos, do not store data as
searchable text. Moreover, even as to text data, there may be information propeérly -

17
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subject to seizure but that is not captured by a keyword search because the
information does not contain the keywords being searched.) -

30.  Law enforcement personnel will make reasonable efforts to restrict their search to
data falling within the categories of evidence specified in the warrant.

Return of the Subiect Laptop

31,  Ifthe Government determines that the Subject Laptop is no longer nécessary to
reirieve and preserve the data on the device, and that the Subject Laptop is not subject to seizure
pursuant to Federal Rule of Criminal Procedure 41(c), the Government will return the Subject
Laptop. Computer data that is encrypted or unreadable will not be returned unless law
enforcement personnel have determined that the data is not (i) an instrumentality of the offense,
(ii) a fiuit of the criminal activity, (iif) contraband, (iv) otherwise unlawfully possessed, or ")

evidence of the subject offenses.

CONCLUSION

32.  Bised on the foregoing, I respectfully request the Court to issue a warrant to seize

the items and information specified in Attachment A to this affidavit and to the Search and

Seizure Warrant.

t
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33. Tn light of the confidential nature of this investigation, the full scope of which is
-not kmown to[dor the public, as well as the confidential nature of the undetlying
investigation in which the Subject Laptop was initially obtained by the Government, I

respectfully request that this affidavit and all papers submitted herewith be maintained under seal

until the Court orders otherwise,

Supervisory Special Agent
Federal Bureau of Investigation

Sworn t@;b@fét**me on
the, 30%11 day'rffo wbar,, 2016,
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Attachment A

L Devicé To Be Searched

The device to be searched is g sitver Dell Inspiron 15 7000 Series (7548) laptop computer
bearing service ta ;Icon‘saining a Toshiba one terabyte hard drive bearing serial
numbe: ‘ ubject Laptop), and that is currently housed at the Federal
Bureau 6f Investigation, New York Field Office, 26 Federal Plaza, New York, New York
10278.

1I. Review of ESI on the Subject Devices

TLaw enfotcement personnel (including, in addition to law enforcement officers and
agents, and depending on the nature of the ESI and the status of the investigation and related
proceedings, attorneys for the government, attorney support staff, agency personnel assisting the
government in this investigation, and outside technical experts under government control) are
authorized to review the EST contained on the Subject Laptop for the following evidence,
coniraband, fruits, and/or other items illegally possessed in violation of Title 18, United States
Code, Section 793(e) and (f) (the Subject Offenses): ’ ’

?

1. Data and information associated with tho operation, use, maintenance, backup,
auditing, and secturity functions of the Subject Laptop including, but not limited to:
2. Bmails and attachments, in any form;

b. User and system files stored on the laptops, including file fragments and
items carved from unallocated space; ’

¢, Logs, configuration files, and backups;
d. Executable code and seripts; and
e. Documents, database files, and spreadsheets;

2, Data and information electronically stored on the Subject Laptop related to
commumnications with email accounts used by former Secretary of State Hillary Clinton during
her tenure as Secretary of State;

3. Data and information on the Subject Laptop that might identify the person or
persons who accessed classified information present on the Subject Laptop, including names,
addresses, telephone nurabers and other identifiers, email addresses, business information, the
length of service (including start date), types of services utilized, means and source of payment
for services (including any credit card or bank account number), and information about any
domain name registration; and

4. Dataand infqrmation stored on the Subject Laptop that might identify activity
related to a computer intrusion, including, but not limited to evidence of malware or viruses,
executable code or scripts, log files, audit files, system files, user and account information, IP
addresses, computer hardware addresses, intrusion-dstection logs, firewall and other network
 logs, anti-virus logs or anti-malware logs. .




Case 1:16-mc-00464-PKC Document 13 Filed 12/20/16 Page 20 of 21

I  Seizure for Later Review of Electronically Stored Information
A, Seizure of Computer and Media

This warrant authorizes the seizare of a computer and electronic storage media as set
forth below. Tn lien of seizing any particular electronic storage media, this watrant also.
authorizes the copying of electronically stored information for Jater review. Flectronic storage
media which may be scized or copied include without limitation:

Computer devices, electronic media and electronic storage devices, including, but aot
limited to, a computer, disk drives, modems, thumb drives, personal digital assistants, smart
phones, digital cameras, and scanners and the data within the aforesaid objects relating to said
materials, which may contain information within the scope of this warrant.

- Any physical keys, encryption devices, and similar physical ifems that are necessary to
gain access to the computer equipment, stérage devices or data mentioned above, or any
passwords, password files, test keys, encryption codes or other information necessary fo access
the above-mentioned computer equipment, storage devices or data. ‘ -

B. Review of Electronic Storage Media and Electronically Stored Information

" Following creation of forensic image copies as may be necessary to preserve the integrity
of seized electronically stored information, law enforcement personnel (who may include, in
addition to law enforcement officers and agents, attorneys for the government, atforney support
staff, and outside technical experts tmder government control) are authorized to review the seized
information for information and data within the scope of this warrant. '

Tn conducting this review, law enforcement personnel nay use various technigues to
determine which files or other EST contain evidence, coniraband, fimits and/or other itoms
illegally possessed in violation of the Subject Offenses. Such techniques may include, but shall
not be limited to, surveying various file directories or folders and the individual files they
contain; conducting a file-by-file roview by “opening” or reading the first few “pages™ of such
files in order to determine their precise contents; “scanning” storage arcas to discovet and
possibly recover recently deleted data; scanning storage areas for deliberately hidden files; and
performing electronic “key word” searches through all elecironic storage areas to defermine
whether occurtences of language contained in such storage areas exist that ate related to the
subject matter of the investigation, Forensically trained law enforcement personnel may also
search for and attempt to recover “deleted,” “hidden,” or encrypted data to determine whether the
data falls within the list of items to be seized as set forth in this affidavit. ESI that is responsive
to the warrant will be identified and/or copied for further use in the investigation and any
resultant prosecution.
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51 Ty

AD 93 {Rov. 01/08) Search a!_ld Seiuure Warrant {Page 2}

Return
Case Nou Date and time warrant exocuted; Copy of warrant and inventory Jefy with: -
16 MAG 70863 10/30/2016 1:57 pm ssA R :

Inventory made in the presence of ! s _

Inventory of the property taken and name of any petson(s) seized; ‘

Forensic image of asilver
bearing service fa
serial numbt—:{e

Inspiron 16 7000 Series (7548) laptop computer
ontaining ‘a Toshiba one terabyte hard drive bearing

Certification

I declare under penalty of perjury that this invenfory is correct and was returned along with the original warrant
to the Courf. .

Date: _10/30/2016 | _

Exeouting offfcer's signature

ssA NG r-

7 Printed name and file






