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Assistantto thePresidentforNationalSecurityAffairs (APNSA) JakeSullivan, on behalfofthe

Presidentofthe UnitedStates, requestedthat the President'sIntelligenceAdvisoryBoard(PIAB)

andthe IntelligenceOversightBoard(IOB) undertakean inquiryto assessthe effectivenessof

Section702ofthe ForeignIntelligenceSurveillanceAct andto providea setofpolicyand
legislativerecommendationsforthe President'sconsideration.

The PIAB , and its component IOB, is an independent element comprised of volunteer citizens
who operate within the Executive Office of the President . The PIAB has the authority to access

all information it needs to perform its functions . For more than six decades , the PIAB has existed

exclusively to assist the President by providing advice on the effectiveness of the Intelligence

Community in meeting the nation's intelligence needs .

The is a subsetof the PIABthatmonitorsthe IntelligenceCommunity'scompliancewith
theConstitutionand all applicablelaws, ExecutiveOrders, and PresidentialDirectives. It

complementstheoversightrolesofthe DirectorofNationalIntelligence, Departmentand

AgencyInspectorsGeneral, andCongressionalOversightCommittees. The IOBhas no

enforcementor sanctionauthority.

Inpreparingthis report, the Boards assessed the effectiveness ofcollection under Section 702;

the value ofbeing able to conduct U.S. person queries within Section 702-acquired information
and the national security implications of restricting such queries, such as byrequiring a warrant ;
and the overallefficacy of oversight of the Section 702 program.

The Boards considered findings resulting from interviews and document reviews and agreed

upon 13 recommendations for the President . The Boards issued a single report addressing each
aspect of this inquiry. The majority of the report is written at the unclassified levelas much of

the data on Section 702 noncompliance and on oversight measures are unclassified . Certain

classified portions of the report were declassified by the Intelligence Community and others

remain redacted in order to protect national security. The resulting reports consists of the Boards

findings and recommendations , followed by appendices addressing the Section 702 program in
moredetail

Board members include: Chair, James Winnefeld, Admiral, USN(ret.); Vice Chair, Dr.

Margaret Hamburg; Former Secretary Janet Napolitano; Former Senator Evan Bayh Mark

Angelson Jeremy Bash; Dr.Kim Cobb; Blair Effron; Anne Finucane; Hamilton James; Gilman

Louie; Julia Santucci; and, Dr. Kneeland Youngblood .
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( ) Executive Summary

( ) Two thousandnine hundredand seventy-sevenpeople died inthe terrorist attacksof
September 11, 2001. In its investigation, the 9/11 Commissionfound thatthe attacks fell into

the voidbetweenthe foreign and domestic threats. Noone was lookingfor a foreignthreat to

domestic targets. Priorto this event, the intelligencecommunitystruggled to retrieveandshare

pertinentinformationthat was beingcommunicatedamongterrorists using the rapidlyevolving
technologyofthe internetandcellphones. Such foreignthreat information, had itbeen

identifiedin a timely manner, could have helped prevent this tragedy.

( ) Inorderto address this failure, Congress enacted severalchanges to the nation's intelligence
laws overthe ensuingyears, to includeSection702 ofthe ForeignIntelligenceSurveillanceAct
(FISA) . Originally passed in 2008, Section702authorizesthe intelligencecommunityto acquire
foreignintelligenceinformationofnon-U.S. persons reasonablybelievedto beoutsidethe
UnitedStates. The Act alsoallows for the subsequentreview andqueryofthese lawfully
collectedcommunicationsofforeigntargets, includingincidentally-collectedcommunications
withor aboutU.S.persons, which are necessaryinorder to rapidly determinewhether a U.S.
person is eitherat risk ofbeinga victim of, or is involvedin, nefariousforeign activity. Section
702cannotbeusedto target U.S.personcommunications. Incases where the intentis to directly
collecta U.S.person'scommunicationsratherthanreviewinginformationthat has alreadybeen
lawfullycollected, a warrantor court order is alreadyrequiredunderother legal processes.

Fourintelligenceagencieshaveaccessto unminimizedSection

702-acquiredinformation: theNationalSecurityAgency(NSA), CentralIntelligenceAgency
(CIA), NationalCounterterrorismCenter (NCTC), and FederalBureauofInvestigation(FBI) .

Section702hasbeen a vital, foundationalintelligencetooluponwhich a myriadofotherforeign
intelligenceeffortsdepends. Ithas been instrumentalin its first 15years in preventingseveral

potentialhigh-impactevents. The intelligencecommunityusedSection702informationto avert

the2009attemptedNewYork City subwaybombing, the2010 attemptedvehicle bombingat a
PortlandChristmastree lightingceremony,

cyber attacks against critical U.S. infrastructure , and the

smuggling of fentanyl into the United States . Section 702 information also underpins a significant

portion of the intelligence production that the government uses to inform decision

makerson topics such as

internationalterrorist networks and activities, adversary efforts to procure advancedmilitary

technologies, and national security threats to the United States and its allies posedby the

People's Republic of China and Russia.

( ) Unfortunately, complacency, a lack ofproper procedures, and the sheer volume ofSection
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702 activity ledto FBI's inappropriateuse ofSection 702 authorities, specifically U.S.person

queries. The Board, however, foundno evidence ofwillfulmisuse ofthese authorities by FBI

for political purposes. To date, the Department of Justice (DOJ) has only identified three

incidents of intentional misconduct from among millions of FBI queries of Section 702
informationand FBIhas addressedthe incidentsappropriately.

( ) Becauseofthese incidentsofnoncompliance, the ongoingCongressionaldebate onthe

efficacyofSection702 is the first time since2008 that its reauthorizationmay be injeopardy.
After carefulreview, the Boardstrongly believesthat Section702 authoritiesare crucialto

nationalsecurityand do not threatencivilliberties, so longas the requisiteculture, processes,

and oversightareinplace.

(U) Accordingly, the Boardproposesseveralimportantareasfor reformthat we believewould

haveminimalnegative impacton nationalsecurity, while increasingthepublic's confidencein
Section 702. These recommendationsincludemeasuresthat wouldestablisha commonstandard

for U.S.personqueries acrossallagencies, improveFBI's internalcompliance regime,
streamlineFBISection702 authorities, engender a single culture ofcompliance acrossthe

intelligencecommunity, further strengthenthe program's already robustoverall oversight

framework, codify policies in statute, and enhance transparencywith the public.

(U ) Implementing the Board's recommendations andoutlining a revitalized system to Congress

andthe public should restore much-neededfaith in these authorities and enable their

reauthorization. The cost of failure is real. IfCongress fails to reauthorize Section 702, history

may judge the lapse ofSection 702 authorities as one of the worst intelligence failures ofour
time.
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( U ) Findings

( ) Youdirectedthis Boardto assessthe followingthree aspectsofthe Section702 program, in

additionto recommendingpolicyor legislativereforms:

( ) TheeffectivenessofcollectionunderSection702

) The effectiveness of oversight under Section 702; and

( ) The value ofconductingU.S.person queries and the national security implicationsof

restrictingsuch queries, such as by requiringa warrant.

( ) This reportis the productofreviews ofrelevantclassified and unclassified literature, and
interviewsofrepresentatives from the intelligence community, the oversight community, and
civilsociety.

( U ) Effectiveness of Collection

(U) Section702 is one ofthe intelligencecommunity's mosteffective andpowerfultools. As a

world leaderintelecommunications, U.S. telecommunicationsservicesare ubiquitous, and the

intelligencecommunitycan leverage this national advantage to collect foreign intelligence

informationbylawful, court-approvedmethods in order to protectAmerica fromits adversaries

and supportforeignpolicydecisionsthat help advanceAmerica'sstanding inthe world.

ExamplesofSection702 successesabound:

locatingprominent internationalterrorists;

identifyingthreats to U.S. troops; and enabling the seizure ofnumerous fentanyl pills, powder,

precursorchemicals, and productionequipment. The realvalueofthe Section 702 program,

however, cannotbecaptured solely inpithyvignettes. Section 702 forms the cornerstoneofthe

intelligencecommunity's abilityto uncover and track threats to Americabecause it isan integral

signalsintelligencecapability. Signals intelligenceforms the bedrock of intelligencecollection,
and incalendaryear 2022, 59% ofPDB articles contained Section 702 informationreportedby

the NSA. Itisno exaggerationto state that signals intelligence, made possibleby Section 702

information, is likelyto informevery substantialnationalsecuritydecision our leaders make,
now andin the future.

( U ) Effectiveness of Compliance and Oversight

( U ) Ingeneral, the current Section 702 oversight framework isexpansive, and DOJ, inparticular,

has beeneffective indetectingnoncompliance and reportingit to the ForeignIntelligence
3



SurveillanceCourt (FISC) andCongress. Oversight entities, includingthe FISC, DOJ, andthe

Officeofthe Director of National Intelligence(ODNI), report that over the last severalyears,

mostcomplianceincidentshavebeen attributableto FBI's pervasive lack ofunderstanding

regardingquery standards.

( ) The Board assesses that this lack ofunderstanding led to a lack of rigor, an abundance of

complacency about the proper use of Section 702 authorities , and a lack of urgency to comply .
The Board further found issues with inappropriate configuration settings in FBI's system that
houses Section 702 data, inadequate internal compliance controls , and a lack of proper internal
auditing measures . The result was a high volume of noncompliant U.S. person queries over the

years by FBI

( ) Whilewe foundnoinstancesof FBIpersonnelwillfullyusingSection702 for political

purposes, andintentionalmisconductofFBIqueryingfor anyreasonwas exceedinglyrare,

FBI'sconducthasneverthelessunderminedpublic confidenceinitsabilityto useSection702 in

the way itwas intended.

(U) While external oversightof FBI is extensive, FBI'slargevolume of U.S.person

queries and limitedDOJpersonnel capacity haveprevented DOJfrom reviewing 100percentof
FBI's queries. Further complicatingmatters, stand-downofin-personoversightreviews

dueto COVID delayedDOJfrom discoveringthat mandatory training institutedinthe fall of

2019 was not effective in addressingFBI'squery compliance issues. Upon DOJ'sresumptionof

in-person oversightreviews, DOJhelped FBIinstituteadditionalremedial measures in2021.

Despite COVID-related obstacles and the inability to conduct a 100percent reviewofFBI

queries, this oversight mechanism detected the problemand brought it to light as oversight
should

( ) Inattemptingto optimize its limitedcapacity for oversightofFBI's U.S.personqueries,

DOJconductedanFBI-wide audit in2021that focused on sensitivequeriesandqueries

conductedduring the time periodofa high-profile event in order to confirm whetherFBI

personnelproperlyfollowedprocedures. Throughthis audit, DOJ found a large numberof

noncompliantincidents(althoughthe numberofnoncompliantincidentsamounted to a small

percentageofnoncomplianceduringthis periodoftime due to the highvolume ofqueries

overall) Someofthese noncompliantqueries includedindividualsarrested duringthe January 6

Capitolbreach. DOJsubsequentlydirected FBIto undertakereformsto address its compliance
issues.

( ) WhileFBIhasput in place reforms since2021that have led to significantimprovementsin

compliancenotedbyDOJand ODNI, the Boarddeems theminsufficientto ensurecompliance



and earn the public's trust. There is both a needand an opportunity for FBIto strengthen its

internalcompliance regime.

( U ) U.S.PersonQueries

Intelligenceagencies are focused on understandingforeign threats to U.S. interests.

Without U.S.personqueries, thegovernmentwould befar less capable ofidentifyingpotentially

harmfullinksbetweenforeign threats and U.S.persons. U.S. person queries are necessary in
order to identify foreign threats to the homeland. Query terms can be keywords or identifiers

such as names of individual people or businesses, e-mail addresses, phone numbers,

or any other attributes designed to retrieve information from Section 702
acquired information. When one ofthe terms used to conduct the query identifies a U.S. person
or is designed to return information about a specific U.S. person, that query constitutes a U.S.
person query. These queries reveal how, when, and where a foreign actor could harm a U.S.

person, or co -opt a U.S. person as an accomplice. Queries provide a method by which an
intelligence officer or agent can effectively sort data already lawfully collected; they do not
collect any new data.

There are two types ofqueries: metadata queries (which involve the dialing,

routing, addressing, or signalinginformationassociatedwith a communication, butdo not

includethe contents) and content" queries(whichinvolvethe contentofcommunicationsthat

werelawfullycollected) . CIA's, NCTC's, andNSA'sU.S.person content querieseach

constitutea small percentageoftheir overallqueriesin the portionsofthe Section 702 data to

which they haveaccess, althoughthese U.S.person queries constitute thousandsofqueriesper

year overall Morethan 60 percentofNSA'sU.S.personqueryterms are notassociatedwith

individualpeople, butare other entities, suchas companies or non-governmentalorganizations,
includingthoseassociatedwithcritical infrastructurenodes.

(U) Withthe exceptionof a series ofparticularlylargebatchqueries in2021, FBI's U.S.person

contentqueriesaccount for a quarter to a thirdofits overall queries. Dueto this series ofbatch

queriesofpresumedU.S.personidentifiers in2021to identifypotentialU.S.victimsrelatedto

one particularcybersecurityinvestigation, FBI's U.S.person queries in 2021 constitutedmore

thanhalfofits overallqueriesthat year. InlightofFBI'sdomesticmission, its largerpercentage

ofU.S.person queries, comparedto other intelligenceagencies, is expected.

) Warrant Implications

( U ) A requirement that an intelligence agency should obtain a warrant or court order prior to
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every U.S. person query of Section 702-acquired information would prevent intelligence
agencies from discovering threats to the homeland. Importantly, a U.S. person query does not
generate new collection on a U.S. person it is a query conducted within the already lawfully

collected communications of foreign intelligence targets. Moreover, except in limited
circumstances, a U.S. person query is only permittedwhen it is reasonably likely to retrieve
foreign intelligence information or inthe case of FBI evidence ofa non-national-security
relatedcrime. Therefore, a U.S. person query is the act ofpurposefully filtering data already
collected. A U.S. person query serves as a preliminary exploratory tool to retrieve the most
basic data needed to determine whether there is either a threat to a U.S. person or the nefarious
involvement ofa U.S. person. Once the U.S. person is determined to be involved in a foreign
intelligence threat and the government intends to look into the U.S. person, a warrant under
other legalprocesses is required for new collection specifically targeting the U.S. person. A
warrant is obtained at the appropriate stage ofan investigation. Section 702 queries do not
constitute searches, and no court has ever held that a warrant is required for a U.S.person query
of information collected under Section 702. Getting a warrant, or any other court order, priorto
each U.S.person query conducted by an authorized user ofan intelligence agency is not only
impracticalbecause there would be too many requests to process, preventingintelligence
agencies from detecting threats in a timely manner, it is unjustified. Often, there is not enough
information to prove probable cause when a U.S. person query isbeingconducted it likely
cannotbe determined at that point whether the U.S. person is a potential victim or perpetrator
involved in a foreign threat to the United States. Moreover, a U.S. person query could retrieve
results involvingtwo non-U.S. persons communicating about a U.S. person (rather than
communications to or from a U.S. person) which has less implications for U.S. person privacy.

( U ) The FBI

( ) The intelligence functions carried out at FBI, which focus on threats to the homeland, cannot
bereplicatedelsewhere inthe intelligence community. CIA, NSA, and NCTC properly lackthe
missionand authority to focus domestically, so eliminating or even severely constraining
FBI's ability to access Section 702 information for intelligence purposes would makeAmerica
significantly less safe. FBI must have the tools it needs to do itsjob, but givenFBI's compliance
recordwith respect to itsqueries of FISA data, there is no question that reforms are needed.

(U ) Eventhoughthe culture, processes, and resourcesat FBIdo notengendera complete

complianceregime, FBI is not lackadaisicalinitsattitudetowardhandlingsensitiveinformation.

FBIreceivesmorethan4,000 tips and leads a day from stateandlocal lawenforcement, private

companies, intelligenceagencypartners, foreigngovernments, andthe public. FBIis obligated

to pursueall legitimateleads andwilloften turnto the more than 100 databasesof whichthey



have access, includingSection 702, as its first resort, because such checksare consideredoneof

the least intrusiveinvestigativemethods the FBIcan use. Outsideofthe nationalsecurity
context, it is commonplacefor lawenforcemententities at federal, state, and locallevelsaliketo

query lawfully-collectedinformationofmanydifferent types. Nocourts requirelaw
enforcemententities to obtainwarrants to conduct these routine checks. Similarly, the FBI

systemfor runningchecks is designedto be able to search all ofFBI'sdata repositories, to
includeSection 702 data, at once. This approachis a direct resultofa recommendationfrom the

2012WebsterCommission'sindependentinvestigationinto FBI's handlingofthe2009 Fort

Hood shooting. FBIhas beenforward- leaningin its mission, changingitspractices when
directed.

( ) The factthatFBIis involvedinthe Section702 programensures that there is no gap

betweenforeign-focusedcollectionanddomesticdisruptionefforts, andthat there isno wall
betweenits lawenforcementand intelligencefunctions. This was one ofthe mostcriticallessons

learnedafter the attacks of September11and againafter the Fort Hoodshooting. The Board

believesthatFBIcancontinueto fillthis gap byexercisingthe same Section702 authority

usedbyother intelligenceagencies for thepurposesofforeign intelligenceinformationonly
FBIis the onlyagencyauthorizedto query Section702 data for evidenceofa non-national

securitycrime (includingcrimes unrelated to foreignintelligence) . Becausethe purposeof

Section702 isthe targetingofpersonsreasonablybelievedto be locatedoutside the United

States to acquireforeignintelligenceinformation, FBIshouldbeableto restrictits use ofSection

702to its originally-intendedobjectiveofidentifyingforeignintelligenceinformationwith
minimalriskto its intelligencemission.

( ) Transparency

( ) The Boardfoundthat althoughthe Section702programis likelyto be the mostopenand

publicly-debatedsurveillanceprograminthe world, extensivemisunderstandingsaboutSection

702persist. The governmentmustcommunicatemoreeffectivelywiththe publicregardingthe

foreignintelligencethreats we face today. Onlythencan the publicmoreaccuratelyjudgethe

importanceof Section702inmitigatingthosethreats. One area inwhich the governmentcanbe

moretransparentis by declassifyingthecertificationsspecifyingthe categoriesofauthorized

collectionunderSection 702. Thiswouldallow the public to understandhowthe government

definesthe mosturgent foreignthreats. Separately, the additionofa counternarcotics
certification, inparticular, wouldallowthe intelligencecommunityto collectmoreintelligence

informationaboutfentanyl threats under Section702 and to becomemoreeffectiveinsupporting

thegovernmentin its fight againstfentanyl. Aswiththe othercertifications, theBoard

recommendsthat the existenceofthiscategoryofcollectionbe madepublic, shoulditbe
7



authorized

(U) Anotherareathat has led to misgivingsis the government'sinabilityto estimate the amount

ofincidentalU.S.personcollectionthat occurs under Section 702. The Boardconsideredhow

NSAcould be compelledto producean estimate. We believe that becauseany effort to do so
would involvemanuallyscrutinizingeach e-mail addresswithinthe data set, the processof

countingsuchcollectionitselfwould undulyviolate the privacyand civillibertiesof U.S.

persons Nonetheless, the Boardbelievesthat NSAwould increasetransparencyon this subject

ifitengagedpubliclywithexperts to examinethis question. NSA couldalsoput forth a good
faitheffort to pursueother metrics to characterizethe scale ofincidentalU.S.personcollection.
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( U ) Recommendations

( U ) Basedon our researchand analysis, we offer you the followingrecommendations.

(U) 1. Directthe Attorney Generalto removeFBI'sauthority to conduct queries for

evidenceof a non-nationalsecurity- related crime in its Section 702 data. FBI's use of

Section 702 shouldbe limited to foreign intelligencepurposesonly and FBIpersonnelshould
receiveadditionaltrainingonwhat foreignintelligenceentails. Inthe event that FBIencounters

evidenceofa non-nationalsecurity-related crime while reviewingSection 702 data, existing

intelligencecommunityproceduresfor handlingevidenceofsuchcrimesuncoveredinthe course

ofreviewingintelligenceinformationshouldbeapplied.

( U) 2. Directthe DNIand the Attorney General to establish a morerigorous pre- approval

standard that is consistent across allagencies for U.S. person content queries.

(U ) A. Institute a common pre-approval standard across all agencies that incorporates , at

minimum, a two-person integrity check for U.S. person content queries . (NSA's policy , which

already meets this standard , could remain as is.)

(U ) B.Require each agency to update its software to require a robust standard for written

justifications ofU.S. person queries, including a reference citation for the specific factual basis

substantiating that the query is reasonably likely to return foreign intelligence information.

(U) C. Requireeach agencyto conductpre-querydue diligence to determinethe U.S.person
statusofthe querysubject.

(U)D.Require each agency to update its software to include better provisions for record
keeping,auditability,and accountability for U.S. person queries.
(U) E.The DNI and Attorney General should submit a legislative proposal, ifneeded, to resource
these recommendations as required.

(U) 3.Directthe FBIDirector to improve FBIcompliance efforts by designating and training
a complianceofficer responsible for ensuringappropriateuseof Section 702 in each field
office and at FBI Headquarters.

( U) A. This personcould serve as the secondpersonina two-personpre-approvalprocessfor

U.S.personqueries.

( U) B. FBI should submit a legislative proposal, ifneeded, to appropriately resource this

recommendation.
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(U ) 4. Direct all agencies to submit an implementation plan for recommendations 1, 2 , and 3
to the DNI and the Attorney General within two months of your directive , to be executed

within six months of approval . Upon the accomplishment of the recommendations as set forth
in each agency's implementation plan, which will be released to the public , the DNI and the

Attorney General would certify to Congress that the actions are complete . Within the

implementation plans, each agency should include clear milestones and timelines for how each

recommendation will be met . Each agency will provide a quarterly status update of its progress in
addressing recommendations 1, 2 , and 3 to the Intelligence Oversight Board.

(U) 5. Create a common culture ofcomplianceacross the FBIworkforce that employs

Section 702 authorities through senior personnel exchanges. Charge the Director ofFBIand

the DirectorofNSAwith creating Joint DutyAssignmentswhere senior (GS-15and Senior

Executive Service) NSAofficers who are subject matter experts in FISAare placedin

appropriatepositions at FBI for three-year tours; additionally, create similarJointDuty
Assignmentsfor senior FBIofficersat NSA

(U ) 6.Establishwithinthe ExecutiveOfficeofthe President(undertheauspicesofthe
IntelligenceOversightBoard) a centralized, external, independentreviewmechanismto

assesstheeffectivenessoftheentirecomplianceandoversightsystemon a regularbasis, to

ensurethatcorrectiveexecutiveactionis takenwhen required.

(U) 7. Directthe DNIand the Attorney Generalto research potential technology

enhancementsto the current oversight framework and report findings to the President,

Congress, andIntelligenceOversightBoard. Current Section 702 oversight and compliance

processes are complex, resource intensive, andunableto allow for timely detection of

noncompliance incidents. The implementationofmoderntechnology enhancements such as

machinelearningtools , systems that enable near real-time access to Section 702 user compliance

data, or other automated processes could improve compliance and the timely enforcementof
rules.

(U ) 8. Direct the Attorney General to submit a legislative proposal to Congress that would

fund the expanded capacity needed to achieve 100 percent oversight of FBI U.S. person

queries ofSection 702 information . The Board assesses that other FBI-specific

recommendations made hereinwould decrease the volume ofU.S. personqueries requiring DOJ

oversight, which would mitigatethe cost of this recommendation.

(U ) 9. Enhance transparency by declassifying , to the greatest extent possible, the

certifications specifying the categories of authorized collection under Section 702. This

would increase the public's awareness of 21st century national security risks, the vital
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contributions of signals intelligence for understanding and countering those risks, and the

safeguards that protect privacy and civil liberties.

10. Direct the DNI and the Attorney General to submit a new counternarcotics

certification under Section 702 to the FISC. Such a certification would allow the intelligence

community to collect against

Inclusionof

this new certification would not expand Section 702 authorities to any additional agencies.

(U) 11. Direct the DNIand the Attorney General to agree upon a common set of standards

that would hold Section 702 users and agencies accountable in performing querying . Zero

tolerance policies for willful misconduct and escalating consequences for unintentional

noncompliance should be instituted at both the user and supervisory levels.

(U) 12.DirectDNIand DOJto submitlegislativeproposalsthat would codify instatute

Section702's adherenceto the principlesarticulatedinExecutiveOrder (EO) 14086,

EnhancingSafeguardsfor UnitedStates SignalsIntelligenceActivities. The principles

includepermissibleobjectivesofsignals intelligencecollectionandprohibiteduses ofsignals
intelligencecollection. This recommendationwouldscope Section702 collectionto oneofthe

authorizedusesinEO 14086 (to includeEO 14086'sexplicitrecognitionofthe President's

authority to update the list in light ofnewnationalsecurity imperatives, withany updates

publiclyreleasedunless doing so would pose a risk to U.S.nationalsecurity) and prohibit
Section702 collectionfromoccurringfor unauthorizedpurposes suchas suppressingthe free

expressionofideasorpoliticalopinions by individualsor the press and disadvantagingpersons
based on their ethnicity, race, gender, gender identity, sexualorientation, or religion. This

shouldbe implementedvia anadditionalattestationrequirementas part ofthe annual
certificationto the FISC.

(U ) 13.DirecttheDNIand the AttorneyGeneralto submit a legislativeproposalto require
theparticipationofamici curiae inall annualSection 702 certificationprocessesto the

FISC, so as to betterprotectprivacyand civil liberties. This approachallowsthosewiththe

necessarysecurityclearances to engagein adversarialrepresentationinnormally-closed

proceedings.
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( U ) Conclusion

(U) Section702 is a relativelynew authoritythat was enactedby Congress when the nation

determinedthat it wouldnotallowforeign threat actors to communicatefreely on U.S.networks

whileplottingagainstAmerica. The Boardconcludes that Section702 is essentialto generating

the intelligencenecessary to protectthe UnitedStates from a hostofthreats, suchas terrorism,

cyber attacks(includingpotentiallycatastrophicattacks on infrastructure), influencebyforeign

actors onour democracy, illegalexportof criticaltechnology, andimportationof deadly fentanyl
and other substances that arekillingso manyAmericans. Section702 will also becriticalto

meetingemergingthreats whose full impacthas yet to materialize.

( ) The Boardconcludes that jettisoning Section 702 over complianceerrors madein its first 15

yearswouldbe a tremendous mistake. The Board believes implementation of itsproposed

legislativeand executive branchrecommendationswill improve compliance andoversight, and

thus public confidence, in Section 702, without increasedrisk to the intelligence community's

collectiveability to protectthe Americanpeople. Congress should be aware that failing to renew
Section 702 would immediately expose the nation to the threats set forthabove.
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( U ) Appendix I FISA Section 702 Overview

( ) What is FISA Section 702?

( ) Section702 ofFISAis a lawthat authorizesmembersoftheU.S. intelligencecommunityto
collectelectroniccommunications, suchas e-mailsandphonecalls, ofnon-U.S. persontargets
whoare locatedoverseas to acquireforeignintelligenceinformation. UnderSection702, the

governmentis able to obtaintheseelectroniccommunicationsbycompellingU.S.

telecommunicationscompaniesto providethe requestedinformationtothe government. Priorto

the establishmentof Section702, the governmentwas requiredto obtain a TitleI FISAwarrant
to conductelectronicsurveillancefor bothU.S.personsand non-U.S. personsalike.

( U) Section702 does notpermit reversetargeting, or targeting a non-U.S. personlocated
outsidethe UnitedStates for the ultimatepurpose oftargeting a U.S.person or a person inside
the UnitedStates. Section 702 also does notallow for the collectionofbulk data, includingthe
indiscriminatecollectionofmetadata. All collectionunder Section 702 is targetedcollection.

( U ) FISA Title I versus Section 702

(U) FISATitle I authorizesthe governmentto conductelectronicsurveillanceof, amongothers,

a U.S.personor a personlocatedin the UnitedStates. Inorderto conductsuch surveillance, the

governmentmustobtainan orderfrom the FISCbydemonstratingprobablecauseto believethat

the target isan agent ofa foreignpower, likea spyor internationalterrorist. This is similarto

gettinga courtorderto conducta wiretap in a criminalcase. A keydifferencebetweenTitleI
and Section702 is thatTitle I authorizes electronicsurveillanceof a foreignpoweror agentof a

foreignpower, whichcan includea U.S.personor a personlocatedinsidetheU.S., underan

individualFISC order specific to that foreignpoweror agentofa foreignpower, while Section
702onlyallows the targetingof a non-U.S. personoutside the United States to collectforeign

intelligenceinformationanddoesnotrequireanindividualFISCorderspecificto that non-U.S.

person. The queryingproceduresrequiredby Section702 onlypermitpost-surveillancequeries

of information, whichmightincludeincidentally-collectedU.S.personcommunications, to
retrieveforeignintelligenceinformationor, inthe case ofFBI, evidenceof a non-national

security-relatedcrime. Notably, anydirectcollectiononthe U.S.personthat maybe desiredby

thegovernmentas a resultofinformationobtainedbyqueryingSection702-acquired

informationwouldrequireother legalprocesses, such as a FISCorderor criminalwarrant.
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(U ) IncidentalCollection

( ) The focalpointofthe Section 702 debate centers onhowthe governmentshould treat
incidentalcollectionofU.S.person information, such as whenthe governmentcomes acrossan
e-mailin Section702 data betweentwo foreignterrorists talking about a U.S.person. FISA

definesa U.S.person as a U.S.citizen, a lawfulpermanentresidentofthe United States, a U.S.
corporation, orother U.S. entity (such as a non-governmentalorganization) locatedanywherein
the world. While FISA doesnot define all individualslocated inthe United States as U.S.

persons, Section702 nonethelesscannotbe usedto target anyone in the UnitedStates. Because

Section702canonly be used to intentionallytarget non-U.S. personsoutside the UnitedStates,

any collectionofU.S.personcommunicationsis considered incidental. Inother words, it is not
intentional, but it is unavoidable.

( ) Other collection methods aligned to foreign intelligence threats, such as human intelligence,

also encounter incidental collection and have procedures inplace to handle that information

appropriately . Within the Section 702 program, minimization procedures govern the retention,

dissemination, and use of incidentally-collected U.S. person information.

(U) When an intelligence agency encounters U.S. person information while reviewing
intentionally -collected Section 702 data, it has an interest in determining whether that U.S.
person is a potential victim of, or a potential accomplice to, the threat that was the original
purpose ofthe Section 702 collection . Inthe former case that the U.S. person is a potential
victim, the government will seek to warn and protect the U.S. person . Inthe event that the U.S.

person is an accomplice , the government will attempt to thwart any nefarious activity carried out
by that U.S. person.

( ) In many cases , one agency will likely need to share pertinent information with another

agency For example , NSA only focuses on foreign intelligence threats overseas , so itwould

need to pass the relevant information about these U.S. persons to FBI for the Bureau to take

appropriate action.

(U) Inthe event that the U.S. person is neitheran accomplice nor a victim (perhaps the U.S.

personis simply a friendor acquaintanceofthe terrorist butnot involved inany nefarious

activity) , and the informationdoes not contain foreign intelligence information, the government

is requiredto purge any Section 702-acquired U.S.personinformationit has incidentally
collectedafter a set periodoftime.
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( U ) U.S.PersonQueries

(U) Typically, inorderto reacha conclusionaboutwhetherthe U.S. personis anaccomplice, a
victim, or neither, the intelligenceagencywillneedto conductmore research. Forexample, ifan

intelligenceofficer is reviewingthe e-mailsofaninternationalterrorist and discoversane-mail

that indicatesthat this terroristhas plans to attack a specificschoolin the UnitedStates, the
intelligenceofficerwillwant to gather moreinformationaboutanypotentialattack againstthe

school. The intelligenceofficermaychooseto executea queryinthe Section702 databaseusing

theU.S.school'sname as a searchtermto determineifthere is additionalinformationpertinent

to this potentialattack. This is a U.S. personquery. Priorto conductingthequery, the
intelligenceofficer mustensure that he or shehassatisfiedthe querystandardoutlinedinthe

queryingprocedures.

( U ) Absent an exception , every query of Section 702 information , whether involving a U.S.

person or not, must meet the baseline standard : the query must be reasonably likely to retrieve

foreign intelligence information or, in the case ofFBI, and only in the case of FBI, the query

could also be conducted to retrieve evidence of a non- national security-related crime. There are

publicly released, FISC- approved rules for querying Section 702 data for all four agencies that

can access unminimized or raw Section 702 information . For FBI specifically , inaddition to
each query ofSection 702 data meeting the baseline query standard , 1) the person conducting the

query must have purpose for retrieving foreign intelligence information or evidence of a crime,

2) the person conducting the query must have a specific factual basis to believe that it is

reasonably likely to retrieve foreign intelligence information or evidence or a crime ; and 3) the

query must be reasonably tailored to retrieve foreign intelligence information or evidence of a
crime without unnenecessarily retrieving other information .

(U ) Inthe example above, the government would seek additional informationto determine the

timing and method ofa potentialattack onthe school and conduct queries inthe Section702

database to attempt to address those informationneeds. Conducting a query does not collectnew

information it filters the informationthat has already been collected.

(U ) A user maychoose to conduct a Section 702 query to retrieve content or metadata. Content

refers to any information about the substance or meaning of a communication while metadata

refers to the routing or addressing information associated with a communication.
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( U ) Appendix II NSA's Use of FISA Section

702

(U) NSA uses Section 702 information to produce foreign intelligence information insupport of
policymakers , the military, and cybersecurity personnel. NSA is the primary agency involved
with Section 702 and only the NSA may initiate Section 702 collection . NSA collects on non
U.S. persons on behalf of itself and as requested by the CIA and FBI. NCTC does not nominate
new foreign intelligence targets for collection , but it can request access to already -collected
Section 702 information that meets its mission need . All NSA analysts accessing Section 702
data are trained to do so .

( U) NSA collects informationthrough downstream collection, which is acquired through the

compelled assistance of U.S. electronic communications service providers. NSA also collects
information through upstream collection, which is acquired through compelled assistance ofthe

providersthatcontrol the U.S. telecommunications backbone. While downstreamcollection is

shared with CIA, FBI, and NCTC, only NSA may access upstream collection.

WhenanNSA analyst discoversa newidentifierofinterest, the first step isto
conductsomeresearch. Inour hypotheticalexample, anNSAanalystidentifiesa foreignstate
sponsoredhackerwho uses an e-mailaddress servicedbyan electroniccommunicationsservice
provider. TheNSA analyst startsbyresearchingthishacker to verifythatthe individualis a non
U.S.person, locatedoutsideofthe United States, and relatedto a foreignintelligencepurpose
authorizedunderan existingSection702 certification. Inthis case, the analystknowsthrough
other intelligencesources that this hackerplans to attack a piece of U.S.critical infrastructure,
namely Theanalystpreparesa requestto initiatecollectionof
this foreignhacker's e-mail address.

( ) To pursue collection , NSA analysts must draft a targeting request that includes the hacker's

name (ifknown) , the hacker's e-mail address , a justification explaining the expected foreign

intelligence information to be gained , and evidence demonstrating the hacker is reasonably

believed to be a non-U.S . person outside the United States . In this request process , NSA analysts
examine the totality of information available to them to build their case . Ifan analyst finds

information that does not support use of the Section 702 authority , the analyst must address this
issue before proceeding with the request.

( ) After the NSA analyst submits the targeting request , it passes through two additional levels
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ofreview: peerreviewand final adjudication, eachofwhich is performedbya differentperson
who has been trained for that additionalfunction. The adjudicator a personwho has specific

additionaltrainingcertifyingthemto evaluateSection702 targetingrequestsfor approval will

reviewtherequestand completea separateset ofdatabasechecks to ensurethe informationin

the requestisaccurate. Ifapproved, the e-mailaddress is sentvia FBIto the compelledprovider

to initiatecollection. Additionally, analystsarerequiredto conductpost-targetingreviewsto
ensure targetedidentifiers(inthis case, the foreignhacker'se-mailaddress) continueto meet
Section702requirements.

( ) The keydetails from all targeting records, includingthe target identifier (such as an e-mail

address or phone number) , target, justification, and supporting details, undergo subsequent

checks by NSA's Office of Compliance and after-the-fact review by DOJ. This extensive

process is inplace to ensure the integrity and legalityofcollection even on a foreign entity.

(U) Once data is returned from providers and available inNSA databases, analysts can only

access the collected informationby running a query. Queries are searches ofSection 702 data
that has already beenlawfullycollected; they are notrequests for new collection. The

informationisheld inNSAdatabases and labeledspecifically, distinguishingit fromdata

collected usingother authorities.

(U) NSAqueriesofSection702 dataare subjectto the querystandardmentionedpreviously.

NSAhastwoapproachesto queryingdata: pre-structuredqueriesand customqueries.

( ) Pre-structured queries simplify adherence to the Section 702 querying procedures. Pre
structured queries use details from the Section 702 targeting records (such as the target's e-mail
or phone number) and the current targeting status (whether it is still in an authorized state or not)
to help inform whether a Section 702 query is authorized to be executed by the analyst. Pre
structured queries require action by an analyst to execute. The pre-structured nature simplifies
the compliant retrieval ofdata by minimizing the possibility of typographical errors.

( ) Custom queries allow analyststo designtheir ownqueryterms and structure. Inadditionto

providingterms, analysts must opt intothe specific authorities datasets that their querieswill

runagainstandprovide foreign intelligencejustifications.

( ) Inthis example, the NSA analyst queries into the lawfully-collected Section 702 data using
the e-mail address of the foreignhacker as the search term. The returned results includethe
communications sent to and from the foreignhacker's e-mail address available inthe already
collecteddata, as well as any other communications inthe Section702 database that containthe
e-mailaddress used inthe search term.
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( ) The vastmajorityofNSA'squeries into Section 702 data use non-U.S. personquery terms;
however, there are situations inwhichNSA uses a U.S.personqueryterm (e.g., a U.S.person
name ortelephonenumberused by a U.S.person) to expeditiouslysearchthe Section 702 data

already legally acquired and in NSAholdings for foreignintelligencepurposes. The basis for

that U.S.person query could be derivedfrom informationpreviously gleaned from Section702

data, informationfrom other intelligencereporting, or other sources.

(U ) Inthisexample, the U.S.personquerytermisconnectedto U.S.critical infrastructure. In

2022, most ofNSA's U.S.personquerytermsused to retrievecontentfrom Section702 data
wereterms associatedwithnon-humanbeings, used to identifyforeignthreats to thoseentities.

Whethera queryterm is relatedto a humanbeingor not, the query standardremainsthe same.

NSArecognizesthe sensitivitiesassociatedwithU.S.personqueriesof Section702-acquired

content. Accordingly, NSAhas put into placeextensivesafeguardsin additionto thoserequired
by its queryingprocedures.

(U) NSA U.S.personqueriesofSection 702 content must first be pre-approved by NSA's
OfficeofCompliance and Office of GeneralCounsel before that query may be executed. In

some circumstances, the U.S.personquery requires additionalsafeguards, includingadditional
specializedtrainingofpersonnel; approvalby NSA's CivilLiberties, Privacy, andTransparency

Office various levels ofNSA leadership pre-approval; and increased oversightofthe queries.

Inourexample, theNSA analystperforminga query inwhichtheanalyst

seeksto learnmoreaboutthe foreignhacker'sintentionto disablea specificU.S.

willdesigntheparametersofthe queryto retrieveinformationabouttheforeign

hacker'splannedattackagainsttheU.S. Ata minimum, the analystwill

likelyusetheforeignhacker'se-mailaddressandthe nameofthe U.S. and

selectthetime frameforthequery. The analystwillalsoselect the specificsets ofdatathe

analystintendstoqueryagainstandwillseekpre-approvalbeforethe analystrunsthe query.

Becausethequerycontainsthe nameofa U.S.asset, this is considereda U.S.personquery.

( ) NowthattheNSA analysthasreceivedapprovalto runthe queryandhasdone so, the

analystretrievesand reviewsthe results for foreignintelligence. Theanalyst will often review

manypiecesofcollection, suchas e-mails, to determinewhichcommunicationssatisfyforeign

intelligencerequirements.

( ) As mentioned above, even when querying using foreign query terms, NSA analysts might

come across U.S. person information, such as when a Section 702 target is communicating with a

U.S. person. NSA analysts receive training on how to handle communications inwhich a U.S.

person is a communicant (and part of the incidentally-collected U.S. person information) or
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whenU.S.personinformationis otherwiseincludedin a communication(suchas whena foreign

intelligencetarget is discussinga U.S.person) .

(U) Oncethe analysthas identifiedone or morecommunicationsmeetinga valid foreign

intelligencerequirement, the analystmay craft an intelligencereportto disseminatethe
informationto NSA's intelligencecustomers. Whenauthoringa disseminationbased on a

communicationinvolvinga U.S.person (either as an incidentalcommunicantor as a subjectof

the communication), the analyst must determinewhetherany informationabout the U.S.person

is requiredin order to understandthe foreignintelligence. Ifinformationabout the U.S.person
isnotneededto understandthe foreign intelligence, thenthe analystwill write the intelligence

reportwithoutany referenceto the U.S.person.

( U) Wheninformationabout the U.S.personis neededto understandthe foreign intelligence, the

analystwilllimitreferencesto the U.S.personto onlywhat is necessaryto understandthe
foreignintelligence. The analystwillalso evaluatewhether, basedonNSA's Section702

minimizationproceduresand disseminationpolicy, the analyst is authorizedto identifythe U.S.
personin the reportor whetherthe identityofthe U.S.personmustbe masked (ingeneralized

wordingsuchas, namedU.S.person ) . This protectsthe identityofthe U.S.personto readers

ofthe intelligencereport. Intelligenceconsumerswhohave a need to know the U.S.person

identitycansubmit a writtenrequestto NSAto havethe identity unmasked. This meansthe

identityisreleasedto the requester(not all consumers), but only ifthe identityisneededto
understandthe foreignintelligence

(U ) NSA must conduct an initial review of tasking shortly after this action and then routinely

thereafter. Generally, NSA may retain Section 702 information for up to five years, with

exceptions based on whether the information is determined to be foreign intelligence, orother

factors, such as requiring additional time for decryption.
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( U ) Appendix III CIA's Use of FISA Section

702

( U) CIAuses Section702 informationto supportits operationsworldwide, to includeprotecting
CIA officersfromthreatsposedby hostile intelligenceservices andnon-stateactors. WhileCIA

canaccess Section702data, the agencycannotdirectlycollect the data itself. Instead, CIAmust

submita requestto NSA to initiatethe collection. When CIA identifiesa foreignpersonwith

intelligenceinformationofnationalsecurityinterest, a CIA officerwill try to identifyaccounts

usedby this person, such as ane-mail address and phone number. Ina hypotheticalscenario, a

personofinterest (or target ) mightbe someone who has volunteeredto be a CIA sourceand

claimsto have informationaboutanadversarycountry'smilitaryplansand intentions. The CIA

officerwouldresearchthis target and mightdiscoverthat the target uses a U.S.-based e-mail
provider. The CIA officer wouldassess whether the target fellunder one ofthe categorieson

which the FISC had approvedcollection; then, the officer would prepare a requestto NSA to
initiatecollectiononthat e-mail address.

( ) This requestby CIA includes such informationas the target's name (ifknown), e -mail
address, evidence about why this target is likely to have information about the adversary

government's military plans, the foreign intelligence informationthat the government expects to

collectas a result oftasking the e-mail address, evidence that this target is not a U.S. person, and
justificationthat the target is located overseas. The CIA officer's request would then be

reviewedand approved by a supervisor and CIA's FISAprogramoffice before beingsubmitted
to NSA.

(U) WhenNSAreceivesCIA's requestfor collection, an NSA analyst then uses other resources

at NSA'sdisposalto confirmthat the target is not inthe UnitedStates, in additionto verifying

the informationinCIA'soriginalrequest. Inthis example, NSA wouldreview CIA's

informationindicatingthat the target is likelyto possess, receive, or communicateforeign

intelligenceinformationabout the adversarygovernment'smilitaryplans. NSA is requiredto

citespecific documentssupportingits determinationthat the target isnot inthe UnitedStates.

Then, the informationis peer-reviewedby anotherNSAanalystand adjudicatedby a more senior

NSAanalystbeforethe requestisapproved. This is the same process NSA applies to its own
targetingrequests to initiateSection702 collection. NSA documentsall ofthis information,

which is laterreviewedbyDOJ

( ) At this point, NSA sends the request to FBI, whichprovides it to the appropriate
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communicationsserviceproviderto initiatecollectiononthis e-mail address requestedby CIA.

Theauthorizedcollectionis then sent to CIA. Inthis hypothetical, the requested
communicationsare e-mails sent to and from the target's e-mail address. CIA stores its FISA

informationina standalonedatabase that requires a user loginand password. CIA's Section702
informationiscompartmentedinto bins so that an officerwithaccess to CIA's Section702

data canonly accessthose bins that are applicableto the officer'sjob. In this presentinstance,
the CIAofficermight only have access to Section702 data that pertainsto a subsetof

intelligenceinformation, suchas an adversary'smilitaryaffairs. OnlydesignatedCIAofficers

withtheappropriatetraining and certificationsaregiven access to Section702-acquireddata.

( ) Whenreviewing the collected emails, the CIA officer can view the data manually, by

clickingon each e-mail to read its contents. The officer may also choose to use search terms to

query or filter the information to find pertinent information. This is a process very similarto

someone searchingtheir owne-mail inbox for a relevant e-mail. Returningto our example, the

officer might inputas a search term the nameofa high-rankingforeign militaryofficialwhothe
CIA officer has reasonto believeis incommunicationwith the target.

( ) Inthis example, aftervolunteering, the targetmeetswitha CIAfield officeroverseasand

mentionsbeingfriendswitha senior foreignmilitaryofficer, handingthe CIA field officerthe

foreignofficer'sbusinesscard as proof. The CIAofficercould usethe e-mailaddress listedon

the businesscardto runa querywithinthe target's e-mails. Thisquerywouldmeetthe standard

ofbeing reasonablylikely to retrieveforeignintelligence information becausethe target told

the CIA they were friends and, separately, the CIAofficerknows that the officer is in fact, akey
figureinthatcountry'smilitary. CIA's Section 702 databaselogs eachquery conducted, to

includerecordingthe queryterms used, the date ofthe query, and the officerwho conductedthe

query.

( ) Itispossiblethat this particularquery returns several e-mailsbetweenthe target andthe

militaryofficer(only e-mails fromthe authorized bins willappear) . Inreadingthese e-mails,

the CIA officerdiscovers that the communicationsmentiona particularadvancedU.S.

technology producedbyonly oneU.S. company that wouldcriticallyenhancethe adversary's

militarycapabilities. At this point, the CIA officerwants to querythe target's e-mails usingthe

U.S.companynameas a queryterm in orderto gain foreignintelligenceabout how the adversary

governmentplansto gainaccess to the technology. This is considereda U.S.personquery.

(U) Thereareadditionalrules for queryingSection702 datausingtermsthat containU.S.person
identifiers. Inthese instances, the officermust entera statementoffacts showingthat the U.S.

personqueryterms are reasonablylikely to retrieveforeignintelligenceinformation. Before
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running the query, the officer documents the justification for conducting a U.S. person query
using the same query standard described previously . All of these justifications are logged in a
database, along with the query terms, date ofthe query, and officer who conducted the query.

(U) CIA users of Section 702 data are required to review their holdings every 30 days to
determine whether the data contains information of foreign intelligence value and confirm the
target remains an appropriate one for collection pursuant to Section 702. For any specific
information that the CIA officer deems necessary to transfer outside of the restricted FISA
repository that contains U.S. person information, the officer must either redact the U.S.person
information from the product or write a justification explaining why the U.S. person information
is necessary to understand the foreign intelligence or assess its importance. All data determined
to contain information of foreign intelligence value must be marked as such within this database
or transferred out ofthe database for use in operational or analytic products. All other data
neither marked as containing information of foreign intelligence value nor transferred out ofthe
database will, in general, automatically be purged from the database after five years from the
expiration of the certification authorizing the collection .

(U) CIA shares the Section 702 data itacquires when there is a need to notify another U.S.

governmentagency or a foreign government ofpertinent information. For example, CIA would

shareinformationabout an adversary's plans to steal U.S.technology with FBIso the FBI could

warn the U.S.company inthe hope ofpreventingany potentialtheft.
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( U ) Appendix IV UseofFISA

Section 702

NCTC's Section 702 program focuses on reviewing communications by known and

suspected terrorists , conducting international terrorist network development , and garnering

insight into international terrorist operations . NCTC first gained approval to access unminimized

Section 702 data in April 2017. NCTC does not nominate targets for specific collection .

Instead, NCTC requests Section 702 information already

collected byNSA pertaining to international terrorist targets located outside the United States
that NCTC tracks . NSA checks all NCTC requests and approves them

before NCTCreceives the information.

NCTCanalystsauthorizedto accessSection702 data receivetrainingrequiredfor

thisaccess. NCTCanalystsreviewthe Section702 collectionat least

everysevendaysto ensurethereareno indicationsthat the targetis a U.S.person, is inthe

UnitedStates, oris intendingto travelto the UnitedStatesor anunidentifiedlocation. NCTC

analystsmustcompletea Markas Reviewed actionto re-starta seven-day reviewclock

affirmingtheyhavereviewedtheirdesignatedSection 702 data. Ifthe reviewis notcompleted

withinsevendays, the selectorwillturnyellow on the analyst's dashboard. After 14 days, it

turns orangeandtheanalyst'ssupervisorreceivesanalert e-mail. After21days, it turns redand

theanalyst'ssupervisorandNCTCcomplianceofficereceivealert e-mails.

Ina typical scenario , an NCTC analyst begins by identifying and requesting
the Section 702-collected information for a known

terroristoverseaswhose selectorNSAalreadyhas taskedforcollection.

Oneofthe mostimportant questions for NCTCto determine is whether

the internationalterroristcouldgainaccess to andpose a threattothehomeland. PartofNCTC's

missionis to map outandunderstandspecifichighvalue terroristnetworks.

(U) Inthis example, the NCTC analyst discovers fromreviewingthe e-mail communicationsof
the Al-Qa'idaaffiliate that he is communicationwith a California-based individual. Since the

individualis inthe United States, unless circumstances give rise to a reasonable beliefthat this

personis not a U.S.person, the individual is presumedto be a U.S. person. The NCTCanalyst
will firstconduct databasechecks on that U.S.person's e-mailaddress incounterterrorismdata
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sets that do not contain Section702-acquired informationto identify any other connections to

internationalterrorism. The NCTC analystwill then evaluate the nature of its findings and

determine how often that U.S. person's e-mail address is in contact with known orsuspected
internationalterrorists . Ifthe results of these database checks establish a sufficient basis to meet

NCTC'squerystandard for Section 702 data, NCTCmay query the presumed U.S. persone-mail
address against Section 702 informationto identify any additionalconnections to international
terrorists.

( ) Inthis example, the NCTC analyst further discovers that the above presumed U.S. person

has ties to multiple internationalterrorist networks. Beforethe NCTC analyst may runa query

usingthis individual's e-mailaddress as a queryterm, NCTC's FISA informationsystem

requires the analyst to provide a writtenjustification for eachquery ofSection 702-acquired

information. In this example, the NCTC analyst provides writtenjustificationfor the query and
runs the search

(U) IfNCTC identifies the presumed U.S. person as havingrelevant connections to one or more
counterterrorism targets sufficient to meet the NCTC Section 702 standard for dissemination,

NCTCwill issue a FISA dissemination cable to NSA, FBI, and CIA, and then potentially issue a

leadcable to missionpartners includingFBIto further their consideration in connectionwith

counterterrorism investigationsand threat determinations.

( ) SinceNCTC'sability to access Section702 data is relativelyrecent, it has incorporated

manycompliancemeasures into its programfrom inception. NCTC's Compliance and

TransparencyGroupprovides internalreviews ofits use andhandlingofFISA-acquired

informationto provide reasonable assurance that NCTC personnelcomply with the FISA
requirementsand NCTC's Section 702 procedures and to properlyidentify, address, and report

instances ofnon-compliance. NCTC's Compliance and TransparencyGroup administers

training andconductsmonthlyreviews ofNCTC'sSection 702 query and minimizationlogs, as
wellas disseminations of Section702-acquired information.

( ) Section702 informationinNCTC's holdings that has not been reviewedis destroyedfive

years from the date of expirationofthe certificationunderwhich the informationwas acquired,

unless specific authority is obtained. Informationthat has beenreviewedbut has notyetbeen

determinedto meet the minimizationstandardis accessible for ten years fromthe expiration date

ofthe certification. After ten years, the informationis placed inrestrictedstatus, such that users
will receivenoticeofits existence ifit is responsive to a query, but executive level approvalis

requiredin order to gain full access to it. After fifteenyears, informationthat has not been

determinedto meet the minimizationstandard is destroyed, unlessspecific retentionauthority is
obtained.
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( U ) Appendix V FBI's Use of FISA Section

702

(U) FBIuses Section 702 to support itsnationalsecurity investigations, in concertwithother

authorities. By longstandingFBIpolicy, the agencyonly receives Section 702 collectionon a
particularforeignintelligencetarget ifthat target is relevantto anongoingfullFBInational

security investigation. This policydecisionhas notbeen codified into statute, but it is inplaceto
ensurethat FBI's useof Section702 data is consistentwith its role inthe intelligence

community, namely, to investigateand disrupt threats to the homeland. As a result, in2022, FBI

receivedcollectionon 3.22% ofthe intelligencecommunity's total Section 702 targets.

(U) To giveanexample ofhowthis works inpractice, considera hypotheticalinvolving

efforts to counter a Chineseintelligence service. FBIhas a number ofopen investigationsinto
Chineseintelligenceactivitiestargetingthe UnitedStates in field offices around the country.

Manyofthese investigationsmaynever result in prosecutionbecause the individualforeign

officers involvedwillnever leave China, and the U.S.governmentmay, therefore, neverhavethe

opportunityto arrest and charge them. Nevertheless,FBI is responsiblefor trackingand

disruptingthese intelligenceactivitieswhenthey affectAmericancitizens or companies.

Inthisexample, theforeignintelligenceofficer, posingasan academic, makes

contactwithanAmerican Thisactionis

consistentwith those ofother Chineseintelligenceofficers who, in order to developrelationships

withAmericans, mightask their targets to write white papers that disclose nonpublic
information, or to present at a conferenceor universityin China. After makinginitialcontact

foreignintelligenceofficers willoftentry to transition to

other communication channels , such as e - mail .

(U) Returningto the example, anFBI agent workingan investigationinto Chineseintelligence
activitiesreceivesintelligence informationfrom CIA about an e -mail address that is used bythe

Chineseintelligenceofficerposing as an academic. That serves as the initial tip that FBIusesto

develop its investigationfurther.

Noticingthat the e-mailaddress resolves to a U.S.-based e- mail provider, the agent

then sends a request to NSA to collect the e-mails sent to and from this e-mail address. The

request would contain the e -mail address itself, the name of the user (ifknown), evidence that

this user is not a U.S. person or a person inthe United States, and justification for requesting
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collection ofcommunications to and from this e-mail address. In this example, it turns out that

this account hadalready beentargeted for collectionunder Section 702 by NSA, so FBIrequests
to receive the collection that the NSA is alreadyreceiving.a

Once NSA approves FBI's request , NSA gives FBI a copy of

the requested communications for this e-mail address . All FBI personnel who are approved to

have access to Section 702 data receive training on the use of Section 702 information as a

condition ofbeing granted access.

(U) At this point, the FBIcase agent will be able to see exactly what the foreign intelligence

officer issayingvia that e-mail address and to whom the officer is sayingit. Overtime, the case

agentmight see that the Chinese intelligence officer is in contact with dozens or even hundreds

ofAmericans. Some of these peoplemighthave ignoredthe foreign intelligence officer's

outreach and never responded. Others mighthave responded, but they haveno idea they are

communicatingwith a foreign intelligence officer. And some ofthese people mightbe fully

recruitedassets ofthis Chinese intelligenceofficer now secretly gatheringinformation inside the
United States.

( ) To triagethis information, the agentcanquerynumerousFBIdatabaseholdingsusing

identifierssuchas e-mailaddressesorphone numbersfor those presumedto be U.S.persons in
orderto obtaina fullpictureofwherethey fallonthat spectrumand, correspondingly, what kind
ofinterventionis needed. These databasesare federatedand canaccess morethan 100 different

FBIrepositoriesincludingtravel data, immigrationdata, and Section702 data. The agentcan

enterthe queryterms and selectwhich databases to search. Currently, the default settingis for

Section702datanot to be included. Whenthe agentsubmits the query, a pop-up window asks
whetherthe agent wants to includea searchofSection702 data. Ifso, the agentwillbe

promptedto go back and selectthe Section702 data to be includedin the query(which, inthis

case, will includecommunicationsto and from the foreign intelligenceofficer'se-mailaddress).

( ) Theagentwill then be promptedto fillout a form indicatingwhether ornotthe query

containsa U.S.person search term. Once this indication is made, the queryis run.

( ) The system logs all U.S. person queries. Ifthe U.S. person query returns no results, no

further action is taken inthe system. Ifthe U.S.person query returns results , the system prompts

the agent to identify the purpose and justification for the query prior to accessing any Section
702 collection that is retrieved.

( ) Inthisexample, the FBIagent, who is reviewingthe communicationsof the foreign

intelligenceofficer, can see that this intelligenceofficeris communicatingwithmanyAmericans.
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Inorderto distinguish who hasbeenco-optedand who has yet to be co-opted, the agent needs to
reviewthese e-mails. Importantly, FBIcanonly see emails betweenthe U.S.persons andnon
U.S.persons alreadyunder FISAcollection they cannot see any other emails that the U.S.
persons have sent orreceived.

(U) Basedon the query results (to potentiallyinclude non-Section 702 information), FBImay
send leadsto the field office where that U.S.person is located for any necessaryfollow-up-
whether that takes the form ofa defensive briefingfor potentialvictims or further investigation.

For recruitedco-optees ofthe foreign intelligenceservice, FBIwould open a new spin-off

investigation, which may includerequestinga warrant to surveilthe U.S.person who FBIhas

evidence is actingas an agent ofthe foreign intelligenceservice.

(U) FBI must review tasking within five days upon receipt of collection to confirm the correct

identifier is under coverage and meets FISA 702 targeting requirements . At minimum, Section

702 information must be reviewed at least once every 30 days thereafter to continue confirming

that the target meets FISA 702 targeting requirements . FBI's Section 702 information that has
notbeen reviewed will be purged five years after the expiration ofthe certification under which

itwas collected . Information that has been reviewed but not marked as meeting the

minimization standard will be restricted ten years after expiration ofthe certification and purged
after fifteen years .

(U ) All FBIU.S.person queries are loggedand maybe subjected to subsequentreviewbyDOJ.

Withthe exceptionof2021, FBI'sU.S.personqueries in its Section 702 data have constituted

abouta quarterto a third ofits overall Section702queries for the past three and a halfyears.

FBI'sSection 702 U.S.person queries in 2021 accountedfor morethan halfof FBI'soverall
Section 702 queries because ofa series ofbatchqueriesthat represented 1.9millionU.S.person

queries.
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( U ) Appendix VI Procedures and Oversight

( ) TheAttorneyGeneraland DNImayauthorizefor a periodofupto one year the targetingof

non-U.S. personsreasonablybelievedto be locatedoutsideofthe UnitedStates to acquire

foreignintelligenceinformationabouttopics suchas foreigngovernments, international

terrorism, and the proliferationofweaponsofmass destruction. The AttorneyGeneraland DNI
providethe FISCa writtencertificationand anysupportingaffidavitsfrom the headsofthe

intelligenceagenciespriorto the implementationofany such authorization. The FISC, which

was createdin 1978to reviewapplicationsfor electronic surveillanceintheUnitedStatesfor

foreign intelligencepurposes, reviewsand approvesthesecertifications. TheFISCalsoreviews

and approvesaccompanyingaffidavitsandprocedures, includingtargetingprocedures(which

describerules forthecollectionofa specificelectroniccommunication) , minimization

procedures(whichdescriberulesfor the retentionandsharingofthe informationcollected), and

queryingprocedures(whichdescriberules for conductingqueriesofthe informationcollected).
Eachofthe fouragenciesthat receivesunminimizedSection702 data (NSA, FBI, CIA, and

NCTC) hasits ownproceduresgoverningthe minimization, querying, and sharingofSection
702data tailoredto its specificmission. TheFISCmustreviewa certificationand

accompanyingproceduresandissue an orderwithin30 days fromthe date the certificationis

submitted, unless the court finds that anextensionisnecessaryfor good cause in a manner
consistentwithnationalsecurity.

( ) The Section 702 programis overseen insome fashion by all three branchesofgovernment.
Inaddition to internal intelligence community compliance, the Section702 programis overseen

by DOJ, ODNI, the FISC, and Congress.

( U) DOJreviewseveryNSA decisionto initiateSection702 collection. DOJalso reviews100

percentofCIA'sand NCTC'sU.S.personqueriesand 100 percentof NSA'sapprovedU.S.

personqueryterms. Becauseofthe highvolumeofFBIqueries, DOJreviewsonlya sampling
ofFBI'sU.S.personqueries. DOJalsoreviews a samplingof FBI'snon-U.S. personqueries.

To assesscompliancewith Section702 programproceduresas approvedby the FISC, DOJ

conductsbi-monthlyreviewsofNSA's, CIA's, andNCTC'simplementationoftheir targeting,

minimization, andqueryingprocedures. DOJconductsreviewsofFBI'simplementationofits

targetingproceduresonat leasta bi-monthlybasis. Inaddition, DOJconductsqueryauditseach

yearofapproximately23-27FBIfield officesand Headquarterscomponentsto assess
compliancewiththe queryingand minimizationprocedures. SinceMarch2022, DOJhas also

periodicallyreviewedFBI'ssensitivequerypre-approvals. Finally, DOJhas conductedcertain
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FBI- wide query audits, focusing on a sample ofqueries runby multiple FBIoffices.

(U) DOJreports all identified incidents ofnoncomplianceto the FISC and to Congress, including

the scope and nature of each incident, its cause, and the remedial actions taken inresponse. DOJ

documentsnoncompliancein letters and quarterly reportsto the FISC, and semi-annual reportsto

Congress Jointly withODNI, DOJdocuments compliancetrends in assessments transmittedto

Congress, as well as the FISC. ODNI publishes the Annual StatisticalTransparency Report,
redactedversions ofDOJ- ODNIjoint assessments, and redacted versions ofeach FISC

MemorandumOpinion andOrder approvingthe certifications. ODNI also publiclyreleases

redacted targeting, querying, andminimizationprocedures, whicharethe internal rules agencies
useto governhow their officers initiatecollection, conduct querying, share information, and store
information.

( ) Today's Section 702 Oversight Framework

( ) Today, Section702 is subject to multiplelevelsofoversight, supervision, andcontrol(see
Figure 1below) . Inadditionto internalcompliancemechanismsinitiatedby the four Section

702useragencies, there arenofewer thannine additionalorganizationsthat playanactiverole

inoversight. All activitiescarriedoutpursuantto Section702aresubjectto the jurisdictionof
the FISC. Incertain instances, the courthas issuedassessmentsresultingfrom analysisof

reportednon-complianceissues. The FISCrelies onmandatorycompliancereportingto review

andadjudicatethe Attorney Generaland DNIcertificationsthat authorizeagencyuseofthis

authority. The FISC'sreferencedoversightroleas itpertainsto Section702 is codifiedinthe

FISAAmendmentsActof2008. As partofits role, theFISCreviewseachagency'stargeting,

querying, andminimizationproceduresto determine ifthey adhereto all statutoryrequirements
and arereasonableunderthe FourthAmendment. The FISC sometimesappointsamicicuriaeto

reviewSection702-relatedmatters, andthe FISCmayrequestadditionalinformationand hold

hearingsonSection702 legaland compliancematters.

(U ) Additionally, Section702 activities are subjectto extensive oversightby the executive

branch throughDOJand ODNI. DOJprovides oversight to ensurethat agenciescomplywith

applicable laws and policy. DOJand ODNI monitor agencycomplianceefficacy, identify

problemareas, and provideexplicit correctiveguidance to intelligenceagencies. DOJand ODNI

are statutorilyrequiredto provide a comprehensive, joint complianceassessmenteverysix
months to the pertinentcongressionalcommittees. These assessments are alsoprovidedto the

FISC andthe Privacyand Civil LibertiesOversightBoard(PCLOB) . Lastly, Congress, through
the House PermanentSelectCommitteeon Intelligenceandthe Senate SelectCommitteeon
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Intelligence, as well as the Senate and HouseJudiciaryCommittees, regularlyconducts oversight

and receives periodic reports. Each ofthe named congressionalcommittees also has the

authorityto requestinformationpertainingto program implementationand compliance issueson
anad hoc basis.

(U) The PCLOB a congressionally mandated independent agency was created specificallyto

ensurethat the government's vast counterterrorism activities, includingthe use ofFISA

authoritiesto collect intelligence, can be carried outwhile effectively protectingprivacy and civil

liberties. Infulfilling its uniquemission, the PCLOB conducts oversight reviews; provides
recommendations; and advises the President, Congress, and other executive branch agencies.

(U) Finally, the IntelligenceOversightBoard (IOB) possessesextensiveauthoritieswithinthe

executivebranchto review andassessthe legality, effectiveness, efficiency, andsufficiencyof

intelligenceactivitiesand associatedprocesses. AlthoughExecutiveOrder 13462, which

establishedthe IOB, does notexplicitlyreferenceFISA Section702, the Boardis well-positioned
to exerciseoversight in this area.
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( U ) Figure1 : CurrentFISASection702 ComplianceandOversightHierarchy
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(U ) TheBoardhas observedthat eachofthe organizationsthat supportthe Section702 oversight

frameworkhavemultiple, oftenoverlapping, reportingmechanismsinplace. The evolutionof

this purposelyredundantauditandreportingframeworkhas beenlargelyeffectiveinsupporting

and ODNIefforts to identifyand reportallcomplianceincidentsto the FISCand illuminate

those areasmostinneedof focused remediation. As a consequenceofthis periodicreporting

and investigativeframework, we assess that the existingoversightparadigmhas largely
encouragedimplementationofremedialmeasuresand enhancedcompliance. Whilethe Board

finds that FBIhas been slow to improveits complianceregime, it is noteworthythat DOJand

havemetricsdemonstratingthat remedialmeasuresput inplaceby FBIhaveyielded
significantcomplianceimprovements.
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( U ) Appendix VII FBI's Record of

Noncompliance and Reforms

(U ) The FISChastakennoteofthe pervasivenessofFBI'squeryingnoncomplianceand attempts

to address its patternofbroad, suspicionlessqueries that arenotreasonablylikelyto retrieve

foreignintelligenceinformationor evidenceof a non-nationalsecurity- relatedcrime. In2018,
theCourtcitedFBI'slackofunderstandingaboutwhat itmeantfor a queryto be reasonably

likelyto returnforeign intelligenceinformationor evidenceofa crimeas a contributingfactor.

TheCourtrecommendedthatFBIrequireusers to documenta justificationfor whythey believed

a U.S.personquerythat returnedSection702 collectionwas reasonablylikelyto returnforeign

intelligenceinformationor evidenceofa crime. FBI's firstattemptto addressthis

recommendationwas to offer a drop downtab for FBIusers to selecttheirjustification
subsequentto the querybeingrunbutpriorto accessingthecontentofthecollection. In2020,

the Court foundthat FBI'sfailure to properlyapply itsquerystandardwas moreextensivethan

previouslythought, notingthat the queriesoccurredbefore FBIimplementedreforms, and

acknowledgingthatCOVID severely limited abilityto monitorFBI'squerycompliance

duringthis time. 2021, theCourtnotedcontinuedsignificantqueryingviolationsand

questionedtheeffectivenessoftheU.S.personqueryjustificationprocessthatFBIimplemented.

(U ) DOJand FBIdisagreedabout whether certain queries metthe query standard. Forexample,

multiple FBI fieldoffices ranqueries of individuals suspectedto be involved in the January 6 ,

2021Capitolbreach. Insome instances, FBIexplained that they were determiningwhetherthe
individuals hadforeign ties , and in other instances stated that FBIviewed the situation in general

as a threat to national security. DOJassessed these queries were not reasonably likely to retrieve

foreign intelligence informationor evidence of a crime andwere, therefore, noncompliant.

(U ) Starting in mid-2021, FBI began to implement a number of reforms to further remedy its

querying noncompliance .

(U) DOJand DNIadded language to FBI's querying procedures to be clearer aboutthe

meaningof the query standard.

(U ) DOJ, ODNI, and FBIissued new comprehensive guidance to all FBIFISA users, and

FBIinstituted new mandatory training on that guidance, requiring all FISA users to have
annual re-certification training.

( ) FBImadea modificationin its databaserequiringthat users enter a case-specific

justification(ratherthanusethe drop downmenu) as to the specificbasis for whythey
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believe their query is reasonably likelyto retrieve foreign intelligence information or
evidenceofa crime before accessing Section 702 content from a U.S.person query.

( U) FBIchangedthe defaultsettingsinthe systemwhere it stores Section702 dataso that

FBIpersonnelwithaccess to Section702 neededto opt-in to query such information.

( U) FBIinstituteda policy requiringFBIattorneyapprovalpriorto runninganybatchjob

thatwouldresultin 100or more queries. A batchjob refers to a capabilityinFBI
systemsthatallowsa userto run large numbersofqueryterms insequentialqueries.

(U) FBIinstitutedpre-approvalrequirementsfor certainsensitivequeries. Sensitive
personsincludedomesticpublicofficialsorpoliticalcandidates, membersofthe media,

membersofacademia, or religious figures. Underthis new policy, an FBIattorney
mustreviewthejustificationfor these queriesbeforethey areconducted. Proposed

queriesofdomesticpublicofficialsand membersofthe mediamustalso bepersonally

approvedby the FBIDeputyDirector.

( ) On 12 June 2023 , FBI introduced more accountability procedures with disciplinary actions

that would take effect in the event of FISA noncompliance . While DOJ and ODNI have seen
significant improvements in compliance , the Board concludes that these measures have not gone
far enough

(U) FBIhas one ofthe mostdifficultjobs inU.S.national security. After every major terrorist
attack inthe homeland, FBIhas sought to learnfromits shortcomings, which has driven FBIto

become increasinglythorough in its investigativeprocesses. Itis charged to defend our

homeland, which includes gatheringevidence inthe mostcontroversialandpoliticallysensitive

cases, whenrequired. Inthe course ofan investigation, FBI is constantly in searchofevidence.

Agentsandanalysts neverwant to be responsible for missingwhat couldbe the criticalpiece of

informationthat makes the differencebetween disrupting a plot beforeithappens, and
investigatingan attack after itoccurs.

(U ) Inan independentinvestigationinto FBI'shandlingofits case on U.S. ArmyMajorNidal

MalikHasan, whowasviolentlyradicalizedand killed 13 peopleand injured42 others inthe
2009shootingat Fort Hood, Texas, the Webster Commissionfoundthat FBIhad accessto

informationaboutHasanthat did not cometo lightbecausetheFBIpersonnelwhoconducted

databasequeriesdidnot include FISAdatabases intheir queries. Inotherwords, the FBIfield

office would haveopened a preliminaryinvestigationofHasan(and potentiallypreventedthe
Fort Hoodattack), ifFBIhad seenallofthe communicationsitlawfullyhadin its possession,
butweremissedas a result ofnotqueryingFISA data. Thus, one ofthe changes FBImadeto its

databasesearches was to automaticallyincludeFISAinformationas a defaultquerysetting. The

Commissionreport notedthat the limitedsearches and a mistakenassumptionaboutwhat was
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includedinthe database search revealeda lack oftrainingon FBI's most precious
counterterrorismresource itsinformation.

( U) Sincethe inceptionofSection 702, the U.S.governmenthas brought to trial a totalof nine

cases in whicha defendantreceivednoticeofthe government's intent to use informationderived

from Section 702 all ofthem terrorism related. This included the arrest ofNajibullahZazi in

2009, whose plannedsuicide bombinginthe New York City subway system was foiled by FBI,

andthe 2013 convictionof MohamedOsman Muhamud, who attemptedto detonatea vehicle

bomb at a Christmastree lightingceremonyinPortland. These cases reflectsome ofthe impact

that Section702 bringsto bear on FBI's missionofprotectingthe homeland.
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( U) Appendix VIII Fourth Amendment and

Warrant Implications
( ) There iswell-establishedprecedentupholdingthe constitutionalityofSection702. In

addition, eightdifferentfederaldistrict judges sittingon the FISC and severaljudges inother
federalcourts, incriminalcases where informationderived from Section702 was used against
defendants, haveruled that the FourthAmendmentdoes not requirea warrant for the government

to conductU.S.personqueries.

(U) Targetingnon-U.S. persons locatedoutside the United States pursuantto Section702 does

notrequirea warrant fortwo independentreasons. First, Section702 targets only non-U.S.

persons locatedabroadwhoarenotprotectedby the FourthAmendment. Second, accordingto

multiplecourtdecisions, Section702 collectionfalls withinthe foreign intelligencesurveillance
exceptionto the warrantrequirementin the FourthAmendment. Additionally, a queryof

lawfullycollectedSection702 data is nota separate searchunderthe FourthAmendment. Even

ifthe querywere a FourthAmendmentsearch, U.S.personqueriesproperlyandexclusivelyused

to gainforeignintelligencedo not requirea warrantbecausecourtshavelongheld thatthe

FourthAmendmentdoes not requirea warrantfor foreign intelligencecollection.

( ) The followingexamplesunderscore why a warrant requirement to conductU.S.person

queries inwhichthe government mustshow probablecause that the query terms belongto a

foreignpoweroragent of a foreignpower would have serious implications for national security.

The probablecause standard for a FISAwarrant is that the target mustbe a foreignpoweror

agentofa foreignpower.

1.FromitsSection 702 databasederivedfromlawfulcollectionon foreign

statecyberactors, FBIobservedtheseactors scanningU.S.

forvulnerabilities. FBIdid notat this pointknowwhich

werecompromisedor breachedby the foreigncyber

actors. FBIqueried selectors associatedwiththe U.S.network infrastructureand saw that a

smallnumberofthem had a highvolume ofdata communicationswiththe foreignstatecyber

actor, indicatingthat they werepotentiallycompromised. These U.S.personqueries helpedFBI

identifywherethe foreignhackershadachievedsuccessfulcompromises ofU.S.network

infrastructure, and FBIwas able to warnthe network operators so they could mitigatethe

intrusion. A warrantrequirementwith a probablecausestandardwould haveprecludedthis U.S.
personquerybecause there wouldhavebeenno probablecause that the userofthe U.S.selector
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was a foreignpower or agent ofa foreign power. In this world, the victim would likelynever
have known that they had been hacked and the government would never close the vulnerability .

( ) 2. In2021, after receiving a tip from another intelligence agency that a U.S.person was in
contact with intelligence officers from a particular threat country, FBIqueried that U.S.person's
identifiers against FBI's Section 702 collection. The queries returned results that confirmed
contact with officers from the threat country. FBI subsequently determined that the U.S. person
was unaware they were being targeted and obtained important intelligence on the threat
country's attempts to acquire sensitive information relating to proliferation ofweapons ofmass
destruction . A warrant requirement would haveprecluded the U.S. person queries because there
would have been no probable cause at the time that the U.S. person in contact with the foreign
intelligence officers was a foreign power or agent ofa foreign power . The purpose of the
queries was to help FBIquickly make that determination before deciding whether to treat the

U.S. person as a suspect or a victim.

(U) 3.U.S.personqueriesare critical to FBI'sefforts against Chinese intelligenceofficers

regularlyreachingout to hundredsof Americansto try to recruitthem as assets. When FBIsees

contacts betweentheseU.S.personsand Chineseintelligenceofficers, queries of those U.S.

persons identifiersin the Section 702 collectionenables FBIto quicklyidentifywhomightbe

unwittingintheir communicationwith a Chinese intelligenceofficer and inneedofa defensive

briefing, versus thosewhomightbe allthe way throughthe recruitmentcycleand already

workingas an asset for a foreignintelligenceservice insidethe UnitedStates. Inthe lattercase,
FBIthentransitionsto otherauthorities, such as the traditionalFISATitle I authorityor criminal

legalauthorities, to investigatethe U.S.person. Inonesuch case, U.S.personqueries ofSection

702-acquiredinformationfrom the targetingofa ChineseintelligenceofficerhelpedFBIto

quicklyidentifya former U.S.clearanceholderwho was recruitedby, andworkingwith, a

Chineseintelligenceservice. Basedonresultsofthese U.S.personqueries of Section 702 data,

FBIidentifieda need to conductan independentinvestigationofthis U.S.personand obtaineda
warrantinorder to do so.

(U) A warrant, or any othercourtorder, requiredfor everyU.S.personqueryconductedwould

undoubtedlyslowdown FBIand the intelligenceagencies abilityto do their jobs. TheFISCis

alsonotresourcedto process the volume of warrants that would berequired. FBIconducted
over 119,000uniqueU.S.personqueries from December2021to November2022. The highest

volumeofFISATitle I and/or Title IIIapplicationsthe FISCeverprocessedin a year was 2,370

in2007.More importantly, manyofthe instancesinwhich FBIandthe intelligencecommunity

conductU.S.personqueries wouldnotmeetthe standard ofprobablecauserequiredfor

obtaininga Title I warrant. Additionally, U.S.personqueries couldretrievecommunications
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betweennon- U.S. persons outside of the United States who do not have Fourth Amendment

rights discussing a U.S.person. The claim to U.S. personprivacy rights is further weakened

when U.S.persons, particularly those that are not individualpeople, are the subjects of non- U.S.

persons communications lawfully-collectedby the government.

( ) Outsidethe contextofFISAandnationalsecurityinvestigations, queryinglawfullycollected

informationisa commonpracticefor investigators, andcourtshavenotrequiredthat the

governmentobtaina warrantto conductthese kindsofroutinedatabasechecks. Forinstance, an

FBIagentconductinga criminalinvestigationofa U.S.personsuspectedofmoneylaundering

cansimplyquerythat person's identifiersin FBI's non-FISAdata, which includeinformation

haspreviouslycollectedin other investigationsusing, for example, criminalsearchwarrants;

witness interviews or informationprovidedby otherfederalagencies, foreigngovernments, or a
humansource. There is no requirementto go backto a court for authorizationto conductthose

queries. Amongthe various tools FBIis permittedto use in its investigations, conductinga
databasecheckto examineexistinggovernmentrecords is consideredto be amongthe least

intrusiveinvestigativesteps FBIcantake. A requirementto establishprobablecause andobtain
a warrantbeforequeryingSection702 data witha U.S.personqueryterm wouldeffectively

preventthe governmentfrom protectingtheAmericanpeopleinmany situationsbecausethe

informationisincompleteand, thus, not sufficientto meetthe probablecausestandard. In

addition, inmany cases, thepurposeofthe queryis to protecta U.S.person, not to connecta

U.S.personto a foreignplot.
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(U ) Appendix IX Transparency
( ) Somemembersofthe publichave objectedto the lack oftransparencywith whichthe

governmentadministersthe Section702 program, to includeNSA'sinabilityto providean

estimateofthe volumeof incidentalU.S.personcollection, the restricteduse ofthe amicicuriae,
and notdisclosingevery instancein whichSection702 informationis used to builda criminal

case. TheBoardfound that Section 702 is the leastsecretivesurveillanceprograminthe world.

Thereportspublishedandreleasedby the governmentaboutthe Section702 programand allof

its complianceissuesmaynot be aneffectivemeansof communicationwiththe public, butthey

arenonethelesstransparent. No othercountryintheworldallowsits surveillanceprogramsto be

debatedthis publicly. Theprogramoverseers, namelyODNIand DOJ, have carriedout their

duties inmonitoringcompliance, enforcingthe rules, assistingin reformations, andbeingopen

withthe FISC, Congress, and the public. WhileFBIhas alsobeentransparentaboutits

noncompliance, ithas been too slowto demonstrateaccountability. As a consequence, the

actionsofFBIhave castdoubt on the integrityofFBIandthe intelligencecommunitywrit large.

Tobuildtrustwiththe public, the intelligencecommunityneedsto havemoremeaningfulpublic
engagements, not just about Section702, butabout today's threat landscapeand howto protect

Americansfrom foreignmaligninfluence.

(U ) Another issuethat has eroded the public's trust is the government's inabilityto provide the

public withanestimate ofthe scope and scaleofincidentalU.S.person collection. The

governmenthas notprovideda satisfactory explanationto the public for whythis task is

impossiblenor has itofferedwhat it could infact estimateto helpprovidecontext for the public

aboutthe scaleofU.S. person communicationsbeing incidentally-collected inthis surveillance

programintendedto target foreigners locatedoutsidethe UnitedStates.

(U) NSA'sinabilityto count incidentalU.S.personcommunicationsstems from its inabilityto
determinethe locationand nationalityofeverypersonassociatedwith a target's communications

collectedunderSection702. Itmight, for example, be possiblefor NSAto countthenumberof
e-mailaddressesassociatedwitheachtarget's collectede-mailcommunications; however, it

wouldtakeanexhaustiveeffortto evenattemptto identifywhichofthosee-mailaddresses

belongedto a U.S.person. An NSAanalystwould needto manuallyrevieweach e-mailas well
as everye-mailaddresscontainedin each e-mail. Ananalystmustthenexamineeach e-mail

addressinaneffortto makea determinationabout the U.S.personstatus ofeache-mailaddress.

In2015, NSAundertookseveralstudies and estimatedhowlargeofa samplesizewas required

to undertakethis type ofcountingeffort. NSA calculatedthat itwould requirethousandsof
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analysts workingover a year full-time to estimatethe volume ofincidentalU.S.personcollection

inthis sample size. Eventhen, this numberwould contain errors becauseNSA simply lacks
reliablelocationaldata.

(U) Thosearethe technicaldifficulties anddonotaccount for privacyconcerns. Infact, theact

oftryingto identifywhetherthe e-mailaddress belongedto a U.S.personwould constitutea
violationofprivacy. As a matterofpractice, NSAdoes not look at everye-mail ina foreign

intelligencetarget's inbox. Allowingthe e-mails that are notofforeign intelligencevalueto
remaindormant inNSA'sdata repositorieswouldbetterpreserve U.S.personprivacy.

(U) NSAspentconsiderabletime and effort attemptingseveralapproachesto counting incidental

U.S.personcollectionin Section702 data, and reportedits findingsto Congressconcludingthat
noneoftheseoptionswouldprovide reliable results.
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