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SIGNAL SECURITY

ros

The obgect 01 signal securlty 15 to prpvent enemy intelligence galning
information from messa ges pa551ng over our communication system and
from the geperal layout of our communication Eysten. The enemy i1nter=
cept units consist of llstenlng sets which work in conjunction with
direction finding equipment, The-chief danger is from enemy inter-
ception of our radio messages, Under circumstances favorable to

the enemy, he may be able to get information by tapping in on wire

.cirecuits, by supervising these circuits by the use of the induction

coil, by observing visual signals, end recordlng tne volume of
mesSsages.

Signal communication includes all means of trensmitting messages
from one friendly unit to another, except mail or personal' agents,

The term message includes zll orders, reports, instructions, docu-
ments, phetographs, maps, overlays, and sketches in plain language
or code transmitted by means of signal communication,

A message in the clear is one in which the text of the message
conveys an intellipent meaning in a spoken language while a code
messagej conveys no intelligible meanings The word code includes
eodes and cipherss

Messages are classified as:
1, Urgent (0) and will be transmitted immedistely upon receipt;
or will follow any other urgent messages then being transmitteds
24 Priority (P) and will be sent ahead of any routine messages
on hand, but after those marked urgente e
3. Routine (R) and are sent as soon as practicable. If no classi-
.+ fication is marked on the message it will be assumed that the
message 1s routines

The agencies of signal communication ordinarily available include

the message center, radio communication, wire system, messenger
service, visual signals and pigeon service,

The transmission of field messages is facilitated by wniform arrange-
ment of their contents, Irregularity in the address or authoriza=-
tion may delay transmission and increase the chance for error. The
inclusion of the corrscht date and hour of origin is essential to

s propér evaluation by the recipient of the message. The writer's
serial number should always be included since it 1der+1fles the
message for transmission and for reference.

Messages should be very carefully frepared., They should be brief,
complete, and clear., It is necessary to be extremely carsful that
thev shall not be misunderstoods Messages should always be pre=
pared in duplicake ir. érder that the messagé cefiter’ L) keep a
eopys ™ Only authorized abbreviations should be used, The instruc~
%ions in the inside of the eover of the field message book must be
followed explicitlya :
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JNOLJAYD


https://cryptome.org/cic/cic-school/cic-advanced-training-school.html

II, ACTION COF AN INTERCEPT UNIT.

A, A redio, if carelessly used, can be a prolific course of information
for the enemy. Periods of comparative quiet give enemy intercept
units good opportunities for profiting by the careless use of radio,
The method of working of an snemy intercept unit, during an immobile
(stabilized) period is as followss
1. A1l messages are recorded, and all station call signs, frequen—

cies, and the bearings given by the direction finding equipment
» carefully noted, From a study of the proecedure signals exchanged,
and the volume of messages passed over each organizastion's radio
network, it is possible to show ths code names of the units which
are served by each radio station; call 31gns and code namgs are
thus linked together. :

2. The intercepted messages are carefully studied for clues as to
the idenpity of the code names or call signs. and for direct
information for the benefit of the Intelligence Staff,

3« The above procedure can be follewsd to some extent even if the
enemy intercept unit has no Direction Finoers, During an ime
mobile nerﬂod, a good picture of ths radiu layoul of an isolated
orsanizaii on cen be built wp oviexziy without Direction Finders,
if the unit's radio sets ars being freely used. If seversl
units using their radio freely sre ia range of an enemy iater—
cept wni%, the enemy, uniess he has Uirectiecn Finding egquipnent

3 available, will be confused by the many calls and hﬁve difficulty
‘in identifying and concentrating on the radio sets of the unit he
~ig responsible for monitoring.

III. DIRECTICY FINDING.

A, The bearings recorded by the Direction Finding stations, which normelly
work in threes, are plotted at a central control point, the intersection
of the bearings marking the location of the "target". 'hile it is untrue
th&t enemy Direction Finding equipment is so accurate that a radio

ation can be pin-pointed the moment it opensup, a well situated
Direction Finding station can, under favorable conditions, obtain a
bearing aceurate within s few dégrees. Dirsction Finding equipment is
much less effective in mobile than in fixed positions. The chief uses
of enemy Direction Finding stations are as follows:

1. UVhile they camnot pin-point one of édur radio stations, they can
indicate the area in which it may be found, If many stations are
found in one area, that would tend to indicate the presence of =z
headquarters. This the enemy would try to confirm by air
recommaissance, '

2s Detection of movement. One Direction Finding station within 20
miles of a "target!" whnich it is conulnu lly menitoring can detect
a moverent o2 or R milog.t ¥ 5

3 : 1= ; - ‘.
3e. To re-identify 2 radio network which has carried out a simultaneous
change of call sighs, frequencies and'cede names.

e
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B. Locél"tﬂpographiCalﬂ_meteorqlogical and minerological factors directly
Iefféct*the efficiency of the Direction Finding equipment.

IV. RADIO “OU'UWIC IUNS.

fﬂ.' Since rad1o is nortsble and -needs no wires, it is favored as o means of
distant. communication, Commanders should have a general knowledge of
'raulo, its capabilities, and its llmltations. .The officer in direct
charge “of communication should have ‘a practical knowledge of radio
operation, He w111 b° charged witﬁ ‘the upkeep -of the redio equinment
of the unit and the training- of. all oPerating personnel.

Ba Pactors, 1ndepandeﬁt of enemy-aatimn wh;ch may 11m1t the use of radio
are'*

1s _Lack of tréiﬁé&ibéératéfs:h"

2% -feather;:

3. -Hr@quency.

hilchck of suf+1cient frEqpency channels for all statlons.
He Presence of detrimental terrain features. :

:6, The proximity of & source of .radio static or 1nterfere ce sueh as
- power line or an X%ray machine, mineral denoszts, ete,

Ce fThe cnemy may. limit the use of radio by uging our tramsmlssicqs for his

~  own-infarmation. Radio messages can be intercepted by hostile stations
and,’ unlcss thn nesqages are coded thev may galn information from the
mesgages, : ;

De In order to insure reli@blu radlo communlcdtlon the following conditions
are thu most satisfactory: -

: fl.'<Lbcata station*in.a-qulet place. i s i

2 Locpte station away from sources of red;o 1nt€rferenc* such as power
llnes. electrlcal sub-stations, X-ray machines, mineral deposits, ete,
f;”"'“B%"If posclble. Tocate station in a nlace ‘where the antenna con be in
e ; .}“ti“'fﬁ-thu:clﬂar ‘preferably whare it can he slevated above screening
: e obgﬁcts such as 1arge bullaines. hill massesy and dense woodss
L, Locate statlon as fariashpr@gtica1¢1n-a_place protected from
- 7rartillery fire and air-astacks,
=B -S“lfct an alternabu.lochtion for each-radio station $o aveid delay
“: .dAn the evbﬁt i%e bucbmbs nécessary to:move, "The judgment and skill
with which %he radio-. St“ulon is lecatbd will usu=lly be ons of the
most important Iact@*s affect:ng success?ul Operatlon of the station.

25l
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6. The radio must not be overloaded with unimportant messages, or with
messages which are better transmitted by other means.

7. Radio security can be greatly assisted by curtailing the use of radie,
establishing dummy stations and sending false reports, rigid radio
discipline, habitual use of codes and ciphers, and hebitual use of
simple prearranged codes during operations. Plain language messages®
sent during an immobile period”are of the greatest help to the enemy
in identifying wnits and code names, The most harmless looking
administretive messages may be anything but harmless, Plain language
‘messages containing references to "bombardier", "rifleman',
regimental numbers, etc,, have been intercepted by the enemy, and
have compromised code names by giving the enemy definite indications
of the type unit associated with these code names,

| V., TUsz OF ?ADIO IN IMMOBILE AND MOBILE CGWDITIONS.

4,

B,

Co

Encipher all messages before transmission. The use of radio should be
severely restricted or even prohibited during immobile periods.

During periods of rapid movement and battle, the maintenance of
communication is more important than the danger of interception.

Do not start mobile operations with call signs, code names and
frequsncies which have been in use for some time prior to_ the opening
of the operations. This would make things much easier for the
intercept units.

VI. GENZRAL INSTRUCTION, FOR THE Usi OF ?ADIO

The following rules give a general guide to the use of radio:

)

B.

Have o radio set that has a fairly long range and is capable of both
radiotelegraph and radiotelephone transmission. The radio sei should
be capable of operation in the frequency range where there are
frequency channels available,

Radlotelegraph,

1. Messages by radiotélegraph will be sent in code, All headquarters
which may require the use of code are provided with the means of
encoding and decoding messages. The use of any unauthorized code
is forbidden, -

2, Messages may be sent in the clear by officers suthorized to do so
when speed is vital and it is believed that the enemy cannot take
effective action on the messages if intercepted. Such messages must
bear the notation "Send in Clear" above the author's initials,
before the radio operator is authorized to complete the transmissien,

3. liessages dealing with operations in progress, when contact with the
enemy has been made, may be sent in the clear by any officer by
noting "Send in Clear" above his initials, Code names will, however,
be used and necessary precautions taken to prevent the enemy from
obtaining information.

<l
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Code names and call signs must be used.

”here should be alternating ner1cds of complete radio silence and
noavy radﬁo traffit, to ve controlled by higher headquarters,

During the nerlodé when radio is being used, it should be used to
. *the full extent. - In order to effect this, it may be necessary
td usa dummy cznher or code trafflc.

Diring exerclses, radio schemes sheunld be made as deceptlve as
*bossible. 'This can be acconpllshed by .

o’ Theiuse of false call Signst

b. The use of false code names,
c. Altering the location of sets,

G o : ; _
d. Any other method improvised by. the signal or communication

officer. :

A1l radio telegraph messages should be in code except,when coding
delays cannot be tolerated, and the enemy will have no time to
take effective actidbn on the message if he does intercept it,

The risks involved "in sending a message in c¢lear must be considered
by the oériginator, who must decide whether the  urgency is such
_ that the risk shopld_be_taken.

I.G: Badlotelephony.

1

Ze

Radiotelephione may -be' used only by offlcers authorized to sent
messages in the clear, ; :

The use of radioteleghone‘requires?considerable attention and
practice to avoid giving away valuable information by the carcless
mention of timcs, places; and names of units. The dangey cen be
largely overcome by thinking out: the wording of the message, and
naking notes -of it, befere starting a conversation. :¥hersver

"_poss:ble, refer to the orders and instructions issued by the unit,

This practics reveals nothing to the enemy, Prearrenged code
words and phrasas may be employed to describe positions and
actions. Conversatlons should.be.kept as brief as possible,

: Radiotelbphone should be used only fbr tralnlné PUrpoSEeSe

Radiotelephone should not be nsed fov 0purational or adnin®&trative

purposes.

‘2e The sx&eption-is whon the enemy wlll not: have time to teake
effective action on: the message if it: is intercspted. The risks
involved rust-be outmezgheﬂ by the ny09551ty and the advantages
to be galned‘

. - ...‘;P
@ Ty o S e
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VII, CODE NAMES AND RADIC CALL SIGNS AND FREQUENCIES,

A, Code nemes will be allotted by the General Staff for the use of units
and organizations of a field force. As a general rule, the use of
code nemes will be confined to divisiensl areas. Should any unit be
moved into a divisional area, the headquarters ordering the move must
insure that the unit concerned ig alletted a code name from the spare
ones allotted in:the Corps or Divislonal list conecerneds Normally
code names will be used forward of Corps Headquarters, In calculating
the distribution of code name ‘lists, care must be taken to include the
requirements of branches of staffs, signal offices, and codes, 4
sufficient supply of spare copies should alseo be issuedy

1, Zach signal office down to Corps Headquarters (inclusively)
should receive from its higher headquarters three complete lists
of the higher units,

2. Each headquarters of divisional signals should receive from its
higher headquarters sixteen coples of its own cerps and
divisional lists, y

3. Dach brigade signal office should recsive from its higher head-

quarters two divisional lists and extracts from the corps list

to include all artillery and machine gun units in the divisional
erea, whether under command of or in support .of the division,

4, ZEach unit signal office (or sub-unit with radio telephnne) should
receive from its unit headquarters one divisional list.

S5e dach radiotelephone terminal should receive from its signal office
the code names of certain other radiotelephone terminals, The
nunber necessary for each terminal varies, In artillery units,
it will necessarily be generous, and must include the code names
of the infantry brigade (and battalions) with which the regiment
is working, together with the code nemes of other artillery units
in or working with, the divisional artillery.

B. To reduce the possibility of compromise of the deployment of the
organization, which would result in the loss or capture of code name
lists, divisionel headquarters and units forward of these headquarters
will not be issued the complete lists of the whole force, They will
receive lists containing only the code names of their own orgenizations
and units, and the necessary nanes of flanking and cooperating
organizations and units. .

Ce ‘hen a relief of units is being earried out, the relieving organization
of the unit will normally be ordered to take over the existing code
names of the outgoing troops.

D. If code names are changed, but call signs and fregquencies remain un-
altered, the enemy intercept unit will equate a new code name to an
old one immediately any traffic containing the new code name is passed.
If the enemy is to be puzzled at all, code names, call signs and
frequencies must be changed simultaneously, 4s a guide, it is
recommended that the change should take place at least twice a month
and at irregular intervals.

=6
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E, ‘There may be a time when a commander of a force considers that for
.~ sseurity.reasons code names must be allotted to the entire forceg
this boﬁever;éhauld prove an exception to the above staterents.

=]
.

Loss or cenpromlse of ccde nares, cﬂdes, etc. must be reported
immediately . to hlghﬂr echelon.

 VIII. YIRD OGHTUFIGATION. |

.&g NO

wire line can be zuaranteed ifirmune fiom 4tapping ', a constant

inspection must -be maintained: Telegraph equipment and field
- telephores dan bu overheard by “tapplng i

%

Bei A‘teltipbusiter mist e used to tap. a teletypewriter line,

Co care.snouLd,be,exarc1sed as to-what is said over the telephone. ‘There
alloited, code names should always be used, and, if a subject which
would prove of usé to the enemy is to be discusséd, a prearrangsd
co%e should by_used. Conversatlens should be as brlef as possible.

D, While common sensec, allied with sound eppreciation of'Iocal conditions,
must always be the best guide as to how a certain message is to be
sent, the following guides are submitted:

1.

3e

Se

IX. RANGH

Yhen the originater signs a message "Send in'cleér“,ﬂihe operitors
are entitled to send the message concerned by any means at their
disposal without regard te security.

hen a message contains informatisn valuable to the enemy and is
sent over any system which the enemy may have access to, 1t must be

“encoded. Such ressagss, however, may be dispatched by me&senger,

but are never phoned from signal terminals in the forward areas,
Tronsmission by telegraph is normally considered safe, but should the
chief operator concerned have any grounds whatever for suspicion
that the lines over which he is working may be tapped, he will have
the message encoded before tranémissidn, :

Shoufd the originator decide that the contents of his message are of
such importance from a security point of view, that the mdssage
must be sent in code regardlsss of the method by which it is

being sent, he will fill in the words "To be Encodod" over his
initialsg. o

Joint Army and. Navy.procedure (J4ANP), Tt 2“—10, is prescri“ed for
all Army-Navy use, and is the foundation and basic text for radio
procedure. within the Army, Be theroughly familiar with these
instructions, If no provision has been made to cover'a desired
communication function, resort to initiative and common sense with
due regard for the requirements of reliability, speed, and security,

OF RADIO SETS, e o

-]-
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A,

Rancge has a direct bearing on radio security. The following points
should be borne in mind:

¥

1, The nopinal range of a radio set is that maxlmum ‘range over which
two sets of the seme type will give rellable ccﬂwunicat*on under
the normal conditions which are applicable in any particular
locality. In practice it is found that the range varies to a
certain extent according to whether the ground is dry or moist,
or whether it is composed of earth, sand or rock, minsrs de?ositsf
time of day; locationy lay-out; electrical interferences; stormsj
structures; ctc,

2+ In order to obtain the best ranges, radio sets must be accurately
tuned, thus getting maximum output. Zven the slightest inaccuracies
in tuning will cause drastic reductions in ranges. :

3+ Radio sets have the peculiar property that although usually they
cannot provide relizble communication mich beyong their normal
ranges, they can under special conditions provide communication
at very much greatser ranges, Therefore, it must never bs assumed
that because a radio set Hhas a certain nominal range, and the enemy
is outside this range that radio security can be ignoreds It must
always be assumed that the eneny is able to intercept every message
sent by radio, -

X. MESSAGE CENTER,

Ao

B

.

E.

The message center is the agency,of the commander at headquarters or
at the command post,whieh is charged with the receipt, transmission
and delivery of messages.

During active operations message center service is continuous.

1

When an echelon moves, the message center opens at the new location
prlor to or at the same time of the closlng of the message center
the former locat*on§

LY

-The message center znd routes leading thereto should be well marked

with epprepriate signs,

N°ssaga.center requirement st

1. Qniet.

2. Protected from rain and wind,

3« Capable o? being made lightproof at night and gasproof at any time.
L, Gonvenient;to staff'secéioné and to incoming messengers,

e 4n alternate location'shoul&_he selected,

6. Efficient'protectibn sﬂouid be provided against enemy raids,

observed fire, bombing, etc, 2

—g.ﬂu
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."8.'

Personnel should have prior investiéation.

.

AR 380~5 should b8 enforced.

T, ueans of si enal’ cemrunicatzons.

1.

Z»

3'0

T

9e

10,

11,

Sl

Messages to go only & very qhori: aistance qhould be habitually
sent by messenger. ;

Maps, documents, photographs, and similar ressages must be sent by

messenger, . . o

Short messages going a comparatively long distance should be sent
by some electrical means where available.

henever possible, telegrams or telegraphic printer should be used,
The telsphone should be used as little as possible in order thatb

it may be kspt open for direct communications by the commander

and his staff,

Very longz messages should usuzslly be sent by messengersa

liessages transmitted by radio are subject %o interception by
an alert enemy. It is, therefore, essential to sncode all such
MSSSagZeS. Yo .

It the 1mpo“tance of the: message so warrants, it may be sent by

two or more means subject to the restrictions imposed by cryptographic
sacurlty. :

UTgont and Priority messages are sent by the most rapid means
avazlable. ;

Routine and ndmlnistratlve reports must be transmitted by means

otner than rddlc or tuluphone. .

Maximum delay time in message centers should never be more than
two minutes.

The training of message center personnel will emphasize:
2. Military courtesy with special reference to expressions.used in
accepting'and delivering megssages.

b. Organization of the Unit and the numerlcal designation of
subordlnate and superlo; unlts.
L} .
Ce Staff organization, partlcularly the orgcnization and personnel
at locsl headquarters.

hen & message is handed to the message center to be sent, the
following information is entered on both copies:

a. Time filed, (The exact hour and minute message was received),

e e
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13.

TR

s Medsage center serial number.' (The mext higher number avove
that on the last message.sent during the current day.)

5

c. How sent (The means directed by the writer or selectea by
the message center chlef for transmittal. )

The message center keeps only such temporary files, so as to insure
rapid and accurate handling of message traffic:

S Live file,
be Dead file,

Co Code clerk filé;

‘4, - Operator's file,

e. The dead file is used in preparing the unit journal, The code
clerk's file and the transmitéing opnrator‘s file are kept 'in a
packet marked with the date an@ description of contents and

'held for such disposition as mey be directed by the unit
comminication officer.

The nessaae center will be called upon to hapndle many different types
of messages, all of which will perhaps require a slight variation

in procedure., For example, the steps involved in the routing of

an outgeing cvyptegram sent by rudie would be:

2., The writer prepares three copies of the massage.

b. Sends the dfiginal and duplicate to the message center chiof
and keeps the third copy for his own file,

ey~ The nessage center chief processes the message and sends the
original on‘to the code clerk, filing the duplicate in his
live file,. : .

==
d. The code clerk cryptographs the message, entering necessary
- instruction for the radio operator to insure correct trans-
mission of the message. ' ;
e, The radis operator receives the cryptogram from the code clerk
and transmits it te the proper statiom,

Ual

The radio operator notlfzes the.message, center chief of the
time of receipt, services the ceded nesssge, and files it
in his operator's file.

ge The message center chief services the duplicate copy of the

message and removaes it from the live file and places it in
the dead file,

=10~
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